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Abstract: To improve the quality of healthcare and individual’s quality of life E-healthcare cloud system shown its potential 

unluckily, privacy and security slow down its general deployment and application there are many researches focusing on 

preserving the privacy of the electronic healthcare record (EHR) data. However, these works have two main limitations 

first, they only works on ‘black or white’ access control policy. Second, they suffer from the inference attack. This paper, 

for the first time, we design an inference attack-resistant e-healthcare cloud system with fine-grained access control we first 

propose a two-layer encryption scheme. To make sure an efficient and fine-grained access control over the EHR data, we 

design the first-layer encryption, where we develop a specialized access policy for each data attribute in the EHR, and 

encrypt them individually with high efficiency. To preserve the privacy of role attributes and access policies used in the 

first-layer encryption, we systematically build the second-layer encryption To take full benefit of the cloud server, we 

propose to let the cloud execute computationally concentrated works on behalf of the data user without knowing any 

sensitive information To preserve the access pattern of data attributes in the EHR, we additional construct a blind data 

retrieving protocol. We also show that our scheme can be easily extended to support search functionality. Finally, we conduct 

extensive security analyses and performance evaluations. 
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Introduction: 
 

Cloud Computing provides a based way to the user for storing and computing the data. We can use cloud computing to maintain 

data privacy and confidentiality in the cloud.  We need to pay-per-use and it requires an internet connection for work. Due to lack 

of data security cloud provides an efficient way to store the data in encrypted form on the cloud. The aim is to prevent misuse of 

patient’s documents and search they require data as per patient requirement. The serious secure and protected concerns are the over 

the form of problems that stand in the way of wide adoption of the framework. IT application plays an important role in the area of 

health and patient care. Cloud users upload personal or confidential data to the data center of a Cloud. In previous Electronic Health 

Record Systems cannot handle dynamic changes related to a number of the user. Our main motive is to protect the data from 

unauthorized access. In the previous system file uploading operation is not performed securely and misused of data increased 

because of lack of security. The cloud file might contain some sensitive information and The sensitive information should not be 

exposed to others when the cloud file is shared and Encrypting the whole shared file can realize the sensitive information hiding In 

some common cloud storage systems such as the Electronic Health Records (EHRs) system, the cloud file might contain some 

sensitive information. In the cloud storage services, users can slightly store their data in the cloud and recognize the data sharing 

with others. Remote data integrity auditing is proposed to guarantee the integrity of the data stored in the cloud. In some common 

cloud storage systems such as the Electronic Health Records (EHRs) system. In this Project, a sanitizer is used to sanitize or mining 

the data blocks corresponding to the sensitive information of the file and transforms these data blocks’ signatures into valid ones 

for the sanitized file In remote data integrity auditing schemes, the data owner firstly needs to generate signatures for data blocks 

before uploading them to the cloud. These signatures are used to prove the cloud truly possesses these data blocks in the phase of 

integrity auditing. 

 

Related work: 

 

In order to verify the integrity of the data stored in the cloud, many remote data integrity auditing schemes have been proposed. To 

reduce the computation burden on the user side, a Third Party Auditor (TPA) is introduced to periodically verify the integrity of the 

cloud data on behalf of user. Ateniese etal. [2] firstly proposed a notion of Provable Data Possession (PDP) to ensure the data 

possession on the untrusted cloud. In their proposed scheme, homo morphic authenticators and random sampling strategies are used 

to achieve block less verification and reduce I/O costs. Juels and Kaliski [3] defined a model named as Proof of Retrieve ability 

(PoR) and proposed a practical scheme. In this scheme, the data stored in the cloud can be retrieved and the integrity of these data 

can be ensured. Based on pseudorandom function and BLS signature, Shacham and Waters [4] proposed a private remote data 

integrity auditing scheme and a public remote data integrity auditing scheme. In order to protect the data privacy, Wang et al. [5] 

proposed a privacy-preserving remote data integrity auditing scheme with the employment of a random masking technique. 

http://www.ijirmps.org/


IJFMR | Volume 1, Issue 3, 2019                                                                                                                         ISSN: 2582-2160 

IJFMR1903002 Website : www.ijirmps.org Email : editor@ijirmps.org 5 
 

Solomon et al. [6] utilized a different random masking technique to further construct a remote data integrity auditing scheme 

supporting data privacy protection. This scheme achieves better efficiency compared with the scheme in [5]. To reduce the 

computation burden of signature generation on the user side, Guan et al. [7] designed a remote data integrity auditing scheme based 

on the in distinguish ability obfuscation technique. Shen et al. [8] introduced a Third Party Medium (TPM) to design a light-weight 

remote data integrity auditing scheme. In this scheme, the TPM helps user generate signatures on the condition that data privacy 

can be protected. In order to support data dynamics, Ateniese et al. [10] firstly proposed a partially dynamic PDP scheme. Erway 

et al. [11] used a skip list to construct a fully data dynamic auditing scheme. Wang et al. [12] proposed another remote data integrity 

auditing scheme supporting full data dynamics by utilizing Merkle Hash Tree. To reduce the damage of users’ key exposure, Yu et 

al. [13–15] proposed key-exposure resilient remote data integrity auditing schemes based on key update technique [16]. The data 

sharing is an important application in cloud storage scenarios. To protect the identity privacy of user, Wang etal. [17] designed a 

privacy-preserving shared data integrity auditing scheme by modifying the ring signature for secure cloud storage. Yang et al. [18] 

constructed an efficient shared data integrity auditing scheme, which not only supports the identity privacy but only achieves the 

identity traceability of users. Fu et al. [19] designed a privacy-aware shared data integrity auditing scheme by exploiting a homo 

morphic verifiable group signature. In order to support efficient user revocation, Wang et al. [20] proposed a shared data integrity 

auditing scheme with user revocation by using the proxy resignature. With the employment of the Shamir secret sharing technique, 

Luo et al. [21] constructed a shared data integrity auditing scheme supporting user revocation. The aforementioned schemes all rely 

on Public Key Infrastructure (PKI), which incurs the considerable overheads from the complicated certificate management. To 

simplify certificate management, Wang et al. [12] proposed an identity-based remote data integrity auditing scheme in multi cloud 

storage. This scheme used the user’s identity information such as user’s name or e-mail address to replace the public key. Wang et 

al. [20] designed a novel identity-based proxy-oriented remote data integrity auditing scheme by introducing a proxy to process 

data for users. Yu et al. [21] constructed a remote data integrity auditing scheme with perfect data privacy preserving in identity-

based cryptosystems. Wang et al. [18] proposed an identity-based remote data integrity auditing scheme for shared data supporting 

real efficient user revocation. Other aspects, such as privacy-preserving authenticators [11] and data deduplication [11, 19] in remote 

data integrity auditing have also been explored. However, all of existing remote data integrity auditing schemes cannot support data 

sharing with sensitive information hiding. In this paper, we explore how to achieve data sharing with sensitive information hiding 

in identity-based integrity auditing for secure cloud storage. 

 

System Modules: 

 

Our System mainly contains three modules one is Doctor and another are Patient and researcher. 

 

System Architecture: 

 

In the system, we design and develop a system for protecting information and confidential data. Our Main Purpose of the System 

is to protect the data from unauthorized access. Encrypting the whole shared file can realize the secret information hiding, but will 

make this shared file unable to be used by others. Signatures are used to verify the integrity of the sanitized file in the phase of 

integrity auditing. 

— 

 
  

 

 Conclusion: 

 

In the project we realize the moment allowed privacy-preserving Keyword indices in search procedure for the EHD reasoning 

storage space, which could support the automated delegation cancellation. Here Security and protective analysis shows our scheme 

provides reasonable overhead computation in cloud storage applications compared to traditional systems. This is the first retrievable 

security plan with the moment allowed encryption function and the specific specialist for the privacy–preserving EHD reasoning 

record storage space. The solution could ensure the comfort of the EHD and the potential to deal with assume keyword attacks. 
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