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Abstract:

The next generation of mobile communication technology, known as Sth Generation (5G), is being
developed as a game-changing technology for wireless communication, offering extreme mobile
broadband, ultra-reliable low-latency communication, and massive machine-type communication.
Unlike what came before, 5G is distinguished not just by a speed and capacity upgrade, but by
transitional architectural changes to software-defined networking (SDN), network function
virtualization (NFV), and service-based architecture (SBA) in the core, and a much more intelligent
and embedded radio access network (RAN). While these technologies open up a spectrum of
applications in sectors such as healthcare, automotive, and industrial automation, they also create a
vast array of security threats and vulnerabilities that need to be urgently addressed.

5G’s core and RAN architectures are far more dynamic and virtualized than previous generations,
which significantly increases the attack surface for bad actors. Key elements, such as AMF, SMF, and
NEF, provide programmable interfaces that can be potentially exploited, if not adequately secured, via
signaling storms, injection attacks, and lateral movement-based attacks by attackers. Likewise, the
disaggregated RAN, comprising CU, DU, and RU, for instance, can also be exposed to rogue base
station attacks, man-in-the-middle attacks, and synchronization-based DoS attacks. Additionally,
network slicing, a core aspect of 5G, can result in inter-slice leakage or isolation violation if appropriate
multi-tenancy security policies are not enforced.

This article provides a comprehensive review of the security threats and corresponding
countermeasures unique to the SG core and RAN. Based on the guidelines and specifications of 3GPP
Releases 15 and 16, we outline the primary security controls that must be considered to secure network
functions, APIs, and interfaces. These include mutual authentication, protection of integrity, stronger
protection of subscriber identities, key management mechanisms, and secured bootstrapping of VNFs.
Furthermore, the research examines emerging threat detection solutions based on AI and ML for
behavioral anomaly detection, which become even more applicable in virtualized environments, where
traditional perimeter security is ineffective.

The approach conducts attack modeling targeting different interfaces, such as N1, N2, N3, and Xn, to
emulate the impact of potential vulnerabilities and assess the performance of potential defense
strategies. Key areas of focus include Zero Trust Architecture (ZTA), microsegmentation, secure
orchestration in containerized deployments, and real-time analytics via Security Information and
Event Management (SIEM) tools. The paper also addresses supply chain security and the integrity of
third-party elements, which is more relevant since SG deployments are decentralized.

Results from simulative and threat modeling evidence that a defense-in-depth approach, incorporating
isolation, continuous monitoring, AI-driven threat detection, and policy-driven automation, may lower
the risk posture for SG networks. The implementation of these Security-by-Design principles, from
product development to deployment, guarantees resilience to known and emerging threats.

because 5G underpins digital transformation, and the security of its core and RAN is vital for national
infrastructure, business operations, and public safety.” The study we present in this paper is not just
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theoretical; in fact, it provides practical suggestions to telecom operators, standard bodies, and security
architects on deploying 5G security in real-world networks.
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I. INTRODUCTION

The fifth generation (5G) of mobile communication networks marks a turning point in telecommunications;
thus, on the same technology, an exponential growth is expected in bandwidth, ultra-low latency, and massive
connectivity. These technologies are crucial for enabling the next generation of applications, including
autonomous vehicles, remote surgery, smart cities, industrial automation, and more immersive augmented
and virtual reality experiences. However, 5G’s promise cannot be fully realized if the foundation of the
network, its infrastructure, is not robust, strong, and secure. On the other hand, 5G features a flexible
architecture in comparison to its predecessors; the flexible architecture is accomplished via technologies such
as SDN, NFV, etc., in the core, and via an extremely disaggregated and distributed RAN. Although these
advances enable operational agility, scalability, and lower costs, they also introduce complex security issues
that traditional protection models are unable to mitigate.
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Figure 1: Comparative Attack Surface between 4G and 5G Networks

5GC is a cloud-native platform, and its network functions are well-decoupled and virtualized, including the
AMF, SMF, UPF, and NEF. These network functions inter-communicate over standard service-based
interfaces with HTTP/2 / REST APIs, which has increased the attack surface enough that injection attacks,
API abuse, lateral movement, and DoS attacks threaten network functions. Unlike 4G LTE networks, which
tend to be more static and hardware-centric, 5G networks sometimes run in cloud infrastructures that can
become part of a trust boundary, representing a much larger attack surface than previous networks.

5 G RAN also evolves from a traditional monolithic architecture to a distributed one, including CUs, DUs,
and RUs, and connected by open and standard interfaces, such as F1 and E1. This decomposition enables
vendor interoperability and function scaling; however, it also makes the network vulnerable to
synchronization attacks, rogue base station deployments, and control plane signaling attacks. Moreover, the
introduction of network slicing (NS), in which different virtualized logical networks coexist on a single
physical infrastructure, requires strong isolation and access control mechanisms to prevent data leakage and
unauthorized resource access.
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Another significant security concern on the horizon for 5G is the increased reliance on supply chain
components, particularly those from third-party vendors. This dependency brings with it risks, including
compromised firmware, counterfeit hardware, and backdoors at the manufacturing level, which underscores
the need for end-to-end visibility and assurance throughout the 5G ecosystem. As threat levels rise, proactive,
predictive, and resilient security postures are necessary in the face of increasingly sophisticated threat actors,
including state-sponsored cyber adversaries.

In this paper, we analyze the primary potential threats in the 5G Core and RAN, along with a comprehensive
framework for mitigating these threats. It has resolved the security specification gaps left behind by current
security requirements from 3GPP and harmonized them with state-of-the-art security principles, such as ZTA,
micro-segmentation, Al-based anomaly detection, and secure orchestration of virtualized functions. The
paper also examines real case studies and simulation results to assess the effectiveness of the proposed
security measures.

The paper has two goals: (i) to offer a detailed analysis of the threat landscape of 5G networks, as it continues
to evolve, and (ii) to introduce a comprehensive set of technical and architectural mitigations that telecom
operators, infrastructure vendors, and security professionals can utilize to harden 5G roll-outs. With the
growing dependence on 5G for critical aspects of national and enterprise infrastructure, protecting the
infrastructure is not just a technical need but a national one.

II. LITERATURE REVIEW

The security of 5G networks has been a subject of considerable academic and industrial interest, particularly
due to the network’s transformation from hardware-centric models to cloud-native and virtualized paradigms.
The existing literature offers a multidimensional understanding of the challenges and emerging solutions
related to securing both the 5G core and Radio Access Network (RAN) infrastructures. This section surveys
key studies, frameworks, and technological advancements prior to December 2020 that contribute to the
ongoing discourse on threat mitigation in 5G systems, with a specific focus on 3GPP standards, SDN/NFV
implications, and real-world security evaluations.

One of the foundational frameworks for 5G security is defined by the 3GPP Release 15 and 16 specifications,
which introduce new security features that build upon those implemented in 4G LTE. According to Khan et
al. [1], Release 15 includes mechanisms such as unified authentication, integrity protection for user and
control planes, enhanced confidentiality through key separation, and improved privacy for subscriber identity
using SUCI (Subscription Concealed Identifier). These standards mandate mutual authentication between
network elements and users, making identity theft and impersonation significantly more difficult. However,
the open interfaces inherent to the 5G Service-Based Architecture (SBA) pose serious risks if API security is
not tightly controlled [2].

The role of NFV and SDN in 5G security has been explored by Bernardos et al. [3], who highlight how
virtualization leads to increased flexibility at the cost of introducing new vulnerabilities. In an NFV context,
the attack surface grows substantially due to the dynamic instantiation of network functions across shared
infrastructure. SDN, while enabling programmability, centralizes control and becomes a high-value target for
attackers. Therefore, robust access control, continuous authentication, and isolation mechanisms must be
implemented to mitigate the risks of lateral movement in virtualized environments.

Regarding RAN security, Rao and Rani [4] discuss how the distributed nature of 5G RAN—divided into
centralized units (CUs), distributed units (DUs), and radio units (RUs)—makes it susceptible to
synchronization attacks, rogue base stations, and signal jamming. These vulnerabilities can be exploited for
eavesdropping, denial-of-service (DoS), and service manipulation. Open RAN initiatives, while promoting
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vendor interoperability, also present security challenges due to the increased number of integration points
and the insufficient testing of software modules [5].

Al-driven threat detection is increasingly being explored as a solution for real-time anomaly detection and
behavioral analytics in 5G networks. According to Zhang et al. [6], machine learning models trained on
network traffic can identify malicious behaviors such as port scans, traffic spikes, or botnet activity, thereby
supporting a Zero Trust approach. However, training these models requires access to high-quality, labeled
datasets and significant computing resources, which pose challenges for real-time deployment.

Network slicing introduces another vector for potential compromise. As noted by Foukas et al. [7], slices can
inadvertently leak data or allow unauthorized access if proper access control lists and isolation mechanisms
are not enforced. Each slice must be treated as a standalone environment with unique security policies,
encryption keys, and traffic inspection rules to maintain integrity across tenants.

Supply chain security is an increasingly pertinent issue as 5G hardware and software components often
originate from globally distributed vendors. Tsai et al. [8] emphasize the importance of attestation, secure
boot mechanisms, and firmware verification to prevent the installation of compromised components or
malicious updates. The U.S. Department of Homeland Security’s 5G Strategy [9] also stresses multi-
stakeholder involvement and continuous monitoring of supply chains to ensure end-to-end trustworthiness.
Existing literature emphasizes that securing 5G networks necessitates a multilayered approach that integrates
regulatory compliance, architectural best practices, Al-enhanced monitoring, and hardware-level assurances.
While the 3GPP specifications provide a baseline, effective implementation relies on operator vigilance,
vendor accountability, and the adoption of a defense-in-depth strategy throughout the network lifecycle.

III. METHODOLOGY

This study employs a comprehensive methodology that combines threat modeling, standards-based security
assessment, and simulation-driven validation to examine the security landscape of 5G Core and RAN
networks. The approach integrates theoretical constructs with practical simulations to evaluate vulnerabilities
and assess the effectiveness of corresponding mitigation strategies. The methodology is structured to reflect
a real-world telecom environment, emphasizing modularity, virtualization, open interfaces, and cloud-native
deployment.

The research begins with a detailed architectural breakdown of the 5G Core and RAN, mapping all network
functions, interfaces, and dependencies. This decomposition provides clarity on the functional components
most susceptible to attacks, enabling a precise mapping of security vulnerabilities. Each function—such as
the Access and Mobility Management Function (AMF), Session Management Function (SMF), and User
Plane Function (UPF) in the Core, and the Centralized Unit (CU), Distributed Unit (DU), and Radio Unit
(RU) in the RAN—is evaluated for known and potential threat vectors. Standardized interfaces such as N1,
N2, N3, FI, and Xn are studied in depth to determine their exposure to threats, including injection,
eavesdropping, and protocol manipulation.

Next, a threat modeling framework based on STRIDE (Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, and Elevation of Privilege) is applied to identify and classify security threats.
STRIDE is particularly effective in assessing both external and internal threats within service-based
architectures and SDN/NFV environments. The model is extended to cover attack surfaces introduced by
container orchestration platforms such as Kubernetes, which are commonly used for deploying virtualized
5G components.

Parallel to the threat modeling, the methodology includes a standards-based compliance analysis using the
3GPP security specifications from Releases 15 and 16. These specifications provide security baselines,
including mutual authentication, secure key management, subscriber identity protection, signaling protection,
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and integrity mechanisms. The network’s implementation is assessed against these standards to identify any
gaps in compliance and potential exploitability.

To assess real-world threat scenarios and validate mitigation strategies, the study utilizes a virtualized testbed
that incorporates open-source tools, including Open5GS for Core simulation and OAI (OpenAirInterface)
for RAN emulation. Network traffic is monitored using Wireshark, and security logs are collected through a
centralized SIEM platform. Simulated attack scenarios include signaling storms targeting the AMF, rogue
gNodeB deployment for impersonation, DDoS attacks on service-based interfaces, and inter-slice data
leakage through improperly configured policies. These tests allow for observation of system behavior, service
disruption, and resilience under active threats.

Mitigation strategies are deployed in the testbed to measure their effectiveness. These include the
implementation of Zero Trust Architecture (ZTA) principles, APl gateway rate limiting, mutual TLS
enforcement, runtime security with tools like Falco, micro-segmentation using network policies, and Al-
based behavioral analysis for anomaly detection. The Al module is trained on labeled normal and abnormal
traffic patterns to detect deviations and trigger alerts in near real-time.

The methodology also extends to supply chain security assessment, evaluating firmware validation
mechanisms and secure boot processes using virtual Trusted Platform Module (TPM) environments. This
aspect ensures hardware-level assurance even in simulated environments.

This multi-pronged methodology integrates architectural analysis, standards validation, threat modeling,
simulation, and countermeasure evaluation to provide a holistic view of 5G Core and RAN security. The
approach ensures that both preventive and detective controls are rigorously tested under realistic conditions,
thereby validating their feasibility and impact in operational 5G deployments. This comprehensive
methodological framework enables the development of actionable security strategies that are both
theoretically grounded and practically validated.

IV. RESULTS

The application of the proposed approach yielded a range of findings regarding the security of 5G Core and
RAN. The study, which utilized simulated realistic attacks in virtualized 5G environments and assessed
different mitigation methods, revealed the vulnerabilities as well as the effectiveness of security strategies.
In this section, we describe the quantitative and qualitative results obtained from these simulations and
compare the effectiveness of different threat-mitigating methods.

sol Without Controls
- With Controls

70F
60
501

a0

Attack Success Rate (%)

301

201

10+

0 Signaling DoS Rogue gNodeB Inter-slice Access

Figure 2: Comparison of Attack Success Rates With and Without Mitigation Controls

Early threat modeling identified several high-risk vectors within the 5G structure, utilizing the STRIDE
model. “Our analysis of the Core’s Service-Based Architecture (SBA) showed that the N8 and N10 interfaces,
which are utilized by UDM and SMF, respectively, are prone to suffering from API abuse when mutual
identification is not enforced. Signalling storms induced by malformed HTTP/2 messages caused AMF
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instances to exceed their processing threshold within 7—10 seconds, resulting in a DoS in 3 out of 5 simulation
runs.

This work showed that the placement of rogue gNodeB nodes in the simulated RAN environment posed
serious threats to UE impersonation and man-in-the-middle attacks. Unauthorized gNodeBs were able to
initiate handshake sequences with UEs prior to authentication failure, which demonstrates the necessity of
secure broadcast authentication and RAN-level identity protection. Synchronization-related attacks using the
DU, as simulated in computer modeling, resulted in a loss of service within only a few tens of milliseconds
when the integrity of the backhaul was compromised, and are considered a realistic simulation of timing
manipulation.

Rolling out Zero Trust Architecture (ZTA) with enforced mTLS and policy-based access control resulted in
a 95% decrease in successful unauthorized hits on service-based interfaces. The use of API gateways with
rate limiting and token validation significantly reduced injection and brute force attempts in the SBA. These
actions significantly enhanced the reliability and response times of 5 G Core services during stress testing.
Anomaly detection based on Al served as a critical defense for the Core and RAN layers. Through the use of
supervised learning models and over 50 GB of labeled traffic data, the system achieved an accuracy of 97.4%
in detecting anomalies with a false positive rate of less than 2%. In this way, abnormal spikes in signaling
traffic, session behavior, and side-channel data leakage could be timely detected in network slices.

Isolated to the Core’s Kubernetes deployment, micro-segmentation and container security tools, such as
Calico and Falco, detected network function isolation and privilege escalation attacks. In privileged
escalation tests, unauthorized root access was successfully detected in 100% of the tests by blocking the
method when both an SELinux and AppArmor profile were in place, along with a Falco alert about the
method.

Supply chain simulation validated the need for secure firmware boot. The upload of Trojaned firmware
images into virtual RUs, which were not subjected to code validation, led to a decrease in the analytics' non-
detectable performance and the opening of a TCP backdoor. Relying on a trusted boot with TPM attestation,
however, prevented these payloads from executing altogether and preserved the trust in the boot process.
The findings suggest that, although 5G networks are inherently susceptible due to their openness and
complexity, they can be highly resilient through the implementation of layered security mechanisms. When
these techniques are combined, the threat surface and attack success rate are both significantly reduced, due
to architectural isolation, intelligent threat detection, and compliance with 3GPP security standards. The
results also serve to emphasize that successful threat defense relies not on individual solutions but on
orchestrating a variety of defensive measures across the entire architectural substrate.

V. DISCUSSION

Migration to 5G has blurred the established lines of mobile network security. As demonstrated in prior
research, on the one hand, the 5G network architecture provides unparalleled flexibility and scalability, but
also brings forth new, complex security attacks, especially in the core and RAN, whereas on the other hand.
This presentation situates the simulation observations within the surrounding 5G threat landscape and
examines the trade-offs, deployment challenges, and operational implications of the considered mitigation
strategies.
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Figure 3: Barriers to Effective Security Control Adoption in 5G Environments

One clear learning point from the simulations is the importance of Zero Trust Architecture (ZTA) for
protecting service-based interfaces within the 5G core. In traditional networks, closed perimeters were
sufficient, but in today's distributed and virtualized environment, 5G necessitates trust boundaries. In
practice, enabling mTLS, continuous authentication, and policy-driven access control at the API endpoints
was quite effective in limiting unauthorized access and thwarting lateral movement. Nevertheless, the
widespread deployment of ZTA in all network functions creates operational challenges, especially in multi-
vendor environments where establishing interoperability and trust between components is troublesome.

The disaggregation of the RAN into Central Units (CUs), Distributed Units (DUs), and Radio Units (RUs)
has provided benefits of greater flexibility and performance. However, it has also exposed the infrastructure
to new threats, both physical and protocol-layer-based. The attackers provided us with ideas about simulating
attacks under a rogue gNodeB and under a synchronization attack that attackers exploit in the edge element,
in order to break the network security. Although secure boot procedures, attestation protocols, and base
station authentication mechanisms provide strong security measures, these measures are difficult to enforce
in rural or power-constrained deployment scenarios where hardware resources are insufficient for complex
cryptographic validation.

Another important point for discussion is the efficiency and feasibility of Al-based anomaly detection in the
global market. The imitation machine learning models implemented in this paper demonstrate high
performance in threat detection; however, these models rely on substantial amounts of high-quality training
data to maintain their effectiveness, which is often distributed across network domains. Additionally, enemies
may be able to escape detection by copying friendly traffic patterns or corrupting training data. Al systems,
therefore, need to be augmented by human review, regular retraining, and access to wider threat intelligence
feeds to remain effective over time.

Micro-segmentation and runtime security vendors, such as Calico and Falco, have demonstrated significant
untapped potential for network isolation and intrusion detection in container environments. These tools
provide fine-grained visibility and control, allowing operators to define security policies that disallow
communication between unauthorized components even though they are all part of the same system.
However, too much segmentation, or if implemented incorrectly, can result in service downtime or worse,
low performance. Hence, automation and policy orchestration tools can complement segmentation
mechanisms to achieve flexibility and service persistence.

Supply chain security, an issue often overlooked in virtual deployments, played a significant role in this
experiment. The trustworthiness of the RAN elements' firmware and hardware, in particular, has a direct
implication on the network's resilience to low-level attacks. Rooting trust in a secure boot chain and firmware
signing, extending to TPMs, is crucial, but only if you also have a regimen of scrubbing vendors’ processes,
regular repeat program verification, and adherence to governmental compliance mandates to achieve end-to-
end trust.
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It is noted that 3GPP standards are robust for 5G security; however, real-world protection relies on the faithful
and complete deployment. Cost and complexity could lead many operators to roll out 5G even without all of
the optional security features turned on. As a result, regulations will need to be developed to enforce minimal
security standards, while also rewarding operators of critical infrastructure who adopt a comprehensive risk
mitigation strategy.

This work confirms that the security of 5G Core and RAN networks is feasible and requires a multi-layered,
standards-compliant, and proactive defense approach. Further research into the advancement of blockchain-
orchestrated decentralized trust for 5G orchestration, as well as adaptive Al systems for self-healing
networks, is recommended, along with quantum-resistant cryptography for future-proof deployments. The
security posture of 5G will impact the robustness of critical national infrastructure, requiring stakeholders to
ensure that security is addressed as a core component, not an afterthought, in the design of networks.

VI. CONCLUSION

The evolution to 5G networks marks a pivotal advancement in telecommunications, enabling a range of
transformative applications across critical sectors, including healthcare, transportation, manufacturing, and
public safety. However, this transformation brings with it an equally significant expansion in the attack
surface, especially within the 5G Core and Radio Access Network (RAN) domains. This paper presents an
in-depth exploration of the security risks and threat mitigation strategies specifically tailored to these key
architectural layers, with an emphasis on standards-compliant implementation and practical validation
through simulations.

The study confirms that the shift to a service-based, virtualized architecture in the 5G Core—leveraging
technologies such as Network Function Virtualization (NFV), Software-Defined Networking (SDN), and
cloud-native orchestration—fundamentally redefines traditional security boundaries. Similarly, the
disaggregation of the RAN into CU, DU, and RU components introduces both operational flexibility and
new vulnerabilities that adversaries can exploit through synchronization interference, rogue base stations, or
protocol manipulation. In this context, static, perimeter-based security models are no longer sufficient.
Instead, a defense-in-depth strategy, anchored in Zero Trust Architecture (ZTA), secure APIs,
microsegmentation, and real-time threat detection, emerges as a critical necessity.

The simulations conducted in this study validate the effectiveness of several mitigation approaches.
Implementing mutual TLS for API communication in the core, enforcing secure boot mechanisms in the
RAN, and utilizing runtime container security tools, such as Falco, significantly limited the success of
simulated attacks. Al-driven anomaly detection achieved high accuracy in identifying abnormal network
behavior and preventing advanced persistent threats. The application of STRIDE threat modeling highlighted
overlooked vulnerabilities and helped prioritize security investments based on potential impact. Moreover,
supply chain integrity emerged as a foundational concern, emphasizing the need for trusted vendor
ecosystems, firmware verification, and hardware attestation mechanisms.

Despite these advances, the paper also acknowledges the implementation complexities associated with
deploying robust 5G security measures. Factors such as cross-vendor interoperability, infrastructure resource
constraints, and skill gaps in telecom security engineering continue to limit the adoption of best practices.
Therefore, beyond technological controls, it is essential to establish strong governance policies, industry
collaboration frameworks, and regulatory mandates that ensure consistent security enforcement across global
5G deployments.

A key conclusion drawn from this research is that security must be embedded into the design, deployment,
and operation phases of the 5G lifecycle. Adherence to 3GPP security specifications—while necessary—is
not sufficient on its own. Operators must go further by applying context-aware access controls, continuously
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monitoring all endpoints, and integrating Al for predictive defense. Moreover, network slicing and
multitenancy require tenant-level isolation and policy enforcement to prevent cross-slice compromise.

As 5G continues to serve as the digital foundation for intelligent infrastructure and connected services, its
protection becomes a matter of national interest. The insights from this paper serve as a blueprint for telecom
operators, network equipment providers, cybersecurity vendors, and policymakers to collaborate in fortifying
the 5G ecosystem. Moving forward, areas such as post-quantum cryptography, decentralized identity
frameworks, and federated threat intelligence sharing will be instrumental in preparing 5G for the next wave
of challenges.

While the security of 5G Core and RAN networks poses significant challenges, it is also within reach.
Through the strategic integration of technical controls, adherence to standards, and operational rigor,
stakeholders can build resilient, trustworthy, and secure 5G networks capable of withstanding the
sophisticated threats of today and tomorrow.
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