
 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR23056265 Volume 5, Issue 5, September-October 2023 1 

 

Integrity Auditing of Shared Data on Cloud with 

User Privacy Preserving 
 

Maheshwari Patil1, Dr. H K Krishnappa2 
 

1Student, Dept of CSE , RVCE Bangalore, India 
2Associate Professor, Dept of CSE,  

 

ABSTRACT: 

This paper introduces a robust solution, "Secure Data Storage and Auditing," aimed at addressing 

contemporary challenges in data security and integrity verification within cloud environments. Through 

an integrated system of modules, the project achieves secure data storage through encryption and 

cryptographic tagging, followed by independent data integrity audits. Users' privacy is preserved as the 

Third-Party Auditor (TPA) verifies data without direct access to content. The project demonstrates 

effective data management, user privacy preservation, and real-time auditing, contributing to data security 

in cloud-based infrastructures. The methodology showcases the project's systematic approach to module 

integration, ensuring a comprehensive solution for secure data management and accountability. 

 

INTRODUCTION 

In today's digital era, data has become a cornerstone of modern businesses and individuals alike. 

However, the increasing reliance on cloud-based storage solutions poses significant challenges related to 

data security, integrity, and trustworthiness. The "Secure Data Storage and Auditing" project addresses 

these challenges by providing a robust solution for storing sensitive data securely in the cloud while 

ensuring its integrity and enabling third- party audits. Need for Secure Data StorageThe digital landscape 

has witnessed an exponential growth in data generation and storage, making cloud services an 

indispensable tool for organizations to store, access, and manage vast amounts of information. However, 

this convenience comes with inherent security risks. Data breaches, unauthorized access, and malicious 

attacks can lead to severe consequences, including financial losses, reputational damage, and legal 

liabilities.Ensuring Data Integrity Data integrity is a fundamental aspect of secure data management. 

Ensuring that data remains unaltered and trustworthy throughout its lifecycle is essential for maintaining 

the credibility of digital records. With data being transmitted and stored across various systems, the 

challenge lies in devising mechanisms that can verify the integrity of data without compromising its 

confidentiality. Third-Party 

Auditing Third-party auditing plays a pivotal role in building trust and transparency within the digital 

ecosystem. Organizations often require an independent assessment of their data management practices to 

demonstrate compliance with regulations and industry standards. However, traditional auditing processes 

may lack efficiency and may not provide real-time insights into the integrity of stored data. 

 

LITERATURE SURVEY 

[1] Approach to securely share data in cloud environment propose a secure data sharing scheme that 

provides confidentiality, integrity, and availability of data shared among multiple parties in a cloud.The 
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proposed scheme is based on the concept of secret sharing, which involves splitting the original data into 

multiple shares, each of which is distributed among different parties. The scheme utilizes a hierarchical 

structure where each party is assigned a role based on their level of trustworthiness. The more 

trustworthy the party, the more critical their role in the scheme.The scheme also includes a mechanism 

to detect and recover from data corruptions and breaches.Overall, the paper presents a novel approach to 

secure data sharing in cloud environments, which is critical for ensuring the privacy and security of 

sensitive data. 

A mechanism to enable secure keyword search and data sharing in cloud computing environments. 

Cloud computing has become increasingly popular due to its cost- effectiveness, scalability, and 

flexibility. However, as more and more data is being stored in the cloud, security and privacy concerns 

have emerged. One such concern is the security of keyword search in the cloud, as the cloud service 

provider may have access to the plaintext data and the search queries, which could potentially lead to 

privacy violations. 

To address this concern, the paper proposes a secure keyword search and data sharing mechanism that 

allows users to securely search their encrypted data in the cloud without revealing any information to the 

cloud service provider. The proposed mechanism is based on the use of searchable symmetric encryption 

(SSE), which enables the search over encrypted data. 

The paper also introduces a data sharing mechanism, which allows users to selectively share their 

encrypted data with other users. The proposed mechanism ensures that the shared data remains 

confidential and can only be accessed by authorized users. 

The proposed mechanism is evaluated through experiments, which demonstrate its effectiveness and 

efficiency in terms of search accuracy, search efficiency, and data sharing capabilities. 

Overall, the paper presents a novel mechanism that addresses the security and privacy concerns associated 

with keyword search and data sharing in cloud computing environments. The proposed mechanism is 

expected to have important practical applications in cloud-based systems where data security and privacy 

are critical. 

[2] Identity-based Broadcast Proxy Re- encryption for Data Sharing in Clouds&quot; proposes a new 

scheme for secure data sharing in cloud computing environments. The scheme is based on a combination 

of identity-based encryption, proxy re-encryption, and broadcast encryption techniques, and allows a data 

owner to delegate access to a group of users based on their identities. 

The proposed scheme is designed to address the limitations of existing data sharing schemes that rely on 

traditional encryption techniques, such as public key encryption and symmetric key encryption. These 

schemes typically require the data owner to share the encryption key with all authorized users, which can 

be inefficient and insecure in large-scale data sharing scenarios. 

In contrast, the proposed scheme enables the data owner to delegate access to a group of users by 

encrypting the data with their identities, and then using proxy re-encryption to allow a trusted third party, 

known as a proxy, to re-encrypt the data for broadcast to the authorized users. The proxy can also be used 

to revoke access to a specific user by re- encrypting the data with a new key that excludes that user. 

The authors provide a formal security analysis of the proposed scheme, demonstrating that it is secure 

against various types of attacks, including chosen plaintext attacks, chosen ciphertext attacks, and 

collusion attacks. They also present simulation results that demonstrate the efficiency and scalability of 

the scheme in terms of computation and communication overhead. 

Overall, the proposed scheme offers a promising approach to secure data sharing in cloud computing 
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environments, particularly in scenarios where access control requirements are dynamic and change 

frequently. 

[3] explores the challenges and opportunities of cloud computing, which involves the delivery of 

computing resources (such as servers, storage, and software) over the Internet. Cloud computing has the 

potential to significantly reduce costs and increase efficiency for organizations, but it also poses several 

security and privacy concerns. The authors argue that trust is a critical component of cloud computing, 

and that providers need to adopt transparent andverifiable practices to establish trust with their 

customers. 

The paper proposes a framework for building trusted cloud computing systems that includes 

mechanisms for measuring and enforcing security and privacy requirements, as well as for providing 

transparency and accountability to customers. The authors also discuss several specific techniques for 

achieving trust in cloud computing, such as using encryption, multi- factor authentication, and secure 

data deletion. 

Overall, the paper highlights the importance of establishing trust in cloud computing and provides a 

roadmap for achieving this goal. 

security challenges and opportunities associated with cloud computing. The paper provides an overview 

of cloud computing and its different service models including Software as a Service (SaaS), Platform as a 

Service (PaaS), and Infrastructure as a Service (IaaS). It also discusses the advantages of cloud computing 

such as cost-effectiveness,  

 

EXISTING METHOD Provable Data Possession (PDP) model provides an efficient means for people 

to audit the integrity of data stored in cloud storage. When sensitive data is shared among multiple users 

based on cloud storage, it is critical to preserve the anonymity of the data uploader against the auditor. 

That is, the auditor should not get data uploader’s identity through the data audition. Moreover, data 

auditors in most proposed schemes bear heavy computation cost which results to the lower efficiency of 

the scheme. 

 

BACKGROUND   AND   PROBLEM STATEMENT  

In an era of digital transformation, the migration of data to cloud environments has accelerated, offering 

scalability and accessibility. However, this shift raises concerns regarding data security, especially when 

sensitive information is stored off-premises. Ensuring data integrity and authenticity becomes 

challenging, necessitating innovative solutions to address potential tampering and unauthorized access. 

The project seeks to address the critical issue of data security and integrity in cloud-based storage 

systems. Traditional methods of data storage lack mechanisms for transparently verifying data integrity, 

making users susceptible to unauthorized modifications or breaches. Additionally, users often lack 

control over their data once it's stored on the cloud. Therefore, a pressing problem is how to develop a 

system that guarantees secure data storage while also enabling real-time integrity verification, preserving 

user privacy, and maintaining control over their data assets. This project aims to bridge this gap by 

proposing a comprehensive solution that seamlessly integrates cryptographic techniques, independent 

auditing, and user privacy measures to provide a trustworthy and accountable cloud-based data 

management system. 

RESEARCH OBJECTIVES 

1. Enhanced Data Security:Develop a robust system that employs advanced encryption techniques to 
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secure user data during storage, ensuring confidentiality against unauthorized access. 

2. Real-time Data Integrity Verification:Create a mechanism that enables continuous monitoring of data 

integrity, allowing for prompt detection of any tampering or unauthorized modifications. 

3. User Privacy Preservation:Implement measures that guarantee user privacy by ensuring that sensitive 

data remains inaccessible to third parties, even during the auditing process. 

4. Efficient Third-Party Auditing:Design an auditing system that involves a third-party auditor (TPA) 

without revealing data content, providing independent verification of data integrity. 

5. Scalable Cloud Data Management:Develop a solution that can efficiently manage and store data in 

cloud environments while maintaining the security and auditability of the data. 

6. User Empowerment and Transparency: Empower users by providing them with insights into the 

integrity status of their stored data, fostering transparency and trust in the system. 

 

PROPOSED METHOD Modules in the project: there are 4 modules the user, Cloud Service Provider, 

Key generation centre and Third party auditory. 

 
Figure 1 :System model 

 
Figure 2 :Project flow 

 

METHODOLOGY The "Secure Data Storage and Auditing" project operates through a collaborative 

system of modules to ensure the privacy, integrity, and verification of user data stored in cloud 

environments. Users register and receive unique key pairs from the Key Generation Center, enabling data 

encryption. Encrypted data blocks, each with a cryptographic tag, are securely stored on the cloud 

through the Cloud Service Provider (CSP) Module. Users can request data audits via the Third-Party 

Auditor (TPA) Module. TPA generates challenges for CSP based on user public keys, and CSP responds 

without revealing data content. TPA verifies responses, ensuring data integrity. Importantly, user privacy 

is preserved as TPA and CSP operate without access to sensitive information. This intricate 
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collaboration between modules ensures confidential data storage, real-time auditing, and user privacy, 

addressing modern data security challenges in cloud-based environments.The project ensures that users 

can store their information safely in the cloud, make sure it's not tampered with, and even get help from an 

outside Auditor to verify its safety. All of this is done using special keys and locks, like a digital lock 

and key system. 

 

ALGORITHM    IMPLEMENTED    RSA. 

Select Two Large Prime Numbers: Choose two distinct large prime numbers, denoted as "p" and "q." 

Compute n:Compute the modulus n = p * q. This modulus is used in both the public and private keys. 

Compute φ(n): Calculate the totient (Euler's totient function) of n, denoted as φ(n) = (p - 1)(q - 1). It 

represents the count of positive integers less than n that are coprime with n..Choose Public 

Exponent:Select a public exponent "e" such that 1 < e < φ(n) and e is coprime with φ(n). Calculate 

Private Exponent: Compute the private exponent "d" as the modular multiplicative inverse of e modulo 

φ(n), i.e., d * e ≡ 1 (mod φ(n)).Public Key:The public key consists of the pair (n, e), where n is the 

modulus and e is the public exponent. It's used for encryption. Private Key: The private key is the value 

"d" and is kept secret. It's used for decryption. 

 

PRIVACY PRESERVING In the project, ensuring the privacy of users' data is paramount. To achieve 

this, a combination of cryptographic techniques and careful design principles are employed. When a 

user's data is stored on the cloud, it's divided into blocks. Each block is encrypted using the user's public 

key, which acts as a lock. Additionally, a cryptographic tag (such as a hash) is assigned to each 

encrypted block. This tag serves as a unique identifier and verification code for the block's contents. This 

process ensures that even if an intruder gains access to the encrypted data, they cannot modify it without 

changing the corresponding tags, which would be detectable during auditing.The creation of blocks is 

done through a secure process that maintains data integrity. The data is divided into fixed-size blocks 

before encryption, allowing for efficient storage and retrieval. After encryption, each block is assigned a 

unique tag based on its encrypted contents. This tag is computed using cryptographic hash functions, 

ensuring that any alteration in the encrypted block will result in a different tag. Preserving user privacy 

is a core principle of the system. Users' sensitive data remains encrypted using their unique public keys, 

preventing unauthorized access by anyone, including the cloud service provider. Even during auditing, 

the Third-Party Auditor (TPA) only interacts with the Cloud Service Provider (CSP) through 

cryptographic challenges and responses. The TPA does not have access to the actual user data or their 

private keys. This separation of roles ensures that user data's privacy is upheld while allowing for 

efficient and transparent auditing.By combining encryption, block tagging, and cryptographic protocols, 

the project safeguards users' data from unauthorized access and tampering while allowing for secure data 

storage and independent auditing. This design approach strikes a balance between data security, privacy, 

and auditability, enabling users to confidently store and manage their information in cloud 

environments. 

 

 

INTEGRITY AUDITING   OF   SHARED DATA Integrity auditing is accomplished using a hashing-

based mechanism. When user data is encrypted and divided into blocks for storage, each block is 

assigned a unique cryptographic hash. This hash, essentially a digital fingerprint of the block's content, is 
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calculated using a hash function. During auditing, the Third-Party Auditor (TPA) generates challenges 

for the Cloud Service Provider (CSP) based on user public keys. The CSP responds with the hashes of 

the requested blocks without revealing their actual content. The TPA then independently recalculates the 

hashes using the received data, comparing them with the hashes provided by the CSP. If any alteration 

has occurred in the data, the recalculated hash will differ from the CSP's hash, indicating a potential 

integrity breach. This hashing-based approach ensures data integrity verification without exposing the 

actual data, enhancing security and transparency in the auditing process. SHA-256 (Secure Hash 

Algorithm 256-bit), is likely employed for generating the cryptographic hash values. SHA-256 is widely 

recognized for its security properties and is commonly used for data integrity verification in various 

applications, including secure data storage and auditing. It produces a fixed-size 256-bit hash value for 

input data, making it suitable for ensuring the integrity of blocks of encrypted data in the project. 

 

RESULT In the "Secure Data Storage and Auditing" project, the mechanism by which a module returns 

either 0 or 1 in response to an integrity audit result is an efficient way to convey whether data integrity 

has been maintained or compromised. When an integrity audit is performed on a specific data block, the 

result of the audit determines whether the data has been altered or remains unchanged. If the integrity of 

the data block is maintained, the module will return 1. This indicates that the cryptographic tag 

generated from the original data matches the tag calculated based on the received data, confirming that 

the data has not been tampered with. Conversely, if the integrity of the data block is not maintained, the 

module will return 0. This signifies that the cryptographic tag calculated from the received data does not 

match the expected tag based on the original data, indicating that unauthorized changes have occurred. 

By employing this simple binary representation of 0 and 1, the auditing process becomes efficient and 

easily understandable. It provides a clear indication of the data's integrity status without disclosing 

detailed information about the actual data content. This approach ensures transparency in the auditing 

process and allows users to promptly determine the state of their stored data's integrity. 

 Achievements 

 The "Secure Data Storage and Auditing" project  has achieved the following milestones: 

• Enhanced Data Security: The project ensures secure data storage and transmission through robust 

encryption techniques, protecting sensitive user information from unauthorized access. 

• Real-Time Integrity Auditing: Real-time auditing capabilities have been implemented, allowing 

users to verify the integrity of their data without exposing its actual content. 

• User Privacy Preservation: Zero-knowledge proofs have been employed to preserve user privacy 

during the auditing process, ensuring that neither the TPA nor the CSP can access the data's content. 

• Efficiency and Scalability: The project demonstrates efficient data encryption, storage, retrieval, and 

auditing processes. It is also designed to scale with growing data volumes and user interactions. 
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Table 1 :Performance Evaluation matrices 

 

Performance Evaluation 

1. Response Time (ms)**: Response time measures the tim e taken for the system to respond to a 

request. It's calculated as the sum of response times for all tests divided by the number of tests. 

 Formula: Average Response Time = Σ(Response Time for all tests) / Number of Tests 

 
Figure 3: Response Time Chart 

   For example, for the given tests: 

   Average Response Time = 268.33 ms 

 

2. Latency (ms): Latency measures the time delay between the initiation of a request and the beginning 

of the response. It's calculated in the same way as the response time. 

 
Figure 4 :Latency Chart 
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   Formula: Average Latency = Σ(Latency for all tests) / Number of Tests 

=55.17 ms 

 

3. Error Rate (%): Error rate represents the percentage of errors encountered during the tests. It's 

calculated as the sum of error rates for all tests divided by the number of tests. 

Formula: Average Error Rate = Σ(Error Rate for all tests) / Number of Tests 

 
Figure 5:Error Rate Chart 

For example, for the given tests: 

Average Error Rate = 2.17% 

 

CONCLUSION AND FUTUREWORK The project represent a significant advancement in addressing 

contemporary challenges surrounding data security and accountability in cloud-based environments. 

Through a collaborative system of modules, the project successfully achieves the goals of secure data 

storage, data integrity verification, and user privacy preservation. The integration of cryptographic 

techniques, efficient data block tagging, and independent auditing mechanisms ensures that user data 

remains confidential, tamper-resistant, and subject to rigorous verification without compromising user 

privacy. This project not only demonstrates the feasibility of secure data management in cloud 

infrastructures but also contributes to building user trust in the digital age by providing a reliable and 

auditable data storage solution 

 

Looking ahead, the project opens avenues for further refinement and expansion. Enhancements can be 

made to optimize the auditing process, exploring more sophisticated challenge-response mechanisms to 

increase efficiency while maintaining security. Integration with emerging technologies like blockchain 

can offer additional layers of data integrity verification and transparency. Furthermore, exploring hybrid 

encryption methods combining asymmetric and symmetric cryptography can lead to improved 

 

performance and security. Continuous updates to cryptographic algorithms and protocols will be 

essential to ensure long-term resilience against evolving security threats. Additionally, the project could 

explore the development of user-friendly interfaces and visualization tools that provide real-time insights 

into data auditing results, enhancing user engagement and awareness. As data security remains a 

dynamic field, future work must adapt to emerging trends, technologies, and threats to sustain the 

project's relevance and effectiveness. 
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