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Abstract:

Data security involves protecting digital information to prevent unauthorized access to computers,
databases, and websites. Cryptography, encryption, and compression are key strategies for data
protection. AES is a powerful cryptographic method. Confidentiality, authenticity, integrity, and non-
repudiation are crucial for online communication. Steganography enhances message security across
networks, using a photo as a cover material. The smart grid offers flexibility, reliability, and efficiency
in power production and distribution. To protect privacy and confidentiality, greyscale cover images
undergo discrete wavelet transformation (DWT) and a chaotic map is applied to the secret image.

Keywords: Cryptography Concept, Security, Integrity DWT, Security, Information Hiding,
Steganography.

1. INTRODUCTION

To help clients and UPs perform near actual-time monitoring of strength use, transmission, and
generation, SGs strive to easily integrate various technologies. Shikha and Chetan (2014) focuses on
key based image Steganography using DWT (discrete wavelet transformation) and chaotic map. In this,
the major focus on the secrecy and privacy of information. DWT is used to perform on a grey level
cover image for secrecy and on the other hand chaotic map is applied on the secret image for
privacy. Different businesses may additionally use this information to target their adverts, but greater
significantly, cybercriminals and enemies might also use it in opposition to Zhu et al. (2017)
evaluations the regulations surrounding the acquisition and management of SM statistics One of the
biggest boundaries to the a success implementation of SGs in many nations is SM privateness numerous
approaches to improve the capability and value of SMs in SGs are supplied in a wealth of literature. An
great assessment of smart metre information analytics from an software standpoint changed into
published in a latest famend survey study Ferrag et al. (2018). Abbasinezhad-Mood and
Nikooghadam (2018) The UP can optimize and manipulate the supply and distribution of energy way to
an SM. Demand Response (DR) is likewise used to assist stability the weight, and it gives customers
additional services. For dynamic pricing, fraud detection, and call for forecasting in SGs, excessive-
decision SM information may be employed . If those records are not maintained correctly, it would
result in a violation of customer privacy. For example, with the aid of studying SM statistics the usage of
Non-Intrusive Load Monitoring (NILM), an outdoor birthday party can pinpoint specific equipment
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intake. Husain and Shivani (2018) found study of properties of soft set and its applications. Key
articles that examined critical privacy-maintaining techniques in current years may be located in works
by Hossain et al. (2019) addressed statistics aggregation processes for SM privateness and included
difficulties with signal processing, safe cryptographic algorithms, and hardware constraints. reviews
Homographic Encryption (HE)-based techniques, a specialized subset of SM privacy. Without
deliberating greater current functions like value-added offerings (VAS), SM statistics altering
techniques, and renewable electricity assets (RES), the publications in Natgunanathan et al.
(2019)focused on the greater mounted factors of SM privacy. A current studies Wang et al. (2019)
tested the benefits and disadvantages of various data safety and privacy protection systems in SG
communications. According to 4 regions (information privateness, non-public privacy, organizational
privateness, and highbrow privacy), the look at in Hossain et al. (2021) evaluated, debated, and
assessed numerous SM privacy protection methodologies earlier than pointing out their faults and
deserves. This necessitates the gathering of a sizeable quantity of facts, which offers several facts control
problems, the most critical of that is the renovation of purchaser privateness Dong et al. (2021). One of
the important thing additives of smart grids (SGs), clever metres (SM), is often considered as the first
step inside the powerful deployment of SGs. A SM compromise could have big results for the whole SG.
Two-way conversation among clients and UPs is made possible with the aid of SMs. In almost real-time,
they can screen and offer records on energy use. It is likewise viable to infer touchy and personal
statistics, like appliance types and types, client family sizes, age groupings, and day by day workouts.
We have visible in current years how quick technologies are being advanced to help the big
implementation of clever grids (SGs). Abdalzaher et al. (2022) SG is a extra state-of-the-art form of
strength grid that permits two-way statistics and electricity alternate among clients and Utility Providers
(UPs) with the aid of utilising cutting-edge communique era and facts control. Husain et al. (2022) used
a family of linked subsets to create a club characteristic for fuzzy soft units. Additionally, Husain et al.
(2022) produced a hybrid model for a single decision maker to choose a choice value. Compression and
encryption are essential security measures for data protection in IT companies. Compression saves disk
space and allows for faster data transfer via the internet. Data safety goals include confidentiality,
authentication, integrity, and non-repudiation. To address the growing problem of information
protection, companies are increasingly adopting cryptography to protect their valuable data. Data
compression reduces storage and communication costs by reworking data into smaller formats, while
encryption protects information from eavesdropping. Modern cryptography is based on mathematical
ideas and computer technology, making it difficult to break. However, its potential for espionage and
sedition has led to legal issues and restrictions on its use and export.

This paper is organized as follows: The energy grid of the present day period known as the "smart grid"
gives flexibility, dependability, and efficiency within the manufacturing, management, and distribution
of electricity. The clever grid allows for two-way communication among outlets and clients, and touchy
information is shared via the community. In an effort to undermine the grid and clients for his or her
own advantage, the attacker is attempting to attack statistics. The power industry has an unrivaled
opportunity to adopt modern, reliable, and green technologies with the intention to gain our economic
system and the environment. This possibility is represented via the smart grid. The blessings of a smart
grid include faster energy recovery instances, more environmentally pleasant electricity transmission,
and decrease operational and management costs for utilities.
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2. CRYPTOGRAPHY

The artwork of cryptography is taken into consideration to be born along side the art of writing. As
civilizations developed, people got prepared in tribes, groups, and kingdoms. This brought about the
emergence of thoughts which include energy, battles, supremacy, and politics. These thoughts further
fueled the natural need of human beings to talk secretly with selective recipient which in flip ensured the
non-stop evolution of cryptography as properly. The roots of cryptography are determined in Roman and
Egyptian civilizations. The significance of facts and verbal exchange systems for society and the global
economic system is intensifying with the growing fee and quantity of information this is transmitted and
saved on those systems. At the equal time those systems and records are also an increasing number of
vulnerable to quite a few threats, which include unauthorized access and use, misappropriation,
alteration, and destruction. The hiding of facts is known as encryption, and whilst the records is
unhidden, it's miles referred to as decryption. A cipher is used to accomplish the encryption and
decryption. Merriam-Webster’s Collegiate Dictionary defines cipher as —a way of remodeling a textual
content as a way to conceal its which means. The records this is being hidden is referred to as plaintext;
once it has been encrypted, it is known as cipher textual content. To cover any facts two strategies are
specially used one is Cryptography different is Steganography. In this paper we use Cryptography.
Cryptography is the technological know-how of defensive statistics, which gives techniques of changing
statistics into unreadable form, so that Valid User can get right of entry to Information at the
Destination. Cryptography is the technological know-how of the use of mathematics to encrypt and
decrypt records. Basic Terminology of Cryptography. Computers are utilized by millions of human
beings for plenty purposes. Along with banking, buying, military, scholar facts, and so on.. Privacy is a
crucial difficulty in many of those programs, how are we want to ensure that an unauthorized parties
can't examine or modify messages. Cryptography is the transformation of readable and comprehensible
statistics into a shape which cannot be understood so that you can steady information. Cryptography
refers exactly to the method of concealing the content material of messages, the phrase cryptography
comes from the Greek phrase "Kryptos"”, that means hidden, and "graphikos" this means that writing.
The facts that we want to hide, is known as plaintext , It’s the unique textual content, It might be in a
form of characters, numerical information, executable applications, snap shots, or every other form of
information, The plaintext as an example is the sending of a message inside the sender before
encryption, or it's far the textual content on the receiver after decryption. The information so as to be
transmitted is called cipher text , it's a term refers back to the string of "meaningless” statistics, or
doubtful text that nobody have to understand, except the recipients. It is the facts that will be transmitted
Exactly via network, Many algorithms are used to transform plaintext into cipher textual content. Cipher
is the set of rules that is used to transform plaintext to cipher textual content, This technique is called
encryption, in different phrases, it's a mechanism of converting readable and understandable facts into
"meaningless” data. The Key is an input to the encryption set of rules, and this cost must be impartial of
the plaintext, This enter is used to transform the plaintext into cipher textual content, so different keys
will yield specific cipher textual content, In the decipher facet, the inverse of the key could be used
within the set of rules instead of the important thing. Computer security it is a common time period for a
set of tools designed to shield any records from hackers, robbery, corruption, or herbal catastrophe while
allowing these facts to be available to the users on the identical time. The instance of those equipment is
the antivirus program. Network security refers to any interest designed to protect the usability, integrity,
reliability, and safety of information during their transmission on a community, Network safety offers
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with hardware and software program. The activity can be one of the following anti-virus and anti-
spyware, firewall, Intrusion prevention systems, and Virtual Private Networks. Internet Security is
measures and procedures used to protect data at some stage in their transmission over collection of
interconnected networks, at the same time as statistics security is ready a way to prevent assaults, and to
hit upon assaults on information-primarily based structures.

2.1 Cryptography Goals

By the use of cryptography many goals may be performed, these dreams may be both all finished at the
same time in one software, or only considered one of them. These goals are:

Confidentiality: it is the most essential intention, that guarantees that no person can recognize the
acquired message besides the only who has the decipher key. Authentication: it's far the manner of
proving the identification that assures the communicating entity is the one that it claimed to be. This
means that the person or the system can prove their very own identities to other events who don’t have
private expertise in their identities. Data Integrity: its guarantees that the acquired message has no longer
been changed in any way from its unique shape. The data may additionally get modified by using an
unauthorized entity deliberately or accidently. Integrity provider confirms that whether records is
unbroken or now not because it become closing created, transmitted, or stored with the aid of a licensed
user. This can be completed by using the usage of hashing at both facets the sender and the recipient for
you to create a unique message digest and compare it with the only that acquired. Non-Repudiation: it's
miles mechanism used to prove that the sender honestly sent this message, and the message became
received by using the desired birthday celebration, so the recipient can't claim that the message turned
into now not despatched. For instance, as soon as an order is placed electronically, a client cannot deny
the acquisition order, if non-repudiation carrier was enabled on this transaction. Access Control: it's far
the method of stopping an unauthorized use of resources. This aim controls who may have access to the
resources, If you may get right of entry to, beneath which regulations and situations the get entry to may
be happened, and what is the permission stage of a given access.

2.2. Data Encryption

A statistics encryption is a random string of bits created explicitly for scrambling and unscrambling
information. Data encryption is designed with algorithms meant to ensure that every key is unpredictable
and specific. Cryptography uses styles of keys: symmetric and asymmetric. Symmetric keys had been
across the longest; they utilize a unmarried key for each the encryption and decryption of the cipher text.
This form of key's referred to as a mystery key. Secret-key ciphers usually fall into considered one of
two classes: circulation ciphers or block ciphers. A block cipher applies a non-public key and algorithm
to a block of information concurrently, whereas a movement cipher applies the key and set of rules one
bit at a time. Most cryptographic strategies use symmetric encryption to encrypt information
transmissions however use asymmetric encryption to encrypt and change the name of the game key.
Symmetric encryption, also called private key encryption, makes use of the identical private key for each
encryption and decryption. The danger on this machine is if either party loses the important thing or the
key's intercepted, the gadget is broken and messages can not be exchanged securely. One of the foremost
motives for implementing an encryption-decryption device is privacy. As records travels over the World
Wide Web, it turns into situation to get entry to from unauthorized people or organizations. Decryption
is the manner of taking encoded or encrypted text or different records and converting it lower back into
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text which you or the pc can examine and understand. This term will be used to explain a method of un-
encrypting the statistics manually or with un-encrypting the records using the proper codes or keys.
Encryption is the process of translating plain text statistics (plaintext) into something that looks to be
random and meaningless (cipher textual content). Decryption is the technique of converting cipher
textual content returned to plaintext.

2.3.  Symmetric Key Cryptography

In symmetric key cryptography is also called non-public-key cryptography, a mystery key can be held
by using one man or woman or exchanged among the sender and the receiver of a message. If private
key cryptography is used to send mystery messages among events, each the sender and receiver ought to
have a replica of the secret key.

Symmetric Encryption

Y

Secret Same Key Secret

Key Key
A4Sh*L@9.
To=#/>B#1 ecryption S
R06/12.>1L D —
1PRL39P20 med= S
—r
Plain Text Cipher Text Plain Text

2.4, Asymmetric Key Cryptography

In the two-key gadget is likewise called the general public key system, one key encrypts the statistics
and any other, mathematically related key decrypts it. The pc sending an encrypted message makes use
of a designated private key that is by no means shared and so is understood only to the sender. If a
sending computer first encrypts the message with the supposed receiver’s public key and once more with
the sender’s secret, private key, then the receiving computer may decrypt the message, first using its
mystery key after which the sender’s public key. Using this public-key cryptographic approach, the
sender and receiver are able to authenticate one another in addition to protect the secrecy of the message.

Asymmetric Encryption
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Table 2.1: Difference between Symmetric vs Asymmetric Key Cryptography

Symmetric Key Encryption

Asymmetric Key Encryption

It only requires a single key for both encryption
and decryption.

It requires two keys, a public key and a private
key, one to encrypt and the other one to decrypt.

The size of cipher text is the same or smaller than
the original plain text.

The size of cipher text is the same or larger than
the original plain text.

The encryption process is very fast.

The encryption process is slow.

It is used when a large amount of data is required
to transfer.

It is used to transfer small amounts of data.

It only provides confidentiality.

It provides confidentiality, authenticity, and
non-repudiation.

The length of key used is 128 or 256 bits

The length of key used is 2048 or higher

In symmetric key encryption, resource utilization

is low as compared to asymmetric key encryption.

In asymmetric key encryption, resource
utilization is high.

It is efficient as it is used for handling large
amount of data.

It is comparatively less efficient as it can handle
a small amount of data.

Security is less as only one key is used for both
encryption and decryption purpose.

It is more secure as two keys are used here- one
for encryption and the other for decryption.

The Mathematical Representation is as follows-
P=D (K, E(K, P))
where K —> encryption and decryption key
P —> plain text
D —> Decryption
E(K, P) —> Encryption of plain text using K

The Mathematical Representation is as follows-
P = D(Kd, E (Ke,P))
where Ke —> encryption key
Kd —> decryption key
D —> Decryption
E(Ke, P) —> Encryption of plain text using
encryption key Ke. P — plain text

Examples: 3DES, AES, DES and RC4

Examples: Diffie-Hellman, ECC, El Gamal,
DSA and RSA
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3. STEGANOGRAPHY

Steganography is the art and technology of writing hidden message in information besides the sender
and intended recipient. Security plays a vital function in steganography. Steganography is an encryption
method that may be used along with cryptography as an extra steady technique wherein to protect
statistics. Steganography techniques may be carried out to snap shots, a video file or an audio document.
Typically, steganography is written in individual together with hash marking, but its usage interior
photography is moreover commonplace.

Cryptography is approach of securing facts and conversation via use of codes so that simplest those
humans for whom the records is supposed can recognize it and procedure it. Thus, preventing
unauthorized get right of entry to data. In cryptography the strategies which can be use to shield statistics
are acquired from mathematical idea and a hard and fast of guidelines-primarily based calculations
called algorithms to convert messages in techniques that make it difficult to decode it. These algorithms
are used for cryptographic key generation, virtual signing, verification to shield facts privateness,
internet purchasing on net and to defend personal transaction including deposit card and debit card
transactions.

3.1. Key primarily based assault: In this grid a mystery key has been used for registration and
authentication. The attacker has implemented identified and unknown key assault on the clever grid to
take keep of the name of the game key.

3.2.  Impersonation primarily based attack: In this grid the detrimental can look at clever meter
statistics which coming from smart houses to read how a bargain electric electricity intake is
accomplished. The attackers are tries to display and modify these facts.

3.3.  Data based assault: In this attack, the weight balancing among demand and era is required. The
attackers are trying to regulate these facts. Further, the records-based totally assault is categorized into a
number of assault, which consists of modification assault, data integrity assault, selected plaintext cipher
text assault and repudiation assault.

3.4.  Physical based totally assault: In this assault, the attacker’s intention the hardware used in
smart grid which encompass battery motors, a neighborhood aggregator and a proxy server. This assault
is labeled into 4 sorts such as a differential attack, malware attack, and collusion attack and so on.

4. STEGANOGRAPHY TECHNIQUE

Steganography

| Audio / Video ] Image

Fig.1 Steganography Techniques
On the basis of different types of cover files Steganographic techniques can be classified as shown in the
figure below
4.1 Text hiding methodology
The important motive of statistics hiding is the secrecy of the hidden message, robustness of the
approach and fact hidden length. Several audio steganography tactics have been advanced. The manner
of selecting the area relies upon on the cause of developing the method. In time domain steganography
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technique watermark is straight away embedded into audio signal in which no domain remodel is
required. The information and textual content that's to be hidden inside the cowl frame. The text has
been converted into binary shape and every pixels of the frame had been calculated. Each little bit of the
text message is to be changed with the two frames of LSB. Their goal was established an impervious
way of retrieve the message. The frame has been examined and each pixels of frame is calculated. The
approach is amazing transportable.

4.2 Video Hiding methodology

The primary paintings of video steganography is cover secret message without affecting the great of the
video file.In embedding algorithm, they first study the cover video. Now the video has been segments
into frames and to compute the histogram of each body. If the 2-histogram fee of body is more or
identical to histogram steady cost then determined the parameter used in recovery stage. Now embedded
the hidden information into frame and get the stego image.

4.3 Audio Hiding methodology

Audio steganography is one of the well-known records hiding techniques that embedded mystery facts
into audio signs. On the opposite hand, the name of the game reality is hidden in a manner that
unauthorized character isn't aware in the existence of the embedded statistics and except altering the
first-rate of the quilt audio. Data hiding in audio regulate has numerous application consisting of safety
of copyright audio sign ,covert communication ,hiding data that also can have an effect on the protection
of governments and private .An excessive first-class audio steganography need to have the traits for
profitable embedding and extracting records, high records charge and robustness of the embedded facts.
4.4 Related Work in Image Steganography

Till now many photo Steganography schemes have been proposed as the use of LSB. LSB is the least
huge bit approach. This method is quite simple for both embedding and de-embedding. In this approach
mystery bit is embedded into the least great little bit of the cover photo. Another method is Most
Significant bit Technique in this method MSB (Most Significant Bit) in a sequence of numbers in
binary. For example in binary wide variety: 11001111, the most tremendous bit is far flung left 1. In the
MSB method, the secret data is embedded into maximum large little bit of the pixel inside the picture.
Mouachi et al. (2017) The manner of hiding the binary same of a hundred as follows :

Pixels: (00111101 00111100 11000100)
(10000110 11110100 11101100)
(11011010 10100101 01110011)
100-Binary Value: 100100 Result:

(00100101 01101101 11001010)

(00100101 01001010 11101011)

(11001100 10100101 01101101)
The following method makes use of pixel fee differencing. The PVD is dependent on the variation in
pixel values. The cover image become first divided into non-overlapping pieces with two related pixels.
They then convert every block distinction returned to its unique pixel fee. The distinction among
neighboring pixels in a easy region is much less than the brink range. Therefore, part location pixels
comprise more information than easy region pixels. The PVD is advanced than the LSB.
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Another technique DCT is the Discrete Cosine Transform technique. It is just like Discrete Fourier
Transform. The DCT rework a sign from an picture illustration right into a frequency representation by
means of grouping the pixel into 8*8-pixel blocks into 64 DCT. This is a extra complicated way of
hiding facts in to the picture. Various algorithms and transformations strategies are used at the image to
hide data in it. Transform domain embedding may be term as a domain of embedding techniques for
which a many algorithms were suggested. The procedure of embedding records within the frequency
domain of a sign is an awful lot stronger than embedding concepts that operate within the time domain.
Most of the sturdy Steganography structures these days work inside the transform strategies have an
advantage over spatial technigues as they hide records in areas of the picture that are a smaller quantity
exposed to compression, cropping, and image processing. Some remodel techniques do now not seem
depending on the image format and they may outrun lossless and lossy format conversions. Transform
strategies are extensively classify into: Discrete cosine transformation method (DCT) and Discrete
Wavelet transformation approach (DWT).

Another method is Spread spectrum Technique. In this technique the message is spread over a huge
frequency bandwidth than the minimal required bandwidth to send the records.

5 COMPARATIVE ANALYSIS FOR VARIOUS METHODS
Data compression gives an attractive approach for lowering verbal exchange charges by using the usage
of available bandwidth efficaciously. Compression algorithms lessen the redundancy in data illustration
to lower the garage required for that records. Over the last decade there has been an unprecedented
explosion in the amount of virtual records transmitted through the Internet, representing text,
photographs, video, sound, pc packages etc.

Data compression implies sending or storing a smaller quantity of bits. Compression is the reduction in
size of records a good way to shop area or transmission time. Many strategies are used for this purpose,
in preferred these techniques may be divided into vast classes: Lossy and Lossless methods. Lossy
Compression commonly used for compress images. In these unique records is not same to compressed
information which means there may be some loss e.g. Block Truncation Coding, Transform Coding, and
so on... Lossless Compression used for compress any textual data.

S.No Research Name Domain Method Performance Analysis

1 | Data Embedding using Image | Transform | DWT &AES | Transform technique on DWT
Steganography Cryptography | Steganography is performance
low PSNR value also low

2 Hybrid Approach to Text & | Spatial LSB &AES Spatial Steganography High

Image Steganography using cryptography | performance PSNR value is High
AES and LSB Techniques
3 High PSNR based Image | Transform DCT Transform technique DCT
Steganography Medium Steganography
performance PSNR value is
Medium
4 | Digital Image Steganography | Spatial LSB & AES Spatial Steganography High
Using Modified LSB and AES Cryptography | performance PSNR value High
Cryptography
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5 Steganography Using AES Spatial LSB & AES Spatial Steganography
and LSB Techniques Cryptography | High performance PSNR value
High
6 |LSB Based Image| Spatial LSB Spatial Steganography High
Steganography for| Steganography | performance PSNR value High
Information Security System
7 LSB Based Stegnography to | Spatial LSB Spatial Steganography High
Enhance the Security of an Steganography | performance PSNR value High
Image

6. CONCLUSIONS & RECOMMENDATIONS

Cryptography is used to ensure that the contents of a message are confidentiality transmitted and would
not be altered. Confidentiality means no one can apprehend the acquired message besides the only that
has the decipher key, and "records can't be modified" method the authentic records would not be
changed or modified. This studies expands at the notion of the a brand new image Steganography
scheme is proposed in this paper. In this paper, the principal importance is given at the secrecy as well as
the privateers of information. The proposed technique provides better safety and may guard the message
from stego image. The embedding technique is hidden underneath the DWT transformation of the quilt
photograph. This paper also includes the overview of the way to cover photo and smart grid assault.
Further to triumph over the attack cryptography and steganography set of rules and proposed a new
algorithm to cover an image and additionally talk the smart grid and clever grid attack.
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