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Abstract

The security and privacy of patient health information remains a major concern for most health facilities
in recent times where patient data can easily be shared between institutions. Patient health information is
considered by many as one of the most confidential of all types of personal information (Calvillo-Arbizu
et al, 2014). Protecting this confidentiality is therefore essential if the privacy of subjects of care is to be
maintained. Securing patient health information involves security mechanisms versus any party not
authorized to access the data. Security and privacy in electronic health records systems can be seriously
threatened by hackers, viruses, and worms (Luethi et al, 2009). According to studies carried out in several
countries, concerns regarding data security and privacy have appeared. A recent study estimated that each
year there are 25 million compelled authorizations for the disclosure of health records in the United States
(Mark et al, 2007). In order to prevent these concerns, organizations such as the Certification Commission
for Healthcare Information Technology (CCHIT) offer a certified program which covers a rigorous
inspection of, among other things, security aspects based on existing standards, which is relevant for the
United States. There is a real concern about both people’s and entities’ access levels to patient health
information.

A patients’ health information might be expose and accessible from several networks or devices
in the health facility. (by visiting different doctors’ offices, departments, providers, etc.) (Fernandez-
Aleman et al, 2013). Security defects in some of these areas could cause the disclosure of information to
unauthorized persons or companies. Patient health information therefore need protection against
manipulations, unauthorized accesses and abuses, which includes taking into account training on the
security techniques, encryption of health information, user-authentication and authorization (Mellado et
al, 2010). Patient health information might be tempered with to the extent that administrative staff could
for example access information without the patient’s explicit consent in a financial and billing reviews.
According to the Health Information Technology for Economic and Clinical Health (HITECH) Act of
2009, patients’ privacy violations and breaches are becoming more expensive than ever (Jorge et al, 2012).
Therefore, there is the need to assess the various security mechanisms for protecting patient health
information from unauthorized access to improve the quality of care delivery.
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Chapter One
PROBLEM STATEMENT
Threats to the security of patient health information have dramatically increased recently. For instance,
during the years 2008 and 2009, just in hospitals, almost 1.5 million names were publicly disclosed due
to data breaches (Samy et al, 2009). Thus, the safety, privacy, and health of patients are put at risk by the
any means of storage of patient health information. Basically, both unintentional incidents and intentional
threats pose a serious risk to the security of health information, deterring healthcare professionals from
using them in the future (Stasi et al, 2008). Theft of patients’ health credentials to obtain medical treatment,
services may have long term economic and health consequences on patients, since these false changes
made to their medical records and histories can remain undiscovered for years (Agaku et al, 2014).
According to Appari and Johnson (2010), victims of medical identity theft may receive
inappropriate medical treatment (including potentially harmful drug prescription), reduce their health
insurance benefits, or fail pre-employment medical screening examinations because of the presence of
wrong health diagnosis in their health records. Assessment of potential risks, particularly in the domain of
healthcare information systems, is prompted by the absence of effective security measures in maintaining
the confidentiality, integrity, and availability aspects. In addition, healthcare organizations in the public
and private sectors, need to pay close attention to security measures that are poorly organized and security
risk analysis methods that are not sufficiently recognized (Appari et al, 2010).

SIGNIFICANCE

According to Shreepee Singh (Member of the World Economic Forum Early Career Program, World

Economic Forum), effective security mechanisms will ensure maximum protection of patient health

information in the health facility. This helps health workers to work with accurate information about

patients’ health problems to improve the quality of healthcare. Protection of patient health information by

means of secured mechanisms prevent any data leakage which can cause serious harm to the patient.

Scope of the Study

In this Study, one health facilities in Berekum Municipality will be involved. Thus, Berekum Holy Family

Hospital. The targeted respondents are strictly Healthcare professionals and the Administrative workers

in the above listed hospitals. This will help generate enough data to the support the main objective of this

research work.

Main Objective

The main objective of this study is to explore the various security mechanisms in place at the Berekum

Holy Family Hospital to the protection of patient health information.

Specific Objectives

1. To find out the physical security mechanisms for protecting patient health information in the health
facility.

2. To explore the technical security mechanisms for protecting patient health information in the health
facility.

3. To investigate the administrative security measures for protecting patient health information in the
health facility.

Research Questions

1. What are the physical security mechanisms for protecting patient health information in the health
facility?
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2. What are the technical security mechanisms for protecting patient health information in the health
facility?

3. What are the administrative security measures for protecting patient health information in the health
facility?

Study Organization

This study is in five chapters. Chapter One is the introduction which comprises of the background of the

study, problem statement, main objective, specific objectives, research questions, significance of the

study, scope and organization. Chapter Two emphasize on the review of various related literature. Chapter

Three deals with the research methods such as the research design, population target and sampling

procedures and data analysis technique. Chapter Four makes details on results and discussion of the

research findings and Chapter Five looks at the conclusion and recommendation of the research work.

CHAPTER TWO

LITERATURE REVIEW

1. The Physical Security Mechanisms for Protecting Patient Health Information

Physical security includes those elements of protective security that are concerned with physical
safeguards for the protection of assets (Draper et al, 2017).

e Closed-Circuit Television (CCTV) Cameras

The protection of patient health information was found to include several actions in addition to the use of
CCTYV cameras. Hospital’s health information department and the IT room were not the only places under
CCTV surveillance. It also kept a close watch on the healthcare professionals and the patients (Desai,
2010).

Goldstein (2021) suggested that, in cases where hospital staff restrooms and changing areas are prohibited
from being caught on camera by surveillance cameras due to hospital policy and contractual agreements,
an advisable, watchful hospital security officer will request clearance or permission from his or her top
management and the hospital administration. According to Fennelly L. (2016), CCTV Camera with
recording capability serves as a deterrent flexibility of recording, permanent record, reduced insurance
rates, deterrent for crime, multiple angles of view, night view and works in low light at the healthcare
facility. With this, intruders who illegal access patient health records are easily caught on camera and
arrested.

e Alarm Systems

Alarm systems for healthcare facilities are essential for the effective, secure, and protection of patient
health information (Fennelly, 2016). Alarms are used to alert healthcare professionals to potential
deviations from the norm in healthcare services so that healthcare facility management can take the
necessary corrective measures. (Goel et al, 2017). Alarms are one of the various layers of protection of
patient health information that are used for a facility. They serve as an alert system to draw attention to an
entry of intruders into the health information department (Sandland-Taylor 2018). In essence, they
enhance the detecting process. Alarms, in any case, only work if there is a response. A response to an
alarm is required. Without timely response, an alarm system is ineffective. (Fennelly, 2016).

According to Sandland-Taylor (2018), information systems, radiological equipment, and other electrical
devices all face problems. The chance of fire is likely to increase as a result of these devices and equipment
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and the heavy use of power. The loss of valuable equipment and patient health information might be huge
when a fire breaks out. Hence, fire alarm systems help in curbing fore outbreak to protect health
information and clinical information systems.

e RFID (Radio-Frequency ldentification) Detectors Installed on the Machine

Sharon Shea, (Executive Editor of TechTarget) explains RFID as “a form of wireless communication that
incorporates the use of electromagnetic or electrostatic coupling in the radio frequency portion of the
electromagnetic spectrum to uniquely identify an object, animal or person”. The system hardware consists
of RFID electronic tickets,

RFID readers, computer terminals, optical networks, computer servers and site controllers (Farooq et al,

2014). Electronic ticket contains the S-DES encrypted form of data including scenic region number, scenic
spot number, ticket type, ticket date, site number, serial number and check bit. The RFID reader at the site
reads the data inside the e-ticket and transmits it to the computer terminal and servers though the network.
The data is decrypted at the terminal and its authenticity is verified (Farooq et al, 2014).
Turcu and Popa (2009) wrote that RFID-based systems are used in hospitals to provide positive patient
identification (PPI). We recommend extending patient identification beyond of hospital and national
borders. As a result, the open-loop RFID application that powers our RFID-based software solution will
operate with hospitals all around the world. It will be necessary to implement new or common standards
(like HL7) for this system. In order to support an international health information infrastructure,
particularly for emergency healthcare, standards are required.

RFID is a constantly developing technology that transfers and collects data using radio waves. It can
efficiently collect data without user intervention. The next-generation solution for automatic data
collection and asset tracking is believed to be RFID (Yao et al, 2010).

2. The Technical Security Mechanisms for Protecting Patient Health Information

According to Wilnellys Moore and Sarah Frye, “technical security refers to control of access to computer
systems and protection of electronically transmitted Protected Health Information. Technical security
addresses who has access to electronic medical records and how a person may access, view and use such
records”.

e Access Control Mechanisms (Authentication, Identification and Authorization)

Andriole, K. P. (2014) explains some access control mechanism as follows;

Identification: Identification asks a user who they are.

Authentication: It is process of verifying the identity of a person by a computer system, or assuring that
a computer program is a trusted one. Also authentication verifies the identity of health workers by the
Electronic health records or Health information system and can be accomplished using log-ins or
usernames and passwords, digital certificates, smartcards.

Authorization controls that restrict system access to authorized users only.

Functions for authentication and authorization are crucial for security. When it comes to electronic health
records, they get much more complicated. Role-based authorization has developed into a crucial idea for
hospitals to manage security rules (Luethi et al, 2009).

There are several ways that may be used to authenticate a healthcare professional in accessing patient
health information during healthcare delivery. These include, password, passphrase, dumb card and smart
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card. Each health professional has his or her unique user identification of which they can be tracked by
the time and type of information they accessed in the electronic health records. (Al-Nayadi et al, 2007).
This will prevent unauthorized individuals from getting access to the patient health information by
accessing the Electronic health records.

e Biometric Security Systems

The growth of interconnected health information networks raises several major issues of concern. This
include identification of patients and physicians, privacy and confidentiality protection (Flores et al,
2010). Due to their capacity to offer a system for the individual identity of a person to be uniquely verified,
biometric technologies have been suggested as a potential technological solution to these problems (Flores
et al, 2010). Biometrics are mostly used in security systems for user identification or verification.
Identification is typically the more challenging of the two purposes because a system needs to go through
a database of users who have signed up in order to locate a match (a one-to-many search) (Liu et al, 2015).
Biometrics like face, voice, retina, fingerprint, and iris recognition have shown to be more effective in
identifying healthcare professionals in the health facilities. However, breach of confidentiality must be
resistant against biometric authentication methods. Additionally, biometric security control offers efficient
system security and the implementation of a secure biometric template protection system, particularly for
health information systems where a patient's privacy and security are of greatest priority (Abdul et al,
2017).

e Encryption of Patient Health Information

Encryption protects patient health information in transmission and on mobile devices, and is often a limit
on liability for breach purposes under HIPAA (Morse et al, 2011). Data encryption is a key component of
a healthcare facilities’ cyber security technique to protect patient health information and meet HIPAA
compliance. Health data encryption occurs when there is a conversion of data into encoded and unreadable
text in order to make the information inaccessible without a decryption key. Encryption helps protect
patient health information when it’s transmitted from one user to another (Chand et al, 2021).

Healthcare devices transmit data to the cloud across an insecure public area network. During transmission,
an intruder could read and modify the data in the network. However, a specific method for the data
protection with wearable device has not yet been established due to the variation, various characteristics,
and small size of smart wearable devices. Therefore, an access control system based on encryption was
required to preserve the security of patient health data (Khandare et al, 2019).

Stine and Dang (2011) suggested that if there is a chance that an unauthorized individual could access any
patient health information that has to be kept confidential, it should be encrypted. In the healthcare
environment, data at rest must be frequently encrypted. To guarantee data confidentiality, all copies of the
medical records and patient data, including those in backup and storage settings, should likewise be
encrypted (Stine et al, 2011). With the help of proper encryption technique, we can protect the patient
health information.

e Firewalls
Fennelly L. (2016) suggested that in order to prevent unwanted data traffic from an outside network,
routers operate with firewalls. Both hardware and software can be used to configure firewalls. A firewall
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should be used to connect security systems to any other networks. Otherwise, the facility won't be secure
and neither will the security system. Malicious data is prevented by firewalls.

According to Collier (2014), implementing firewalls to safeguard the information technology system of
healthcare businesses was the security measure that was most frequently addressed. Despite the fact that
firewalls are known to be expensive and that their cost can vary depending on the size and complexity of
the healthcare organization, they have shown to be quite effective at protecting network and the patient
health information they store.

To safeguard the organization against a range of threats to the patient health data the network contains, a
number of different types of firewalls can be established both internally and outside (Liu et al, 2015). A
packet filtering firewall is the first form of firewall that can be used by a healthcare organization. A packet
filtering firewall system keeps outside feeds from accessing the organization's network by filtering internal
electronic feeds (Liu et al, 2015). Status inspection firewalls fall under a second category of firewalls.
While status inspection firewalls are similar to packet filtering firewalls in that they can verify and
establish the correlation between incoming electronic feeds and electronic feeds that have already been
filtered, status inspection firewalls are significantly more dynamic than packet filtering firewalls (Liu et
al, 2015). The application level gateway falls under the third category of firewalls. This kind of firewall
prevents outside access to the health organization's internal network by allowing access to external
network connections through the gateway. Application level gateways have been successful in keeping
hackers from directly accessing EHRs to access patient health information. (Liu et al, 2015).

Before implementing any kind of firewall, an organization must perform a thorough strategic assessment,
financial analysis, and threat analysis of both internal and external threats. The healthcare institution's
information system as a whole and the security of patients' electronic health records may both suffer when
it fails to do so (Fennelly, 2016).

3. The Administrative Safeguards for Protecting Patient Health Information

The Security Rule defines administrative safeguards as, “administrative actions, policies and procedures,
to manage the selection, development, implementation, and maintenance of security measures to protect
health information and to manage the conduct of the covered entity’s workforce in relation to the
protection of that information.”

e Train Employees to Recognize Potential Attacks

According to Samikshan Sarkar (a technical writer), employees are still adjusting to health care
information technology adoption because it is still in its early phases. To protect the security of patient
health information, policies and practices must be updated to account for the digitalization of patient
records. But without enough training, just implementing new policies is limited. Your employees'
decision-making and ability to identify potential security dangers can both benefit from security awareness
training. This kind of training can urge users to use the appropriate precautions when handling patient
health information and data. It's crucial to instruct both new and experienced personnel on the most recent
data security practices.

In addition, there should be periodic retraining to healthcare professionals whenever environmental or
operational changes affect the security of electronic protected health information (EPHI). These changes
may include a new or updated policies and procedures, new or upgraded software or hardware, new
security technology or even changes in the Security Rule (Trinckes et al, 2012).
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e Implement Policies and Procedures to Manage Patient Health Information Security

In order to adhere to national norms and standards, the security of health information must be taken into
consideration on a high level. If this were the case, many hospitals may adhere to a standard guideline to
increase information security in their facilities (Farzandipour et al, 2010). The management and the use
of patient medical records within the health information system must comply to defined security
regulations. As soon as data is entered at the patient WPAN, the policies should work to safeguard its
integrity and confidentiality (Misic et al, 2007). Also this implemented policies and procedures will help
to prevent, detect, contain and correct security violations. Such policies may include procedures for
terminating access to electronic protected health information when the employment of a workforce
member ends or as required by determinations. This will prevent exposure of patient health records and
other administrative vital document to the public (Farzandipour et al, 2010)

e Perform Annual Risk Assessments

It is important for a covered healthcare organization to be aware of whether the security policies and
practices it employs continue to appropriately safeguard patient health information. Therefore, the
administration of the healthcare facility should perform annual risk assessment to predict the risk of new
and current healthcare information technology. It will reduce the unintended results of new applications
(Yucel et al, 2012). This assessment also seeks to enhance the technical quality and transparency of the
health data and the ensuing public policy and HIPAA regulation (Faustman et al, 2008).

With this, monitoring and evaluation is practiced which ensure the patient health information is protected.

e Duplication of Critical Hardware

Healthcare facilities use information systems to access patient health information. These systems have
hardware components which might be tempered with. It is a key factor to make duplication of such critical
components or functions of a system with the intention of increasing reliability (Trinckes et al, 2012).
This is usually in the form of a backup or fail-safe, or to improve actual performance of the system. Hard
drives are the most common form of hardware redundancy. A simple set up would have a primary drive
copied on a regular basis to a backup drive. If the primary drive fails, the secondary drive containing all
the patient information could be slotted in. The only health information or data lost will be anything
produced since the last time the files were copied. Hardware redundancy may be the only way to improve
the dependability of the health information system (Dubrova, 2013).

CHAPTER THREE

METHODOLOGY

This chapter involves the design of the study, population target, sampling procedures, data analysis, the
sampling technique, research instrument, sample size, pretesting and review of questionnaire and the
limitations of the study.

Research Design

This study is at the healthcare facility of which data was collected from healthcare professionals. The
cross-sectional method was adopted for the study. Data was collected from a cross section of respondents
at a single moment in time for an institutional based cross-sectional study. Data from a cross-sectional
study conducted at a healthcare facility was utilized to evaluate and detect patterns of relationship among
the variables. Data was collected through face-to-face administration of a questionnaires to healthcare

IJFMR240111893 Volume 6, Issue 1, January-February 2024 7



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

professionals, as well as an observation at the chosen health facility. The respondents’ demographics
information, such as age, sex, religion and educational level, were collected as part of the study. In
addition, details on security mechanisms for protecting patient health information were collected.

Study Site

The Study was carried out at the Berekum Holy Family Hospital at the Bono Region of Ghana. The
Berekum Holy Family Hospital has about 323 as the total workforce.

Population of the Study

All the healthcare professionals that work with the patient health information constituted the population
of the study.

Sample & Sampling Technique

The study was delimited to only Healthcare professionals in the health facility who work with patient
health information due to lack of time and resources. A simple random sampling technique was used to
select participants. Each unit of population had an equal chance of inclusion in the sample. The sample
for this study was made up of 100 healthcare professionals.

Sample Size Determination

By using the StatCalc function in Epi-Info software version 1.4.3 and at a confidence level of 85%, a
sample size of 100 was selected from the population 323 which was obtained from the 2022 profile
Instrument for data collection

A well-organized and structured hardcopy self-completion questionnaires was the instrument for the
collection of data.

Data Collection Procedures

The principal investigator personally visited the sample and distributed the questionnaires among the
participants. Questions within the self-administered questionnaires were clear, simple yet understandable
and protects participants’ confidentiality. Difficult terms were first explained and then the participants
were asked to give appropriate and exact response without any hesitation and free of bias. A total of 100
questionnaires were distributed and 100 i.e., 100% responses were received. In this way data was collected
from the participants.

Reliability and Validity

The study’s questionnaire was pre-tested at Berekum Holy Family Hospital. The questionnaire was
modified based on Input from the pre-test to guarantee its applicability for the study. To eliminate
inconsistencies and biases, it was critical that they were familiar with the questionnaire and the usual style
of administering it.

Method of Data Analysis

SPSS statistical software version 22 was used for the entry and the analysis of data. The use of exact
numbers, frequency of responses, and percentage was emphasized for a full analysis of the data.

CHAPTER FOUR

RESULTS, ANALYSIS AND DISCUSSION

The main focus of the study was to assess the security mechanisms for protecting patient health
information at the hospital. This chapter is categorized into three main sections in accordance with the
research questions as well as information sought from respondents. The chapter comprises the presentation
of results, analysis and discussion of findings of the study. These are presented according to the three main
research questions raised to guide the study. Analysis were done using frequencies and percentages.
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Demographic Data

Below is the presentation of the findings based on the objectives set for the study. The table 4.1 below is
the socio-demographic attributes of respondents. It contained six questions such as the age, gender, job
title, work experience, religion and marital status. Age was coded as (20-24 years = 1, 25-29 years = 2,
30-34 years = 3 and 35 years and above = 4), gender was coded as (Male = 1 and Female = 2), job title
was coded as (nurse = 1, midwife = 2, health information officer = 3, dentist = 4, optometrist = 5,
anesthetist = 6, nutritionist = 7, dietitian = 8, pediatric doctor = 9 nurse assistance = 10, medical laboratory
scientist = 11, clinical pharmacist = 12, sonographer = 13, radiographer = 14, chief health information
officer = 15, physician assistant = 16, work experience in years was coded as (less than 5 years = 1, 5-10
years = 2 and above 10 years = 3), religion was coded as (Christian = 1, Muslim = 2 and Others = 3) and
marital status was coded as (Single = 1, Married = 2, Divorced = 3, Widowed = 4, Others = 5).

From the table 4.1 below, there was a total of 100 respondents involved in the research, a greater portion
of 45 (45%) respondents were within the ages of 20 to 24 years, 34 (34%) of the respondents were within
the ages of 25 to 29 years, 11 (11%) of the respondents were within the ages of 30 to 34 years and the
remaining 10 (10%) were 35 years and above. 48 (48 %) of the respondents were males and the remaining
52 (52%) were females.

17 respondents representing 17% of the 100 respondents were nurses, 5 (5%) were midwives, 16 (16%)
were health information officers, 5 (5%) of the respondents were dentists, 7 (7%) were optometrists, 7
(7%) anesthetists, 5 (5%) were nutritionists, 6 (6%) were dieticians, 5 (5%) were pediatric doctors, 5 (5%)
were nurse assistants, 7 (7%) were medical laboratory scientist, 4 (4%) were clinical pharmacist, 5 (5%)
were sonographers, 2 (2%) were radiographers, 1 (1%) was chief health information officer and the
remaining 3 (3%) were physician assistants. 75 (75%) of the respondents had five or less years (0-5) of
work experience, 17 (17%) had six to ten years (6-10) of work experience and the remaining 9 (9%) had
more than ten years of work experience.

Also, majority (65%) of the respondents were Christians, 24 (24%) were Muslims and the remaining 1
(1%) were others as in other religion. As for the marital status, 59 (59%) of the respondents were single,
39 (39%) were married and the remaining 2 (2%) were divorced.

Table 4.1 Socio-demographic Characteristics of the respondents
Variable Frequency (N=100) Percentage (%)
Age (Years)

20-24 45 45.0

25-29 34 34.0

30-34 11 11.0

>=35 10 10.0

Gender

Male 48 48.0

Female 52 52.0

Job Title

Nurse 17 17.0

Midwife 5 5.0

Health Information 16 16.0

officer
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Dentist 5 5.0
Optometrist 7 7.0
Anesthetist 7 7.0
Nutritionist 5 5.0
Dietitian 6 6.0

Pediatric Doctor 5 6.0
Nurse Assistance 5 5.0
Medical Laboratory 7 7.0
Scientist

Pharmacist 4 4.0
Sonographer 5 5.0
Radiographer 2 2.0
Chief Health 1 1.0
Information Officer

Physician Assistance | 3 3.0
Work Experience in

Years

0-5 74 74.0
6-10 17 17.0
>10 9 9.0
Religion

Christian 75 75.0
Muslim 24 24.0
Others 1 1.0
Marital Status

Single 59 59.0
Married 39 39.0
Divorced 2 2.0

Table 4.2 below illustrates the responses of healthcare professionals on the physical security mechanisms
for protecting patient health information. The healthcare professionals responded to five questions. All the
questions were presented in Table 4.2. The table below was designed to seek the view of healthcare
professionals at Berekum Holy Family Hospital on the physical security mechanisms for protecting patient
health information.

Table 4.2 shows 89 respondents representing 89% said yes to the question that the facility have a man
guard force, and 11% or 11 respondents said no to the same question. Out of the 100 respondents, 90
respondents representing 90% said yes to the question that the facility deals in staff 1D, 10 respondents
representing 10% responded negatively to the same question.

The Table 4.2 also reveals that 97 respondents representing 97% responded positively to the question that
the guards check healthcare providers’ ID, 3 respondents representing 3% responded negatively to the
same question. Also, 88 respondents representing 88% said yes to the question that the facility have alarm
systems, the remaining 12 respondents representing 12% said no to the same question.

IJFMR240111893 Volume 6, Issue 1, January-February 2024 10



https://www.ijfmr.com/

~ Y International Journal for Multidisciplinary Research (IJFMR)

i

IJFMR

E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

13 respondents representing 13% responded yes to the question that the electronic health record system
have RFID (Radio-Frequency ldentification) detectors installed on them, the remaining 87% said no to
the same question. 88 respondents representing 88% affirmed that locks are changed when keys get lost,
12 respondents representing 12% responded negatively to the same question.

Lastly, 9 out of 100 respondents representing 9% said yes to the question that facility use CCTV cameras
at areas housing patient health data and information systems; the remaining 91% or 91 respondents said

no to the same question.

Table 4.2: Responses on assessing the physical security mechanisms for protecting patient health
information at the Berekum Holy Family Hospital

YES NO TOTAL

STATEMENT n (%) n (%) n (%)
7. Does the facility have a Man Guard force? 89 (89.0%) | 11 (11.0%) | 100 (100.0%)
8. Does the facility deals in staff ID? 90 (90.0%) | 10 (10.0%) | 100 (100.0%)
9. Do guards check healthcare providers ID? 97 (97.0%) | 3 (3.0%) 100 (100.0%)
10. Does the facility have alarm systems? 88 (88.0%) | 12 (12.0%) | 100 (100.0%)
11. Does the electronic health record system have RFID | 13 (13.0%) | 87 (87.0%) | 100 (100.0%)
(Radio-Frequency Identification) detectors installed on
them?
12. Are locks changed when keys lost? 88 (88.0%) | 12 (12.0%) | 100 (100.0%)
13. Does the facility use CCTV cameras at areas 9 (9.0%) 91 (91.0%) | 100 (100.0%)
housing patient health data and information systems?

From Table 4.3 below, there was a total of 100 respondents involved in the research, a greater portion, 84
respondents representing (84.0%) of the respondents said yes to the item that they use electronic health
record systems in service delivery and 16.0% or 16 respondents said no to the same item.

From the 100 respondents, 14 respondents representing 14.0% said yes to the question that they can access
the Electronic health record system during non-working hours, the other 86 respondents representing
86.0% responded to the same question saying they can’t access the electronic health record system during
non-working hours.

The table 4.3 also reveals that 34 respondents representing 34.0% responded positively to the statement
that your firewalls, information systems and security mechanisms are securely configured, 66 respondents
disagreed with the same statement.

Lastly, 79 out of 100 respondents representing 79.0% said yes to the question that all sensitive and
confidential information stored on your organization's databases, servers and data files encrypted; the
remaining 21.0% or 21 respondents also said that all sensitive and confidential information stored on your
organization's databases, servers and data files encrypted.

Table 4.3: Responses on assessing the technical security mechanisms for protecting patient health
information at the Berekum Holy Family Hospital

YES NO TOTAL
STATEMENT n (%) n (%) n (%)
14. Do you use Electronic health record system in 84 (84.0%) 16 (16.0%) 100 (100.0%)
service delivery?
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15. Do you log into the system with a unique 84 (84.0%) 16 (16.0%) 100 (100.0%)

Authentication (User-Password or Passphrase)?

16. Can you access the Electronic health record system 15 (15.0%) 85 (85.0%) 100 (100.0%)
during non-working hours?

17. Are your firewalls, information systems and security 34 (34.0%) 66 (66.0%) 100 (100.0%)
mechanisms securely configured?

Tick “No”, if your systems are configured using factory

default settings.

18. Is all sensitive and confidential information stored 79 (79.0%) 21 (21.0%) 100 (100.0%)
on your organization's databases, servers and data files

encrypted?

The Tables, charts and graphs below illustrates the responses of healthcare professionals on the
administrative security measures for protecting patient health information in the health facility. The
healthcare professionals responded to six questions. All the questions are presented in a table as well as in
graphs or charts.

The table 4.4 shows that 65 respondents representing 65.0% strongly agree to the item that Employees
should be given security awareness training on a regular basis and 35% or 35 respondents agreed to the
same item. Meanwhile no respondent was neutral, disagreed or strongly disagreed with the same item.
From the pattern of responses provided one can say that most of the healthcare professionals want to be
given a security mechanism awareness training on a regular basis.

Also for the item, health information security policies and procedures must be made available to all
healthcare providers as per facility’s best practices, 60 (60.0%) strongly agreed and 37 (37.0%)
respondents replied that they agreed with the item. At the same, 2 (2.0%) were not taking sides, that is,
they were neutral, 1 respondent representing 1.0% replied that they disagreed with the item and no
respondents representing 0.0% strongly disagreed with the item that health information security policies
and procedures must be made available to all healthcare providers as per facility’s best practices.

The table reveals that 49 (49.0%) and 39 (39.0%) respondents strongly agreed and disagreed respectively
with the item that there must be a reporting mechanism which allows employees to report breach of
confidentiality while 6 (6.0%) were neutral to the same item. 3 (3%) respondents disagreed and 3 (3.0%)
strongly disagreed with the statement that there must be a reporting mechanism which allows employees
to report breach of confidentiality. Majority of the respondents in Berekum Holy Family Hospital strongly
agree and agree that there must be a reporting mechanism which allows employees to report breach of
confidentiality.

Furthermore, 55 or 55.0% respondents and 41 or 41.0% strongly agree or agree respectively, that A formal
disciplinary or sanction policy must be enforced for healthcare providers who have violated security
policies and procedures. However, 4 (4.0%) respondents were not taking sides (neutral) to this item and
no respondent disagreed or strongly disagreed to the same item. This response outcome proves that most
of the healthcare professionals agree that a formal disciplinary or sanction policy must be enforced for
healthcare providers who have violated security policies and procedures.

From the responses given to the fifth statement in Table 4.4, 45 respondents representing 45.0% strongly
agreed to the statement that the healthcare facility is to provide additional hardware of the information
systems for backup or redundancy mechanisms and 40 respondents representing 40.0% agreed to the same
statement. More so, 14 or 14.0% respondents were neutral to this statement and 1 or 1.0% respondent this
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disagreed with the same statement. No respondent strongly disagreed with the statement that the healthcare
facility is to provide additional hardware of the information systems for backup or redundancy

mechanisms.

From the responses given to the last statement in Table 4.4, 43 respondents representing 24.0% strongly
agreed as compared to O respondent who strongly disagreed with the statement that the healthcare
administration is to perform at minimum, annual risk assessment and reviews to the privacy and security
policies. 50 (50.0%) respondents agreed to this statement. More so, 6 (6.0%) respondents were neutral to
the statement and 1 respondent representing 1.0% disagree with the statement. We can conclude that
majority of the healthcare professionals at the Berekum Holy Family Hospital agree that healthcare
administration is to perform at minimum, annual risk assessment and reviews to the privacy and security

policies.

Table 4.4: Responses on assessing the administrative security measures for protecting patient health
information at the Berekum Holy Family Hospital

STATEMENT STRONGLY | AGREE | NEUTRAL | DISAGREE | STRONGLY
AGREE DISAGREE
n (%) n (%) n (%) n (%) n (%)
19. Employees should be | 65 (65.0%) 35 0 (0.0%) 0 (0.0%) 0 (0.0%)
given security awareness (35.0%)
training on a regular basis
20. Health information 60 (60.0%) 37 2 (2.0%) 1 (1.0%) 0 (0.0%)
security policies and (37.0%)
procedures must be made
available to all healthcare
providers as per facility’s
best practices
21. There must be a 49 (49.0%) 39 6 (6.0%) 3 (3.0%) 3 (3.0%)
reporting mechanism which (39.0%)
allows employees to report
breach of confidentiality
22. A formal disciplinary or | 55 (55.0%) 41 4 (4.0%) 0 (0.0%) 0 (0.0%)
sanction policy must be (41.0%)
enforced for healthcare
providers who have violated
security policies and
procedures
23. The healthcare facility is | 45 (45.0%) 40 14 (14.0%) | 1 (1.0%) 0 (0.0%)
to provide additional (40.0%)
hardware of the information
systems for backup or
redundancy mechanisms
24. The healthcare 43 (43.0%) 50 6 (6.0%) 1 (1.0%) 0 (0.0%)
administration is to perform (50.0%)
IJFMR240111893 Volume 6, Issue 1, January-February 2024 13



https://www.ijfmr.com/

~ Y International Journal for Multidisciplinary Research (IJFMR)

i

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

at minimum, annual risk
assessment and reviews to
the privacy and security
policies

DISCUSSION

Research Question One: What are the physical security mechanisms for protecting patient health
information at the health facility?

The success of quality healthcare depends on a secured patient health information which is protected by
the various security mechanisms in the healthcare facility. This survey was an attempt to assess the security
mechanism for protecting patient health information. The first question sought to find out the physical
security mechanism used to protect patient health information. From the results, it was identified most of
the healthcare professionals are aware of the various physical security mechanisms for protecting health
information in the health facility. The response rate to “Does the facility have a Man Guard force?” is 89
Yes against 11 No; this could be due to the fact that some of the healthcare professionals are newly
transferred or employed worker in the facilty and so have not come across the Man Guards yet.

In addition, the results show 90 among the 100 respondents responded positive to the statement, does the
facility deals in staff ID. This could be that the other 10 respondents who responded negative to the
statement does the facility deals in staff ID are newly enrolled staff nurse or healthcare professionals and
so have not been given their staff ID yet.

Also, the responses on the statement does the electronic health record system have RFID (Radio-
Frequency Identification) detectors installed on them are 51.0% positive and 49.0% which clearly shows
not all the computers the healthcare professionals used to access patient health information has Radio-
Frequency Identification detectors installed on them.

Research Question Two: What are the technical security mechanisms for protecting patient health
information at the health facility?

From the study, health care professionals in the healthcare facility have an experience in the technical
aspect of protecting patient health information.

The result of this study highlighted that 84 respondents was positive on the statement do you use Electronic
health record system in service delivery. This shows that the rest of the respondents, thus 16 healthcare
professionals directly work with the paper or manual health records containing patient health information.
Moreover, majority of the respondents representing 85.0% responded negatively to the statement can you
access the Electronic health record system during non-working hours. This explains that the remaining
15.0% representing 15 respondents can access the electronic health records during non-working hours.
This might be the decision of the management under the regulations of the health facility under special
healthcare service.

The results for the statement, are your firewalls, information systems and security mechanisms securely
configured; Tick “No”, if your systems are configured using factory default settings; depicted 66.0% of
the respondents choosing No and 34.0% out of the 100 respondents choosing Yes. These figures might be
the case that the 34.0% who responded negatively to the statement might have no idea on the ways the
health facility’s information systems are configured.
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CHAPTER FIVE

CONCLUSION AND RECOMMENDATION

The hospital’s healthcare professionals have secured ways to access patient health information to help in
service delivery. Such includes a unique password or passphrase for each healthcare professional with the
hospital’s staff ID. With this, there is an effective security mechanism in protecting fraudsters and hackers
from accessing patient records through the hospitals electronic health record systems. Also manipulation
of patient health information is limited which will ensure the quality of care to patient and assess the
physicians and other healthcare professionals’ competency through their diagnosis, treatment and
prescriptions. The hospital’s departments are well secured with modern locks and Man Guard force at the
various vulnerable points including the two entrances of the hospitals and the Out Patient Department
entrance for some physical security checks.

Moreover, the study discovered that, the healthcare professionals made some suggestions and
agree on the fact that the hospitals administration should provide the necessary security awareness and
training on a regular basis for them. Also, must perform at minimum, annual risk assessment and reviews
to the privacy and security policies. This can improve the healthcare professionals’ ability to avoid
intentional and unintentional security breach of patient health information privacy. The risk assessment
and reviews to the privacy and security creates quality standard for identifying the minor and major
breaches of security and privacy so as to curb them.

RECOMMENDATION

e Healthcare professionals who are not working in the hospital again as a results of employee’s turnover,
transfer or retired healthcare professionals’ details should be cleared from the hospital’s database to
prevent them from accessing clinical or patient health information.

e Discussion of the appropriate and other alternate methods for protecting patient health information such
as adherence to policies and procedures and conforming to the code of conduct for health care
professionals should be provided by health educators and the hospital’s board of directors to bridge the
knowledge gap relating to the breach of confidentiality, security and privacy of patient health
information.
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APPENDIX A: QUESTIONNAIRES
QUESTIONNAIRE

ASSESSING SECURITY MECHANISMS FOR PROTECTING PATIENT HEALTH
INFORMATION AT THE BEREKUM HOLY FAMILY HOSPITAL
Dear respondent,
This questionnaire is based on an ongoing research project about assessing security mechanisms for
protecting patient health information at the Berekum Holy Family Hospital. To this end, I kindly request
that you complete the following questionnaire regarding your experience on the security mechanisms.
Your response is of utmost importance. It should take no longer than 10 minutes of your time. Please note
that the confidentiality of your response is assured.
Select the appropriate options for the questions below.
SECTION A: DEMOGRAPHIC OF RESPONDENT

Age:[ 120-24 [ 125-29 [ ]130-34 [ ]1>=35
Gender: [ ] Male [ ]Female
Job Titler........oooooi

Work experience inyears:[ ]0-5 [ ]6-10 [ 1>10
Religion: [ ] Christian [ ] Muslim [ ]Others
Marital Status: [ ]Single [ ] Married [ ] Divorced

o g wn e
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SECTION B: THE PHYSICAL SECURITY MECHANISMS FOR PROTECTING PATIENT

HEALTH INFORMATION

Please tick () the response as applicable to you.

QUESTIONS

YES

NO

7. Does the facility have a Man Guard force?

8. Does the facility deals in staff ID?

9. Do guards check healthcare providers ID?

10. Does the facility have alarm systems?

11. Does the electronic health record system have RFID (Radio-Frequency
Identification) detectors installed on them?

12. Are locks changed when keys lost?

13. Does the facility use CCTV cameras at areas housing patient health data
and information systems?

SECTION C: THE TECHNICAL SECURITY MECHANISMS FOR PROTECTING PATIENT

HEALTH INFORMATION

Please tick () the response as applicable to you.

QUESTIONS

YES

NO

14. Do you use Electronic health record system in service delivery?

or Passphrase)?

15. Do you log into the system with a unique Authentication (User-Password

hours?

16. Can you access the Electronic health record system during non-working

securely configured?

17. Are your firewalls, information systems and security mechanisms

Tick “No”, if your systems are configured using factory default settings.

18. Is all sensitive and confidential information stored on your organization's
databases, servers and data files encrypted?

SECTION D: THE ADMINISTRATIVE SECURITY MEASURES FOR PROTECTING

PATIENT HEALTH INFORMATION
In this section, the response to each question has been rated on a scale of 1,2,3,4 and 5. Please tick () the

response as applicable to you.

1 2 3 4 5
QUESTIONS STRONGLY | AGREE | NEUTRAL | DISAGREE | STRONGLY
AGREE DISAGREE
19. Employees should be
given security awareness
training on a regular
basis.
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20. Health information

security policies and
procedures must be made
available to all healthcare
providers as per facility’s
best practices.

21.

There must be a reporting
mechanism which allows
employees to report
breach of confidentiality

22,

A formal disciplinary or
sanction policy must be
enforced for healthcare
providers who have
violated security policies
and procedures.

23.

The healthcare facility is
to provide additional
hardware of the
information systems for
backup or redundancy
mechanisms.

24,

The healthcare
administration is to
perform, at minimum,
annual risk assessment
and reviews to the
privacy and security
policies.
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