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Abstract

Researchers modified the development of Wang-Yin-Wang LSB Algorithm because it has not been able
to maintain all the bits of the hidden image since there were insufficient pixel values in the carrier
image. Use of LZW Compression algorithm for the hidden image is one way to solve this issue. The
results showed that after compressing, there is now much capacity inside the carrier image to hold a
bigger hidden image without making it look significantly different. This approach makes it easy to insert
compressed data into a carrier image. Furthermore, besides improving capacity of carrier image as
evidenced by test results, suggested method outperforms Wang-Yin-Wang’s algorithm in terms of visual
quality of the stego image.
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INTRODUCTION

In today’s age of digital technology, personal information security and data protection is critical [1].
Thus, there is an increasing need for secure methods to transfer confidential data. Steganography appears
as a popular technique for maintaining data confidentiality [2],[3]. For this reason, steganography has
become more and more pronounced in hiding information within diverse media, making it difficult for
unauthorized users to discover the original data behind it [3]-[5]. As stated by [6], the best
steganographic media have a high degree of redundancy such as image files and audio files. While little
redundant data can be observed in text files, text steganography is less common. Additionally, because
they are relatively simpler than audios or videos, images are often the preferred choice of researchers
who want to hide some information in them [7]

Capacity, imperceptibility, and robustness are three fundamental requirements that must be met by
image steganography techniques [8]-[11]. Least Significant Bit (LSB) algorithm is a spatial domain
image steganographic algorithm which updates pixel data through insertion or substitution of bits to hide
secret messages inside them [12]. However, the LSB algorithm lacks much robustness and thus its
susceptibility can be easily detected during an attack situation.

Wang-Yin-Wang's improvement focuses on increasing the security and robustness of the original LSB
algorithm. One modification of their algorithm is to use the Python random.sample function to
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randomize the selection of pixels in the carrier image during the embedding process. Their experiments
showed that the improved algorithm performs better than the original LSB. However, certain
modifications can still be made to add features and improve the Wang-Yin-Wang’s algorithm.
According to [13], large volumes of hidden data may be identified, although small quantities may
remain undetected. Furthermore, each pixel only has one bit for embedding the hidden message, and the
hidden image size is limited by the number of pixels. With these, the study aims to solve the problems to
further improve the algorithm in terms of capacity and imperceptibility. The researchers will utilize the
Lempel-Ziv—Welch (LZW) compression algorithm to reduce the size of the hidden image.

LITERATURE REVIEW

Image Steganography
The objective of image steganography is to hide the message within a carrier image by modifying its
properties [2]. It involves applying a cover object to conceal the original message image, a host object to
hold the message image and a steganography algorithm that implants the message image in the cover
object. The output is a stego image containing the secret embedded file. Then send this stego image to
the receiver who can use de-steganography algorithms to extract the original contents [14], as illustrated
in Figures 1-2. Image steganography has two processes: embedding and extraction. Embedding refers to
hiding data in an image while extraction means recovering data from it [15]-[17]. The carrier image is
referred to as an original one, and with hidden data as a stego image [3].

COVER MESSAGE STEGO
IMAGE | ' | IMAGE D | IMAGE

Figure. 1. Steganography at enders’ side

STEGO COVER MESSAGE
IMAGE |2 | IMAGE |1 | IMAGE

Figure. 2. De-steganography at receiver side

Least Significant Bit Algorithm

The smallest bit in a binary string is referred to as the least significant bit (LSB). The least significant bit
(LSB) helps protect secret data by incorporating it into pixel values of carrier images. [18] investigated
the Mean Square Error (MSE) and Peak Signal-to-Noise Ratio (PSNR) of LSB, MSB and NHB
algorithms by comparing them. It was shown that image quality was better for LSB algorithm than for
the other two algorithms. Nonetheless, NHB algorithm has higher complexity than both LSB and MSB
algorithms which makes it more secure. Moreover, embedding different types of secret data such as
docx files, xIsx files, txt file, pdfs etc., within the carrier image is easy because of simplicity and
efficiency of the LSB algorithm.

As per [19] Least significant bit (LSB) algorithm is a simple and representative spatial-domain
algorithm. The LSB algorithm has low complexity and high embedding capacity and is easy to
implement. However, its robustness against steganalysis is not very strong. Therefore, many improved
LSB algorithms have been proposed to solve this problem.
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Wang-Yin-Wang Algorithm

[20] implemented an enhanced LSB algorithm using Python and OpenCV. Python, known for its
simplicity and flexibility in image processing.

Pseudocode of Wang-Yin-Wang Algorithm

Embedding Process

1. Read the hidden and carrier images and convert it to grayscale using OpenCV.

2. Convert the hidden image to a binary stream and obtain the length of that stream.

3. Acquire the data for the preparation of the embedding from the number of rows and columns of the
carrier image.

4. Generate a list of all pixel coordinates of the carrier image.

5. Based on this list, generate a random list of position sequences using Python’s random.sample func-
tion. This list contains the pixel positions of the binary stream to be embedded in the carrier image.

6. Obtain the bit-plane of each pixel and replace the least significant bit with the bit values of the binary
stream to be embedded at the specified bit-plane.

Extraction Process

1. Retrieve the carrier image with the hidden image embedded in it and convert it to a grayscale image.

2. Obtain the number of rows and columns of the carrier image and generate a list containing all pixel
coordinates.

3. Obtain a list of position sequences for the embedded data based on the list of random sequences used
previously.

4. Extract the binary stream of the hidden image from the least significant bits of each pixel in the car-
rier image according to this position sequence list.

5. Convert the extracted binary stream back into an image by reorganizing it into pixel form and con-
verting it to a grayscale image.

Lempel-Ziv-Welch (LZW Compression)

In the study of [21], the researchers conduct an analysis between two different techniques. The first one
is the use of an LSB algorithm with no compression and encryption. In the second technique they
encrypt the data and compress it. As a result, an LSB algorithm without compression and encryption has
a low security level and lower image quality than the other one. According to [22]-[24], LZW has the
capability to compress a file to one-third of its original size. Fixed length code words are assigned to
variable length input symbol sequences using LZW coding. A "dictionary" or "codebook" with the
source symbols to be encoded serves as the foundation for the coding. When new symbol sequences are
added, the initial dictionary used for coding is expanded [25].

METHODOLOGY
In this study, Lempel-Ziv-Welch (LZW) Compression will be integrated into the hidden image of the
Wang-Yin-Wang algorithm.

IJFMR240319973 Volume 6, Issue 3, May-June 2024 3



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

Proposed Algorithm

l. Process of Carrier Image before Embedding

1. Convert carrier image into grayscale using OpenCV.

2. Produce a list of all pixel coordinates based on the number of rows and columns of the carrier image.

3. Generate a random list of sequences based on the pixel coordinates using Python’s random.sample
function.

4. Select each pixel in the generated random list to avoid data loss or duplicate embedding.

5. Convert each of the pixels from the randomized list to binary stream.

1. Process of Hidden Image before Embedding

1. Convert hidden image into grayscale using OpenCV.

2. Get the binary stream of numbers of the hidden image and obtain the length of that stream.

3. Compress the binary stream of numbers of the hidden image using the LZW compression algorithm

to reduce its size and obtain the length of that stream.

I11.  Embedding Process

1. Get the binary stream of the randomized list pixel of the carrier image and the compressed binary
stream of the hidden image.

2. Embed each bit value from every byte in the binary streams of the hidden image into the Least Sig-
nificant Bit (LSB) of each byte in the randomized binary streams of the carrier image.

3. Display result or the stego image.

V. Extraction Process

1. Retrieve the stego image and convert it to a grayscale image.

2. Determine the dimensions (number of rows and columns) of the carrier image, and then create a list
that includes all pixel coordinates.

3. Obtain a list of position sequences for the embedded data based on the list of random sequences used
previously.

4. Extract the binary stream from the least significant bits of each pixel in the carrier image according
to the position sequence list.

5. Decompress the binary stream using the LZW compression algorithm to get the decompressed bina-
ry stream.

6. Convert the decompressed binary stream back into an image by reorganizing it into pixel form and
converting it to a grayscale image.

7. Display the Hidden Image.

Dataset

The carrier images for this study were specifically selected from the collection at the University of
Southern California's Signal and Image Processing Institute. The chosen images are named ‘Female’ as
illustrated in Figure 3 and ‘Baboon’ as shown in Figure 4, each available in three different resolutions:
1024x1024 pixels (low resolution), 2048x2048 pixels (medium resolution), and 4096x4096 pixels (high
resolution). For the hidden image as shown in Figure 5, the researchers only use generated QR Code type
of images but also come with 360x360 pixels for the low resolution, 720x720 for the medium resolution,
and 1024x1024 for the high resolution.
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Figure.5. Hidden Image
Metrics
The mean-square error (MSE) and the peak signal-to-noise ratio (PSNR) are used to compare image
compression quality. The MSE represents the cumulative squared error between the compressed and the
original image, whereas PSNR represents a measure of the peak error as in (1). The lower the value of

MSE, the lower the error.
MAX?

PSNR = 10 logy, (W) 1)

MAX is the maximum number of values that can be Entered for a pixel value for a picture or video, often
255, and MSE is the average of the Mean Squared Error (MSE), which is the total squares of the

discrepancies between the source and the image in compression. MSE is determined as in (2)

MSE = —3H S CHEG) — 9G] @

As the PSNR value increases, the variance decreases, indicating a higher quality of the image. In
general, when 30dB or more of PSNR is present, there is barely any difference between the two pictures
to the perception of sight [13]. If every pixel in the carrier image is utilized to embed the hidden image,
the following formula in (3) can be used to determine the largest hidden image size that can be
embedded using the traditional LSB method:

Capacity = (Image width * Image height)/8 (Bytes) (3)
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RESULTS AND DISCUSSION
Capacity
Table 1. Compression Result
Hidden Image Uncompressed | Compressed Bits
(px) Bits
360 x 360 129,600 29,334
720 x 720 518,400 74,710
1024 x 1024 2,073,600 210,194

The results demonstrate in Table 1 that as a hidden image is compressed, the maximum image size that
can be inserted into the carrier image's LSB will increase. This indicates that the compressed data can be
hidden more easily within the carrier image because there is now more room available, a larger hidden
image can be embedded within the carrier image without significantly altering its appearance. As a
result, compression can improve the carrier image's ability to hide concealed data.

Imperceptibility
The stego image quality is determined by this criterion and indicates how closely the stego image
matches the carrier image visual. An increase in the PSNR quality measure shows that the result has less
distortion visual.

Table 2. PSNR Result of Wang-Yin-Wang’s Algorithm

Hidden Image Carrier Image Female Baboon
(Px) (Px) (dB) (dB)

360 x 360 1024 x 1024 50.3168 50.4398

720x 720 2048 x 2048 50.7862 51.3218

1024 x 1024 4096 x 4096 51.0923 50.3186

Table 3. PSNR Result of Proposed Algorithm

Hidden Image Carrier Image Female Baboon
(Px) (Px) (dB) (dB)

360 x 360 1024 x 1024 55.3152 55.3119

720 x 720 2048 x 2048 58.0726 59.5409

1024 x 1024 4096 x 4096 59.1410 57.6534

The results of the Wang-Yin-Wang LSB approach and the proposed technique to embed payloads of
varying sizes in sample images of female and baboon by the size of three distinct resolutions are
displayed in the Tables 2-3. The results show that in every examined situation, the improved LSB
approach yields greater PSNR values. Additionally, the PSNR values vary depending on which image is
evaluated using each method.

CONCLUSION AND RECOMMENDATION

The goal of this study was to improve the Wang-Yin-Wang LSB Algorithm research by an
enhancement. The advancement that is used in the suggested improvements is the use of LZW
compression. The method produced good results when applied in the existing algorithm, as predicted
theoretically. The improved LSB method outperforms the current algorithm, as demonstrated by the
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testing results. LZW compression gives the carrier image more capacity to accommodate a larger
concealed image without significantly altering its appearance. In addition, the stego-image has less
visual distortion as it produced a greater PSNR values as shown in Table 3. Consequently, Al in
Artificial Intelligence should be used to make image steganography more secure, reliable, and
productive, as it involves embedding, encryption and detection avoidance. Yet the ethical implications
and potential abuse of these advancements must also be taken into consideration.
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