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Abstract

Recently, there has been a substantial increase in the number of cars on the road. Escalating traffic
congestion is a widespread problem that folks face on a daily basis. The manual control of traffic-by-
traffic police has shown to be ineffective. “Furthermore, the signal's set duration has failed to effectively
address this issue, regardless of the level of traffic congestion. This research presents a communication
system called Vehicle-to-Blockchain (V2B), which utilizes blockchain technology to enable transparent
and decentralized communications. The aim is to optimize the incorporation of blockchain technology
into V2X (Vehicle-to-Everything) and 10T (Internet of Things) systems, therefore enhancing the
efficiency and effectiveness of future transportation systems. We present a range of advanced
applications for blockchain technology, such as a car ownership system that utilizes the multi-token
standard, a vehicle grading system, the integration of blockchain with the Internet of Things (1oT), and a
decentralized ticket administration system for transportation services. The design places a high emphasis
on essential elements such as the seamless integration of data, precise precision, and the establishment of
secure connections. Furthermore, it includes a decentralized payment system and marketplace for
transportation inside smart cities. Our main focus is on the technical execution of smart contracts in
these particular scenarios, highlighting their importance in guaranteeing strong and dependable
interactions. Our decentralized approach creates a transportation ecosystem that has the ability to adjust
and fulfill the evolving requirements of intelligent urban areas. It is groundbreaking, durable, and
capable.
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1. Introduction

The escalating urbanization phenomenon is a complex worldwide issue that demands a comprehensive
solution. The urban population has grown as a result of increasing migration to cities. According to the
United Nations, the global urban population is expected to reach around 4.9 billion by the year 2030.
This gives rise to several concerns, including pollution, transportation congestion, resource depletion,
and so on[1]. The proliferation of Internet of Things (1oT) has led to a vast array of interconnected 10T
devices. These devices consistently gather data and send it to computer nodes for further processing [2].
Due to significant progress in deep learning techniques, several applications use deep learning to analyze
collected data and achieve "intelligence” and "automation”. As a result of data analysis and the use of
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0T infrastructures, "Smart Cities" have become more popular. These cities include many applications
such as smart grids, smart transportation, smart manufacturing, smart buildings, and other related fields
[3,4]. Transportation systems are vital elements of individuals' daily lives. As urban population
increases, there will be a substantial increase in motor vehicles globally, resulting in adverse effects such
as traffic congestion, noise pollution, road accidents, and other associated issues [5]. According to
statistics, the total number of registered automobiles in the United States reached around 290 million by
the conclusion of 2022 [6]. Moreover, it is estimated that around 40% of the population dedicates at least
one hour every day to commuting [7]. In recent years, there has been a significant increase in the
reliance on transportation systems. As a result, it is now common for individuals in modern society to
face numerous challenges related to transportation on a daily basis. These challenges include traffic
congestion, limited parking spaces leading to parking problems, longer commuting times, high levels of
CO2 emissions, an increased number of accidents, and various other issues. Smart transportation
applications possess significant potential to tackle the challenges arising from the continuous migration
of people to urban areas. They achieve this by effectively coordinating multiple traffic control systems
from diverse domains, operating on a large scale, and analyzing substantial amounts of data collected
from various sources. Additionally, these applications aim to enhance the safety of travel experiences.
By using its expertise in computer design, data management, and sophisticated processing methods, 10T
provides a viable solution to actual traffic problems. It allows for the incorporation of dispersed devices
that consistently provide data to a central hub, making it easier to allocate resources and make decisions.
The use of 10T in the transportation sector may bring about a significant transformation in the data
management system. This can be achieved by using Al algorithms to efficiently handle data, even in
intricate scenarios involving extensive datasets associated with transportation systems. In addition, the
Internet of Things (loT) has the capability to examine traffic conditions and forecast personalized
information by sorting through large amounts of data.

1.1 . Smart Transportation System

A smart transportation system (STS) integrates advanced technologies and innovative practices to
enhance the efficiency, safety, and sustainability of transportation networks. Leveraging the power of the
Internet of Things (loT), big data analytics, artificial intelligence (Al), and communication technologies,
STS transforms traditional transportation into an intelligent, interconnected network. Key components
include real-time traffic management, smart traffic signals, connected vehicles, and automated public
transportation. Real-time data from sensors and GPS devices enables dynamic traffic flow adjustments,
reducing congestion and travel times. Connected and autonomous vehicles communicate with each other
and with infrastructure to enhance safety and optimize routes. Additionally, smart public transport
systems use predictive analytics to improve schedules and passenger experiences.

1.1.1 Application of Smart Transportation

Within this part, we will analyze the primary existing intelligent transportation systems. The systems are
categorized into seven types depending on their functionality, as shown in Figure 1.1. We categorized
these systems in order to provide a systematic comprehension of the various kinds of systems and
analyzed their functions in relation to smart transportation systems.
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Figure. 1.1 Application of smart transportation system [8]

Route Optimization

Urban areas often experience traffic congestion, a problem that is exacerbated by the increasing number
of cars on the road. To alleviate traffic congestion, route optimization suggests the most efficient route to
a specified destination. Reducing traffic congestion leads to a reduction in both travel time and vehicle
emissions [9]. The subject of optimizing routes has been extensively studied in the literature, with
researchers using several technological techniques to the architecture of the Internet of Things
(1oT).Google was an early adopter of crowdsourcing as a means of creating new services. The free
Google Maps app is compatible with all contemporary mobile devices. Mobile devices often have
integrated GPS, accelerometer, and gyroscope sensors. In 2009, Google introduced a new service that
allows users to get traffic statistics using Google Maps [10]. The traffic data was not collected by
stationary sensors or other monitoring devices. The maps application allows the user's mobile device to
anonymously transmit information on their location and velocity. Google Maps now offers alternative
route recommendations based on real-time traffic data to alleviate congestion.

Parking

By obviating the need of scouring parking lots for vacant spaces, facilitating the pre-emptive
identification of accessible spots aids in mitigating traffic congestion and reducing pollution [11].
Several parking apps are developed to effectively monitor the availability of parking lots, provide
customers reservation choices, and even integrate parking detection and alarm systems. Multiple Internet
of Things (1oT) sensors have been used to detect the presence of a vehicle in a parking space and
transmit this information to a centralized system. In addition, additional research use machine learning
algorithms that utilize picture data to discover a large number of available parking spaces.In order to
assess the availability, the authors in [12] additionally install ultrasonic sensors at each parking spot. The
sensor is connected to an Arduino Uno, which utilizes an ESP8266-01 WiFi module to relay data to a
cloud server. The MQTT protocol facilitates communication. The cloud server operates ThingSpeak, an
Internet of Things (loT) platform that offers users a range of administration and monitoring choices.
Additionally, consumers have the option to download an Android application that allows them to conve-
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iently book parking spots and streamline the process of making parking payments.

Road Anomalies

Road anomaly detection is crucial in smart transportation because to its direct influence on several
elements of transportation. The main purpose of a road anomaly detection system is to identify and
notify drivers about the presence of potholes and bumps on the road. Inadequate road conditions may
lead to traffic congestion, vehicle damage, and road accidents. The author[13] suggested a CNN-based
technique to detect concrete cracks in photographs captured with a hand-held camera under challenging
lighting conditions. The CNN model was trained using a dataset of 40,000 pictures with a resolution of
256 x 256 pixels. The model achieved an accuracy of about 98%. According to the paper, their proposed
strategy was especially efficient in detecting narrow cracks in low-light conditions, which are difficult to
identify using standard methods such as Canny and Sobel edge detection.

Infrastructure

The advancement of 10T technology has greatly benefited modern transportation in several ways. It has
fostered novel cognitive frameworks and innovative implementations that have enhanced transportation.
Modifying the infrastructure of Intelligent Transportation Systems may greatly enhance their
capabilities. The author [14] proposes a new technique of communication. The authors propose and
simulate a vehicle-to-vehicle (V2V) communication architecture, based on the Internet of Things (10T)
concept of machine-to-machine (M2M) communication. The proposed architecture involves the use of
GPS by cars to ascertain their position and establish communication with neighboring vehicles for the
purpose of exchanging information on their speed, movements, and locations. Simultaneously, the data
will be uploaded to a server. Therefore, it is possible to provide early notice to incoming traffic about
abrupt changes in speed in order to avoid accidents, and to enhance guiding services by sharing
information about traffic congestion with approaching cars.

1.1.2 Challenges of Smart Transportation

In this section, we address the current obstacles in smart transportation systems and explore prospective

avenues for future study in this field. While smart transportation systems have been more popular owing

to their capacity to provide rapid, convenient, and efficient services, they are not devoid of
shortcomings.

¢ One of the main challenges in wireless networks is the increasing number of devices used for traffic
monitoring and management, which leads to network overload. With the growing number of devices,
there will be a need for an adaptive routing protocol to allocate and prioritize resources, as well as a
system to store and manage massive amounts of road traffic data [15].

e Additional issues pertain to the communication between vehicles, known as vehicle-to-vehicle
(V2V) communication. It is necessary to develop new certificate management systems in order to
safeguard the privacy, safety, and security of infrastructure communication networks [16]. Vehicle-
to-vehicle (V2V) communications may experience transmission interference or unauthorized infiltra-
tion attempts, such as taking control of the vehicle or modifying data sent to other mobile hosts,
which may result in accidents.

e Another concern is to the expensive installation and intricate nature of these systems. Implementing
intelligent transportation systems requires significant investments in hardware, software, and infra-
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structure. Adoption of this may pose a considerable difficulty, especially in less populated urban are-
as and rural communities [17]. Moreover, smart transportation systems are complex and need spe-
cialized expertise in data analytics, artificial intelligence, and 10T technology. In order for intelligent
transportation systems to operate properly, it is necessary for several technologies and platforms to
be compatible with one other.

e Furthermore, establishing connection is of paramount significance in a smart transportation system.
Efficient operation of smart transportation systems is heavily dependent on robust data and commu-
nication networks. Any interruption or failure in these networks may lead to substantial problems
such as traffic congestion, delays, and safety hazards.

1.2 loT-based Traffic Management System

The issue of traffic congestion is a significant problem in today's world, as it disrupts the daily routines
of metropolitan regions and has negative impacts on the surrounding environment. The vehicle density
on roadways has significantly increased due to population development and urban expansion. The issue
of traffic congestion has become a prominent worry for several major cities worldwide. Traffic
congestion has detrimental impacts on the fertility, competitiveness, and economics of the nation[18].
Consequently, academics have devised many strategies to address this problem. According to the report,
in 2014, 54% of the global population lived in metropolitan regions. The subsequent years have also
seen a surge in urban population, which has placed significant limitations on the transportation
infrastructure. Due to the high cost of living in business locations, workers who reside far from their
workplace are required to commute from their place of residence. While increasing the size of roadways
may seem to be a reactive solution to the problem, communities should instead focus on implementing
more intelligent traffic management strategies. The advancements in internet technology, particularly in
terms of bandwidth and speed, have facilitated the widespread adoption of the I0T and paved the way for
innumerable innovations[19]. The development of 10T is made possible by the contributions of several
sectors such as embedded systems, automation, wireless sensor networks, and control systems. Effective
traffic management may be achieved via the interplay of several components within the transportation
system. The use of 10T is present in many aspects of transportation systems. The 10T platform enables
ongoing monitoring of traffic using wireless sensors and assures timely notification of any deviations in
management. Integrating traffic systems with the Internet of Things (1oT) will provide enhanced security
and safety on the roads. Integrating many sensors with a dedicated website to provide real-time access to
information may enhance the efficiency and safety of traffic management in embedded systems.

Figure 1.2 l10T-Based smart Traffic Management monitoring for cities [20]
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Figure 1.2 depicts the installation of traffic cameras that record the vehicular density on the route. The
road sensors also gather traffic data. The obtained data is sent to the server. The device used a cutting-
edge spectrum sophisticated wireless gateway, enabling seamless transmission of data to a cloud service
or server. The traffic signal time is allocated based on the data obtained on the density of cars on the
route. Hence, the development of a traffic control system using 10T via automated vehicle counting and
traffic light management is essential for the implementation of intelligent and secure road networks.

1.3 Vehicle to Infrastructure (V21) communication

V2l communication is an essential element of intelligent transportation systems, allowing direct
communication between cars and the physical components of the road, such as traffic signals, lamps, and
signs. V2| systems use cutting-edge wireless communication technology to communicate up-to-the-
minute information about traffic conditions, road dangers, and infrastructure status to cars, therefore
improving safety and efficiency on the roads[21]. For example, Vehicle-to-Infrastructure (V2I)
technology may provide drivers with information on future changes in traffic signals, enabling them to
make smoother and safer adjustments to their speed. In addition, it has the capability to provide
notifications of road construction, accidents, or unfavorable weather conditions ahead, allowing drivers
to proactively respond. V2I communication enables the transfer of information between cars and
infrastructure, leading to a reduction in traffic congestion, improved traffic flow, and a reduced risk of
accidents. In addition, V2l establishes the foundation for more sophisticated applications, such as
autonomous vehicle management and integration with smart cities, eventually enhancing connectivity,
efficiency, and safety in the transportation ecosystem. In order to enable communication between cars
and infrastructures, V21 technology deployments will need integration with intelligent system equipment
as shown in Figure 1.3. The placement of devices on infrastructures is contingent upon the specific
positions of the devices, the distances between them, and the overall size of the region.

EEWGELT]
Network

In-Vehicle/Mobile
Equipment
=

T T

Figure 1.3 Diagram of V21 [22]
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1.3.1 Significance of V2I

V2l technology primarily aims to mitigate automotive accidents, enhance overall mobility, and promote
energy conservation by facilitating the exchange of information with vehicle users. Cost is another
crucial feature of VV2I. Regarding the safety, mobility, and environmental advantages provided by V2I,
the cost is deemed to be minimal. V2I technology, with its many advantages, is seen as a crucial
component of an intelligent transportation system that has the potential to revolutionize the future of
transportation. This technology opens up new possibilities, including the development of autonomous
cars. V2l technology, also known as Vehicle-to-Infrastructure technology, is a technological
advancement that aids drivers in safely and effectively completing their journeys. Furthermore, it will
aid in the design and construction of autonomous cars. Thoroughly testing all technologies and tools will
aid in identifying future requirements and enhancing the autonomous car development process.

1.4 Motivation

Urban inhabitants accounted for 54% of the world population in 2014. The forecast projected an annual
growth rate of around 2% until 2020, which would further strain urban transportation systems. In
addition, the exorbitant cost of housing in central business districts necessitates that urban workers dwell
far from their workplaces or educational institutions, resulting in the need for regular commuting
between their residences and places of employment. There is a need to accommodate a greater number
of automobiles on a limited number of roadways and transportation infrastructure. Frequently, when
faced with a surge in traffic, the typical response is to simply expand the lanes or elevate the road
surfaces. Nevertheless, communities must to prioritize the implementation of intelligent street
management systems rather than only focusing on expanding their size or constructing more roadways.

1.5 Contribution of study

The integration of Internet of Things (loT) traffic management systems with blockchain technology,
notably via the Polygon approach, signifies a notable progression in intelligent transportation systems.
This strategy utilizes the fast data processing and minimal delay of Polygon's Layer 2 scaling
technologies to tackle the inefficiencies and security issues in conventional traffic management. The
solution guarantees smooth and effective connectivity across the network by using 10T devices to gather
real-time data from cars and infrastructure. The decentralized structure of the blockchain ensures the
integrity and openness of data, therefore minimizing the potential for manipulation and fostering trust
among parties. The Polygon method's efficient transaction processing and low costs make it well-suited
for managing the substantial volume of data produced by IoT devices in urban traffic scenarios.
Moreover, the scalability of Polygon enables the system to be expanded to handle the growth of
metropolitan areas while maintaining optimal performance. This integration not only improves traffic
flow and decreases congestion, but also facilitates the development of smart cities with improved safety
and efficiency in transportation.

1.6 Problem formulation

The management of outgoing traffic is often overseen by the traffic authorities. An inherent limitation of
this traffic management system overseen by the traffic police is its lack of intelligence to effectively
manage traffic congestion. The traffic police official has the authority to either obstruct a road for an
extended duration or allow cars on another route to proceed. The decision-making process may not
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always be optimal and is solely dependent on the official's judgment. Furthermore, the duration for
which cars are shown a green or red signal remains constant, even when traffic lights are used. Hence, it
could be incapable of resolving the issue of traffic congestion. In India, it has been observed that despite
the installation of traffic lights, traffic police officers are still deployed, indicating that this system
requires more human resources and is not cost-effective. To tackle these difficulties, it is necessary for
government entities, technology suppliers, and urban planners to collaborate and provide a strong
foundation for intelligent mobility. Through the successful resolution of these obstacles, STS has the
potential to completely transform urban transportation, enhancing its efficiency, safety, and
environmental sustainability.

1.7 Research objective

e To explore and enhance the capabilities of smart transportation systems (STS) through the integra-
tion of Internet of Things (1oT) technologies.

e To developed a robust algorithms and frameworks that leverage 10T data from sensors embedded in
road infrastructure, vehicles, to improve decision-making processes in traffic management.

e To evaluate the impact of V21 communication on reducing accidents using novel framework.

1.8 Summary

This study investigates the creation and execution of a traffic management system that incorporates 1oT
technology with blockchain technology, with a distinct focus on employing the Polygon approach. The
objective is to improve V21 communication, optimize the movement of traffic, and guarantee the accura-
cy and protection of data. In this study, python tool is used.Blockchain technology integration tackles
fundamental issues in traffic management, including data manipulation, privacy anxieties, and the need
for a distributed and open system. Polygon, a Layer 2 scaling solution, is selected because to its capacity
to efficiently process large numbers of transactions with little delay and cheap costs, making it well-
suited for the dynamic nature of urban traffic control. The Polygon algorithm is specifically intended to
enhance the efficiency of Vehicle-to-Infrastructure (V21) communication. The process involves many
crucial stages: initializing the blockchain network, establishing smart contracts to govern traffic man-
agement rules, and installing validator nodes to guarantee consensus and validate data. Transactions,
such as the arrival and departure of vehicles, changes in traffic signals, and reports of incidents, are doc-
umented on the blockchain to maintain an unchangeable and easily understandable record.To summa-
rize, this study showecases the capacity of integrating Internet of Things (IoT) and blockchain technolo-
gies, specifically using the Polygon approach, to establish a resilient, secure, and effective traffic control
system. Python's use in data processing and analysis significantly improves the system's capacity to
manage substantial amounts of traffic data, offering immediate insights and predictive analytics to boost
traffic flow and safety in metropolitan regions.

2. Review of Literature

Researchers have thoroughly investigated the use of 10T devices, including sensors, cameras, and linked
cars, to establish intelligent transportation ecosystems that increase the movement of vehicles, decrease
traffic congestion, and promote safety. Significant research emphasizes the use of loT traffic
management systems that utilize up-to-date information to adapt traffic signals in real-time, provide
precise traffic forecasts, and enhance route optimization. These systems use sophisticated algorithms and
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machine learning approaches to examine traffic patterns, forecast congestion, and provide drivers with
alternate routes. The literature also highlights the crucial significance of V21 communication in Smart
Transportation Systems (STS). V2I technology enables seamless communication between cars and
infrastructure elements such as traffic lights, road signs, and toll booths. This allows for the sharing of
vital information, including traffic conditions, road dangers, and recommended speed limits. This two-
way communication improves drivers' understanding of their surroundings and facilitates the
advancement of self-driving and partially self-driving cars. Research has shown that Vehicle-to-
Infrastructure (V2I) communication may effectively decrease traffic accidents and enhance overall road
safety by delivering prompt alerts and automated reactions to possible dangers. Furthermore, the use of
0T and Vehicle-to-Infrastructure (V2I) technologies in smart transportation systems has been shown to
enhance fuel economy and decrease environmental footprint. To summarize, the research suggests that
the use of 10T technology in traffic management and V21 communication is crucial for the advancement
of intelligent transportation systems. These technologies provide substantial advantages in terms of
traffic efficiency, safety, and environmental sustainability.

2.1 loT-based Smart Transportation system

Rashid et al., (2024)[23]Currently, intelligent transportation systems are being developed with the
purpose of providing passengers with benefits. As a consequence of the introduction of cutting-edge
technology such as the 10T, the transportation industry has seen significant setbacks. The most important
things for different transportation networks are to protect the safety of passengers and to make the most
efficient use of the time they have available. The correct design of the system is very necessary for the
safety of transportation. This study use the SPIN model checker as a means of resolving the problem of
ensuring correctness while maintaining compliance with system safety standards. Intelligent
transportation systems that are based on the 10T have been the topic of a great deal of research; however,
formal verification to ensure the correctness of these systems has gotten less attention. In order to
resolve this problem, this work provides official validation of a transport system that is built on SPIN. A
formal verification is carried out to ensure that the program graph is accurate. This is accomplished by
supplying the program graph and LTL formulas as input to the SPIN model checker, which then assesses
whether or not the properties are fulfilled using the program graph.

Prakash et al., (2024)[24]studied that the integration of communication devices facilitated by smart
cities and the 10T has enhanced decision-making efficiency. Significantly, metropolitan commuters have
a significant issue in the form of traffic congestion. Specialized sensors are strategically placed in
industrialized nations to collect traffic data for the purpose of predicting traffic trends. Commuters are
informed about traffic updates over the Internet. These techniques are not feasible when there is no
physical infrastructure or insufficient Internet access. Developing nations sometimes lack roadside
devices and have challenges with Internet access in distant places. Internet traffic analysis is a
flourishing area of research because of the many practical applications it offers. Cutting-edge technology
may be used in the intelligent IOVs to forecast and identify traffic bottlenecks. The proposed system
employs ensemble learning and utilizes the averaging of important characteristics to achieve a high level
of detection accuracy while minimizing computing expenses, as shown by the simulation outcomes.
Comparing the lowest accuracy of 96.6% for KNN and the greatest accuracy of 98.01% for SVM, the
Stacking technique outperforms both with an accuracy of 99.05%.

Dui et al., (2024)[25] stated that the use of advanced 10T technology significantly enhances the degree
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of intelligence in ITS and facilitates the sustainable growth of urban transportation. Nevertheless, the
task of using 10T to manage traffic flow and advance Intelligent Transportation Systems (ITS) towards
automation and worldwide control remains unresolved. In light of this situation, a potential traffic
management model is suggested for Intelligent Transportation Systems (ITS) that utilizes the Internet of
Things (IoT) to improve road awareness and transportation system response. When there are traffic
congestion events, ITS may use a macro viewpoint to give the best control strategy for vehicle-to-
everything supported cars (V2X-supported vehicles). This method helps regulate the traffic flow
worldwide and enhances traffic efficiency. Specifically, the optimum control techniques take into
account the possible crowded road segments resulting from the spread of congestion. This study
examines how the decision-making behavior of V2X-supported cars in choosing their routes affects the
overall functioning of the system. The simulation findings demonstrate that implementing optimum
control techniques may successfully mitigate congestion and greatly enhance the performance of the
transportation system by regulating the movement of cars.

Karthikeyan et al., (2023)[26] examined an Intelligent transport systems (ITS) is an upgraded version
of Vehicle Ad-hoc Network (VANET) that offers enhanced assistance in various traffic control
procedures. Subsequently, the prominent characteristics of the 10T are integrated with ITS. The 10T-ITS
facilitates the implementation of automated mobility via connectivity and cooperation. Nevertheless, the
progress of 10T-ITS is limited by the risk issues associated with data security and privacy. In order to
address these challenges, a safe framework for 10T in ITS is suggested, using cognitive science. An
extensive analysis is conducted to examine the hazards associated with the 10T and ITS environment.
The primary goals of this security framework are to address the security requirements of the Intelligent
Transport Systems and mitigate the related risk factors without making any concessions. Cognitive
science is used to develop the security framework that distinguishes between authorized users of the
transportation system and malevolent users. Cognitive science facilitates real-time data processing.
According to the experimental findings, superior outcomes are achieved.

Chowdhury et al., (2023)[27] studied that the EMS is a vital element of ITS, with its main goal being to
dispatch EVs to the site of a reported event. Nevertheless, the growing congestion in metropolitan
regions, particularly during rush hours, causes EVs to arrive late in several instances, eventually
resulting in elevated death rates, heightened property damage, and increased road congestion. Prior
research has focused on prioritizing EVs while they are driving to a location of an incident by modifying
traffic lights along their route, for as by turning the signals green. Several studies have also endeavored
to determine the optimal path for an electric vehicle (EV) by considering traffic data such as vehicle
count, flow rate, and clearing time at the start of the trip. Nevertheless, these efforts failed to take into
account the congestion or disturbance experienced by other non-emergency vehicles located along the
route of the electric car. The chosen travel routes are fixed and do not take into account dynamic traffic
conditions when electric vehicles are in transit. In order to tackle these problems, this article suggests the
implementation of a priority-based incident management system that utilizes Unmanned Aerial Vehicles
(UAVs). The purpose of this system is to aid Electric Vehicles (EVs) in reducing their clearing time at
intersections, ultimately resulting in a decrease in reaction time. The simulation results demonstrate that
the suggested approach successfully reduces the reaction time for electric vehicles (EVs) by 8% and
improves the clearing time around the incident location by 12%.

Sharma et al., (2023)[28]introduced an ITS method using the architecture of linked car technologies. A
real-time computer vision system, based on YOLO v4, is deployed on the GPU to efficiently recognize
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automobiles, people, and animals. It attains a mean average accuracy of 0.9777 and a high frame rate of
74.26 fps. The locations were then sent to a cloud server, resulting in the creation of a geospatial
database. The geospatial data was used to pinpoint concentrated locations on a heavily trafficked transit
system. These places were then used to establish zones that serve as focal points for animal activity and
areas prone to potholes. A basic warning system was triggered when the car approached areas with
animals and potholes. Furthermore, a complex warning system, including of both visual and audio
signals, was triggered when the vehicle neared regions with significant levels of activity. This was
accomplished by using real-time 10T and cloud infrastructure applications to consistently track the
whereabouts of cars and trigger certain actions depending on specific geographic areas. The proposed
approach improved traffic safety and helped minimize possible collisions and accidents, which often led
to traffic congestion and fatalities.

Chen et al., (2022)[29] suggested an implementing an IoT framework for an energy-efficient and
intelligent street lighting system. This system would include 10T sensors integrated into smart electric
poles, along with a controller to regulate LED bulbs. The sensor unit's intelligent decision-making
module utilizes data on traffic flow and occupancy status to compute the intensity level. Subsequently,
the intensity level is used to produce pulses of varying lengths via the utilization of a PWM dimming
system. The pulses activate the LED power switch via a DALI controller, which is installed inside the
LED Light Controller. To maximize the use of renewable energy sources, we utilize sustainable power
systems that consist of photovoltaic solar panel units, battery storage systems, and intelligent electric
power networks. Our charging battery system utilizes an MPPT-based dynamic battery charging
algorithm. Through analysis of both empirical and simulated data, we have noticed that the proposed
energy-efficient Smart Street lighting system effectively decreases energy use during both high-demand
and low-demand periods. The energy-saving impact is not restricted just to highways, but also applies to
residential and suburban pedestrian zones. Ultimately, it will decrease energy use and carbon emissions.
We do a comparative analysis of the suggested technologies and existing lighting systems, with a
specific emphasis on energy consumption. The experiment findings also confirm the effectiveness of the
proposed dynamic battery charging method, which depends on the performance of the battery storage
PV solar panel system.

Mahmood et al., (2022)[30] studied the advent of modern technologies such as cloud computing and
the loT has drastically transformed the patterns in the digital realm to benefit mankind. These
applications are often used, especially in the context of smart cities and their many components. An
example of such an application is the MTS. The loT-enabled MTS has the capability to effectively
handle the growing intricacies of modern ship transportation. The most crucial and necessary duty in
getting Big Data in loT-enabled MTS is to guarantee safe and rapid access to data from several smart
loT devices. Therefore, we have developed an authenticated key agreement method using a Physically
Unclonable Function (PUF) to overcome this challenge. This technology enables the mobile user and
0T node to authenticate each other over the Cloud-Gateway. The authentication procedure takes place
before to the real-time interchange and transmission of data in an loT-enabled MTS. By integrating
Physical Unclonable Function (PUF) technology into our system, we provide unmatched defense against
physical security risks. We conduct a comprehensive security study, assuming the defined threat model,
to demonstrate the robustness of our approach. The performance of our solution is achieved by the
implementation of security measures, effective communication, and efficient computing. It has been
noticed that our approach demonstrates a 37.3% improvement in communication efficiency and a 9.7%
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reduction in calculation overhead. Furthermore, the efficacy of our solution's network performance is
proved by its deployment in NS3.

Prasetyawan et al., (2021)[31]presented a prototype of a smart system designed to enhance safety while
riding, using loTtechnology. This system comprises connection devices such as helmets, motorbikes,
and individuals (via smartphones). The system is well integrated into helmets and bikes, including many
essential electrical components, including the NodeMCU microcontroller, accelerometer-gyroscope
sensor, GPS module, flex sensor, buzzer, and relay. The helmet, motorcycles, and riders are
interconnected across the internet using the android application interface. The application is able to
monitor the current status and location of riders in real-time by using Firebase's real-time database. This
system has four independent components: helmet identification, tiredness detection, accident detection,
and notification with the specific location of the accident, which may be observed by others. These traits
represent the culmination of previous comparable investigations. The results of this testing of the system
prototype showed that all system features were operating well. The precision of helmet recognition is
100%, the precision of sleepiness detection is 87%, and the precision of accident detection is 90%.
Others may monitor and follow the status and position of the rider with the android application.

Al-Ali et al., (2021)[32] studied that smart Cities include a multitude of intelligent applications,
including smart transportation. Presently, multiple transportation models are shifting from individual
ownership to collective and decentralized ownership. Examples of these models include Uber, uDrive,
and Lyft, which use the notion of scattered automobiles that has been implemented worldwide. These
variants are used for transporting individuals for both intercity and intracity journeys. However, the use
of short-range urban transportation services such as bicycles inside enclosed areas, campuses, residential
complexes, and public parks is not being completely optimized when compared to the widespread usage
of cars. This paper proposes the development of a Smart Mobility Shared Transportation System
specifically designed for short-distance travel. The system consists of an edge computing device affixed
to an electric bike (e-bike), a charging station, a web application, a mobile application, and a server.
Every bicycle is considered an individual entity that is connected to the Internet, hence categorizing it as
an 1oT device. The bike's geographical coordinates, state of maintenance, and relevant environmental
variables are sent to a remote server for the purpose of data analysis and visualization, facilitated by a
tailored web application designed for administrators. A smartphone application is created to facilitate
consumers in initiating their use of the bicycle sharing system. The suggested system has the capability
to be expanded in order to create a distributed shared mobility system that can accommodate a large
number of bicycles.

Ayoub et al., (2020)[33]examined the process of choosing the most suitable technology for IoT
contexts. 10T applications, such as advanced tracking solutions in automotive or transportation systems,
need the ability of the IoT device to move between several l0T technologies. In this context, it is crucial
to choose the most suitable technology for connection by considering many aspects. We examine four
LPWAN technologies and analyze two well recognized multi-attribute decision-making algorithms,
TOPSIS and SAW, to determine the most suitable 10T technology based on characteristics such as bit
rate, coverage, power consumption, and more. These two algorithms were used to determine the optimal
technology based on the specific needs of the application. The data collected indicate that the TOPSIS
technique outperforms the SAW method in both technology selection and sorting. Nevertheless, the
computational time required for SAW is shorter.

Dass et al., (2020)[34]presented a reliable service provisioning method for the architecture of Safety-as-
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a-Service (Safe-aaS) in intelligent transport systems based on the IoT. A Safe-aaS architecture often
utilizes decision virtualization to dynamically provide tailored safety-related choices to different end-
users. Road transportation is the specific context in which we use Safe-aaS to provide reliable
judgments. However, the effectiveness and precision of the judgments made rely on the security,
privacy, and reliability of the sensor nodes involved and the path over which data is sent. We provide a
trust assessment model that calculates the reliability of the data produced by these nodes. In addition, we
examine both direct and indirect trust mechanisms for each sensor node and regularly update their trust
metrics. Using these metrics, we assess the reliability of each data item obtained from the network. We
develop an integer linear programming (ILP) model to choose the most suitable data for decision-
making, while mitigating the impact of unauthorized sensor nodes. In addition, we demonstrate that the
ILP issue we have defined is NP-hard. To address this problem, we use a dynamic programming
technique. The experimental findings demonstrate that our trust assessment model achieves an attack
detection rate of over 8% and reduces the false attack detection rate by 13% in a network including 50%
hostile nodes, when compared to the benchmark systems. The suggested method for selecting
trustworthy data surpasses many current greedy algorithms.

Sodhro et al., (2019)[35] analyzed that the high mobility in ITS, especially in Vehicle-to-Vehicle (V2V)
communication networks, allows for broader coverage and quick assistance to users and surrounding
networks. Nevertheless, this increased mobility also results in a decrease in the overall system
performance due to variations in the wireless channel. Ensuring enhanced QoS for transmitting
multimedia in V2V communication across next generation networks, namely edge computing platforms,
is a very challenging endeavor. The main reason for this is the extensive mobility of automobiles and the
heterogeneous characteristics of upcoming loT-based edge computing networks. This research provides
three distinct contributions within this particular situation. The technique proposed is a QoS-aware,
green, sustainable, reliable, and available (QGSRA) approach to facilitate multimedia transmission in
V2V across future loT-driven edge computing networks. Furthermore, it incorporates an innovative QoS
optimization method in V2V communication while transmitting multimedia content across edge
computing systems based on the IoT. Finally, it suggests QoS measurements like as energy efficiency
(greenness), battery charge usage (sustainability), packet loss ratio (reliability), and coverage
(availability) to evaluate the performance of V2V networks. The efficacy of the QGSRA approach has
been validated by the successful testing of real-time automobile datasets. The findings demonstrate that
it surpasses current methods, establishing itself as a formidable candidate for multimedia transmission in
V2V using self-adaptive edge computing systems. There is a wide range of authors who studied on the
loT-based smart transportation system and give their findings as shown in Table 2.1.

Table 2.1: Comparison of reviewed literature

Authors [Ref.] Year Technique Outcome
Rashid et al., 2024 SPIN According to the findings, the SPIN mod-
[23] el has verification to ensure the correct-
ness of these systems has gotten less at-
tention.
Prakash et al., 2024 Ensemble learn- | The Stacking approach surpasses both
[24] ing KNN, which has the lowest accuracy of
96.6%, and SVM, which has the highest
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accuracy of 98.01%, with an accuracy of
99.05%.

Dui et al., [25]

2024

loT

The simulation findings demonstrate that
implementing optimum control techniques
may successfully mitigate congestion and
greatly enhance the performance of the
transportation system by regulating the
movement of cars.

Karthikeyan
et al., [26]

2023

loT

According to the experimental findings,
superior outcomes are achieved.

Chowdhury et
al., [27]

2023

Dynamic UAV

The simulation results demonstrate that
the suggested approach successfully re-
duces the reaction time for electric vehi-
cles (EVs) by 8% and improves the clear-
ing time around the incident location by
12%.

Sharma et al.,
[28]

2023

YOLOv4

The proposed approach improved traffic
safety and helped minimize possible colli-
sions and accidents, which often led to
traffic congestion and fatalities.

Chenetal.,
[29]

2022

MPPT-based
dynamic

The findings of the experiment also verify
the effectiveness of the dynamic battery
charging strategy that was recommended.
This technique is dependent on the effi-
ciency of the PV solar panel system that
stores renewable energy in batteries.

Mahmood et
al., [30]

2022

PUF

Our approach demonstrates a 37.3% im-
provement in communication efficiency
and a 9.7% reduction in calculation over-
head.

Prasetyawan
etal., [31]

2021

loT

The precision of helmet recognition is
100%, the precision of sleepiness detec-
tion is 87%, and the precision of accident
detection is 90%.

Al-Ali et al.,
[32]

2021

loT

The suggested system has the capability to
be expanded in order to create a distribut-
ed shared mobility system that can ac-
commodate a large number of bicycles.

Ayoub et al.,
[33]

2020

TOPSIS

The TOPSIS technique outperforms the
SAW method in both technology selection
and sorting.

Dass et al.,
[34]

2020

ILP

The experimental findings demonstrate
that our trust assessment model achieves
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an attack detection rate of over 8% and
reduces the false attack detection rate by
13% in a network including 50% hostile
nodes, when compared to the benchmark

systems.
Sodhro et al., 2019 QGSRA Using self-adaptive edge computing sys-
[35] tems, the results reveal that it is superior

to the approaches that are already in use,
establishing itself as a serious contender
for the transmission of multimedia in ve-
hicle-to-vehicle (V2V) environments.

2.2 Traffic Management and Vehicle to Infrastructure communication using 10T

Kumar et al., (2024)[36]examined the use of loT technology and sensor fusion methods into
contemporary transportation systems to improve efficiency, safety, and road condition evaluation. The
study highlights the significance of V2V communication through DSRC Dedicated Short Range
Communication, Threshold Based Algorithms (TBA), and Dynamic Time Warping (DTW).
Additionally, it introduces a new approach to IoT multi-sensor fusion hardware model, specifically
designed to detect different road conditions, including clean and rough surfaces. The suggested model
incorporates a multi-sensor module to gather and analyze real-time data on the condition of the road
surface. This data is then classified into two categories: flat and clean, or bumpy and rough, depending
on their smoothness index. This not only alleviates the expense of constructing road infrastructure, but
also minimizes the damage caused to vehicles as a result of bad road conditions. The proposed project
aims to identify road abnormalities via road surface monitoring and enhance the future navigation
systems for cars, including autonomous and low ground clearance luxury automobiles. The described
IoT multi-sensor fusion hardware architecture utilizes pitch orientation and category data from its
sensors to identify road smoothness and road driving terrain. The development and implementation of an
IoT road health monitoring system provide opportunities for further investigation into improved and
advanced route guiding systems that prioritize road health.

Naeem et al., (2024)[37]focused on developing a smart transportation plan for both emergency
autonomous cars and routine autonomous vehicles in a vehicle-to-everything (V2X) environment. All
cars are completely self-driving, and all EAVs communicate via autonomous junction management to
handle traffic conditions. When an autonomous emergency vehicle joins the road, an autonomous
intersection management system designates this vehicle with a high priority, while assigning all other
autonomous cars with a low priority. By adhering to the priority queue concept and the FIFO (First-In-
First-Out) rule, cars are able to operate smoothly, hence minimizing the occurrence of crashes on the
road. The simulation work is carried out using Simulation of Urban Mobility (SUMO), where all
recommended techniques are implemented on various routes in Pakistan. Avoid Multan by using other
routes such as the M2 highway and Nishtar roads. Based on the results of our strategy simulation, the
M2-motorway route has a completion time of 8.50 seconds for autonomous emergency cars, while
standard autonomous vehicles require 10.55 seconds to complete the route. The findings indicate that the
suggested algorithm is effective in decreasing the average time delay caused by the algorithms and the
associated variation for various autonomous cars. This demonstrates the efficiency and fairness of the
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proposed approach in managing autonomous intersections.

Hazarika et al., (2024)[38] examined a Dynamic Traffic Light System (DTLS) plays a crucial role in
autonomous driving inside urban traffic. DTLS utilizes image analysis to calculate the precise timing of
light signals based on the dynamic changes in road traffic. In traditional traffic light systems, light
signals are activated at predetermined or regular time intervals, regardless of the present traffic volume
on the route. The static nature of the traffic signal system leads to excessive waiting time on the road,
ultimately resulting in traffic congestion, environmental pollution, and potential health issues. The
intelligent traffic signal system tackles these problems by using self-learning algorithms and
dynamically permitting traffic flow based on real-time traffic density. This study presents a vision-based
DTLS (Dynamic Traffic Light System) that utilizes the YOLO object identification method to accurately
identify and count the total number of cars at a traffic light junction. The traffic lights are calibrated
according to the calculated traffic flow in order to minimize the total delay at that intersection.
Furthermore, the traffic intersections are equipped to connect with the other intersections in order to
convey the total traffic delay detected. The purpose of this delay is to provide priority to traffic that is
traveling through important areas such as schools, workplaces, hospitals, and so on. The objective of the
study is to reduce the additional costs involved in both traffic calculations (by using approximation
computing) and communication networks (by employing low-power technologies of IEEE 802.15.4
standard, such as DSME MAC and/or LoRaWAN). The suggested solution effectively achieves its goal
of enhancing smart city infrastructure by optimizing the flow of traffic. In addition, the study presents a
technique for establishing green traffic channels specifically designed for emergency vehicles.

Alhaj et al., (2023)[39]explored the development of a global system that integrates and connects
vehicles with VANET, IoT, and Al technologies. The objective of this paper is to assess the feasibility
and effectiveness of a proposed project in a specific region of Jordan. The project aims to decrease the
occurrence of accidents by implementing specialized traffic regulations in the study area. This will be
achieved by utilizing a cloud database that stores private information for each vehicle and collects real-
time speed data as the vehicles travel. When a motorist surpasses the speed limit set by the Traffic
Department, they are notified by warning messages indicating their violation. If the driver fails to
acknowledge these warnings, they would be subject to a monetary penalty. The project aims to optimize
the usage of VANET network services, with a particular emphasis on increasing public safety
applications that include the interchange of data between autos and RSUSs.

Liu et al., (2023)[40] examined that the majority of smart cities have significant traffic problems on a
daily basis. The primary obstacle faced by smart cities is the implementation of an efficient and
economical traffic management system, with some areas being automated. This book proposes the use of
a cloud-assisted 10T-ITS to address the difficulties faced in traffic management. The 10T sensor
integrated camera is strategically placed at each corner of the traffic signal to monitor the movement of
vehicles. In addition, the refined vehicle flow data is sent to the cloud processes. An algorithm is used to
analyze the data collected from different signal corners in order to recognize the direction of traffic and
regulate the operation of signal lights. An alarm notice is sent to the closest traffic control center via loT
sensors when there is traffic congestion. The simulation study demonstrated that the proposed CloT-ITS
system was capable of effectively and automatically monitoring and managing the flow of vehicles. The
suggested system has undergone validation using the optimization parameter, demonstrating superior
performance compared to traditional approaches.

Lihore et al., (2022)[41] described the development and execution of an ATM using ML and IoT techn-
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ologies. The proposed ATM system utilizes the DBSCAN clustering method, which is rooted in machine
learning, to detect any unwanted anomalies. The proposed ATM model dynamically adapts traffic signal
schedules in response to real-time traffic conditions and predicted movements from nearby crossings. By
implementing a progressive system that drives vehicles through green lights, it efficiently decreases
travel time and mitigates traffic congestion by enabling seamless transitions. The results of the
experiments reveal that the proposed ATM system performed better than the traditional method of traffic
management. Furthermore, it is positioned to be a leading alternative for transportation planning in
smart-city-based transportation systems by virtue of its superior performance.

Mohapatra et al., (2022)[42] stated that the rapid increase in population has a direct impact on road
vehicles. The exponential increase in the number of automobiles is the main factor contributing to traffic
congestion, pollution, and loss of life due to accidents. This research presents a cross-point collision
avoidance (CCA) model that enhances the capacity to forecast the behavior of nearby cars and road-
crossing locations. The system utilizes a two-phase strategy, including vehicle-to-infrastructure and V2V
communication models. This is done to prevent accidents or collisions when vehicles cross paths at
turning points on urban roads. In order to carry out this task, we used sensors and beacons that are both
static and dynamic in nature. We used the RMATLAB17 simulators to assess the practicality and
viability of the suggested methods. The simulation findings have been verified in accordance with the
safety requirements set by the government. The CCA model has a safety accuracy of 94.31% on average
across various road shapes.

Kanthavel et al., (2021)[43] studied that V2] communication is a wireless communication framework
that enables automobiles to share data with infrastructure. V2l connection, often used in wireless
technology, facilitates bidirectional communication using a combination of hardware, software, and
firmware. This connectivity is utilized to support various systems such as lane signs, road signs, and
lighting systems. V2l offers extensive security, mobility, and environmental advantages via the
collection and exchange of a large amount of data. Automobiles, which have long been a cherished
aspiration. Now is the moment to develop a proficient and secure self-driving car that enables universal
participation in this industry. To facilitate this transition, the automotive ecosystem must also undergo
transformation. This initiative aims to enhance transportation safety and increase the quality of
transportation services. Additionally, it will provide entertainment via innovative and adaptable
solutions. This study focused on thoroughly examining the extensive knowledge and understanding of
V21, namely its role in communication. Ultimately, this study also emphasizes the practical uses of V2I-
driven wireless technology. The research examined the performance of the VV2I by using several metrics
pertaining to execution time, data transmission speed, and resource allocation.

Elsagheer et al., (2021)[44]presented a novel traffic management system that utilizes the current
VANET and loV technologies. In order to ensure compatibility with future traffic systems and Smart
Cities, the system that has been suggested has been created. Within the scope of this research, the
framework of our suggested ITMS and STS controller was given. They demonstrated a method that
takes into account the needs of upcoming smart cities in order to monitor the flow of local traffic at a
junction. Achieving fairness, reducing travel time, promoting efficient traffic flow, reducing congestion,
and giving precedence to emergency vehicles are the goals of this strategy. It is clear from the results of
the simulation that the suggested system is superior to the conventional management method.
Furthermore, it has the potential to be considered a viable option for the traffic management system in
the Smart Cities of the future. Both the average waiting time and the number of autos that are serviced
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are optimized via the use of the adaptive methodology, which is an efficient method. In addition, we
provide the prototype of the working hardware implementation for STS.

Sheikh et al., (2020)[45]examined the estimate of traffic incidents using a hybrid observer (HO)
approach and identifies traffic incidents with an enhanced automated incident detection (AID)
technology that relies on the lane-changing speed mechanism in highway traffic. Furthermore, we used a
probabilistic approach to collect data on traffic information via the utilization of V21 communication. In
addition, we used a HO technique to precisely forecast the likelihood of a traffic incident. It has been
shown via the practical results and analysis derived from simulations that the suggested approach is
superior to the techniques that are currently in use in terms of accurately anticipating traffic incidents,
and it is also quite similar to the theoretical occurrence.

Sherazi et al., (2019)[46] suggested a network architecture that combines different wireless interfaces
(such as WAVE, WiFi, and 4G/LTE) installed on on-board units. It uses the radio over fiber approach to
create a network connection that is aware of the context. This network architecture, including many
components, is designed to meet the need for extensive connectivity in VANETSs. The objective is to
enhance the scalability and flexibility of VANETS for the 1oV, hence facilitating the provision of diverse
emergency services. The design employs the Best Interface Selection (BIS) algorithm to continually
provide reliable connection over the most optimum wireless interface. Uninterrupted connection is
crucial for effective data forwarding in V21 communication, making it important to enable. By doing
this, it successfully circumvents any possible vulnerability that may lead to a system failure. Moreover,
the simulation findings provide strong evidence for the suitability of the proposed architecture in the
context of the loV, since it is capable of efficiently managing diverse applications across many wireless
technologies. There is a wide range of authors who studied on the traffic management and vehicle to
infrastructure communication using loT and give their findings as shown below.

Table 2.1: Comparison of reviewed literature

Authors [Ref.] Year Technique Outcome
Kumar et al., 2024 TBA IoT multi-sensor fusion hardware archi-
[36] tecture utilizes pitch orientation and cat-

egory data from its sensors to identify
road smoothness and road driving ter-

rain.
Naeem et al., 2024 FIFO The findings indicate that the suggested
[37] algorithm is effective in decreasing the

average time delay caused by the algo-
rithms and the associated variation for
various autonomous cars.

Hazarika et al., 2024 YOLO The suggested solution effectively
[38] achieves its goal of enhancing smart city
infrastructure by optimizing the flow of

traffic.
Alhaj et al., [39] 2023 loT The simulation was conducted with

OMNeT++ version 5.7 on Debian 11,
Linux 5, and GNOME 3 operating sys-
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tems. Being a network simulator, this
application is a validated open-source
software that has obtained scientific val-
idation.

Liu et al., [40]

2023

CloT-ITS

The simulation study demonstrated that
the proposed CloT-ITS system was ca-
pable of effectively and automatically
monitoring and managing the flow of
vehicles.

Lihore et al.,
[41]

2022

ATM

According to the findings of the experi-
ments, the proposed automated teller
machine system outperformed the con-
ventional method of traffic management
and is well positioned to become the
most popular option for transportation
planning in relation to smart-city-based
transportation systems.

Mohapatra et
al., [42]

2022

CCA

The simulation findings have been veri-
fied in accordance with the safety re-
quirements set by the government. The
CCA model has a safety accuracy of
94.31% on average across various road
shapes.

Kanthavel et al.,

[43]

2021

loT

The research examined the performance
of the V2I by using several metrics per-
taining to execution time, data transmis-
sion speed, and resource allocation.

Elsagheer et al.,
[44]

2021

Adaptive meth-
od

The adaptive technique efficiently reduc-
es the average waiting time and optimiz-
es the number of automobiles that are
serviced.

Sheikh et al.,
[45]

2020

HO

The empirical results and analysis de-
rived from simulations demonstrate that
the suggested approach surpasses current
methodologies in accurately forecasting
traffic incidents, closely aligning with
the theoretical expectations.

Sherazi et al.,
[46]

2019

BIS

The simulation findings provide strong
evidence for the suitability of the pro-
posed architecture in the context of the
loV, since it is capable of efficiently
managing diverse applications across
many wireless technologies.
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3. Research Methodology

This chapter outlines the research techniques used to examine the effectiveness of loT-enabled traffic
management and V21 communication in STS. For the purpose of providing a thorough knowledge of the
technical and practical implications of these breakthroughs, the research adopted a mixed-methods
approach, which included both quantitative data analysis and qualitative case studies. Firstly, a thorough
examination of existing literature is carried out to determine the fundamental elements and most
effective methods in Internet of Things (loT) and Vehicle-to-Infrastructure (V2I) technologies[1].
Subsequently, a sequence of simulations and real-world tests are devised to evaluate the efficiency and
dependability of these systems under different traffic scenarios. Information is gathered from many
sources such as traffic sensors, linked cars, and infrastructure nodes. This data is then examined using
sophisticated machine learning algorithms to identify trends, forecast traffic movement, and enhance
signal timings. In addition, qualitative interviews are undertaken with industry experts and stakeholders
to get insights into the actual difficulties and advantages of deploying these technologies. The technique
moreover incorporates a comparative examination of conventional traffic management systems in
contrast to loT-enabled systems to emphasize enhancements in efficiency, safety, and sustainability.

3.1 Research methodology

The concept of V2B communication, also known as vehicle-to-blockchain communication, will be
investigated in this section with regard to the Internet of Things (1oT) and vehicle communication in the
context of intelligent transportation systems. The transfer of data between automobiles and the
blockchain technology that drives the transportation system is referred to as vehicle-to-blockchain
communication, or V2B communication for short. To ensure that communication between automobiles
and the blockchain network is both safe and transparent, we suggest a solution that makes use of
blockchain technology.

3.1.1 Blockchain-based vehicle ownership

The blockchain technology offers a viable alternative for revolutionizing automobile ownership because
to its transparent, secure, and unchangeable characteristics. This section explores the fundamental
elements of blockchain-based car ownership, which include the conversion of vehicle markings into
digital form, the establishment of a novel procedure for creating vehicle marks, the representation of
vehicle ownership using ERC1155 NFTSs, and the implementation of a scoring system to monitor driver
traffic infractions.

Digitizing and verifying vehicle marks

Within the realm of blockchain-based car ownership, the conventional process of documenting vehicle
identification undergoes a groundbreaking shift as it is converted into a digital format. Through the use
of the decentralized and unchangeable characteristics of blockchain technology, car markings, including
manufacturer marks and production years, are safely converted into digital format and saved. This
procedure guarantees the authenticity and accuracy of these marks, offering stakeholders a dependable
and unalterable source of information. The process of converting vehicle markings into digital format
promotes openness within the ownership ecosystem. It allows stakeholders to easily authenticate the
validity of individual marks, hence minimizing the risks linked to counterfeit or illegal markings.
Through the use of the blockchain, those with a vested interest may verify the source and chronological
record of a vehicle's identification, therefore building a sense of trust and assurance in its genuineness.
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In addition, the blockchain provides a distinct digital identity to every car, therefore increasing the
security and transparency of ownership data. The blockchain records this digital identity, enabling safe
and transparent monitoring of ownership transactions and modifications. The decentralized structure of
the blockchain guarantees that the ownership history of a vehicle is resistant to tampering, offering a
dependable and verifiable record.

Vehicle Ownership Representation

Vehicle ownership on blockchain is implemented using ERC1155 tokens to symbolize ownership. Every
ERC1155 non-fungible token (NFT) is associated with a certain vehicle and includes essential details
about ownership. The NFTs function as digital ownership certificates, assigning a unique identification
to each vehicle and maintaining a traceable record of ownership history. Utilizing blockchain technology
guarantees that the transfer of car ownership is both safe and transparent, while also being very resistant
to manipulation. The ERC1155 standard provides a structure for including comprehensive vehicle
details as characteristics inside the NFTs. Every ERC1155 NFT that represents a vehicle has the
capability to hold important information, including the vehicle identification number (VIN), make,
model, manufacturing specifications, maintenance records, and other vital facts. These characteristics
provide a thorough and unchangeable account of the vehicle's past and specs. Through the
implementation of the ERC1155 standard, transparency is heightened, fostering the establishment of
confidence among all parties concerned.

Vehicle scoring system

The incorporation of a score system into the V2B (Vehicle-to-Blockchain) technologies augments road
safety and accountability. By using the blockchain's capacity to document and authenticate data, the
scoring system monitors and logs traffic infractions linked to individual vehicles and their drivers. This
approach assigns a score or rating to individual automobiles depending on how well their drivers follow
traffic laws and regulations. The scoring method functions as a motivator for safe driving conduct, while
also allowing stakeholders, such as insurance companies or authorities, to evaluate the level of risk
connected with certain cars or drivers.

Technical Implementation

Ensuring transparent and secure vehicle ownership, uniform tokenization, safe driving habits, and
efficient insurance-related activities are crucial aspects of the technological execution of contracts in the
blockchain-based car ownership architecture. Figure 3.1 provides a succinct summary of the
architecture. It allows for the use of digital vehicle identification, simplified proof of ownership, and
more features. The diagram highlights the connections between important agreements, showcasing their
significance in creating a strong and dependable system for owning vehicles.

VehicleRegistry VehicleFactory ScoringSystem

Manages registered
vehicles

Dynamically generates Tracks and manages
VehicleAsset contracts vehicles scores

ERC1155 VehicleAsset InsuranceContract
Provides ERC1155 Represents individual Manages vehicle
token functionality vehicles as tokens insurance policies

Figure 3.1 Blockchain-based vehicle ownership contracts
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3.1.2 Blockchain-based ticket management for V2X

This section presents a ticket management system that use blockchain technology to enhance
transparency and reliability in the travel industry. The system includes functionalities such as ticket
booking and checking for availability, with explicit illustrations for taxi services and bus journeys. The
decentralized nature of the system ensures integrity and prevents unauthorized adjustments or errors in
reservations.

Ticket Reservation and Availability Checking

Within the ticket management system that operates on blockchain technology, customers have the ability
to get tickets for their preferred travel dates and locations. The reservation procedure is characterized by
transparency and efficiency, enabling users to effortlessly obtain their tickets. In addition, the system
offers a function that allows users to check the availability of tickets in real-time. Users may easily
confirm the ticket's availability by specifying factors such as date, destination, and ticket type. This
guarantees that consumers receive the most current information about ticket availability, allowing them
to make well-informed choices when booking.

3.1.3 Data Integration and Validity

Every block inside a blockchain has specific information, such as transactions, and is given a distinct
hash, serving as a digital identifier. A cryptographic algorithm is used to construct the hash, which
serves as a unique identification for the block. Data integrity is maintained by including the hash of the
preceding block in the chain, thereby establishing a continuous and uninterrupted sequence. Any
endeavor to modify data inside a block would need the recalculation of the hash for that block and all
following blocks, leading to hash inconsistencies and indicating tampering. In addition, the blockchain
utilizes a Merkle tree structure to ensure the integrity of transactions inside each block. The hierarchical
structure involves the combination of transactions, their hashing together, and the repetition of this
process until a single hash, referred to as the Merkle root, is achieved. The Merkle root ensures the
integrity of all transactions in the block, enabling participants to easily verify individual transactions by
utilizing their associated data and location in the tree. This eliminates the need to analyze the whole
contents of the block.

Data integration and data veracity are crucial in the context of V2X communication. Blockchain
technology offers effective answers for these difficulties by facilitating worldwide data integration,
guaranteeing the authenticity of shared data, preserving the unchangeability of recorded transactions,
and providing precise timestamps for operations. These characteristics enhance the dependability and
clarity of the V2X ecosystem, enabling efficient communication and cooperation among cars,
infrastructure, and other organizations.

GlobalDatalntegration: Blockchain technology facilitates the incorporation of V2X data on a worldwide
level. The decentralized structure of blockchain enables safe sharing and access of data from many
sources and governments. The worldwide integration guarantees a cohesive and dependable origin of
V2X data, enabling efficient communication and cooperation among vehicles, infrastructure, and other
organizations across international boundaries.

Validityof Shared Data: The data sent inside the VV2X ecosystem undergoes verification and validation
processes using blockchain technology. The blockchain's immutability guarantees that once data is
recorded, it cannot be modified or tampered with. This feature ensures the accuracy and legitimacy of
the data that is provided, hence increasing the level of confidence among the users in the V2X network.
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Figure 3.2 depicts the incorporation of the blockchain layer and the application layer for V2X
communication. The blockchain layer is shown as a sequence of linked blocks, guaranteeing the
immutability and integrity of data. The application layer encompasses a range of components, including
automobiles, traffic lights, radars, 10T devices, Wi-Fi, and EV charging stations. These components
reflect the numerous entities inside the network. This integration provides the real-time monitoring and
coordination of multiple organizations, allowing for accurate decision making. It fosters confidence and
ensures the integrity of the transferred data inside the network.
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Figure 3.2 Blockchain-based application layers integration for vehicle to Infrastructure
communication

3.1.4 Blockchain—IoT Integration

The integration of blockchain technology with 10T devices offers many benefits to the V2X
communication system. This section examines the incorporation of blockchain technology with the
Internet of Things (IoT), with a specific emphasis on enforcing penalties, validating information,
monitoring in real-time, and ensuring secure messaging and connection between 10T sensors and cars.
Penalty Enforcement

The integration of blockchain and loT may improve the enforcement of penalties for rule infractions in
the V2X system. 10T sensors identify and record infractions, such as excessive speed or unlawful
movements, while blockchain technology guarantees the permanence of documented transgressions.
Smart contracts may automate the execution of penalties by initiating activities like imposing fines or
subtracting penalty points from drivers' records. The blockchain's openness and integrity guarantee the
precise enforcement and recording of fines.

Validation of Information

Integrating blockchain provides a dependable method for verifying information in the V2X ecosystem.
Internet of Things (IoT) devices, such as sensors in vehicles or infrastructure, have the capability to
gather and send data to the blockchain. The data undergo verified using consensus procedures to ensure
their correctness and validity. By using the decentralized nature and consensus protocols of blockchain,
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the V2X system may have confidence in the verified information, hence enhancing data integrity and
dependability.

Real-Time Monitoring

The combination of blockchain with 10T allows for the real-time monitoring of several parameters inside
the V2X system. Internet of Things (IoT) sensors embedded in cars and infrastructure constantly gather
and send data, including information on traffic conditions, road dangers, and weather updates, to the
blockchain. The real-time data may be accessed by all users in the network, enabling prompt decision-
making, effective traffic management, and improved situational awareness for drivers.

Secure Messaging and Communication

Furthermore, alongside conventional secure messaging and communication techniques, a hidden channel
based on blockchain technology may be used to augment the security and confidentiality of
communications sent between loT sensors and cars. This clandestine channel enables inconspicuous
communication by using the underlying blockchain technology for ensuring integrity and authentication.
The construction of a blockchain hidden channel requires many technological procedures. The messages
from 10T sensors are encoded using steganography methods to insert them into blockchain transactions.
The hidden messages are then altered and inserted into the payload of these transactions, giving the
appearance of normalcy to external observers. An encrypted key exchange protocol is used to create
mutually agreed secret keys between the loT sensors and cars, guaranteeing allowed access to the hidden
communications. At the receiving end, cars use decoding techniques to extract and decrypt the hidden
messages from the blockchain transactions. Confidentiality and integrity are ensured via the use of
symmetric or asymmetric encryption techniques and digital signatures for authentication. Methods to
thwart steganalysis are used by carefully choosing encoding techniques, payload location, and
transaction characteristics to preserve the hidden nature of the communication. The 10T sensors have the
capability to establish communication with the blockchain in order to access the vehicle's information
and the owner's wallet address. This allows for the implementation of a grading system and the
imposition of fines for any infractions. The blockchain facilitates smooth communication across various
transportation modes and adds an additional layer of value to smart city transportation systems

4. Results and Discussion

Overview

This chapter presents and analyzes the outcomes of our inquiry into STS, specifically focusing on IoT-
enabled traffic management and V21 communication. The findings illustrate the significant impact that
the integration of 10T technology may have on urban transportation networks. We developed a prelimi-
nary version of a traffic management system that utilizes the 10T technology. This system involves gath-
ering real-time information from a range of sensors, traffic cameras, and linked automobiles. The tech-
nology effectively demonstrated enhanced traffic flow and decreased congestion by implementing dy-
namic traffic signal modifications and optimizing route planning. Our analysis revealed a significant re-
duction in average travel times and vehicle idle times at intersections, highlighting the efficiency of the
proposed system.

The V21 communication aspect of the study also yielded promising results. By enabling direct commu-
nication between vehicles and infrastructure components, such as traffic lights and road signs, we ob-
served enhanced situational awareness for drivers and timely responses to traffic conditions. For in-
stance, vehicles received real-time updates on traffic light status, leading to smoother transitions and re-

IJFMR240527521 Volume 6, Issue 5, September-October 2024 24



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

duced instances of abrupt stopping. Additionally, V2I communication facilitated better handling of
emergency situations, with priority signals for emergency vehicles ensuring quicker response times and
enhanced safety.

The data from our implementation indicated notable environmental benefits as well. The optimized
traffic flow and reduced idle times led to a decrease in fuel consumption and emissions, contributing to a
more sustainable urban environment. However, our study also identified several challenges, including
the need for robust data security measures to protect against potential breaches and ensuring
interoperability among diverse 10T devices and systems.

4.1 Result and discussion

Finally, the obtained results are compared with the existing approaches. The results are discussed in the
below.

Blockchain Throughput Comparison

In order to assess the transaction-handling capabilities of several blockchains, we performed stress
testing simulations on Ethereum, Binance Smart Chain (BSC), Avalanche, and Polygon. To effectively
implement our strategy, it is crucial to evaluate different blockchains due to the significant amount of
interaction involved. Figure 4.1 demonstrates notable variations in transaction throughput across the
various blockchains. These findings indicate that Polygon is the most scalable blockchain for our
strategy. The system'’s ability to handle significant interactions necessary for our Vehicle-to-Blockchain
(V2B) communication system is well-suited due to its high throughput capacity.

Blockchain Throughput Comparison

Polygon - 65,000 TPS

Avalanche 4500 TPS
=
©
=
=
[¥)
=]
@ .

BNB Chain 100--200 TPS

Ethereum - 12--20 TPS

101 102 103 104

Throughput (TPS)
Figure 4.1 Blockchain throughput comparison

Communication Efficiency

Additionally, we assessed the effectiveness of communication throughout the data exchanges carried out
at each stage. It is assumed that the operations of pairing, bilinear group computation, and hashing are
performed on amounts of 160 bits.
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Table 4.1: Communication cost of the proposed method

Item phase Message Length (bits) | Round
The parameters Setup Phase 1120 2
Registration Phase 1440 2
Transfer Traffic Information Phase 1632 2

Figure 4.2 shows a line graph depicting the communication cost, measured in round trip time in
milliseconds (ms), for various phases involved in setting up communication. The x-axis represents the
message length in bits. The registration phase follows a similar trend, while the cost for the transfer
traffic information phase increases but at a slower rate. The parameters setup phase has the lowest and
constant communication cost irrespective of message length

Computation cost
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T B e e
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400 600 300 1000 1200 1400 1600

Found mMessage Length (hits)

Figure 4.2 Comparison of communication cost
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Table 4.2 depict the network life time values of proposed method and compared with existing technique.
From table 4.2, it is clear that the proposed method outperformance in terms of network life time as

compared to all other method.

Table 4.2 Network lifetime of proposed method

Metrics Proposed Ethereum Avalanche
method
86 80 73
88 83 76
Network life 91 83 78
time 94 85 83
96 90 86
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Figure 4.3 displays the NLT performance of the suggested strategies alongside established methods. If
the NLLT is greater, there will be no packet loss during delivery to the destination. The suggested solution
achieves and network life time 96%. When comparing these rates, the current method produces much
lower results for detecting NLT.

Network lifetime
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80

60

40

20

Proposed method Ethereum Awvalanche
Figure 4.3 Network life time of proposed method

Table 4.3 depicts the PDR values of the proposed method and compares them with the existing
technique.

Table 4.3 PDR of the proposed method

Metrics | Proposed method | Ethereum | Avalanche
88 78 70
91 83 89
PDR 95 82 85
95 90 88
97 94 92

PDR

Figure 4.4 shows the PDR graph of the proposed methodology together with existing methods. PDR
demonstrates efficiency in routing data across network nodes. A higher Packet Delivery Ratio (PDR)
results in better performance while transmitting data across mobile nodes without any loss. Therefore, it
is clear that the proposed method gives superior performance as compared to all other methods.
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Figure 4.4 Packet delay ratio of the proposed technique

End-to-end delay
Table 4.4 depicts the end-to-end delay values of the proposed method and compared with the existing
technique. From Table 4.4, it is clear that the proposed method is outperformance as compared to all
other methods.

Table 4.4 End-to-end delay of the proposed method

Metrics Proposed Ethereum Avalanche
method
33 40 70
39 52 75
End-to-end 40 59 78
delay 50 60 80
61 69 84

Figure 4.5 depicts the comparison between the proposed approach and the current method. The proposed
method achieves a 61% delay reduction compared to the current approach. The latency of the proposed
method is smaller compared to the current techniques used for the other nodes. Therefore, the suggested
method is considered to provide excellent results in terms of secure data communication while also
considering the delay.
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Figure 4.5 End to End of proposed method

5. Conclusions

The integration of loT-enabled traffic management and Vehicle-to-Infrastructure (V2I) communication
within Smart Transportation Systems (STS) represents a significant advancement in urban mobility and
efficiency. The deployment of 10T sensors, connected devices, and intelligent traffic control systems has
shown to be effective in dynamically adjusting traffic signals, providing real-time traffic information to
drivers, and prioritizing emergency vehicles. Additionally, V2l communication has improved
situational awareness for both vehicles and infrastructure, leading to more informed decision-making
and quicker response to changing traffic conditions. The Smart Traffic Management System has been
created by using several hardware components in the IoT. Traffic optimization is achieved by using an
Internet of Things (IoT) technology to efficiently distribute different time periods to all traffic lights,
taking into account the number of vehicles on the route. The adoption of the Smart Traffic Management
System seeks to efficiently resolve the problem of traffic congestion and enable the redirection of cars at
intersections. This research presents a very effective solution for the increasing traffic congestion in big
metropolitan areas, which is continuously becoming worse and traditional methods are not sufficient in
successfully managing the current traffic needs. The proposed V2B communication infrastructure, using
blockchain technology and smart contracts, has immense potential to transform the transportation
industry. By using the decentralized and secure attributes of blockchain technology, alongside the
automation possibilities of smart contracts, we can create a transportation system that is more efficient,
transparent, and secure. The use of loT sensors enhances the system's cognitive capabilities and
interconnectedness. In the future, it is advisable to concentrate more research on the actual
implementation of this decentralized V2B architecture. This involves developing sophisticated contracts
and communication protocols that provide seamless interactions between vehicles and the blockchain
network. Furthermore, exploring novel approaches to include emerging technologies, such as artificial
intelligence and machine learning, might enhance the effectiveness and productivity of V2B
communication. By enhancing the V2B communication architecture and investigating the potential
collaborations with state-of-the-art technologies, we have the potential to transform the transportation
sector and open up new opportunities for enhanced efficiency, safety, and sustainability.
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