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Abstract: 

In the realm of forensic science, the development of synthetic or fabricated DNA poses significant 

challenges that bring forth concerns regarding the ethics and reliability of the justice system. This study 

investigates the viability, methodologies, and forensic complications tied to fabricated DNA evidence. 

Examples of such fabrication include alterations to forensic databases or the creation of synthetic DNA 

that closely resembles an individual's genetic makeup. Notable cases, such as the synthetic DNA 

experiments conducted by Israeli researchers, underscore existing vulnerabilities, while documented 

incidents of DNA tampering reveal tangible consequences. Additionally, the importance of cybersecurity 

cannot be overlooked, as digital DNA profiles are susceptible to manipulation. Existing literature 

emphasizes the ethical considerations and advocates for enhanced forensic protocols, such as the 

implementation of DNA barcoding and improved laboratory techniques for detecting synthetic DNA. To 

avert potential misuse and uphold public confidence in DNA evidence, the swift evolution of synthetic 

DNA calls for greater forensic expertise, collaborative research initiatives, and legislative reforms. As 

technology continues to advance, it is essential to conduct a comprehensive evaluation of the risks 

associated with DNA fabrication to safeguard the integrity of forensic processes. 
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1. Introduction: 

Fabricated DNA analysis poses a serious challenge in forensic science, whereby DNA evidence is 

deliberately tampered with, forged, or even artificially generated to deceive investigations. While 

instances of DNA fabrication are rare, several high-profile cases and technological advancements have 

highlighted the risks and implications of such practices. These issues not only undermine the integrity of 

forensic evidence but also complicate the justice system’s ability to accurately assess culpability. 

The concern over DNA manipulation is amplified by the evolution of technology that can create 

sophisticated fake DNA samples. As forensic experts increasingly rely on DNA evidence for convictions 

and exonerations, the potential for misuse becomes a pressing issue. Law enforcement agencies and 

forensic scientists must remain vigilant and adapt to these emerging challenges. Understanding key cases  
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of DNA fabrication and the forensic hurdles, it presents is crucial for safeguarding the integrity of criminal 

investigations and ensuring that justice prevails. 

The phrase "Synthetic DNA Fabrications" describes the production of DNA sequences artificially using 

genetic engineering and synthesis methods as opposed to biological or natural replication. Technological 

developments in synthetic DNA have enabled researchers to create and alter DNA for specific uses, which 

has proven advantageous in a number of domains, including environmental science, forensics, medicine, 

and agriculture. 

 

2. Understanding Fabricated DNA and Its Consequences:  

The concept of fabricated DNA encompasses both the development of synthetic genetic materials that 

replicate an individual’s DNA profile and the alteration of forensic samples with the intent to mislead 

investigative processes. This manipulation can significantly complicate criminal investigations, creating 

profound ethical and legal dilemmas within the realm of forensic science. 

DNA is revered for its reliability as a form of evidence, as each individual possesses a unique genetic code. 

This distinctive quality, combined with the stability of DNA over time, gives it a reputation for being 

nearly infallible in forensic contexts. Law enforcement agencies and courts often depend on DNA evidence 

to validate claims or secure convictions, making it a cornerstone of modern investigative procedures. 

Despite its esteemed status, the potential for DNA manipulation poses a significant risk to its 

dependability. Such alterations can arise from a variety of methods, including synthetic DNA creation or 

digital modification, raising concerns about the integrity of DNA evidence in legal settings. These 

practices challenge the foundational trust placed in DNA as a definitive identifier of an individual. 

When DNA evidence is fabricated, it can lead to dire consequences, such as wrongful convictions of 

innocent individuals. The introduction of misleading DNA samples into an investigation can obscure the 

truth, adversely affecting the entire judicial process. This not only risks punishing the innocent but also 

allows the actual perpetrators of crimes to evade justice. 

Moreover, cases of planted or altered DNA can divert investigative efforts, wasting valuable resources and 

time as law enforcement pursues false leads. This misdirection can have far-reaching implications, 

undermining the effectiveness of investigations and potentially allowing other crimes to go unsolved. 

In conclusion, while DNA evidence remains a critical tool in forensic science, the possibility of its 

fabrication poses serious challenges. It is imperative for the legal and scientific communities to establish 
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robust safeguards against such manipulations to protect the integrity of the justice system and ensure that 

truth prevails over deceit. Addressing these issues is vital to maintaining public confidence in forensic 

evidence and the judicial processes that rely on it. 

 

3. Case Study: Synthetic DNA Experiment by Israeli Scientists:  

In 2009, researchers from the Israeli DNA analysis company Nucleix showcased their ability to create 

DNA in a regulated laboratory setting. By generating genetic material that matched the DNA profile of a 

particular individual, they illustrated the potential of synthetic DNA to be confused with genuine forensic 

evidence. This groundbreaking experiment revealed significant weaknesses within the field of forensic 

science and underscored the pressing necessity for enhanced detection techniques to identify synthetic 

DNA. 

The implications of this experiment were profound, shining a light on the inherent vulnerabilities in 

existing forensic methodologies. As scientific advancements continue to evolve, the potential for synthetic 

DNA to complicate legal investigations becomes increasingly apparent. This situation raises important 

questions about the reliability of current forensic practices and the need for more robust protocols to 

safeguard against the misuse of synthetic genetic material. 

While the Nucleix study did not directly pertain to criminal applications, it nevertheless emphasized the 

dangers associated with innovations in genetic technology. The findings highlighted the urgent 

requirement for the forensic community to adapt and develop new strategies to address these challenges, 

ensuring that justice remains uncompromised as technology progresses. As such, ongoing dialogue and 

research in this area are essential to maintaining the integrity of forensic evidence in the face of rapid 

scientific change. 

 

4. Instances of DNA Planting in Criminal Cases:  

Instances where DNA is deliberately introduced at crime scenes highlight the significant effects of such 

actions on the justice system. One prominent case that underscores this issue is the trial of O.J. Simpson, 

where the defence argued that law enforcement had falsified DNA evidence to frame him. This assertion 

not only influenced the trial's outcome but also had a lasting impact on public perception of forensic 

science, raising questions about the integrity of DNA evidence in legal proceedings. 

In a separate incident in California, the case of Lukis Anderson illustrates another dimension of this 

problem. Anderson’s DNA was found at a murder scene, despite the fact that he was hospitalized at the 

time of the crime. This alarming situation stemmed from an unintentional transfer of DNA, believed to 

have occurred through paramedics' equipment. The mistaken connection created confusion and suggested 

a level of culpability where none existed. 

These cases underscore a pressing concern: the fragility of forensic evidence in the context of human error 

and misconduct. Accidental DNA transfers, like the one involving Anderson, present significant 

challenges for investigators. They can lead to wrongful accusations and further complicate the pursuit of 

justice. 

Moreover, the implications of such occurrences extend beyond individual cases. They can erode public 

trust in forensic science, a vital component of the criminal justice system. As faith in DNA evidence wanes, 

it raises the stakes for law enforcement and legal practitioners, who rely on such evidence for convictions 

and exonerations. 
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The fabric of our legal system is built on the pillars of evidence and accountability. When forensic 

techniques, especially DNA analysis, are called into question, these pillars tremble. This reality 

emphasizes the necessity for robust standards and protocols to safeguard against both accidental and 

intentional misuse of DNA evidence. 

In conclusion, the interplay of evidence, intention, and perception in criminal law is complex. 

Understanding and addressing the risks associated with DNA evidence, whether from intentional planting 

or accidental transfers, is crucial. As society continues to grapple with these challenges, fostering integrity 

and transparency in forensic practices will be essential for maintaining justice and public confidence in 

the system. 

 

5. Digital Alteration of DNA Profiles:  

The digitization of DNA profiles in forensic laboratories has raised significant concerns about 

cybersecurity and the potential manipulation of genetic data. As more labs transition to digital storage, the 

risks associated with cyber threats have become increasingly pertinent. The security of this sensitive 

information is crucial, as any compromises could have severe implications for criminal investigations. 

Hackers pose a real threat to the integrity of DNA profiles stored within databases. If malicious actors gain 

access, they could potentially alter these DNA profiles, leading to erroneous matches. Such inaccuracies 

could mislead investigators during criminal cases, potentially diverting their attention or implicating 

innocent individuals in crimes they did not commit. The ramifications of such false matches could be 

devastating, unravelling the trust placed in forensic science. 

While there have been no known incidents of tampering specifically involving DNA databases to date, the 

evolving landscape of cybersecurity makes it essential to consider this possibility seriously. Experts in 

forensic cybersecurity strongly advocate for robust protective measures to safeguard DNA data. The 

integrity of forensic evidence is paramount, particularly as the reliance on electronic formats becomes 

more prevalent in law enforcement. 

To address these vulnerabilities, forensic labs must prioritize the implementation of advanced security 

protocols. This encompasses routine audits, the encryption of confidential information, and ongoing 

surveillance for unauthorized access. By adopting these measures, labs can significantly mitigate the risks 

posed by cyber threats and ensure that the integrity of DNA evidence remains intact. 

Moreover, collaboration across sectors - including law enforcement, cybersecurity experts, and geneticists 

- is needed to develop comprehensive strategies to defend against potential digital alterations. Awareness 

of the risks associated with digital DNA storage is vital for the effective functioning of the justice system. 

In conclusion, while the transition to digital DNA profiles offers numerous benefits, it also introduces 

unprecedented risks. Protecting the integrity of this data is essential to uphold the accuracy of forensic 

investigations and maintain public trust in the criminal justice system. 

 

6. The Importance of Strengthened Forensic Protections:  

Cases involving falsified or improperly managed DNA evidence underscore the urgent requirement for 

protective measures in the field of forensic science. The integrity of forensic evidence is imperative for 

the criminal justice system to function effectively, yet instances of compromised DNA can lead to severe 

consequences, including wrongful convictions. This reality has led researchers to call for the establishment 

of standardized laboratory protocols aimed at identifying synthetic DNA. 
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One of the primary strategies suggested by experts is the analysis of genetic material to identify signs of 

artificial synthesis. Such analytical methods can play a pivotal role in distinguishing between genuine and 

fabricated evidence, ensuring that only reliable DNA is considered in legal proceedings. By implementing 

these rigorous testing protocols, forensic laboratories can enhance their ability to provide accurate and 

trustworthy results. 

Additionally, it is essential to focus on improving chain-of-custody procedures. This involves meticulously 

tracking the handling and storage of DNA samples from the moment they are collected until they are 

presented in court. Introducing advanced digital security measures for DNA databases is also critical in 

this effort to prevent both unintentional mishandling and deliberate manipulation of evidence. 

The combination of refined laboratory techniques and robust legal frameworks can significantly mitigate 

the risks associated with DNA fabrication. By addressing these vulnerabilities, we can better protect the 

integrity of forensic evidence, which is a cornerstone of a fair and just legal system. 

These instances of fabricated DNA serve as a stark reminder of the complex challenges inherent in forensic 

science. They emphasize the importance of adopting proactive measures to secure the credibility of DNA 

evidence in various forensic applications. Ultimately, an investment in these protective strategies will not 

only strengthen the reliability of forensic analysis but also enhance public trust in the criminal justice 

process. 

 

7. Literature Review: 

This literature review investigates the feasibility, methodologies, ethical considerations, and forensic 

obstacles related to the creation and detection of counterfeit genetic evidence. Given DNA's critical role 

in contemporary forensic science, the prospect of fabricated DNA analyses raises serious concerns about 

the reliability of the justice system. Below is a thorough examination of the existing literature on this 

subject. 

DNA evidence has transformed forensic science since its emergence in the 1980s. The literature 

consistently underscores its effectiveness in criminal investigations and judicial proceedings, with DNA 

often regarded as a definitive identifier. However, the growing dependence on DNA profiling has spurred 

inquiries into the security and authenticity of DNA evidence, as researchers explore how forgery may 

erode trust in these crucial findings. 

Advancements in synthetic biology have facilitated the artificial creation of DNA sequences, primarily 

intended for biomedical and genetic research. Research conducted by Church and Kosuri (2014) on DNA 

synthesis methods demonstrates the various applications of synthesized DNA, ranging from genetic 

engineering to data storage. However, experts have raised concerns about the security implications of 

synthetic DNA technology, noting that it could theoretically be employed to fabricate DNA sequences 

matching those in forensic databases. 

Producing a legitimate-looking complete DNA profile that convincingly mimics another individual's DNA 

remains a formidable challenge. Forensic literature highlights the complexities of generating full, natural-

like DNA strands synthetically, as current synthesis techniques typically yield shorter fragments or 

sequences. This limitation complicates the production of forged DNA capable of withstanding rigorous 

forensic analysis, as long, fully-matched sequences are essential for accurate DNA profiling. 

Research within forensic ethics examines the consequences of fabricated DNA for criminal justice 

systems. Scholars like McCartney (2012) argue that the high evidentiary value of DNA could lead to dire 

outcomes if it were to be falsified, potentially resulting in wrongful convictions or the disqualification of 
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legitimate evidence. Ethical frameworks have been suggested to mitigate these risks, including calls for 

stricter forensic standards and enhanced oversight mechanisms to prevent misuse of DNA evidence. 

While cases of fabricated DNA are uncommon, documented instances of DNA tampering reveal potential 

vulnerabilities. The Amanda Knox case, analysed by Ricci (2015), illustrates how the mishandling of DNA 

evidence can spark controversy and erosion of trust in forensic integrity. Such cases highlight the urgent 

need for stringent DNA handling protocols and raise awareness regarding the adverse effects of fabricated 

or mismanaged DNA in critical legal proceedings. 

Experts in forensic cybersecurity have noted that DNA profiles in digital databases are susceptible to 

hacking and manipulation. The literature underscores the risk of altering digital records to create false 

matches or wrongfully exonerate suspects. Studies by Goodwin (2018) suggest that forensic laboratories 

must adopt robust digital security measures to safeguard against unauthorized access and manipulation of 

electronic genetic profiles. 

Concerns also arise regarding laboratory practices related to tampering and contamination. Research 

indicates that sample integrity can be jeopardized by contamination, human error, or intentional 

interference. Koehler and Saks (2019) address flaws in chain-of-custody protocols and emphasize the 

necessity for laboratory accreditation standards that prioritize secure handling of DNA evidence to avert 

possible manipulation. 

Emerging research on synthetic biology and forensics is focused on techniques to detect artificial DNA. 

Scholars suggest that synthetic DNA often exhibits distinctive structural anomalies and sequencing 

patterns, as detailed by experts like Gibson (2010) in the field of synthetic genomics. Advances in 

analytical methodologies may empower forensic scientists to recognize inconsistencies that indicate the 

presence of fabricated DNA within forensic samples. 

Literature underscores the urgency of revising forensic protocols to counter the threats posed by fabricated 

DNA. Proposed solutions include "genetic barcoding" or "authentication markers" embedded within 

legitimate DNA samples, making it more challenging for synthetic DNA to go undetected. Scholars 

advocate for the implementation of standards that ensure verification of the origins of DNA samples, 

potentially utilizing blockchain or other digital tracking technologies to authenticate forensic evidence. 

Experts concur that as DNA synthesis and sequencing technologies advance, forensic science must 

proactively address potential fabrication techniques. The literature advocates for collaborative research 

among forensic scientists, geneticists, and cybersecurity professionals to establish pre-emptive defence 

strategies. Recommendations for policy changes include regular audits of forensic laboratories, legislative 

measures governing synthetic DNA usage, and increased awareness within the criminal justice system 

regarding the limitations and vulnerabilities of DNA evidence. 

In summary, while current literature suggests that producing convincing DNA profiles remains challenging 

and resource-intensive, advancements in synthetic biology and technology could heighten this risk in the 

future. Continued vigilance and research are essential to safeguard the integrity of forensic science in light 

of these emerging threats. 

 

8. The Possibility of Creating a Fabricated DNA Analysis: 

Creating a false DNA analysis presents a multifaceted challenge involving the falsification of genetic 

information, interference with DNA testing methods, and manipulation of lab outcomes. This issue lies at 

the crossroads of forensic science, biotechnology, cybersecurity, and ethical considerations.  
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The act of producing a fabricated DNA analysis entails the generation of deceptive genetic data or 

modifying actual DNA to wrongfully accuse or clear an individual. DNA evidence plays a critical role in 

forensic investigations and is a significant element in the justice system. However, if an individual can 

create counterfeit DNA profiles or distort results, the trustworthiness of that evidence is severely 

compromised. Techniques might include generating artificial genetic samples, adjusting digital DNA 

sequences, or altering analytical reports directly. 

Modern biotechnological methods like gene synthesis and polymerase chain reaction (PCR) enable 

scientists to create synthetic DNA. This capability allows for the synthesis of DNA sequences in 

laboratories that could potentially correspond with another person's DNA profile. With innovations in 

CRISPR and gene-editing technologies, it is technically possible to produce short sequences that mirror 

specific genetic markers. Nonetheless, replicating an entire genome that accurately resembles an 

individual is considerably more intricate due to the high level of complexity and precision involved. 

In order to convincingly fabricate DNA analysis, access to real DNA samples from the individual being 

impersonated may be necessary. This could entail obtaining biological remnants found in discarded items 

(like hair or skin cells), infiltrating DNA databases (including CODIS or commercial platforms like 

23andMe), or breaching genetic information systems. Gaining access to these samples would allow a 

forger to more effectively examine and replicate the target's DNA markers. 

The process of DNA analysis digitalizes genetic data, which makes it susceptible to cyber-attacks. A 

proficient hacker with entry to forensic databases could potentially modify genetic profiles, linking a false 

DNA sequence to a suspect’s record. Given that DNA profiles are typically stored electronically within 

the criminal justice system, tampering at this level could result in deceptive outcomes during investigations 

or identifications. 

While laboratories employ automated processes and stringent protocols for DNA analysis, they are not 

wholly immune to fraud. A forger might attempt to corrupt results by bribing or coercing technicians, or 

by exploiting vulnerabilities within the lab's security measures. Changing the concentrations of reagents, 

contaminating specimens, or mislabeling samples can lead to erroneous conclusions. These methods 

require physical access to the laboratory and understanding of its protocols, making this an arduous and 

risky endeavour. 

Creating a DNA sample that can withstand scientific evaluation is one of the primary hurdles in fabrication 

efforts. For instance, PCR is capable of amplifying even minimal traces of DNA, allowing forensic 

analysts to identify irregularities that suggest tampering. Often, synthetic DNA sequences are shorter than 

their natural counterparts, which can be detected through structural variations. For a forgery to succeed, it 

must replicate not only the genetic code but also the structural characteristics of genuine DNA. 

DNA analysis relies on biological samples (such as blood, saliva, or hair) alongside digital genetic 

sequences. While digital manipulations, like altering a genetic profile within a database, are difficult to 

uncover, they necessitate access to secure systems. On the other hand, biological manipulations, such as 

introducing synthetic DNA at a crime scene, face their own set of challenges, including the requirement 

for the DNA to appear organically degraded and consistent with surrounding environmental conditions. 

Both techniques present unique technical and logistical challenges. 

The act of fabricating DNA evidence for the purpose of incriminating or exonerating someone has 

significant ethical and legal repercussions. In legal matters, DNA evidence is often seen as highly credible 

and decisive; thus, its fabrication erodes public confidence in both forensic science and the judicial system. 

The introduction of false DNA evidence could result in wrongful convictions or erroneous exonerations. 
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If the prevalence of fabricated DNA evidence increased, legal systems worldwide would be thrust into a 

substantial crisis, necessitating the establishment of new forensic validation protocols to detect fakes. 

Detecting fabricated DNA requires the implementation of improved laboratory protocols, such as 

confirming sample authenticity through sequencing verifications and establishing forensic standards 

capable of identifying synthetic DNA. Stringent chain-of-custody measures, protected DNA databases, 

and robust cybersecurity strategies are vital to guard against tampering. Some experts propose the use of 

“DNA barcoding” or other authentication markers to ensure a sample's origin and integrity, which would 

complicate forging or tampering efforts significantly. 

 

9. The Future of DNA Fabrication and Security: 

As advancements in DNA sequencing and synthetic biology technology progress, the possibilities for 

created DNA analyses are becoming more attainable. This evolution sparks a discussion on the 

implications of fabricated DNA within various domains, including law enforcement and forensic science. 

In response to these developments, law enforcement agencies may need to integrate cybersecurity experts 

into their forensic teams. The fusion of these disciplines is essential in navigating the complexities of 

modern forensic investigations that now intertwine biological and digital elements. 

The need for effective digital tracking methods is becoming increasingly evident as forensic samples may 

be subjected to manipulation, both biologically and digitally. Establishing robust tracking systems can 

greatly enhance the reliability of forensic evidence and ensure effective response to potential tampering. 

Raising awareness about the vulnerabilities of DNA within legal frameworks is crucial. By informing legal 

professionals and law enforcement about these potential risks, we can better prepare for the challenges 

posed by synthetic or altered DNA. 

Moreover, the enhancement of detection protocols for identifying synthetic or modified DNA is 

paramount. Developing precise and reliable methods for DNA detection will help maintain the integrity 

of forensic science and ensure the justice system functions effectively. 

Despite the theoretical possibilities associated with fabricated DNA analyses, the endeavour brings with 

it a host of complexities. The intricate nature of DNA and its profound implications make the journey 

towards practical application fraught with hurdles. 

Additionally, the consequences of creating and manipulating DNA are profound. Ethical considerations 

must be at the forefront of discussions surrounding DNA fabrication, as the potential for misuse is 

significant. 

In conclusion, while the prospect of engineered DNA analysis exists, the myriad challenges and ethical 

dilemmas must be thoughtfully addressed. Engaging in this dialogue is vital for ensuring responsible 

advancements in forensic science and safeguarding the future of DNA technology. 

 

10. New Applications of Artificial DNA in India: 

The adoption of synthetic DNA has surged significantly across various sectors in India, such as 

environmental management, agriculture, and healthcare. In the healthcare domain, researchers are 

exploring synthetic DNA to innovate new gene therapies and personalized medicine that align with 

individual genetic profiles. In agriculture, scientists are harnessing synthetic DNA to develop genetically 

modified crops that can better withstand diseases and the challenges posed by climate change, thereby 

enhancing food security amid population growth. Additionally, synthetic DNA plays a crucial role in 
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environmental biotechnology, particularly through the use of engineered microbes that support 

bioremediation efforts targeting pollution in India’s rivers and soils. 

Despite the exciting prospects that synthetic DNA offers, there are important concerns, especially within 

the realm of forensic science. The presence of synthetic DNA at crime scenes could complicate criminal 

investigations, potentially leading to the fabrication of false evidence. As the accessibility of this 

technology increases, forensic experts in India must devise strategies to differentiate between natural and 

synthetic DNA. Consequently, law enforcement agencies and forensic laboratories need to prioritize the 

modernization of their procedures and equipment to maintain the integrity of forensic evidence. 

Regulating the use of synthetic DNA in India poses a complex challenge due to evolving privacy, security, 

and bioethical issues. It is crucial to establish regulatory frameworks to supervise the application of 

synthetic DNA, particularly in the areas of biosecurity and forensics, to prevent misuse. Indian scientists 

and policymakers are working to strike a balance between fostering innovation in synthetic DNA 

technology and ensuring safety. By implementing strict regulations and enhancing public awareness, India 

can harness the advantages of synthetic DNA while mitigating risks to society and individual rights. 

 

11. Conclusion: 

The development of synthetic DNA fabrication raises complex issues that compromise the basic validity 

of forensic DNA evidence. While advancements in synthetic biology increase the promise for science, 

they also create the possibility of misuse. To address these emerging threats, current legal, ethical, and 

security frameworks must change. Establishing strict procedures for identifying synthetic DNA, 

strengthening cybersecurity for genetic databases, and increasing awareness within the legal system are 

important next steps. To address issues with DNA tampering, cooperation between forensic scientists, 

legal academics, and cybersecurity specialists will be essential. To preserve DNA's evidentiary value and 

guarantee that forensic science continues to be a dependable component of the criminal justice system, 

strict guidelines and preventative measures must be followed. 
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