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ABSTRACT 

This research paper aims at a comprehensive study of Cyber espionage, the covert acquisition of 

confidential information through digital means, has emerged as a critical threat in the modern era of 

interconnected technologies.  The data breach is simply intended to cause reputational harm to the victim 

by letting out their private information. Artificial Intelligence plays a vital role in the protection of data in 

cyber security. It offers the potential to Bolster our cyber defense. 

But, like all other powerful tools, AI can also be a Doubled Edged Sword. It holds the key, for both 

fortifying our security and also unleashes a new form of cyber threat. With the use of AI in this modern 

era which targets the country’s strategic, economic, political and national interests. Hence the authors in 

this paper essentially analysis cyber threats to sensitive online databases, the legal obligations of nations 

to protect their citizens in case of breach of digital security and privacy, effectiveness of regulatory frame 

work in India, provincial measures which can be implemented to curtail these threats and effect of 

international condemnation in curtailing such threats. 

 

Keywords: Cyber Espionage, Artificial intelligence, Cyber Threat, Double Edged Sword, Competitive 

Advantage. 

 

BACKGROUND: 

Cyber Espionage, which is identified as a covert activity, aims to obtain sensitive information(s), from 

individuals, organizations, stakeholders or government, which today, has grown into a major global threat, 

along with it’s the expansion into the digital world. 

Traditionally, Espionage related activities, begin with Manual Hacking Techniques such as Exploitation 

of Software Vulnerabilities, Social Engineering, or Sophisticated Network Intrusions. Slowly with the 

emergence and growth of Artificial Intelligence (AI), it has transformed the landscape of cyber espionage, 

presenting both new opportunities and risks.1 The integration and conjoining of AI into Cybersecurity, has 

opened new doors for more advanced techniques, for the conduction of Espionage Activities, while at the 

same time, it also improved the capabilities of various defence mechanisms. AI offers an unparalleled 

advantage, in the automation of tasks which were, at a point in time, was considered tedious or 

burdensome, such as the activities like scanning and making an analysis vast datasets and identification 

of various threat vulnerabilities. Advanced machine learning algorithms are now capable of detecting 

patterns in network behaviour that could indicate the presence of exploitable weaknesses or valuable 

 
1 Through Generative AI techniques, the hackers send spear phishing emails, containing exemplary grammar vocabulary, 

precise logos, which can even extract data and gain access to the user’s login details. Refer 

https://www.weforum.org/agenda/2024/01/arms-race-cybersecurity-ai/ 
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information. Furthermore, AI can craft compelling phishing campaigns or even launch autonomous attacks 

that adapt to the changing environment, making detection and prevention increasingly difficult for 

traditional cybersecurity solutions. 

Conversely, AI also provides an aid, in the strengthening of various cyber protection systems, that enables 

a comprehensive monitoring, accurate intrusion detection, and an on-point threat intelligence exchange. 

The use of AI-driven analytics to identify potential attacks before they occur, and provide a response in 

real-time, has become the trivial focus area for many cybersecurity enhanced corporations2 and 

governmental agencies. The difficulty is staying up with the rivals that are used AI for further espionage 

strategies. Also, in addition, Cyber espionage has historically been linked to state-sponsored activities, in 

which governments employ cyber technologies to get intelligence on adversaries, shape political 

environments, or interfere with vital infrastructures. But thanks to AI, a wider spectrum of actors—

including organised criminal organisations and non-state actors—can now use similar tactics.3 The 

complexity of cyber espionage is increasing along with AI, which arises significant ethical, legal, and 

geopolitical issues. 

At present, Artificial Intelligence, boosts the activities of Espionage capabilities by Automated Data 

Collection, Enhancement of Threat Detection, and an Enablement of Advanced analysis. While it provides 

for the substantial benefits for intelligence operations, it also raises concerns regarding privacy 

infringements and the adequacy of current legal frameworks to tackle emerging risks on national and 

international levels. Therefore, Artificial Intelligence, has become a significant field of study due the 

Duality of Roles played by it, in Strengthening of Defences and Increasing Cyber Espionage related 

activities. 

Thus, this paper, aims to investigate the effects of Artificial Intelligence (AI) on the subject matter of 

Cyber Espionage, by looking at both the advantages and risks associated with its use. It also seeks to 

evaluate the efficacy of AI-driven defence mechanisms and provides a thorough study of the rapidly 

changing nature of Espionage activities4 in the next generation AI era and also, it talks about the moral 

and legal ramifications of the technologies from the context of espionage and espionage related activities. 

 

LITERATURE REVIEW 

In Inkster (2015)5 has concluded that the paper identifies cyber espionage as a growing and serious threat 

to information security, largely driven by the intent to steal sensitive data, such as trade secrets, intellectual 

property, and intelligence for political and economic gain. State actors, hackers, and organizations exploit 

vulnerabilities through methods like malware, social engineering, and keylogging, resulting in data 

breaches, financial losses, and weakened national security. Future recommendations emphasize bolstering 

cybersecurity through advanced measures like patch management, encryption, and intrusion detection 

 
2 The main objective of scanning voluminous data by AI on a day-to-day basis, is for detecting the various patterns of Espionage 

Attacks, that shows the indications of various Cyber Threat Attacks.  

Refer https://www.sophos.com/en-us/cybersecurity-explained/ai-in-

cybersecurity#:~:text=AI%20powered%20cybersecurity%20can%20monitor,common%20kinds%20of%20cyber%20attacks. 
3 Generative AI is dramatically and gradually transforming the government and public sector operations, which enhances to 

provide an efficient citizen centric services. Worldwide, Governments are integrating Generative AI to streamline the 

administrative processes, which includes data-driven insights along with decision making, and providing an improved 

efficiency and citizen satisfaction. 
4 Espionage Attacks, are increasing rapidly mainly because of advancements in technology like Advanced Persistent Threats 

(APT’s), Cloud exploitation, Supply chain Attacks, Specific Target of a particular infrastructure, IOT and Smart Devices. 
5 https://doi.org/10.1080/19445571.2015.1181443 

https://www.ijfmr.com/
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systems. Regular vulnerability assessments, improved employee training, and managing insider threats 

are critical. Additionally, fostering international collaboration and establishing robust legal frameworks 

are essential to counter the global surge in cyber espionage. Proactive security measures and heightened 

awareness are key to tackling the growing complexity of these threats. 

In paper by Richard Revera and ET AL, (2022)6 has concluded that this research emphasizes on the point, 

that Cyber Espionage is an escalation of threat to information security, which is driven by various motives 

such as the Theft of Trade Secrets, Intellectual Property and Sensitive Intelligence for potential Political 

and Economic advantages. Hackers, Organizations and Government, wield software like Malware, Social 

Engineering and Keyloggers to penetrate into systems7, that results in significant consequences, including 

data breaches, financial losses, legal implications and other diminished Political or Economic standings. 

Thus, for the proper addressing of these risks, this paper recommends at enhancing cybersecurity along 

with activities like Patch Management, Encryption and Intrusion Detection Systems.8 It also underscores 

the significance of actions like Regular Vulnerability Assessments, Management of Insider Threats and 

Improvement in Cyber Security Training programs. International collaborations9 and more raising 

awareness programs, are crucial to counter the increasing complexities and scope of cyber espionage 

operations. 

In work by Muralidhara (2024) have concluded with the fact that Cybercriminals are leveraging AI to 

execute more sophisticated and large-scale cyberattacks, including the activities like Phishing, Malware, 

Deepfakes and other Ransomwares. 

Traditional defences like firewalls and antivirus software have become ineffective against the fast-

evolving, AI-driven threats.10 Many organisations are struggling to upkeep with the, technology till date, 

which leaves them increasingly vulnerable. In order to combat that, there's definitely a growing need for 

AI-powered security solutions that provides a real-time monitoring, predictive analysis, and detect 

anomalies. 

Future efforts must provide a great emphasis on adoption AI-driven cybersecurity tools, by performing 

regular audits, improving cybersecurity skills and staying informed on new threats.11 Combining AI 

 
6 DOI: 10.1007/978-981-16-4884-7_1 
7 Hackers use variety of techniques for penetration in computer systems, such as Re-Connaissance, Information Gathering, 

Vulnerability Analysis, Exploitation, Reporting and Remediation, monitoring etc., for Data gathering and into various 

Computer Systems. Refer https://qualysec.com/ai-penetration-testing/ Also can refer https://cyble.com/knowledge-hub/what-

is-cyber-espionage/ 
8 Usage of Automated AI tools, reduces support time and makes the attack surfaces smaller and also helps the organisations, to 

reduce the complicit requirements. Automated patch tools initiate their tasks automatically based on events, where it is set to 

run at predetermined times. Refer: https://www.techtarget.com/searchitoperations/tip/How-AI-can-automate-IT-patch-

management#:~:text=Using%20automated%20tools%20for%20patch,to%20run%20at%20predetermined%20times. 
9 International collaborations, ensures to provide an environment where Humans and AIs could complement each other, which 

provides a better work environment. It also helps in easy and fast detection of threats, patterns, anomalies and automated AI 

responses. Refer: https://akitra.com/the-human-ai-partnership-in-cybersecurity/ 
10 According to a latest survey which was taken and conducted by the SANS Institute during Aug’24, not many cyberattacks 

which has happened till date, were detected by the Antivirus Software. Conducting a survey of 277 IT professionals, the SANS 

survey uncovered that while the number of endpoint exploits fell from 53% to 42% from the last year. For more reference, refer 

https://secureops.com/blog/antivirus-ineffective/  
11 Various methods like Developing a Comprehensive AI policy, conducting various Privacy Impact Assessments, Ensuring 

Transparency and Implementing Robust Data measures, etc., could actually make the humans alert and be precautioned, about 

the threats. Refer: https://www.spotdraft.com/blog/mitigating-privacy-issues-around-

ai#:~:text=Stay%20vigilant%3A%20Continuously%20monitor%20evolving,regulations%20like%20GDPR%20and%20CCP

A. 

https://www.ijfmr.com/
https://qualysec.com/ai-penetration-testing/
https://secureops.com/blog/antivirus-ineffective/
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automation with human expertise will be essential in adapting to the rapidly changing cyber threat 

landscape. 

In research work by Mambodza (2015) has observed that the rising threat of cyber espionage to 

information security, was fueled by motives such as stealing trade secrets, intellectual property, financial 

disruption, and gathering political or military intelligence.12 

Key actors include hackers, governments, and organizations, who use methods like malware, social 

engineering, SQL injections, and keyloggers. Cyber espionage is attractive due to its low cost and low 

risk, causing severe impacts like data breaches, financial losses, job cuts, and slower economic growth, 

alongside legal repercussions. Future efforts should prioritize strengthening cybersecurity with measures 

like patch management, encryption, firewalls, and intrusion detection.13 Addressing insider threats and 

conducting regular vulnerability assessments are also crucial. Moreover, promotion of security education, 

training and international collaboration in cybersecurity and legal frameworks will be essential in 

combating the global escalation of cyber espionage. 

In paper by Godefrey (2022) has concluded that cyber espionage as a significant and growing threat to 

information security, driven by the need to acquire sensitive data, trade secrets, and intelligence for 

political or economic gain. It shows that cybercriminals, state actors, and organizations exploit the system 

vulnerabilities14 using methods such as Malware, Social Engineering and Keylogging. The impacts 

include data breaches, financial loss, reputational damage, and weakened national security.15 

Future strategies should focus on enhancing cybersecurity with stronger measures like patch management, 

encryption, and intrusion detection systems. Regular vulnerability assessments, employee training, and 

insider threat management are crucial.16 Additionally, fostering international cooperation and developing 

legal frameworks are vital to counter the global surge in cyber espionage.17 Governments and 

organizations must prioritize security awareness18 and proactive measures to combat the increasing 

complexity and scale of cyber espionage activities. 

 
12 The analysis of Satellite imagery, enemy artillery shelling data, networks of insurgent communications and complexities of 

logistics are a few examples of where AI can help in strategic and tactical decision-making. In internal security, AI can dive 

deep into the vast ocean of social media, CCTV footage and telephonic conversations to prevent terrorist attacks. 

Refer https://chanakyaforum.com/artificial-intelligence-ai-and-the-armed-forces/ 
13 Intrusion Detection Systems (IDS) are widely used in Cyber Security Field, to prevent and mitigate threats. Intrusion detection 

systems (IDS) help to keep up threats and vulnerabilities out of computer networks. To develop effective intrusion detection 

systems, there are a range of machine learning methods, that are exclusively to be followed. 

For more information, kindly refer, https://www.mdpi.com/2079-

9292/11/19/3079#:~:text=Intrusion%20detection%20systems%20are%20widely,machine%20learning%20methods%20are%

20available. 
14 A misuse of AI and its ethics, would result in activities like the Creation of Deepfakes, AI supported Password guessing and 

Human Impersonation. Refer https://www.trendmicro.com/vinfo/in/security/news/cybercrime-and-digital-threats/exploiting-

ai-how-cybercriminals-misuse-abuse-ai-and-ml 
15 AI and National Security: Recent developments in AI, have brought about major changes, in domain of Hybrid Warfare. 

There are diverse applications of AI in the military, including in the area of ISR; Military Logistics; Cyber Space Operations; 

Information Operations and Deep Fakes; Integrated Command and Control; Semi-Autonomous and Autonomous Systems. For 

more information, kindly refer https://idsa.in/issuebrief/ai-and-national-security-ssharma-120922 
16 A vulnerability assessment is through which the organisation, identifies about its security weakness. It is mainly done in 

cases, especially in cases where there is an outdated software system or where there is expansion of attack surfaces. For more 

information, refer https://www.balbix.com/insights/vulnerability-assessments-drive-enhanced-security-and-cyber-resilience/ 
17 It explains about the global perspective of Cyber Espionage, that is, how espionage as an activity, is viewed globally. Refer 

https://www.balbix.com/insights/vulnerability-assessments-drive-enhanced-security-and-cyber-resilience/ 
18Globally, governments should prioritise and lead cybersecurity awareness as they have a duty to inform their citizens about 

responsible online behaviour. 

https://www.ijfmr.com/
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RESEARCH PROBLEM 

The rapid incorporation of artificial intelligence into cyber espionage introduces significant legal 

challenges, such as infringements on privacy rights, risks to intellectual property, and intricate 

jurisdictional dilemmas. Therefore, to investigate the ramifications of AI-driven espionage activities, 

highlighting the necessity for a comprehensive understanding of the legal frameworks governing these 

practices in both India and the international arena.19  The researcher addresses these legal aspects and 

attempts to provide insights for policy recommendations and promote adherence to ethical standards in 

intelligence operations. 

 

RESEARCH OBJECTIVE 

This Research paper aims at a comprehensive analysis, of the current legal framework, in governing Cyber 

Espionage attacks in the context of Artificial Intelligence and how the states have taken measures and 

discusses about what is the liability20 that could be fixed for AI. In addition to that, this paper also 

highlights about what role does AI play, in governing these attacks. 

 

RESEARCH QUESTION 

1. Whether the measures in the current legal system identifies the liabilities of such attacks and if so then 

what is the application of these legislation21 that tries to reduce the occurrence of such acts? 

2. Whether the current system of AI is effective for the prevention of such attacks? 

 

RESEARCH METHOD 

This research draws upon secondary data, but it also draws on a number of primary and tertiary legal 

sources. The laws used for analysis and case law provided by different courts are the main sources of legal 

information. The pertinent empirical research conducted by other writers serves as secondary data, while 

commentary is a tertiary resource. The only sources gathered here are from reputable literature, and the 

deductive logical pattern is applied to use the data from these sources. 

 

RESEARCH METHODOLOGY 

In this research paper, we have opted for a Qualitative Research, to understand about the concepts and 

experiences of Cyber Espionage. 

 

SCOPE AND LIMITATION: 

The paper confers about the process of AI and its connection to espionage and the legal nuances and also  

 
Refer: 

https://www.researchgate.net/publication/375096855_Public_cybersecurity_awareness_good_practices_on_government-

led_websites 
19 With the evolvement of cyber new Institutional Policy and Machinery landscape and Institutional machinery evolving rapidly, 

several policies, are to be developed soon, that captures the India’s strategic behaviour. Public statements by public officials on 

India’s cyber doctrine and operations could serve as evidence of intent to conduct international cyber operations. For further 

reference, refer to https://unidir.org/publication/indias-international-cyber-operations-tracing-national-doctrine-and-

capabilities/  
20 AI, can criminally be held liable, in cases where it is fully automated. For further reading, kindly refer:  

 chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://docs.manupatra.in/newsline/articles/Upload/4e5c9c80-320b-

4433-9f87-f56059a5345c.pdf 
21 Sections 43, 66, 66D, 66E, 66F and 72 of the Information Technology Act, 2000 and Sec 3 of the Official Secrets Act, 1923.  

https://www.ijfmr.com/
https://unidir.org/publication/indias-international-cyber-operations-tracing-national-doctrine-and-capabilities/
https://unidir.org/publication/indias-international-cyber-operations-tracing-national-doctrine-and-capabilities/
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tries to balance out the liability issue, but with given literature the authors have identified certain 

limitations. Artificial Intelligence works with Patterns, Equations and Co-relatives, based on the data and 

specifics that is bygone or the data that was taken from the past. Thus, if a particular earmark’s behaviour, 

changes in a way which does not fit into the vindication, then there are more probabilities that AI poses to 

choose a wrong target. Even though AI can automate parts of the espionage process, it may leave behind 

digital footprints that skilled defenders can trace back to the attackers. The reliance on AI-driven tools can 

increase the chance of detection and attribution, leading to political and diplomatic consequences. 

 

CHAPTERS OF THE PAPER 

Role of AI in Cyber Espionage 

Attackers frequently had to manually get intelligence, create assaults, and react to changing defences in 

conventional cyber espionage. These duties are now automated by AI, which increases the speed, 

effectiveness, and risk of cyber espionage operations. Its application in machine learning algorithms to 

identify weaknesses in target systems is among the most important. Attackers may provide AI systems 

with enormous volumes of data so they can examine network traffic patterns, find infrastructure weak 

points, and forecast potential vulnerability locations. This makes it possible for state-sponsored attackers 

and cybercriminals to take advantage of vulnerabilities faster and more precisely than in the past. 

The development of incredibly lifelike phishing tactics is another important use of AI. A key component 

of cyber espionage is social engineering, and AI helps attackers create individualised and convincing 

phishing emails. AI is able to build customised phishing efforts that closely resemble authentic 

communications by analysing a target's online behaviour, social media presence, and communication 

habits. Because victims are more prone to fall for carefully constructed, artificial intelligence (AI)-

generated emails that seem genuine, the chances of success are increased. Malware that is powered by AI 

may change, adapt, and even evolve in response to defences. AI is employed in the creation of malware. 

This significantly increases the difficulty of identifying and eliminating AI-driven malware. One instance 

of this is polymorphic malware, whii8ich avoids detection by using signature-based methods by using AI 

to modify its code each time it infects a new machine. Artificial intelligence (AI) systems are capable of 

autonomously mapping infrastructure, scanning networks, and locating possible high-value targets. In 

addition to expediting the process, this enables attackers to target several computers at once, expanding 

the scope and scale of cyber espionage operations. 

 

Emerging Threats from AI in Cyber Espionage 

Because of AI's capacity to automate intricate procedures, evaluate enormous data sets, and react instantly, 

cybercriminals and state-sponsored actors are now able to carry out espionage operations with previously 

unheard-of speed and accuracy. For governments and organisations trying to protect sensitive data, these 

new risks pose serious obstacles. The ability of AI to scale and automate assaults is one of the most 

prominent concerns. In order to find weaknesses, attackers might use AI to undertake extensive assaults 

that concurrently search hundreds of networks and systems. Because attackers may infiltrate several 

targets in a short amount of time, raising the potential for broad harm, this has made cyber espionage more 

perilous. Malware driven by AI has the ability to adapt its behaviour to an organization's defences, making 

it considerably more difficult to identify and eliminate. Malware, for instance, might learn how security 

systems work via machine learning and then modify its code or strategies to evade detection. AI-driven 

https://www.ijfmr.com/
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cyber espionage operations may keep ahead of conventional security measures, which depend on preset 

rules and signatures, thanks to these adaptable capabilities. 

 

AI-Driven Mitigation Strategies 

Adopting similarly sophisticated defence methods is necessary to mitigate these new dangers as AI-driven 

cyber espionage grows more complex and sophisticated. AI is a potent weapon in the cybersecurity 

toolbox as well as a tool for attackers. Organisations can now more successfully counteract the growing 

complexity and size of cyberattacks thanks to the development of AI-powered security solutions. AI-

powered anomaly detection systems can be used as a mitigation strategy to stop cyber espionage. AI-

powered solutions provide behavioural baselines for typical network activity using machine learning 

techniques. After establishing a baseline, the system keeps an eye out for any variations from typical 

behaviour that may point to a security violation. This enables businesses to identify and address dangers 

instantly, even if the assault does not correspond with previously identified patterns. Automated threat 

detection might be another tactic. Real-time AI analysis of enormous volumes of data can spot patterns 

and trends that could point to a possible cyberattack. Large datasets may be processed by AI systems 

without lag or human mistake, resulting in quicker and more precise threat identification. Security teams 

may concentrate on the most serious vulnerabilities first because to these systems' ability to rank threats 

according to their seriousness. 

Another advantage of AI in cybersecurity is predictive analysis. AI is able to forecast future threats and 

weaknesses by examining past data and present network behaviour. AI systems are able to predict the 

probability of certain exploits, spot trends in attack patterns, and suggest defences. By fixing possible 

vulnerabilities before they are exploited, this predictive capacity enables organisations to remain ahead of 

attackers. Another important advantage of AI in reducing cyber espionage is the automation of security 

procedures. AI may be used to automate routine processes like patch management, security evaluations, 

and system monitoring. This guarantees that these procedures are carried out effectively and consistently 

while also lessening the workload for human analysts. Automated systems lower the likelihood of exploits 

that take advantage of out-of-date software by applying updates as soon as vulnerabilities are found. 

Organisations may protect themselves from the ever-changing risks posed by AI-powered cyber espionage 

by using AI-driven mitigation techniques. Organisations may enhance their capacity to identify, stop, and 

react to cyberattacks in real time by utilising AI for anomaly detection, automated threat response, 

predictive analysis, and process automation. 

 

Ethical, Legal, and Policy Considerations 

There are important ethical, legal, and policy issues brought up by the use of AI in cybersecurity and cyber 

espionage. Clear rules, laws, and international agreements governing the use of AI-driven systems are 

becoming increasingly necessary as they become more essential to offensive and defensive cyberspace 

activities. Although AI can make cyber espionage operations more successful and efficient, it also raises 

concerns about accountability. Due to AI's autonomy, assigning blame for hacks becomes more difficult, 

resulting in a legal limbo that requires attention. Because it is cyber-spaced, two or more participants may 

be from different regions of the world when it comes to jurisdictional difficulties. Jurisdiction becomes 

inconsequential in some situations. Therefore, it becomes quite challenging to pinpoint the specific cause 

of action in such scenarios. Two or more countries' jurisdictions may be involved in a same transaction.  

AI's application in data collecting and monitoring raises privacy-related ethical questions. Large volumes 

https://www.ijfmr.com/
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of data may be monitored and analysed by AI, which may violate people's right to privacy. The protection 

of personal data and national security concerns must be balanced by governments and organisations 

employing AI for cyber espionage. Additionally, there is a chance that AI systems will be used to target 

political favouritism or conduct widespread surveillance, which poses fundamental human rights issues. 

The regulations that now govern cybersecurity are antiquated and unable to handle the rapid advancements 

in technology. Since the majority of cyber espionage operations take place beyond national boundaries, 

making it challenging to enforce national laws or hold offenders accountable, international law is 

especially deficient in this field. consistent rules that may be used to reduce cyber espionage, and the 

reality that governments will occasionally cooperate to end this problem. In order to define appropriate 

behaviour in cyberspace, provide clear guidelines for the use of AI in cyber espionage, and penalise 

noncompliance, it is imperative that international treaties and accords be developed. But, overall, in 

general, jurisdiction lies, where the Cause of Action arises. 

Usually, in a Cyber-Space transaction, three parties are involved: 

a. user, 

b. server Host and 

c. person, with whom the transactions have been taken place. 

Thus, various types of Jurisdictions highlighted are: 

 

Pre-requisites of jurisdiction: 

Prescriptive jurisdiction: 

This type of Jurisdiction, enables a country to impose laws, particularly for a person’s status, activity or 

choice. Hence, the country can actually enact any law or legislation, on any matter, even where the person’s 

Nationality or Act, happens at a different place. Hence, International law prevents any state, to legislate 

any such law, contrary to any other country’s interests. 

Jurisdiction to adjudicate: 

Under this Jurisdiction, the State has the power to decide matter on person, concerned in Civil or Criminal 

Cases, despite the fact that the State was a Party or not. It is not necessary that the state having a Prescribed 

Jurisdiction, must also have a jurisdiction to adjudicate. 

Jurisdiction to enforce: 

This jurisdiction depends upon the existence of Prescriptive Jurisdiction. Hence, if Prescriptive 

Jurisdiction is absent, it cannot be enforced, to punish a person, whosoever is violating its’ laws and 

regulations. However, this jurisdiction is not exercised in its’ absolute sense and the state cannot enforce 

its’ jurisdiction, on the person or crime, that has been situated or happened. 

 

Tests involved in deciding jurisdiction: 

Minimum Contacts Theory: 

This test is applied where both or any of the parties are outside the territorial jurisdiction of the court. This 

theory was evolved after the Landmark Judgement in Washington Vs International Shoe Company22 in the 

US Supreme Court. The court laid down the criteria, 

1. The non-resident defendant, must do some act or consummate with the forum and perform some act 

by which he purposefully avails himself the privilege of conducting activities, in that particular forum. 

 
22 International Shoe Co. v. Washington, 326 U.S. 310 (1945) 

https://www.ijfmr.com/
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2. The claim must arise out of the defendant’s forum related activities. 

3. The jurisdiction, must be exercised reasonably. 

In case of CompuServe Inc., Vs Patterson23, court held that, contracts related to Cyberspace, are also  

covered under Minimum Contacts Theory. 

Sliding Scale Theory: 

Sliding Scale Theory, is also known as the Zippo Test and it is the most accepted test, in deciding the 

Personal Jurisdiction of the case. On the basis of Interactivity of websites, Jurisdiction is decided. The 

greater number of interactivities, more courts have personal jurisdiction in this case. In the landmark case 

of Zippo Manufacturer Vs Zippo.com24, the plaintiff Zippo manufacturer, sued the defendant Zippo, for 

the infringement of Trademark. 

Personal jurisdiction: 

It is a type of Judgement, where the court can pass judgements, on particular parties and persons. In 

Pennoyer vs Neff,25 the Supreme court observed that the due process enshrined, constrained a personal 

Jurisdiction, upon the non-residents. However, this restriction was curbed, by the Minimum Contact 

Theory, which further allowed, Jurisdiction on Non-Residents as well. 

Also, In Licci vs Lebanese Canadian Bank,26 the Court held that, even though the Bank was located in 

Lebanon, the Bank’s use of a correspondent bank in NY, was sufficient to establish the jurisdiction. 

Subject Matter Jurisdiction: 

It is a type of Jurisdiction, where the court can hear and decide specific cases, that involves a particular 

matter. If, the subject matter is one of the courts and the Plaintiff has been sued in any other court, the plea 

will be rejected and the plaintiff will have to file a case in court, relating to that particular matter. 

In Madbury vs Madison,27 it was held that, the courts must have a proper subject matter of Jurisdiction. It 

was held that, certain cases, must held by lower courts and if it lacks the subject matter, then it cannot 

proceed. Due to this cross border jurisdictional issues a lot of time cyber espionage cases are not dismissed 

properly. This situation arises due to lack of international uniform laws. 

Pecuniary jurisdiction: 

This type of Jurisdiction mainly deals with Monetary matters, where the value of suit, should not exceed 

the Pecuniary Jurisdiction. It is also, dependent upon the claim that is made in the proceedings and must 

be structured in the hierarchical order. 

For any type of Cyber Espionage Attacks that happens through AI, there are no are proper regulations in 

India, as to how to govern its liability. So, this research paper, makes an analysis about how could the 

liability be fixed for AI. 

Currently, the cases can be solved through various provisions embedded in IT Act. Under section 66, 

applies in cases where there is an unauthorized access to systems to gather sensitive data and information, 

which is a common form of an Espionage Activity. Any person found guilty under section 66 of the Act is 

punishable with an imprisonment up-to three years, or a fine of up-to Rs. Five lakhs or both. Under section 

66B, the provision targets individuals or entities, where they knowingly receive stolen computer resources 

or communication devices. This section applies to individuals and organisations, that are involved in 

 
23 1994 U.S. Dist. Lexis 20352 (S.D. Ohio Aug. 11, 1994), motion for recons. denied, 1995 U.S. Dist. Lexis 7530 (S.D. Ohio March 
23, 1995) reversed, 89 F. 3d 1257 (6th Cir.1996) 
24 952 F.Supp. 1119 (W.D. Pa. 1997) 
25 95 US 714, 1878. 
26 2013, United States Court of Appeal, Second Circuit. 
27 1803, US Supreme Court. 
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process of receiving and storing information, gathered through the espionage process. Under section 66C 

where offence of identity theft is penalized and section 66D deals with the offence of impersonation 

happening through computer resource. Section 69A deals with the power to block access to information 

in the interest of national security. It allows the government to block websites or online resources, which 

are a threat to national security. It applies where the websites are used to disseminate information, by using 

cyber espionage. The current scenario of laws dealing with cyber espionage comes under the broad 

categorisation of the Information Technology Act,2000. It shows to be difficult for the courts to identify a 

particular act to fall under the ambit of these sections. Without proper provisions of law dealing with the 

definition essentials and other required legal backup to prove the offence of cyber espionage, it will be 

difficult to prevent the act. Apart from the provisions of the Act, there is an organisation called as CERT-

IN (The Indian Computer Emergency Response Team), which plays a key role, in both prevention and 

responding to cyber espionage attempts. The agency can direct individuals or companies, to take action in 

case of data breaches, that resembles Cyber Espionage activities. 

Also, under Sec 3 of The Official Secrets Act, 1923 it elaborates about the Penalties of Spying, where it 

states that, where any person who approaches, inspects, passes over or enters any prohibited place or does 

any sketch, plan, outline, which can be either directly or indirectly useful to an enemy or where that person, 

obtains, records, collects or publishes or communicates any secret code to any person or any secret code 

or any passcode or any sketch, plan, model or article or any other crucial document, which is likely to 

affect the sovereignty of the State. 

For all these offences, particularly in cases of defence, military, navy, air-force, minefield, ships, camps 

and docks, the person shall be punishable with an imprisonment for a term, which may extend up-to 

fourteen years. In other cases, the imprisonment shall extend up-to three years. 

Initiatives for policies that support the development and application of AI responsibly are also required. 

To develop best practices and standards for the application of AI in cybersecurity, governments should 

work with the commercial sector and academic institutions. This entails limiting the abuse of AI 

technology, promoting ethical AI research, and guaranteeing transparency in AI decision-making 

procedures. 

 

Future scope 

1. By learning from occurrences, modifying defences, and coordinating responses in real-time, future AI-

driven cybersecurity systems will become more self-sufficient and less dependent on human 

involvement. 

2. By evaluating past data and current behaviour, predictive analytics can assist in foreseeing cyber 

espionage attempts, allowing organisations to implement preventative security measures before 

assaults take place. 

3. Explainable AI (XAI) research seeks to solve the "black box" issue and improve cybersecurity tactics 

by bringing transparency to AI decision-making processes. 

4. By automatically stopping assaults or protecting compromised data, AI-driven counter-espionage 

systems will identify questionable activity and stop espionage efforts in real time. 

5. To ensure the ethical and responsible use of AI in cybersecurity and to stop abuse in cyber espionage, 

it is essential to develop international legislation, ethical standards, and supervision mechanisms. 
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Recommendations: 

The research paper recommends adopting AI-driven Cybersecurity solutions for real time threat detection 

and predictive analysis. It calls for strengthening legal and regulatory frameworks, to address the liability 

and accountability of AI in cyber espionage, including upcoming existing laws, like, IT Act in India. 

Thus, this research paper emphasizes the need for International Collaboration, to develop ethical standards  

for treaties for AI in Cybersecurity. It also highlights the importance of Human AI collaboration, for 

effective threat management and suggests proactive measures like regular audits and automated patch 

management to prevent AI Powered Cyber Attacks. 

 

Conclusion 

For contemporary cybersecurity, the incorporation of AI into cyber espionage is both a formidable obstacle 

and an exciting potential. AI-powered assaults are becoming increasingly complex; therefore, 

governments and organisations need to come up with new ways to protect themselves. It has been shown 

throughout this study that artificial intelligence (AI) has two functions in cyber espionage: it may be used 

by attackers to increase the scope, velocity, and precision of their operations as well as by organisations 

looking to safeguard their data and systems. Nonetheless, these dangers may be countered by utilising the 

same AI technology. Real-time anomaly detection, automated attack response, and predictive analysis are 

just a few of the answers provided by AI-powered cybersecurity products. 

By enabling quicker attack detection and response, these tools lower the risk of breaches and lessen the 

harm that cyber espionage may do. The total effectiveness of cybersecurity operations may be increased 

by reducing the need for manual interventions through automation and AI-based defences. Since AI is still 

a major component of cyber espionage, international collaboration is desperately needed to create rules 

and legislation that control its usage. To guarantee that AI technologies are utilised responsibly, ethical 

issues like privacy protection and responsibility for AI-driven assaults must be addressed. 
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