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Abstract

Artificial intelligence (Al) is fast altering the landscape of cybersecurity, and it is becoming a double-
edged sword. Al improves defensive and offensive capabilities while also giving cyber enemies significant
power, such as the ability to execute complex, automated cyber-attacks. Specifically, this paper reviews
the basics of Al in cybersecurity, focusing on its use in defensive as well as offensive pivot operations.
This examines the types of Al-powered cyber-attacks, such as adversarial machine learning and automated
social engineering. Threats such as anomaly detection and behavioural analysis are discussed as detection
and defence mechanisms to counteract these threats. This is demonstrated through illustrative real-world
case studies. Finally, ethical implications are discussed, and opportunities and challenges of Al across
future trends and emerging technologies are delineated in relation to cybersecurity. With Al progressing,
the need to develop a robust defensive strategy to secure digital systems and protect sensitive information
is not negotiable.

1. Introduction

For one thing, Al is contributing to improving security mechanisms for defence and offence. Al can also
be utilised in sophisticated ways to exploit vulnerabilities and launch cyberattacks. In recent years, the
versatility of Al and associated technologies in providing solutions by performing tasks such as, in fraud
detection, recommender systems, or the interpretation of medical images, that has led to enormous
development in the industry and in academia. Yet, by being so resilient to countermeasures, these
technologies can also be abused to execute very sophisticated attacks (Jimmy, F. 2021).

Al/ML-driven offensives can be broken down into three main phases: There are three stages of stock
market trading:

e Reconnaissance

e Preparation

e Execution

Al/ML-based social engineering is used as a form of reconnaissance by adversaries to profile individuals
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and groups by uncovering their likes, interests, relationships and work roles. They further develop
personalised campaigns targeting their assets when embedded deeper within the interest groups. The
incorporation of advanced AI/ML capabilities in cyber offensives has made traditional defences, such as
user authentication, risk-based multi factor authentication (MFA), social media, and email content
filtering, ineffective and, in many cases, surpassed. This calls for novel defence strategies employing
AI/ML themselves to counter the developing vulnerabilities of such technologies. In light of these
industrial, policy-driven, and academic developments, evaluating the merits and pitfalls of effective
AI/ML in cyber defence is necessary. In a broader context, the development of defence mechanisms
against Al-powered attacks plays a significant role in shaping future cybersecurity frameworks. As digital
ecosystems are increasingly expanding in interconnection, this issue has implications for assets and people
who aim to protect and defend cyberspace (Hagos, D. H., et al., 2022).

2. Fundamentals of Al in Cybersecurity

Al, a subfield of computer science, involves the creation of intelligent systems that work and resemble
human thought processes such as learning, problem-solving, and pattern recognition. Several
interdisciplinary topics, including statistics, probability theory, complexity science, and cognitive
psychology, help to advance Al development. Machine learning, neural networks, natural language
processing, and game theory are all examples of artificial intelligence technology. Machine learning, in
particular, focusses on developing algorithms capable of learning patterns and making decisions based on
that learning. Unlike traditional algorithms, which are rules-based and cannot learn new patterns of data,
machine learning algorithms do not require any human intervention to refine or assign attributes (Gorriz,
J. M, et al., 2020).

Neural networks, inspired by biological neural structures, have been designed to remediate or improve the
classification and predicting power of traditional machine learning models. Combining deep and shallow
neural networks, deep learning is the foundation for image classification using convolutional neural
networks, voice recognition, language translation, and robotics. As automation is the crux of Al-powered
technologies, algorithms can sieve through vast amounts of data in seconds, compared to the time it would
take a Threat Analyst to do. In cybersecurity, large volumes of data are generated daily due to the high
number of devices and users connected to networks and the rise of 10T device adoption. With Al, Security
Operations Centres (SOC) and threat intelligence platforms can analyse most of this data, reduce the
burden on human threat analysts, and quickly detect threats that need to be prioritised for investigation.
Additionally, Al can aid in automating incident response, enacting prevention and protection strategies
more rapidly than any human team could. Furthermore, Al can also significantly improve the ability to
identify previously unknown and unforeseeable connectors or correlations among data points, referred to
as patterns of life. In the context of cyber operations, this could be used during operational planning as
well as infiltration and exfiltration efforts. However, these Al capabilities also provide the cornerstones
for adversarial operations capabilities that result in significantly amplified exploitation, sabotage, and
intelligence gathering that have created new cyber-attack vectors. Moreover, many of the common
techniques that are in use today to prevent, detect, resist, and recover from cyberattacks are no longer
sufficient against Al-powered operations, which require continuous evolution of adversarial techniques
(You, Y., etal., 2022).
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3. Types of Al-Powered Cyber-Attacks

There is a wide spectrum of Al-powered cyberattacks. One can organise them based on the use of Al, the

targets, and the impacts (Guembe, B., et al, 2022). The types of cyberattacks that leverage Al for malicious

purposes can be summarised as follows:

e Adversarial attacks can leverage Al in order to conduct optimisation and search against classifiers,
allowing attackers to manipulate raw data inputs in such a way that the Al will then produce an
erroneous output. Supervised learning classifiers are particularly vulnerable to adversaries who can
identify and exploit model weaknesses using the methodologies of adversarial machine learning.

e Attackers can use Al and machine learning to create automated strategies to improve their success rate
in conducting social engineering or hacking attacks on individuals and organisations. Multiple
deception strategies that con people can be formalised and automated using machine learning
(Manoharan, A., et al., 2023).

Many experts agree that further research is needed and value can be gained by studying these attacks. The

increasing use of Al in cybersecurity products and in the operation of large-scale computer systems

motivates the development of defences against Al-powered cyberattacks. If successful, these defences can
prevent significant loss of information, installed systems, and public trust. A wealth of research has been
devoted to understanding adversarial machine learning and creating defensive mitigations; less has been
focused on the latter. An increasingly sophisticated set of attack classes are emerging; a deeper analysis

can, perhaps, foster a new set of proactive defensive strategies (Bonfanti, M. E. 2022).

3.1. Adversarial Machine Learning

Adversarial machine learning, also known as adversarial examples, is a subdomain of Al-powered attacks.

Through adversarial machine learning, attackers find the vulnerabilities existing in the Al model or the

function and feed it misleading information to control the output of that model in a way that benefits the

attackers’ objectives. Adversarial attacks on Al can take many forms and affect the learning process. For
instance, it can exploit the training process by feeding the model with maliciously designed data to affect
the performance or perform the whole function from the input. VVarious other classifications of adversarial
attacks, depending on the machine learning application involved, have been discussed (Kumar, R., et al.,

2022).

This has severe implications for applications of machine learning in cybersecurity, where cyber defenders

rely on the capability of machine learning models to capture and learn different normal classes. However,

adversarial attackers can use these Al model vulnerabilities to evade detection or falsely alarm any threat.

For the development of Al models, the system should be continuously validated against any outputs that

are not as expected to mitigate entities that produce such attacks. The lack of understanding of adversarial

methodologies is hampering a security researcher’s ability to design systems resilient to attacks. Due to
the immature nature of Al cybersecurity mechanisms, several adversarial machine learning attacks have
been proven successful in the wild. There is a pressing call for investment in research and development of

defensive paradigms to thwart such attacks (Demetrio, L., et al., 2021).

3.2. Automated Social Engineering

Automated social engineering is one of the most concerning threats associated with using Al to enhance

cyberattacks. Using Al tools, attackers can now create programs that simulate human-like interaction and

convincingly execute a phishing attack, stealing the credentials of an unsuspecting user. Many forms of
automated social engineering have arisen from Al and machine learning advancements. Today, chatbot-
driven scams are a popular scourge, and automated chatbots are used to improve the odds of a scam being
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successful. By using chatbots, attackers can find and convince users to download malware, share financial
or personal information, click on links to false log-on pages with the intent of stealing credentials, and so
on. During the health crisis, attackers used chatbots to send fraudulent messages and create elaborate ploys
bolstered by deepfake videos to spoof zero-day content to gain end users’ trust in efforts to steal their
personal identifications and/or credentials (Khan, M. I., et al., 2024).

Seventy per cent of security professionals say that Al proliferation has made social engineering attacks,
automated or not, a bigger threat to an organisation’s security. The impact of an automated phishing attack
is the same as that of a human-based attack, but the automated approach means that a large number of
potential victims can be targeted at once, including through typically labour-intensive mediums such as
email. In some cases, a machine learning-based approach will send one message a second, making
personalised spear phishing campaigns more attainable. An attacker who commands the use of an
automated machine learning-driven advanced persistent threat can impersonate millions of potential
targets simultaneously, with messages appearing as though they are coming directly from a member of the
victim’s trust circle (Falade, P. V. 2023).

4. Detection and Defence Mechanisms

Detection and defence mechanisms are fundamental in protecting organisations from Al-powered
cyberattacks. Traditional security measures are increasingly inadequate. Being reactive, such measures
are often unable to identify threats until an attack is already in progress. Being rule-driven, they are not
able to identify potential threats generated by Al-based generators. Thus, a key part of successfully
protecting an organisation may involve a shift to proactive security measures to enable the identification
of and response to potential Al-powered threats, including the plausible malicious generation of content
by an Al-based generator. Creating and maintaining defensive mechanisms via advanced Al-based
techniques is one of the goals of cyber-impacting Al, motivating more work for cyber defenders to study
and adapt deep learning security development (Prince, N. U., et al., 2024).

The current methodology of generating content with Al is able to generate new flavours of cybersecurity
threats like domino-effect malware, merged malware, metamorphic malware, polymorphic malware,
steganographic malware, and Al-emergent vulnerability, making attackers more subtle and intelligent and
leading to a dose-response behaviour in cybersecurity on both sides: Al-assisted attacks with plausible
deniability to leverage their efforts and Al-assisted detection to alleviate the response. The risk of not
evolving the countermeasures puts defenders in a worse-off position because, most of the time, evasion
attacks often evolve faster than the defence strategies because of the damage put in place. Anomaly
detection systems can spot unusual behaviour and activities in a system that were previously labelled as
unusual through machine learning. Behavioural analysis, as an extension of anomaly detection, can
identify deviation from a network's normal behaviour. It gave results. To be more secure, a powerful
defence mechanism should carry with it accuracy, real-time capability, anti-obfuscation, and a mechanism
that is adaptive to evolving cyber threats. The recommendation includes integrating multiple functions of
traffic analysis to monitor the activity pattern and behaviour distinctiveness in the network (Prince, N. U.,
etal., 2024).

4.1. Anomaly Detection

Anomaly detection provides fundamental techniques for developing defence mechanisms against Al-
powered cyberattacks. Anomaly detection concerns leveraging machine learning and data analysis to
identify patterns or system behaviours that deviate significantly from normal operations. The machine
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learning models attempt to learn "normal™ patterns in network activities. Any pattern, feature, or
combination that deviates "significantly” becomes evident as abnormal or an anomaly. The learning
systems mostly work with large features. Therefore, any unusual pattern in individual feature values can
be captured from the learning process. Models can be developed using unsupervised learning, where pre-
labelled data are not required during the training process, or using supervised learning, where labelled data
are employed to capture the evolving network behaviours. Anomaly detection systems can operate in real-
time with the ability to scan the system rapidly and act upon the scanning results immediately. By anomaly
detection, false positives in the network system can be minimised, thus increasing the accuracy of
detection (Fathia, A. (2023).

Anomaly detection can be implemented in different network system environments. Models such as Elliptic
Envelope, One-Class Support Vector Machine (SVM), and Isolation Forest can be applied in combination
with Sync-One convolutional learning mechanisms to detect network anomalies in cloud computing and
Internet of Things networks. In practice, anomaly detection approaches offer the potential to optimise
cybersecurity investment by narrowing down false alarms or low-real threats. However, there are many
pertinent challenges in designing anomaly-based cyber defence systems. The data that anomaly detection
models depend on to train their learning mode must be available in large, dynamic, representative, and
high quality. The privacy of data is a governing policy, so it is critical to maintain the trust of users and
share data with security appliances. The technology that can handle big incoming data of all types at a
good rate is necessary as web-scale hyperconnectivity is ever-increasing. Overall, anomaly detection is
part of the essential elements of a wholesome cybersecurity ecosystem (Raji, A. N., et al., 2023).

4.2. Behavioural Analysis

By understanding user and entity behaviour, organisations can spot and reduce emerging threats before
they become critical. The risk of human errors or malicious insiders carrying out an attack can be mitigated
through use of this method which can supplement an organisation's existing defence-in-depth strategy. In
practice, a resilient defence strategy should aim to deploy multiple means of defence against an array of
cyberattacks, which might be active at different stages of an attack. For organisations, the possibility of
leveraging behaviour analysis to support or enhance existing security measures should be carefully
considered (Saxena, N., et al., 2020).

Real-world case studies indicate that companies can potentially benefit immediately from a behavioural
analysis system. They highlight that including a behavioural analysis component in the main system might
broaden its application range and provide a faster response to cybersecurity incidents through better
visibility. Implementing behavioural analysis and using it as a feasible adjunct component in large
contemporary socio-technical systems can be a commercial advantage. It can also reduce the time spent
managing certain incidents, freeing up resources in security operations so that they can be allocated as
necessary in the event of a critical or emerging attack. Nevertheless, as soon as behaviour analysis is
introduced to a company, a new set of malicious activities to circumvent the system might be evident.
Therefore, companies might opt to adopt a clandestine approach while introducing the systems to their
stakeholders. Civil rights issues, which are broader and might impact the privacy of individuals, prevent
organisations from directly converging security surveillance measures. A more balanced approach is
required to gain trust in their employees while maintaining a certain level of oversight (Cao, G., et al.,
2021).
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5. Case Studies and Real-World Examples

5.1.a. Case Study 1: Deep Locker

Deep Locker is a family of Al-powered attacks that abuse encapsulating techniques of confidential data
with Al models encrypted during a blackout period. In this case, the victim acquired a deep neural network
game that contains a unique user identifier and later leaked this identifier in her public code repository. A
miscreant acquired this unique identifier, trained a personalised attack model, created an Al adversarial
example for playing the targeted victim, and sent it as an attachment to a tailored phishing email. The
game ran on the victim’s machine, deleted the antivirus, and exfiltrated her personal data. Subsequently,
the thief, trained with the protagonist’s image, fabricated a deep model Al adversarial ransom file that is
not identifiable by the victim individually but morphs to resemble a new targeted victim. This file was
later sent to the victim to extort a ransom for the game’s ownership and threatened to publicly release the
data (LUchinger, J. (2023).

5.1.b. Case Study 2: AKA Leaping Lipsocket

This Al-driven malware can morph its features as it propagates and launches targeted reconnaissance
attacks tailored to 10T devices. The malware was developed leveraging a Generative Adversarial Network
(GAN), which can generate diverse counter-antivirus signatures based on the malware execution
environments. This enables stealth communications and undetectable exfiltration from the attacked
enterprise. The model alters its connection parameters based on historical success rates and monitors the
backdoor by targeting Al-based keys. The threat actor had opened the infrastructure for proxy exploitation
attacks to compromise hacked IoT devices. It targets smart homes for victim network reconnaissance.
Targeted Ubuntu devices were corrupted to be botnet zombies, linked with the proxy infrastructure to
launch proxy-based targeting variant reconnaissance surveillance payloads on university user training data
(Kaloudi, N., et al., 2020)

6. Ethical Implications of Al in Cybersecurity

Al systems are highly complex; their programming may also develop in ways that are not immediately
evident to their creators. Ethical considerations naturally arise in those situations where Al is used. One
of the most important of these is bias and fairness. In cybersecurity Al, the algorithms can develop inherent
biases, which means that certain elements are treated much less fairly than others. This could foster
algorithmic inequality, which is fundamentally unjust if left unmanaged. Programmers ought to be
particularly responsible for facilitating fairness in processes that could lead to user apartheid. Such
developments could have long-term consequences (Sanclemente, G. L. 2023).

One of the main relevant frameworks to guide ethical methods in the design of such systems is that every
effort should be made to ensure that the cybersecurity operatives served by the Al should be transparent
and auditable. Whereas the argument proceeds, where systems have a high impact, it ought to be possible
for an operator or user to establish the reasons for the conclusions drawn by the computer, to test the
completeness and reliability of the information that the expertise or algorithm receives, applies, and
manages, and to audit the final output for its processes, assumptions, and results. The Al practitioners
should be open and honest about how the systems work, with such openness extending to business
practices and operations. Furthermore, Al should also be subjected to a transparency and accountability
audit by an external body to ensure its impartiality. The design of these systems must be developed so
they act in the true interests of their users. Ethical inputs might be more generic, such as calling for the
protection of public good and human interests. In Al, the effects of a decision can much more broadly
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affect societies, and so Al ethics should more likely incorporate an appreciation of the impacts that any
given process will have on every actor in the broadest societal sense (Folorunso, A., et al., 2024).

6.1. Prejudice and Fairness in Al Algorithms

Machine learning systems can be used to make predictions and decisions that are of significant importance
to people. Thus, the algorithms used must be developed ethically, particularly in terms of being unbiased
and transparent. Prejudice is said to arise when an algorithm’s decision is disadvantageous to a specific
group when compared against another group. Bias can arise in a number of ways: when collecting the
data, when labelling the data, if the data is not representative enough, or in the model design itself. An
algorithm predicts outputs such as the potential interest of a user in some data, other users’ interests,
predictions of purchases, or actions to take (Balantrapu, S. S. 2022).

Algorithm decisions like these may significantly affect people, so unfairly disadvantaging some people
more than others is regarded as unethical. Biased algorithms are often unfairly beneficial to the majority
and a disservice to minority groups; in such situations, a domino effect can occur. For example, if someone
from a minority group is unfairly penalised by a job recruitment tool, this minority tends to refrain from
applying to such jobs, thus reinforcing the tool’s predisposition over time. There are examples of
unfairness in Al, including in law enforcement, criminal justice systems, and employment, which have led
to significant discussions and reflections on the ethics of Al. Existing work found that diverse teams have
reported fewer problems deriving from Al use, showing that having a diverse team of system designers,
machine learning engineers, ethical leaders, cybersecurity experts, Al training and oversight, and
ombudsmen is essential to ensure that such people are all aware of potential and implicit partiality and
how these may affect a protected identity. The team should have a common, shared understanding and
justification along the lines of due diligence and best effort toward achieving a goal of fairness and the
reduction of bias. Moreover, such teams are usually multidisciplinary and collectively capable of making
informed decisions regarding choices on fairness, what one may call a diverse human-machine consensus,
collective decision-making, or collaborative principle, thus going beyond the mere non-maleficence
ethical principle (Kordzadeh, N., et al., 2022).

7. Privacy Concerns in Al-Powered Cybersecurity

There is great promise in Artificial Intelligence (Al) systems in the field of cybersecurity, which will
rapidly analyse huge volumes of data and increase the ability to accurately detect cybersecurity breaches.
Nevertheless, the design and deployment of Al powered security technologies have various privacy
concerns. Many Al approaches for cybersecurity are designed to collect and examine large amounts of
data to distinguish between legitimate and malicious activity; a by-product of this approach is that the Al
systems have access to a wealth of information about the users of the system and their behaviour. Failure
to collect and process enough data could result in a substantive decrease in an Al system’s accuracy, yet
collecting more data or differing types may push the Al system into the purview of privacy laws and
regulations, limiting its usefulness (Sarker, I. H., et al., 2021).

Using Al technologies to understand, predict, and engage with people creates a host of privacy issues
affecting the use and ownership of the data used to build these systems and the associated user consent.
That is why it’s critical that the Al systems that work in this domain also treat people’s privacy
respectfully. Ethical considerations also arise when balancing an organisation’s security with its respect
for individual rights. Sometimes what is in the organisation’s best interest is at odds with the best interest
of the individuals within it, and privacy concerns should regulate these opposing forces. Established
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ethical practice thus requires that the development, design, and deployment of Al technologies are
respectful of privacy and empower people to make informed choices about what technologies they use
and how they use them. Social acceptance of new capabilities will also require, in some cases, a balance
between public safety and the protection of individual privacy, a tension that remains with or without Al
(Alam, A. (2023).

8. Future Trends and Emerging Technologies

8.1. Al in Cybersecurity: Opportunities

Al in cybersecurity is shaping new research directions, providing insight into future technologies and
current technological possibilities. Signature-less techniques involving machine learning algorithms are
increasingly used to defend systems, and Al technologies play a significant role in user and entity
behaviour analytics solutions to allow early discovery of compromised accounts or information. Al and
machine learning areas like deep learning and federated learning are being considered to provide secure
information sharing and collaborative defence technology. Generally, the appropriate integration of Al
security technologies to understand Al-driven cyberattacker behaviours is considered to be a catalyst for
their early detection and response. As a result, the security strategy is transforming from post-facto
intrusion detection to the early predictive detection of sophisticated and complex intrusion activities. At
the strategic management level, these Al tools and applications are also helpful for policy and decision-
makers to generate appropriate cybersecurity mitigation on time (Nimmagadda, V. S. P. 2022).

8.2. Al in Cybersecurity: Challenges

Al technologies are evolving rapidly, and they are yet to reach their optimal capability. From a strategic
perspective, security managers and top decision-makers need to take into account new trends and
technological advancements in machine learning, deep learning, and advanced automation solutions. In
particular, the integration of blockchain technology with Al security analytics is expected to pave the way
for a new evolution in defence against highly sophisticated and motivated adversaries by automating real-
time defence technology. On a large scale, organizations must discern and adapt strategies that take
technological innovation into account to withstand advanced cyber warfare attacks, and investment is
required in both skilled personnel and Al technology. Dilemmas in developing and integrating Al and
machine learning embedded security analytics drive transformative value to the evolving cybersecurity
situation (Kuznetsov, A, et al., 2024).

Cybersecurity and privacy have naturally focused our insight and imagination for identifying and
addressing malicious uses of Al applications and services. AI’s phenomenal developments have given
more power and flexibility to both cyberattack capabilities and security defences than ever before. Huge
spending in Al security is currently taking place, and there is potential to boost security engineering and
architect intelligence through automated and adaptive features of Al. It is essential to develop an ethical
framework with a moral purpose that aims to ensure the appropriate ethical use of Al in cybersecurity.
Future machine learning capabilities, fed by big and diverse data corpus inputs with a combination of deep
and federated learning analytics, can be vulnerable to Al companies being sophisticated, motivated, and
targeting Al systems. This scenario is based on our expertise and anticipates the future, despite the current
absence of a concerted Al-powered cyberattack. The academic and industry community also need to
identify countermeasures to address these Al security and privacy challenges (Waizel, G. 2024).
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9. Conclusion

The incorporation of Al into the cybersecurity ecosystem is especially a complex and constantly changing

issue. Al provides very strong defence tools but also makes adversaries capable of launching much more

sophisticated and automated attacks. This evolving threat landscape requires organisations to take a

proactive approach, integrating traditional security methods with state-of-the-art Al enabled techniques.

Key considerations include:

e Understanding Al-powered attacks: Knowing how to properly fight against a wide range of Al-
driven attacks, from adversarial machine learning to automated social engineering, is critical for
developing successful defences.

e Using Al in defence: Along with a variety of other platforms, Al-enabled solutions such as anomaly
detection and behavioural analysis can improve threat detection and response capabilities.

e Staying informed about emerging trends: You constantly need to keep up to date in terms of Al and
cybersecurity so you understand how to best adapt to the evolving threat landscape.

e Collaborating with the national cybersecurity agency and cybersecurity communities.

With the outlook for Al as a strategic tool and the associated risks that may arise, organizations can close

the 'intelligent’ security gap and secure their prized assets from increasingly sophisticated cyber threats.
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