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Abstract 

Many devices which are connected digitally (IoT) has become part of our daily use in modern life, 

revolutionizing areas such as smart homes, healthcare, organizations, agricultural areas and transportation. 

However, the rapid expansion of connected devices has significantly increased the hazard of malicious 

bot activities, bullying the safety of IoT networks. To address these challenges, researchers have explored 

the use of Intelligent Machine learning (ML) and Deep Neural network learning (DL) methods for 

detecting and mitigating botnets, alongside Blockchain technology for enhancing data integrity and 

securing decentralized communication. This organized review explores the integration of ML, DL, and 

Blockchain technologies in IoT botnet detection, focusing on target datasets, performance metrics, and 

datasets preprocessing strategies. By analyzing primary research published between 2018 and 2023, the 

analysis highlights the few issues of existing approaches, identifies key advancements, and outlines 

research areas for developing robust, scalable, and secure frameworks for IoT botnet detection and 

prevention. 
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1. Introduction 

The Internet, which was first developed as a means of digital interacting and exchanging information, has 

drastically changed the world. Significant interconnections between countries have been cultivated as a 

result of high speed internet connection in vital domains like governance, economics, defence, trade, and 

intercultural contacts. Interconnected networks, devices, and users are the fundamental elements of the 

Internet [1]. Internet technologies have been continuously evolving due to advancements in computer 

technologies and the evolving capabilities of various user groups. However, significant security issues 

have been brought about by the growth in the past few years and broad use of these technologies. In order 

to protect people's and organizations' digital information, a lot of research has been done to create strong  
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cybersecurity infrastructures [2]. 

Cybercriminals remotely manipulate networks of compromised devices, or "botnets [3] , also known as 

the "botmasters" or "bot herder." With the help of specialized software, the attacker can control these 

infiltrated devices which could include personal computer systems, servers and or IoT’s devices without 

owner's knowledge or approval. Once the malware has been installed, the device is changed into a "bot" 

or "zombie," which joins the botnet, a wider network of linked devices. Malicious operations including 

Distributed Denial of Service (DDoS) assaults, email spamming, stealing information, mining bitcoins, 

and spreading more ransomware are all frequent uses of such network of bots. These Internet of Things 

gadgets, which frequently have default login information and lower security protections can be subject to 

the attacks. In our daily lives the use of smart devices have become common use [4], which are more 

targeted to security attacks. In today's world, networking and cybersecurity are essential for quick 

communication across the global and very easy to approach the confidential data stored in the devices 

through cloud based services [5]. Global connections are facilitated by platforms like, e-mail, digital via 

communication, and E-communication tools, though cybersecurity safeguards like security gateways, 

anti-malware software, and multifactor verification guard compared to identity theft, cyberattacks and 

Phishing mails. Many organizations such as healthcare industry, where protecting patient privacy and 

safeguarding medical information are critical [6], the precautions of safeguarding are especially important. 

Similar to this, the economic service sector mostly depend on high performance security measures to 

protect sensitive client data and transactions. 

Cyberattacks are increasingly targeting IoT devices, frequently without the owners' knowledge. It is 

possible to breach these devices and add them to a "botnet," which is a collection of hacked machines. 

The increasing use of IoT device vulnerabilities to support botnet operations, especially their crucial role 

in planning Distributed Denial of Service assaults, is highlighted in the CUJO AI [2022–2023] IoT Botnet 

Report [7]. In order to improve the connected devices security towards such cyber hazards, this trend 

emphasizes the urgent necessity to put strong cybersecurity frameworks and cutting-edge threat mitigation 

techniques into place. Figure 1.1 illustrates the different attacks and threats in various areas. 

 

Figure 1.1 Various Attacks and Threats [8] 
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The formation of trustworthy botnets prediction algorithms and architecture is essential to assure the 

protection and secrecy of IoT Inter-networks, systems, and also users confidential information. The total 

number of devices connected is increasing at an e rate due to the increasing in amalgamation and 

prevalence of IoT skills, due to which there will be increase in cybercriminals attacks and takes advantage 

of their weaknesses [9]. IoT networks are predominantly susceptible to bot-nets, which have the capability 

to cause serious harm like Long-term disruptions to services, substantial revenue losses, and private data 

breaches [10]. Additionally, these networks can steal sensitive and private information from hacked 

connected Internet of devices, leading to identity theft, fraud, and spying.  [11]. In IoT networks, 

Intelligent Machine Learning (ML), Deep Neural Network learning (DL) and BlockChain techniques 

[12,13] have proven to be real and efficient tools for predicting, analysing and undetectable attacks 

powered by botnets. 

1.1 Importance of Intelligent Machine Learning, Deep Neural Networks and BlockChain Tech-

nologies 

Enormous installation and deployment of interconnected digital devices across various domains have 

made the security level challenging. The traditional measures to detect the various attack in the digital 

communications where various devices are connected has its own drawbacks [14].  The drawbacks of 

traditional approaches can be over by using advanced technologies like Intelligent Machine Learning, 

Deep Neural Network and BlockChain, to predict and analyze the different digital communication attacks. 

IoT security has been demonstrated to be significantly improved by machine learning (ML) methods. 

Machine Learning frameworks can find attributes, abnormalities, and possible security coercions by 

analyzing the massive volumes of data produced by IoT devices. To detect intrusions, categorize malicious 

activity, and predict security events in IoT environments, methods like RF, decision trees, BI-LSTM, 

Convolution neural network, and GAN have been discussed for security measures [15]. Proactive threat 

identification, real-time surveillance, and flexible defence tactics are made possible by integrating 

machine learning algorithms into Internet of Things security systems [16]. There are chances to improve 

quality of life and tackle the aforementioned difficulties by utilizing IoT intelligent services. In order to 

improve cybersecurity, Intelligent machine learning (ML) and deep neural learning (DL) algorithms are 

essential since they tackle issues including malware categorization, spam prevention, and intrusion 

detection [17]. For detecting flaws in IT devices where confidential data are stored, methods like random 

forests, support vector machines (SVM) , naive Bayes, decision trees, and deep belief networks have been 

extensively researched . In order to detect anomalous behaviour in network traffic, models that combine 

multi-layer SVMs with deep feature extraction have been employed. Large-scale datasets such as NSL-

KDD have been subjected to intrusion detection using deep belief networks [18], whereas recurrent neural 

networks (RNNs) improve detection accuracy in spite of processing difficulties [19]. 

Blockchain technologies are useful for tackling security threats and privacy issues while providing 

excellent services because of features like transparency, decentralization, trustlessness, and immutability. 

Future sustainable smart cities are expected to be greatly aided by IoT, which is expected to be a major 

driver of Internet-based and service-oriented computing in both existing (4G/5G) and emerging (6G) 

wireless networks. Blockchain technology enhances IoT systems' security, transparency, and immutability 

by functioning as a decentralized ledger that safely logs confirmed security events. This solution enables 

professional analysis and feedback by guaranteeing an unalterable and visible record of security 

occurrences within the IoT ecosystem. Research done from 2016 to 2022 looked into Blockchain’s 

potential for cybersecurity in addition to its original application in cryptocurrencies like Ethereum and 
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Bitcoin. Applications included lowering cybercrime and building safe networks for communication and 

information exchange [20]. Blockchain technology increases reliability by making tampering highly 

computational because each block has a unique hash linked to the one before it [21]. Because every block 

in a blockchain has a unique hash linked to the one before it, tampering is more difficult to do, which 

makes the system more reliable. To reduce FDIA in smart grids, researchers proposed models that combine 

blockchain with smart contracts and layered architectures to ensure safe data flow, transaction validation, 

and fraud detection [21]. Strong cybersecurity frameworks were made possible by these models, which 

made use of Blockchain's features to establish decentralized security mechanisms, facilitate safe data 

sharing, and enhance peer-to-peer performance on networks. The botnet attacks projected until 2024 are 

depicted in Figure 1.2. 

 

Figure 1.2 Valuation of the Botnet Attacks till 2024 

 
The following sections of the study in structured as: the review of the literature of the work done on the 

importance of technologies in the prediction of cyber security in section II, some of the research related 

works in the field of cyber security in section III, Issues related to the state of work done is given, in the 

section IV gives performance metrics to measure the attacks efficiently, section with section V the 

conclusion and with the references. 

 

2. Review of the Literature works 

The increasing risks triggered by bots, the requirement for efficient prediction systems, and the promise 

of BlockChain technologies to improve safety in IoT ecosystems are the driving forces behind this review 

paper. The hazards and vulnerabilities of widespread botnet attacks are becoming more noticeable as IoT 

networks grow. While deep neural network learning (DL) and Intelligent Machine Learning (ML) 

approaches have shown great potential in addressing these issues, blockchain technology enhances 

detection frameworks with decentralized security, transparency, and immutability. To comprehend 

cutting-edge ML/DL and blockchain-based techniques, assess their efficacy, pinpoint their drawbacks, 

and investigate potential future research avenues, a thorough evaluation of the body of existing literature 
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is important. In order to support the creation of reliable and effective IoT botnet detection solutions, this 

work aims to give researchers, practitioners, and policymakers a thorough understanding of these 

technologies. 

This study [22] successfully addressed the difficulties in detecting unseen botnets that can avoid 

conventional Rule-Based techniques by introducing a multi-layered machine learning perceptron 

framework for botnet identification. By combining behaviour-based analysis with flow-based features in 

its filtering and classification modules, the framework makes it possible to study packet headers even in 

enclosed situations, such as VPN tunnels. With a high F1 measure of 92% and a decrease False-Negative 

rate with 1.5%, the suggested method demonstrated the effectiveness of Intelligent Learning systems in 

botnets prediction and emphasized the significance of behaviour examination in identifying contemporary 

botnet attacks. 

A deep learning-based intrusion detection (ID) framework for Industrial IoT (IIoT) was presented by the 

authors [20]. Data from TCP/IP packets is processed and verified by the framework using a hybrid rule-

based feature selection technique. In addition to the feature selection method, a deep feedforward neural 

network was employed for training. With a false positive rate (FPR) of 1.0% for the NSL-KDD dataset 

and an accuracy and detection rate of 99.0%, performance assessments outperformed alternative 

approaches. Based on the UNSW-NB15 dataset, the framework obtained a 98.9% accuracy rate, a 99.9% 

detection rate, and a 1.1% FPR. Similarly, using the Aegean AWID dataset, which was generated from a 

SOHO 802.11 wireless network, researchers in [24] suggested intrusion detection systems (IDS) for 

wireless networks. Using a variety of devices, including PCs, workstations, tablets, smartphones, and 

smart TVs, the dataset was gathered with an emphasis on the Media Access Control layer. Nevertheless, 

the dataset is limited in its applicability to IoT-specific applications because it excludes data from IoT 

devices. 

Khacha et al. [25] proposed an innovative intrusion detection system (IDS) utilizing deep learning 

methodologies. Specifically, the system integrates Convolutional Neural Networks (CNN) and Long 

Short-Term Memory (LSTM) algorithms for detecting and categorizing intrusions. In this research, a 

contemporary dataset known as Edge-IIoT, comprising real network traffic data from Industrial IoT (IIoT) 

and IoT applications, was employed for evaluation. 

Alabsi et al. [16] presented a method for identifying IoT network assaults by combining two Convolutional 

Neural Networks (CNNs). Important features that point to IoT assaults are extracted from raw network 

traffic data using the original CNN technique. These collected properties are used by the second CNN to 

develop a trustworthy detection system that can precisely identify IoT assaults. The researchers presented 

a novel deep learning-based intrusion detection system (DL-IDS) [17]. This method makes use of the 

Stacked-Deep Polynomial Network (SDPN) and the Spider Monkey Optimizer (SMO) technology. While 

the SDPN technique classifies the data as either normal or abnormal, the SMO chooses the most pertinent 

features from the datasets. 

The researchers presented ForChaos, a lightweight detection technique made especially for Internet of 

Things devices, in [26]. This method detects floods and Distributed Denial of Service (DDoS) assaults by 

using chaotic perception and predictive techniques. The algorithm's ability to effectively analyze abnormal 

patterns in network data through the integration of chaotic perception gives it the ability to detect 

anomalies in real time with little computing overhead, which makes it ideal for IoT contexts with limited 

resources. 
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The authors of [27] put out a unique strategy based on the Reversible Sketch (CRT-RS) method in 

conjunction with the Chinese Remainder Theorem (CRT). This novel architecture improves the system's 

capacity to detect unusual keys linked to criminal activity or undesired network traffic sources in addition 

to compressing and combining massive amounts of network traffic. Utilizing the CRT-RS technique, the 

solution solves the scalability issues commonly encountered in high-volume network systems by 

guaranteeing effective traffic processing and anomaly detection. 

In order to secure IoT device authentication and preserve data integrity in a decentralized [28] setting 

presented a blockchain-based system. Utilizing Blockchain’s built-in features, their strategy aims to 

provide a reliable and impenetrable system for confirming device IDs and maintaining data accuracy 

across dispersed IoT networks. Blockchain technology was also used in a study [29] to create an 

immutable IoT data record which ensures the transparent and trustworthy data communications. By 

guaranteeing that every interaction with data generated by the Internet of Things can be monitored and 

verified, this method improves confidence in data transfers. Nevertheless, the scope of collective hazard 

intellect in IoT safety is not completely explored in either study, which focuses primarily on data integrity 

and device authentication. 

Shi et al. [30] in their study explores a BlockChain frameworks aimed at facilitating Encrypted and 

auditable data communication across IoT devices. Their research underscored the significance of 

decentralized decision-making protocols and secure, tamper-proof data retention as foundational 

components for building trust and improving the dependability of IoT ecosystems. The framework 

primarily targeted by preserving the data privacy and data integrity when the exchange of information 

within interconnected Internet of Devices. 

   

Table 1.1: State-of-art on various Botnet attacks 

Year/ref Survey                                                        Vector of Attack                             

 2023 

[33] 

Mirai botnet scans over six years by examining 

the Mirai signature (TCP.seq == IP.dst) in the 

TCP packets of the MAWI datasets traces. 

Mirai botnet targeted on Telnet port 23 

2022 

[34] 

Discuss on Current trends and challenges on 

botnet attacks such as DDoS, malware, Ran-

somware, phishing. Also survey on large num-

ber of articles to detect, prevent the botnet at-

tacks in various fields IoT Botnet, Mobile bot-

net, VANET botnets 

Browsers, extensions, smartphones and 

online clipboards, IoT devices, Block-

chain structures, Automobiles. Author 

explores the promising technique to 

avoid various botnet attack such as  

Quantum computing to combat Mirai, 

SMTP analysis, ML, DL , mitigation 

based attacks 

2021 

[35]  

Artificial Intelligence-based solutions show 

more promising in detection of various botnet 

attacks. Apart from this an Integrating machine 

learning with blockchain and SDN, Deep 

Learning are explored in detection and preven-

tion of botnets . 

IoT botnet detection techniques, botnet 

phases, and various malicious activity 

scenarios are all explored 
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El Bekkali et al. [31] explores a BlockChain-powered framework specifically designed for IoT devices, 

focusing on authenticating and securing the important information. Their approach tackled critical 

challenges such as scalability and interoperability, which are frequently encountered in large-scale IoT 

environments. The proposed architecture offered an efficient method for authenticating devices and 

tracing the origin and lifecycle of data, thereby reinforcing the security and dependability of IoT 

deployments. 

Threatening internet security, botnets under the control of bot-herders enable a variety of cyberattacks, 

including spam, phishing, and DDoS. Large, balanced datasets are necessary for the detection and 

mitigation of these assaults, but machine learning (ML) and deep learning (DL) are essential. DL methods 

can improve detection and address class imbalance. Data transmissions are made more secure by 

blockchain technology, which offers a decentralized, tamper-resistant record. Because it is distributed, it 

is reliable because it would take more than 50% of the network for an attacker to change the blockchain, 

and cryptographic safeguards guard against fraud and manipulation. 

 

Table 1.2: The state-of-art on various techniques applied in prediction of Botnet attacks 

Article Technologies Dis-

cussed 

Data Set used and the predic-

tion 

Limitations 

2024 [37] Ensemble network-

based Intrusion Detec-

tion System (NIDS)  

The dataset N-BaIoT  is applied 

to evaluate the suggested IDS 

model, containing Mirai and 

BASHLITE botnet malware tar-

geting 9 various types IoT device 

. 

The proposed model faces 

challenges with imbalanced 

data, a restricted range of 

botnet attack types, uncer-

tain applicability across var-

ied IoT environments, and 

susceptibility to device-spe-

cific vulnerabilities. 

2024 [38] Convolutional Neural 

Network -Pelican Opti-

mization System  

The Bot-IoT of 43 network traf-

fic variables and 3 label catego-

ries for 11-class classification are 

included. Experiments demon-

strated that the CNN-POA model 

formed with high efficiency 

compared to several metaheuris-

tic algorithms, achieving 99.5% 

accuracy. 

Future work includes simpli-

fying the algorithm to reduce 

computational complexity 

and analyzing network at-

tack datasets to identify key 

features for addressing het-

erogeneous platform issues.  

2021 

[36] 

This study works on the how the data sets play 

a crucial role in the various networks attacks 

and emphasising how such datasets improves 

the training rate of Intelligent Machine Learn-

ing-based algorithms. 

In this article, two major solutions found 

in the literature for preventing IPS, DDoS 

attacks are Intrusion Detection (IDS) at-

tacks.  
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2023 [39] Intelligent Machine 

Learning and Deep neu-

ral Network Learning al-

gorithms 

NSL-KDD, KDD-CUP’99  DL techniques, though supe-

rior for large data in DDoS 

detection, face challenges 

with evolving IDS defences 

and limited IPv6 application, 

necessitating a new detec-

tion model. 

 

3. The Issues with Review Discussed in the Previous Sections is Shown Below 

The analysis surveys and state-of-art of the existing works shown in the table 1.1 and 1.2. few issues are 

addressed below with the general architecture for the prediction of botnet attacks which is shown in the 

figure 1.3. 

• Botnets are constantly changing, so there is a need to develop deep learning models that can adapt to 

new botnet types and attacks. These models should be robust against adversarial attacks and able to 

generalize well to new, unseen data. 

• Imbalanced data is a challenge, and solutions are needed to create additional samples for the less-

represented classes, ensuring the model can learn and predict rare botnet attack patterns accurately. 

• Traditional methods struggle with issues like packet loss, low energy efficiency, long computation 

times, and difficulty in improving detection accuracy. Therefore, hybrid models are necessary to en-

hance botnet attack detection accuracy. 

• Emerging technologies like Blockchain, combined with machine learning and deep learning, can help 

address specific classification challenges. The selected model should process large amounts of data 

effectively, with carefully adjusted hyperparameters to optimize performance and avoid underfitting. 

 

Figure 1.3 General Architecture for Botnet Predictions using Various Technologies 

 
 

3.1 Performance Metrics in Prediction of botnet attacks [32] 

The metrics used to assess intrusion detection (ID) systems' performance are described in this section. 

Metrics like accuracy and false alarm rate are used to assess how well four machine learning models 

identify botnet attacks. In this case, true positives (TP) denote situations in which the classifier accurately 

detects an assault. When an attack is wrongly categorized as normal, it is known as a false negative (FN). 
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A false positive (FP) happens when a harmless event is mistakenly classified as an assault by the classifier. 

Cases where the classifier correctly identifies a typical occurrence are represented by true negatives (TN). 

A number of additional evaluation criteria are also used by researchers, including as recall, accuracy, 

precision, false alarm rate, and true negative rate. The false alarm rate (FAR) is defined as the ratio of 

samples erroneously classified as attacks to all other samples and is calculated as shown in equation 1.  

 

FAR =
FP

(TN+FP)
                                                                     (1) 

 

Accuracy, on the other hand computes the ratio of correct results to the total number of predictions of 

input samples and is determined using as shown in equation 2.  

 

Accuracy =
(TP+TN)

(TP+TN+FP+FN)
                                                (2) 

 

4. Conclusion 

A thorough analysis of the several Deep Neural Learning and Intelligent Machine Learning algorithms 

used to identify and counteract botnet assaults in the framework of Internet of Things (IoT) networks has 

been given by this survey on prediction. Additionally, it emphasized how Blockchain technology may be 

integrated to improve the confidentiality of information and offer a decentralized method for safe 

exchange of information on threats. Through an analysis of primary research conducted between 2018 and 

2023, we were able to identify critical assessment metrics that are crucial for evaluating the effectiveness 

of detection mathematical models, including precision, recall, efficacy, false positives rate, and the 

percentage of false alarms. Blockchain may further reinforce safety measures by guaranteeing data 

confidentiality and transparency, even though ML and DL techniques show promising results in botnet 

detection, according to our analysis of various datasets, evaluation techniques, and pre-processing 

strategies. Challenges including dataset constraints, computational complexity, and the requirement for 

more reliable integration of different technologies still exist despite the developments. In order to create 

botnet detection systems for IoT environments that are more precise, scalable, and effective, future 

research should concentrate on resolving these issues and utilizing the complementary capabilities of ML, 

DL, and Blockchain-based technologies. 
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