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Abstract

Over the last decade, methods for collecting, storing, organizing, analyzing, and communicating
information have been vastly influenced by the application of Information Communication Technology
(ICT) tools. Demands for electronic health (eHealth) systems in Tanzania are enormous. This demand
resulted from the inconveniences of paperwork-based information processing. With the primary focus on
implementing and applying eHealth systems, aspects of security and privacy of electronic medical
records (EMR) often need to be considered. However, medical records are sensitive and require a high
degree of confidentiality and integrity. This paper articulates information security and assurance
challenges in EMR system implementation and application in Tanzania. The paper adopted a peer
review of published articles. An analysis of the current state of application of the eHealth system in
Tanzania was conducted. Diverse EMR systems are being used in Tanzania hospitals. Information
security should be prioritized during the implementation and application of these EMRs. Furthermore,
data integration among systems still needs to be implemented. Several factors constrain the performance
of secured EMR: inadequate budget allocation, lack of technical support, security threats and
vulnerabilities, and user resistance. Finally, a recommendation for a secure EMR system and further
research on improved security and reliable eHealth system is outlined.

Keywords: Electronic medical record; information system; information security and assurance;
Tanzania.

1. Introduction

Advancements in ICT for the last decade have created a spillover effect across all social, economic, and
political sectors. In almost every industry, information systems have been adapted to eliminate shortfalls
from manual paper-based systems. Information systems can collect, organize, store, process, and share
information for decision-making. In the medical industry, electronic health systems are used with
various modern digital tools such as mobile devices, online or e-learning tools, decision support systems,
telemedicine, health information systems (HIS), and EMRs [1]. An electronic health record can be
defined as a digital version of a patient’s paper chart [2].
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In 2015, the United Republic of Tanzania's government launched an ambitious plan to create the
Government of Tanzania Hospital Management Information System (GoT-HoMIS) [3]. The system aims
to collect and report facility-level clinical information while supporting public health facilities in service
delivery and management. Furthermore, the medical industry in Tanzania conflates public and private
facilities. Some facilities use open-source EMR systems, while others use closed sources owned by
third-party companies [4]. Medical records are sensitive and require a high degree of trust during
handling. Integrity and confidentiality issues must be addressed when implementing EMR projects in
Tanzania. However, security and privacy issues must be addressed appropriately as they influence the
acceptance and use of EMR systems [5]. The implementation and application of EMR systems can be
assessed by considering aspects of information security and assurance.

The National Institute of Standards and Technology (NIST) defines information security as “the
protection of information and information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction to ensure confidentiality, integrity, and availability” [6]. Implementing
confidentiality means focusing on protecting personal and proprietary information from unauthorized
access and disclosure. Integrity protects both data and the system against improper modifications or
destruction. Availability ensures uninterruptable and timely access to the system and information.
Information assurance is the degree of confidence in security mechanisms to protect and defend both
systems and information [6]. The notion of information assurance is encircled to ensure five objectives:
authentication, availability, confidentiality, integrity, and non-repudiation. Authentication is the process
of validating the identity of system users through what a user knows, like a password; what a user has,
like a token or ID card; who a user is, like a fingerprint; and what a user can produce like voice [7]. Non-
repudiation protects both senders and receivers in communication from denying their action while
transmitting a message.

Information security and information assurance can sometimes be used interchangeably as they possess
overlapping objectives. However, information assurance covers a broader aspect, not limited to security
controls or countermeasures to protect information and information systems. In addition to proactive
offensive and reactive, defensive approaches to protecting information, information assurance also
comprises security professionals' accountability, coverage, and responsibilities [8]. Thus, information
assurance is more holistic than information security in protecting systems and data [7]. So far, however,
there has been little discussion about security concerns following implementing EMR systems in
Tanzania. If the situation remains unattended, the safety of EMR systems lies at the mercy of system
users. Therefore, this study reviews the current approaches, implementation, and applications of EMR
systems in Tanzania and outlines challenges facing information security and assurance. Furthermore, the
study presents security considerations towards a secure EMR system application in Tanzania.

Contributions of this research work can be summarized as follows:

1. Outlining EMR systems implemented at medical facilities in Tanzania;

2. Present a class of information security and assurance challenges facing EMR system applications;
and

3. Providing security mechanisms to ensure EMR system confidentiality, integrity, and availability.

The remainder of this paper is presented as follows: Section 2 explains related works on EMR systems
in Tanzania; Section 3 concerns the methodology used for this paper; Section 4 presents the results;
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Section 5 discusses information security considerations for a secured EMR implementation; and Section
6 presents the conclusion.

2. Related works on EMR systems in Tanzania

N. Mleke & Ally Dida, (2020) conducted a qualitative survey to monitor and evaluate health projects in
Tanzania. The survey collected qualitative data using document reviews, interviews, and focus group
discussions. Respondents were selected using purposive sampling from the Dodoma and Dar es Salaam
regions. The study found that manual paperwork and electronic database systems are used to keep health
information. The study also outlined the main challenge of evaluating health projects based on manual
paperwork information.

Mashoka et al., (2019) presented an electronic medical record system implementation in a resource-
limited setting. The pilot project was implemented according to standard system development practice
[11]. The design steps began with planning through implementation and maintenance. The project was
successfully implemented at Muhimbili National Hospital in the emergency department. Basic computer
skills training was provided to system users. Supercritical users were identified and assigned extra
responsibility toward system usage. Though constrained by several challenges, this project successfully
served the intended purpose.

Haule et al., (2019) outlined an analysis of requirements for developing a data exchange module
between hospital medical systems and the National Health Insurance Fund (NHIF) claims management
system. The study adapted questionnaires, interviews, and document reviews for data collection.
Candidates were selected by using a random purposeful sampling technique. The study outlined several
challenges resulting from the current manual claim system. The study also suggests adapting a data
exchange module between hospitals and NHIF claim systems. Furthermore, the study presented a
conceptual framework of a data exchange module for the proposed solution.

Mtey & Dida, (2019) presented an analysis of interoperable systems based on extensive data sharing to
facilitate data sharing among electronic medical record systems. The paper adopted a document review
approach. It involved peer-reviewed and grey literature on the global trend of eHealth interoperability.
The work outlined several challenges to be addressed to ensure the successful implementation of
interoperable eHealth systems. The challenges conflate technical and infrastructural issues.

B. R. Kikoba et al., (2019) researched to improve the collection, reporting, and use of medical data,
analysis for integrating EMR, and district health information system version two (DHIS2). The study
adopted a sequential exploratory approach. Five hospitals from Dar es Salaam, Pwani, and Morogoro
regions were selected. A prototype was developed for EMR — DHIS2 integration. Furthermore, an
analysis of the implemented prototype uncovered contributions in ensuring data availability and quality.
Kombe et al., (2019) explored security issues facing eHealth systems and presented a blockchain-based
technology solution in the research work. The study adopted qualitative data collected through
interviews, observation, and document analysis. Experts were selected from hospitals and health centers
through purposive sampling. The study outlined issues of registration mechanisms, information sharing,
data integrity, and bandwidth usage facing eHealth systems. The study proposed the adoption of
blockchain technology to resolve the named challenges. Furthermore, it emphasizes that blockchain
technology will improve the security and privacy of eHealth systems.

Mtebe & Nakaka, (2018) assessed EMR system implementation to evade future failures. The study was
piloted at Kilimanjaro Christian Medical Center (KCMC). It adopted a qualitative method, collecting
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data through interviews, focus group discussions, document reviews, and observations. The study
revealed eight (8) different information systems used in various hospital functions. HarmoniMD was
used as the EMR system from 2015 to the time of conducting the research. Also, the study discovered no
system integration between EMR and other present information systems. Furthermore, the study
suggested a user-centric system development approach for future EMRS.

Mwammenywa & Kaijage, (2018) examined whether delivering HIVV/AIDS healthcare information can
be enhanced through mobile applications. The study used questionnaires to collect data from HIV-
positive and negative respondents and medical practitioners. It was conducted in the Dar es Salaam
region. A random sampling of males and females was adopted. Questionnaires contained three main
parts: demographic information, comfortability, attendance to HIV/AIDS care and treatment centres
(CTC), and perception of online health information. 88.3% of respondents acknowledged the existence
of HIV/AIDS CTC. Among those, 60.7% had visited at least once, and 24.5% were uncomfortable due
to social stigma. 79.1% of the respondents indicated they use online media to search for health
information, and 78.5% wanted access through a mobile application.

Tierney et al., (2010) researched the implementation of electronic health record systems in HIV clinics
across three East African countries: Tanzania, Kenya, and Uganda. OpenMRS was developed and
implemented in each of the three East African counties. Six health facilities were selected for each
country as a pilot for implementing the project. In the case of Tanzania, the facilities were in Dar es
Salaam, Morogoro, and Pwani regions. The study revealed that implementation was successful across all
three countries. Furthermore, it showed that OpenMRS usage was influenced by three common factors:
local budgetary control, academic partnership, and in-country IT support.

3. Methodology

EMR systems are a broad subject that involves the application of technological tools to facilitate the
delivery of health services. The focus was on EMR systems application in the health industry as applied
in Tanzania. A Boolean search on Google Scholar was conducted for indexed articles. The search
queries with a combination of keywords were adopted, returning different results for each. Keywords
used were: electronic medical record, health information system, hospital system, security,
confidentiality, integrity, availability, and Tanzania. For example, a query "confidentiality” OR
"integrity” OR "availability” of "electronic medical record systems” AND "Tanzania" returned 166
results. "Security” of "health information systems” AND "Tanzania" returned 1,100 results, whereas a
query "security™ of "electronic medical record systems™ AND "Tanzania" returned 99 results.

The inclusion criteria were original or review articles published in English, presenting an approach,
model, implementation, or application of information systems in the health sector, preferably in
Tanzania or Sub-Saharan developing countries. Studies illustrating information systems in industries
other than health were omitted as an exclusion criterion. Initial search results returned 455 records;
articles were selected based on the topic’s relevance, with the preference of papers from 2021 below the
timeline. Adopting the exclusion criteria during the screening phase retained 25 articles. Then, after a
full-text review of the selected articles, 13 were excluded. Selected article titles were downloaded from
bibliographic databases such as Academia, ResearchGate, ScienceDirect, and PubMed. The authors
conducted the whole process and adopted a PRISMA approach [18], as summarized in Figure 1.

IJFMR250136850 Volume 7, Issue 1, January-February 2025 4



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

Figure 1: Adopted PRISMA model
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4. Results

It is documented that various EMR systems are being applied across medical facilities in Tanzania.
Table 1 summarizes EMR systems in Tanzania with separate hospital facilities. This table is quite
revealing in several ways. First, EMR systems in Tanzania conflate open-source and proprietary
software. Second, several medical facilities implement multiple EMR systems simultaneously. Third,
GoT-HoMIS scales and dominates in public health facilities only. Together, these results suggest the
possibility of challenges resulting from islands of information systems at the facility level.

However, information security in EMR systems remains an open challenge that needs to receive the
attention it deserves. Literature evidence that assesses the security strength of individual EMR systems
still needs to be improved. The following subsections present the main challenges facing information
security and assurance of EMR systems implementation and applications in Tanzania.

4.1 Authentication

Authentication is validating system users' identity, aiming to isolate authorized system users from
unauthorized. Current EMR implementations in Tanzania use a single authentication method relying on
login credentials only [3]. However, textual-based passwords are vulnerable to dictionary attacks,
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shoulder surfing attacks, and accidental login [19]. This exposes EMR system users in Tanzania to the
high risk of identity theft.

The choice of authentication methods is rooted in three factors: usability, security, and cost [20]. Even
though using “username” and “password” can be easy to implement on EMR systems, multiple
authentication methods should be adopted in EMR implementations. Furthermore, the use of biometric
authentication methods like facial recognition is guaranteed to deliver both security and usability for
EMR system users [21].

Table 1. A summary of EMR systems applied in Tanzania.

S/N | EMR System(s) Medical facility
1. | AfyaPro; GoT- | Morogoro regional hospital [14]
HoMIS
2. | Care2X Mbeya referral hospital [14]
3. | Care2X; HarmoniMD | KCMC [4]
4. | DHIS2 Amana, Muhimbili, Tumbi, Morogoro and Mnazi mmoja [14]
5. | eHMS Amana hospital [14]
6. | GoT-HoMIS 170 public health facilities [3]
7. | Jeeva Muhimbili national hospital [14]
8. | OpenMRS Morogoro regional hospital, Ocean Road, and Tumbi referral hospital
[17]
4.2 Availability

Availability ensures uninterruptable and timely access to the EMR system and information. Poor design
of EMR systems hinders information availability to health workers for informed decision-making during
patient treatment [22]. Also, an Unreliable power supply remains one of the main challenges hindering
Tanzania's successful implementation of EMR systems [23].

Power failure is the most critical threat to EMR system implementations. It is accompanied by server
and air conditioning failure, which leads to service unavailability [24]. Also, EMR implementations in
Tanzania lack technical support and inadequate digital skills among health workers [25]. Overall, this
undermines the availability of EMR systems and information to users.

4.3 Confidentiality

Confidentiality protects personal and proprietary information from unauthorized access and disclosure.
Current EMR system implementations in Tanzania do not guarantee confidentiality. Relying on text-
based passwords, which are vulnerable [19], and inadequate digital skills among health workers [25]
puts the EMR system at risk of unauthorized access and information disclosure.

However, to realize the full benefits of EMR systems, patients must be assured of the security and
accuracy of their medical records [26]. To ensure the confidentiality of EMR systems, health workers
must be equipped with the required digital skills and classify medical records at different levels
according to their sensitivity.

4.4 Integrity

Integrity protects both data and the system against improper modifications or destruction. Due to the
nature of health information system projects in Tanzania, it is common to find an EMR system deployed
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along with other information systems in the same medical facility [4]. Also, various EMR systems are
found to be deployed at the facility level simultaneously.

However, these systems operate as standalone, lacking system integration. Due to this problem, the
organization owns islands of information systems in which data inconsistency and redundancy are
unavoidable. Consequently, if the situation is unturned, data and system integrity will remain
undermined.

4.5 Non-repudiation

Non-repudiation protects both senders and receivers in communication from denying their actions while
transmitting a message. However, the literature in this regard still lacks EMR systems, which calls for
further research. System audits must be conducted regularly on EMR applications to ensure non-
repudiation. This will assist in tracking user activities and information when accessing the EMR system.

5. Discussions

The results section explains that EMR implementation projects in Tanzania conflate several security
issues. With the issues remaining unattended, the security of EMR systems becomes the most intractable
issue of the current digital era. However, the impact of the identified security holes can be mollified by
implementing a secured EMR that can be built with information security considerations. Following
subsections present the primary considerations to assure the confidentiality, integrity, and availability of
patient data and the EMR system.

5.1 Confidentiality

An EMR system implementation must be secured, and patient data and related information must be kept
confidential and private [27]. Confidentiality can be sought in terms of data confidentiality and secrecy.
The former implies limiting data access to only authorized users. In contrast, the latter implies
individuals control or influence their data about who collects and accesses them, what kind of data, and
by which methods.

In the United States, approximately one-third of data breaches occur in hospitals. The theft was the
leading incident, followed by unauthorized access, loss, and hacking [28]. Most EMR implementations
fail to achieve security requirements without considering patients’ rights to their information [29].
Cryptographic algorithms can secure data transmission in EMR systems and blockchain technologies.
To guarantee the confidentiality and secrecy of medical and related EMR systems, a Bell-LaPadula
security model can be adopted in access control [30]. At the medical facility level, access to EMR
system data must be classified according to the security level per organizational structure. Adapting this
model will assist in limiting access to patient information and assure data confidentiality and the EMR
system.

5.2 Integrity

EMR systems commonly experience integration problems when communicating with other information
systems within or outside medical facilities. Medical record exchange systems can be adapted to
eliminate barriers to data exchange between different EMR systems [31]. Since EMR systems are web-
based, if data exchange goes unchecked, it may cause problems relating to data inconsistency. This
transpires when two systems have different versions of duplicate data.

The integrity of EMR systems can be assured by adopting access control rules. Data integrity can be
enhanced based on the Biba model [30]. The ability to modify data for users and programs must be
classified and subjected to corresponding privileges. Furthermore, to secure EMRs in a web-based
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environment, model view controlled PhP framework Laravel can be adapted to present the site from
SQL injection, XSS attacks, and cross-site forgery [32]. This will provide security for web-based
projects and assist in ensuring data integrity.

5.3 Availability

Availability ensures that the EMR system works and can provide users with access at the time of their
need without denial. With valid login credentials, end-users must be able to access services delivered
through EMR systems. Load balancing and fair access policies must be implemented in the servers to
combat bottlenecking. Even though EMR systems in Tanzania are offline and standalone, mitigations
against denial-of-service attacks should be implemented. Network traffic should be constantly
monitored, and source addresses should be filtered to prevent spoofing. Furthermore, using host- and
network-based firewalls, inbound and outbound traffic should be limited wherever possible. Also,
endpoints must be patched for known vulnerabilities. Since EMR systems can also be used for stock
control functions to reduce operating costs and enhance the availability of medicines and medical
supplies [33], system availability must receive proper and desired attention.

6. Conclusion

This paper reviewed the current approaches, implementation, and applications of electronic medical
record systems in Tanzania from an information security and assurance point of view. The aim was to
identify information security and assurance challenges of EMR project implementations and applications
in Tanzania and suggest security considerations towards secured EMR systems. We discovered that most
EMR projects are web-based, with little or no consideration given to information security. Budget
constraints also affect projects of this type, causing attention to be focused solely on system access at the
expense of security. EMR systems contain sensitive patient medical records that demand integrity and
confidentiality during access. In light of this, the security of the EMR system should not be an option. In
this paper, we have also presented vital security considerations for a secured EMR project
implementation. By observing the information security triad, which includes confidentiality, integrity,
and availability, EMR systems can be secured from current security threats. Security issues must be
addressed from the user's perspective to guarantee successful implementation and acceptance of the
EMR system. As part of our future work, we plan to design a framework for implementing secured
electronic medical record system projects. This shall be used as a guide to ensure the confidentiality,
integrity, and availability of EMR projects in Tanzania and Sub-Saharan countries.
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