
 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR250241306 Volume 7, Issue 2, March-April 2025 1 

 

Deepfake Detection: A Comprehensive Review of 

Techniques and Challenges 
 

Dr. Jaychand Upadhyay1, Vedant Chaudhari2, Rupesh Darpe3, 

Rajaram Desai4, Salil Gujar5 
 

1Associate Professor, Project Guide, Department of Information Technology, Xavier Institute of 

Engineering 
2,3,4,5Student, Department of Information Technology, Xavier Institute of Engineering 

 

Abstract 

This review consolidates key findings from research papers focusing on deepfake detection, highlighting 

the challenges posed by manipulated media and evaluating detection methodologies such as CNNs, 

GAN-based models, and datasets like FaceForensics++. The discussion underscores the implications of 

deepfakes on trust in digital media and explores advancements in combating synthetic content through 

machine learning techniques. 
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1. INTRODUCTION 

The proliferation of deepfake technology, driven by advancements in AI, has raised significant concerns 

about its societal implications. Deepfakes, synthetic media created using AI, challenge the authenticity 

of digital content, impacting areas like media, politics, and personal privacy. This paper reviews key 

methodologies and tools for detecting deepfakes, synthesizing insights from foundational research to 

guide future advancements. 

 

2. Literature Survey 

Table 1: Survey of Existing System 

Sr. 

No. 

Title Author Summary 

1. Deepfake Attacks: 

Generation, 

Detection, 

Datasets, 

Challenges, and 

Research 

Directions 

Amal Naitali, Mohammed 

Ridouani, Fatima 

Salahdine, Naima 

Kaabouch 

The paper reviews detection methods like 

CNNs, attention mechanisms, and temporal 

analysis, focusing on challenges in 

generalization across datasets and real-time 

detection. GANs are used for deepfake 

generation, and datasets like FaceForensics, 

DFDC, and Celeb-DF are key to detection 

research. The outcome emphasizes the need 

for multi-modal and cross-dataset detection 
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improvements to combat evolving 

deepfakes. 

2. FaceForensics++ 

Learning to Detect 

Manipulated Facial 

Images 

Andreas Robler, Davide 

Cozzolino, Luisa 

Verdoliva, Christian Riess, 

Justus Thies, Matthias 

Niebner  

The paper proposes a benchmark and dataset 

for detecting facial manipulations, 

significantly outperforming human observers 

in detection accuracy using CNNs. It focuses 

on detecting DeepFakes, Face2Face, 

FaceSwap, and NeuralTextures 

manipulations. 

3. Deepfakes 

Classification of 

Faces Using 

Convolutional 

Neural Networks 

Jatin Sharma, Sahil 

Sharma, Vijay Kumar, 

Hany S. Hussein, 

Hammam Alshazly 

The proposed model achieved accuracies of 

95.85%, 53.25%, and 88.63% on the three 

benchmark datasets. The ensemble model 

significantly improved performance, 

achieving accuracies of 98.79%, 75.79%, 

and 95.52% on the same datasets. The 

results indicate that the proposed models 

outperform existing models in deepfake 

detection 

4. A Novel Smart 

Deepfake Video 

Detection System 

 

Marwa Elpeltagy, Aya 

Ismail, Kamal Eldahshan 

This paper provides a strong foundation for 

developing an advanced deepfake detection 

system by leveraging multimodal analysis, 

deep learning, and temporal feature 

extraction techniques. By implementing the 

XceptionNet and InceptionResNetV2 

models, incorporating GRU-based attention 

mechanisms, and fusing video and audio 

features, your project can achieve high 

detection accuracy and outperform 

traditional methods. 

5 A contemporary 

survey on deepfake 

detection: Datasets, 

algorithms, and 

challenges. 

Gong, L.Y. and Li, X.J. The survey by Gong and Li has classified 

deepfake detection methods as conventional 

CNN-based detection, CNN with semi-

supervised detection, transformer-based 

detection, and biological signal detection. 

The survey compares deepfake detection 

datasets and methodologies, highlighting 

their pros and cons. The authors discuss the 

challenges of obtaining accurate findings 

across datasets and suggest future directions 

to increase detection reliability. 

6 A survey on 

deepfake video 

detection.  

Yu P, Xia Z, Fei J et al They covered the generation of deepfakes, 

methods for detecting them, and benchmarks 

for evaluating the performance of detection 
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 models. The research indicates that current 

detection approaches are insufficient for 

real-world scenarios. The survey highlights 

the need for detection methods that are 

efficient, adaptable, and resistant to deepfake 

manipulation techniques. The study 

concluded that current detection methods are 

inappropriate for real-time use and should 

focus on time efficiency, generalisation, and 

reliability. 

 

3. Proposed System 

3.1 Datasets 

3.1.1 FaceForensics++ 

The FaceForensics++ dataset includes over 1.8 million manipulated images from four major 

techniques—Face2Face, FaceSwap, DeepFakes, and NeuralTextures. It serves as a benchmark for 

training and evaluating detection models, offering a wide variety of realistic manipulations 

underdifferent compression levels [2]. 

3.1.2 Celeb-DF and DFDC 

Celeb-DF addresses quality issues in previous datasets, featuring 5639 high-quality manipulated videos. 

The DeepFake Detection Challenge (DFDC) dataset, the largest of its kind, includes 100,000 video clips, 

enhancing model robustness against diverse manipulations [3]. 

 

3.2 Techniques 

3.2.1 Convolutional Neural Networks (CNNs): 

CNNs, leveraging spatial hierarchies, form the foundation of many detection methods. Ensemble 

approaches combining VGG16 and ResNet50 achieve up to 98.79% accuracy on benchmark datasets, 

highlighting CNN’s efficacy in detecting subtle visual anomalies [3]. 

3.2.2 GAN-Based Models: 

GANs are dual-network architectures comprising generators and discriminators. While instrumental in 

generating deepfakes, they also enable detection by identifying inconsistencies in spatial and temporal 

features [2] [3]. 

 

3.3 Challenges 

3.3.1 Robustness to Compression and Noise: 

Deepfake detection models often struggle under conditions of high compression or noisy environments, 

which mask forgery artifacts [2] [3]. 

3.3.2 Generalization Across Techniques 

Models trained on specific datasets or techniques may fail to generalize to unseen deepfake types, 

necessitating diverse and comprehensive datasets [3]. 
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4. Implementation Methodology 

4.1 Data Preprocessing 

Techniques like normalization, resizing, and facial landmark detection ensure uniformity across datasets. 

Tools such as OpenCV and dlib facilitate efficient preprocessing [2]. 

 

4.2 Model Architecture 

4.2.1 MesoInceptionNet 

Optimized for medium-scale features, MesoInceptionNet effectively captures facial anomalies 

introduced during manipulations [2]. 

4.2.2 XceptionNet and ResNet 

XceptionNet’s depthwise separable convolutions and ResNet’s residual connections enable robust 

detection by capturing complex patterns [2] [3]. 

 

4.3 Training and Evaluation 

Models are trained using loss functions like cross-entropy and optimized with Adam. Evaluation metrics 

include precision, recall, F1-score, and accuracy, with benchmarks against datasets like FaceForensics++ 

[3]. 

 
 

5. Implementation 

5.1 Data Preprocessing 

Techniques like normalization, resizing, and facial landmark detection ensure uniformity across datasets. 

Tools such as OpenCV and dlib facilitate efficient preprocessing [2]. 

 

5.2 Model Architecture 

5.2.1 MesoInceptionNet 

Optimized for medium-scale features, MesoInceptionNet effectively captures facial anomalies 

introduced during manipulations [2]. 

5.2.2 XceptionNet and ResNet 

XceptionNet’s depthwise separable convolutions and ResNet’s residual connections enable robust 

detection by capturing complex patterns [2] [3]. 

 

5.3 Training and Evaluation 

Models are trained using loss functions like cross-entropy and optimized with Adam. Evaluation metrics 

include precision, recall, F1-score, and accuracy, with benchmarks against datasets like FaceForensics++ 

[3]. 

 

6. Our Project Work 

In our project, we have systematically approached the problem of deepfake detection by following a  

structured workflow that includes research, implementation, and evaluation. The key milestones  
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achieved so far are: 

6.1 Problem Identification & Research 

• Conducted an in-depth study on the rising threat of deepfake videos and their role in misinformation. 

• Analyzed existing deepfake detection techniques and datasets, including FaceForensics++. 

6.2 Technology Selection 

• Chose Python 3.9.7 and Django 2.2.4 for backend development. 

• Utilized web technologies (HTML, CSS) for the frontend. 

• Selected deep learning models: MesoinceptionNet, XceptionNet, and ResNet for video analysis. 

• Integrated essential libraries such as PyTorch, dlib, and OpenCV for deepfake detection. 

6.3 Dataset Preprocessing & Model Training 

• Curated and cleaned deepfake video datasets for training. 

• Processed videos by extracting frames and relevant facial features. 

• Trained multiple neural network models for deepfake identification. 

6.4 Frontend & Website Development 

• Designed an intuitive web interface for user interaction. 

• Enabled users to upload videos for real-time deepfake analysis. 

• Integrated the trained deepfake detection models into the web application. 

6.5 Testing & Evaluation 

• Conducted rigorous testing on various deepfake videos. 

• Measured model performance using precision, recall, and F1-score. 

• Identified areas for improvement in detection accuracy and speed. 

 

6.6 Results 

 

Figure 1: Selected video for detection                      Figure 2: Selecting model to detect 

 

 
Figure 3: Frame Split                                             Figure 4: Final Result 
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Figure 5: Final Result  

 
 

6.7 Ongoing Improvements 

• Enhancing model accuracy by fine-tuning neural network parameters. 

• Reducing false positives and negatives through additional training. 

• Exploring advanced AI techniques for more robust detection mechanisms. 

 

7 Future Scope 

7.1 Real-Time Applications 

Advancing models for real-time detection can counter deepfake’s immediate impacts on media and 

security [1]. 

7.2 Multimodal Approaches 

Integrating audio and physiological cues with visual data enhances robustness against advanced 

manipulations [2] [3]. 

 

8 Standardized Benchmarks 

Developing comprehensive, standardized benchmarks can address generalization gaps and improve 

cross-dataset performance [2]. 

 

9 Conclusion 

Deepfakes pose a multifaceted threat to digital media’s integrity. By leveraging advanced models and 

comprehensive datasets, researchers can mitigate these risks. However, continuous innovation and 

collaborative efforts are essential for staying ahead in this dynamic field. 
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