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ABSTRACT

This research investigates the operational effectiveness of the Philippine National Police Regional Anti-
Cybercrime Unit 5 (PNP-RACU 5) in addressing cybercrime challenges in the Bicol region. As cyber
threats evolve with technological advancements, specialized law enforcement units require ongoing
development in personnel, logistics, and training to effectively combat these crimes. The study identifies
critical constraints such as limited resources, insufficient training, technological complexities, and legal
ambiguities as key factors hindering effective cybercrime response. Additionally, the research explores
divergent perceptions among key stakeholders—PNP personnel, the academic community, and
cybercrime victims—regarding the unit’s capabilities. Through a comprehensive Threats, Weaknesses,
Opportunities, and Strengths (TWOS) analysis, the study proposes actionable strategies to enhance the
unit's cybercrime investigation and prevention capabilities. Utilizing a mixed-method approach, the
research underscores the necessity of strengthening institutional adaptability, operational readiness, and
stakeholder perceptual alignment. The findings highlight the urgent need for modernized training
programs, adequate logistical support, clarified legal frameworks, and increased intersectoral
collaboration. This study aims to inform policy decisions and improve cybersecurity frameworks
regionally and nationally, offering a strategic blueprint to empower PNP-RACU 5 to more effectively
respond to the rapidly changing landscape of cybercrime.

Keywords: cybercrime, cybercrime prevention, TWOS analysis, cybercrime investigation, law
enforcement capacity

INTRODUCTION

Cybercrime—Dbroadly defined as illicit operations carried out through digital or electronic methods—has
rapidly evolved worldwide, posing a major threat to governments, industries, and individuals across
continents. This form of crime includes hacking, malware deployment, identity theft, and online fraud
(Rakhmanova & Pinkevich, 2020; Donalds & Osei-Bryson, 2019). Fueled by the continuous expansion of
digital platforms, cybercriminals exploit weak security infrastructures and the absence of uniform global
legal frameworks (Akdemir et al., 2020; Dasaklis et al., 2021). The COVID-19 pandemic further
accelerated these risks, with a shift to online services and remote work leading to significant surges in
cyberattacks (Aslan et al., 2023; World Economic Forum, 2022). Offenders increasingly employ
sophisticated methods that circumvent traditional policing techniques, compelling law enforcement
agencies across Asia, Europe, and the Americas to adapt specialized responses (McKoy, 2021; Horan &
Saiedian, 2021). Existing international legal instruments—such as the Budapest Convention—provide a
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cooperative framework, yet cybercriminals still capitalize on jurisdictional and enforcement gaps (CsaTyH
et al., 2021; Casino et al., 2022).

In the Philippines, cybercrime has surged due to rising internet usage and the growing dependence on e-
commerce and digital platforms. The Cybercrime Prevention Act of 2012 (Republic Act No. 10175)
established clear parameters for prosecuting offenses such as illegal access and computer-related fraud,
serving as a key legal pillar for law enforcement (Ajoy, 2022). Under this legislation, the Philippine
National Police (PNP) created the Anti-Cybercrime Group (ACG) to spearhead national efforts in
preventing, investigating, and prosecuting cybercrimes. Within this structure, the Regional Anti-
Cybercrime Unit 5 (PNP-RACU 5) is responsible for safeguarding the Bicol region. However, recent
statistics show significant spikes in crimes like online libel and digital fraud between 2018 and 2022,
suggesting that cybercriminals have become more adept at exploiting vulnerabilities in local networks.
Despite the specialized mandate of PNP-RACU 5, resource constraints, limited training, and the rapidly
shifting digital landscape pose formidable challenges to effectively combating these offenses.

While numerous studies exist on global cybercrime trends and policing methods, specific evaluations of
regional capacity within the Philippine setting remain limited. Research often addresses broad national-
level issues without examining the operational constraints of units like PNP-RACU 5. Unlike previous
works that focus on legislative measures or general cybersecurity policies, this paper centers on the real-
world efficacy and needs of a specialized regional cybercrime unit. The reasons for pursuing this inquiry
stem from the critical need to bolster local enforcement capabilities, as cybercrime threats continue to rise
in volume and sophistication. By exploring the interplay between organizational resources, training, and
external legal frameworks, this study aims to highlight actionable strategies to fortify cybercrime
prevention. Ultimately, it offers policy insights and practical recommendations to strengthen both regional
and national responses, ensuring that the Bicol region—and the Philippines at large—can better safeguard
digital infrastructures and protect the public from escalating online threats.

FRAMEWORK

This study is anchored on three established theories—Routine Activity Theory (RAT), Institutional
Theory, and Social Learning Theory (SLT)—which collectively support the analysis of law enforcement
capabilities in the context of cybercrime. These theories are integrated into a newly developed conceptual
framework called the Cybercrime Enforcement Adaptability Theory (CEAT). CEAT serves as the
foundation for evaluating the operational readiness, institutional responsiveness, and perceptual alignment
of the Philippine National Police — Regional Anti-Cybercrime Unit 5 (PNP-RACU 5) in addressing
cybercrime challenges in the Bicol Region.

In this study, the core variables are classified into internal capacity indicators (personnel, logistics,
training) and external constraints (resource limitations, legal issues, technological complexities, and
capacity-building needs). These variables are evaluated to understand how they influence the effectiveness
of cybercrime prevention and investigation.

The Routine Activity Theory underscores the need for capable guardians—represented by PNP-RACU
5—to deter cybercriminals through adequate staffing, updated forensic tools, and specialized training.
Institutional Theory explains how the unit’s operations are shaped by regulatory, normative, and mimetic
pressures, including the mandates of Republic Act No. 10175, stakeholder expectations, and global
cybersecurity standards. Social Learning Theory informs the study's focus on divergent stakeholder
perceptions by highlighting how beliefs and behaviors are influenced through interaction and observation.
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By integrating these theoretical perspectives, the CEAT model provides a comprehensive analytical lens
that links operational capacity with external institutional demands and stakeholder perceptions. The model
enables a structured evaluation of the PNP-RACU 5’s strengths and weaknesses, supporting the
application of a TWOS (Threats, Weaknesses, Opportunities, Strengths) analysis to develop targeted
strategies for improving cybercrime enforcement effectiveness in the region.

OBJECTIVES

This study aims to explore the capability of the Philippine National Police — Regional Anti-Cybercrime
Unit 5 (PNP-RACU 5) in addressing the challenges posed by cybercrime in the Bicol Region. It seeks to
evaluate the unit’s operational effectiveness by examining key internal and external factors that impact its
performance. Specifically, the study intends to achieve the following objectives: (1) determine the current
status of PNP-RACU 5 in addressing cybercrime challenges, particularly in terms of its personnel,
logistical resources, and training programs; (2) identify the contributing factors to cybercrime challenges
in the region with reference to resource constraints, technological complexities, legal issues, and capacity-
building needs; (3) assess whether there are significant differences in the perceptions of three key
respondent groups—PNP personnel, the academic sector, and cybercrime victims—regarding the
effectiveness of PNP-RACU 5; and (4) propose targeted, evidence-based strategies to improve the
operational capacity of the unit using the TWOS (Threats, Weaknesses, Opportunities, Strengths) analysis
framework.

METHODOLOGY

This study utilized a descriptive-correlational research design with a mixed-methods approach, combining
both qualitative and quantitative strategies to assess the capabilities of the Philippine National Police —
Regional Anti-Cybercrime Unit 5 (PNP-RACU 5) in addressing cybercrime challenges in the Bicol
Region. The study population included 124 participants: 36 PNP-RACU 5 personnel, 35 academicians
with cyber-related expertise, and 53 victims of cybercrime. Total enumeration was applied to the PNP
RACU 5, while purposive sampling was used for the academic and victim groups. A validated structured
questionnaire was distributed both physically and via Google Forms, addressing themes such as personnel
adequacy, training effectiveness, and resource availability. For the qualitative component, document
review and an informal interview with a RACU administrator were used to gather supplementary data.
The research instrument underwent expert validation and pilot testing, ensuring clarity, reliability, and
content validity.

Prior to data collection, ethical protocols were strictly followed: a transmittal letter was submitted to PNP-
RACU 5, informed consent was obtained from all participants, and clearance was secured from the
institutional ethics review board. Data collection was conducted over three weeks. The statistical tools
applied were: (1) descriptive statistics (mean, standard deviation) for profiling capabilities; (2) weighted
mean for assessing cybercrime-related challenges; and (3) Kendall’s W to determine the significance of
perceptual differences among the three respondent groups. Results were synthesized into a TWOS
(Threats, Weaknesses, Opportunities, Strengths) analysis to generate strategic recommendations. This
methodological framework allowed for a comprehensive and systematic examination of the operational,
institutional, and perceptual aspects of cybercrime enforcement in Region V.
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RESULTS AND DISCUSSION

This section presents the study’s findings in relation to its four research objectives. Each subsection details
the results, supported by relevant literature, and interprets their significance within both the local
(Philippine) and global contexts. Finally, a critical discussion evaluates the strengths and limitations of
the methodology and theoretical framework used in this research.

Status of PNP-RACU 5 in Addressing Cybercrime Challenges

The investigation of PNP-RACU 5’s operational capacity reveals that the unit possesses a robust
recruitment system and meets high standards in personnel selection and ethical competence. Officers are
well-trained under mandatory programs—including basic courses and digital forensic modules—that
equip them for routine cybercrime investigations. However, qualitative documentary analysis indicate
persistent gaps in specialized training and the continuous upgrade of forensic technology. For example,
although baseline courses (e.g., Introduction to Cybercrime Investigation and Digital Forensics) are
consistently administered, access to advanced training remains uneven, thereby limiting the unit’s
adaptability to emerging cyber threats. These results are in line with the observations of Martin (2020) and
Pasinhon and Donato (2024) in both the U.S. and Philippine contexts, emphasizing that continuous skill
development is critical for effective cybercrime enforcement.

Factors Contributing to Cybercrime Challenges

Resource Constraints

Survey data from PNP RACU 5 personnel, academics, and victims uniformly indicate that resource
limitations—such as inadequate budget allocation, shortages in skilled manpower, and outdated physical
infrastructure—significantly impede the operational efficiency of PNP-RACU 5. The unit’s internal
challenges, especially a pronounced shortage of specialized personnel and insufficient financial resources,
mirror findings from studies in other continents (e.g., Brunner, 2020; Shukurov & Jafarov, 2023). These
constraints not only delay investigative processes but also affect the overall responsiveness of the unit.
Technological Complexities

All respondent groups highlight that rapidly evolving cybercrime techniques and the lack of advanced
forensic tools are major obstacles. PNP RACU 5 personnel emphasize the direct impact of outdated digital
forensic equipment on case resolution time, while academic perspectives call attention to systemic
deficiencies in technology integration. Victim responses, although slightly less severe, underscore the
challenges posed by evolving cyber threats and data analysis difficulties. These findings corroborate
international research (e.g., Ebio, 2024; Gomez et al., 2024), which stresses that continuous investment in
technology is essential for maintaining investigative accuracy.

Legal Issues

The analysis indicates that outdated and ambiguous legal frameworks hinder effective cybercrime
enforcement. PNP-RACU 5 officers reported difficulties in prosecuting cases due to jurisdictional
conflicts and procedural inefficiencies, while academic and victim groups pointed to a general lack of
public awareness regarding cybercrime laws. These observations align with studies by Rakhmanova and
Pinkevich (2020) and Musoni (2023), who argue that legal ambiguities create significant enforcement
challenges and delay judicial processes in cross-border cases.

Capacity-Building Needs

Finally, capacity-building emerges as a critical determinant of operational success. All respondent groups
agree that insufficient specialized training and limited collaboration with cybersecurity experts restrict the
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unit’s ability to keep pace with emerging threats. Both frontline personnel and academics stress the need
for comprehensive, ongoing training programs—tailored to the unique demands of cybercrime
investigations—to enhance overall organizational resilience. This finding is supported by research from
Pacynes and Sadullayev (2021) and Cockcroft et al. (2021), which underline that modern law enforcement
requires adaptive, continuous learning strategies.

Divergent Perceptions in Cybercrime Enforcement

A comparative analysis of survey responses among PNP personnel, the academic sector, and cybercrime
victims reveals a statistically significant level of concordance (with a moderate coefficient of concordance,
W = 0.60, and a t-value that exceeds the critical threshold at the 1% significance level). Although
differences in emphasis exist—such as PNP RACU 5 personnel stressing manpower shortages while
victims focus more on budget inadequacies—the overall agreement underscores a unified perception
regarding the key challenges. This internal consensus contrasts with previous international studies (e.g.,
Cross et al., 2021; Conway & Hadlington, 2021) that reported more divergent views between law
enforcement and community members, thereby strengthening the empirical basis for targeted strategic
interventions.

Targeted Strategies for Enhancing PNP-RACU 5’s Capacity (TWOS Analysis)

The TWOS analysis synthesizes the study’s findings by mapping internal strengths (qualified personnel,
strong legal expertise, structured operational protocols) against weaknesses (inadequate specialized
training, outdated technology) and external factors (opportunities for interagency collaboration, threats
from rapidly advancing cybercrime techniques). The strategic alternatives include leveraging existing
strengths to form partnerships with academic institutions and technology providers, thereby mitigating
weaknesses through targeted training and technological investments. In addition, the analysis highlights
the importance of advocating for legislative reforms to streamline legal processes and improve
international cooperation. These strategies not only align with global best practices but also provide
actionable insights tailored to the Philippine context.

Overall, the study validates the integrated theoretical framework—namely, the Cybercrime Enforcement
Adaptability Theory (CEAT)—which combines elements of Routine Activity Theory, Institutional
Theory, and Social Learning Theory. The empirical evidence confirms that while PNP-RACU 5
demonstrates considerable operational strengths, significant internal challenges persist. A critical review
of the methods suggests that the mixed-methods approach provided a comprehensive perspective;
however, limitations in data accessibility, particularly regarding specialized training records and
technological updates, indicate areas for future research. Moreover, although the TWOS analysis
successfully generated targeted strategic recommendations, continuous evaluation of the evolving cyber
threat landscape is necessary to refine these strategies further.

CONCLUSIONS

This study sought to explore the capacity of the Philippine National Police — Regional Anti-Cybercrime
Unit 5 (PNP-RACU 5) in addressing cybercrime challenges in the Bicol Region through a mixed-methods
descriptive-correlational approach. The findings reveal that while the unit has a solid foundation in terms
of personnel qualifications, legal knowledge, and operational systems, critical gaps remain in the areas of
specialized training and technological advancement. PNP-RACU 5 personnel are ethically and
professionally qualified, supported by a structured recruitment system and foundational training programs.
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However, disparities in access to advanced training and limitations in up-to-date forensic tools restrict the
unit's adaptability in the face of rapidly evolving cyber threats.

Quantitative data from three key respondent groups—PNP personnel, the academic sector, and cybercrime
victims—consistently pointed to resource constraints, technological complexities, legal issues, and
capacity-building gaps as major contributors to the unit’s operational limitations. Significant agreement
among all groups confirms the shared perception of these challenges. In particular, the lack of skilled
manpower, limited technological resources, outdated legal provisions, and insufficient training programs
emerged as core concerns that hinder effective cybercrime investigation and prevention.

The TWOS analysis highlighted actionable strategies to improve the unit’s operational capacity. These
include forging partnerships with academic institutions, technology providers, and local government units
to facilitate knowledge transfer, enhance training, and secure funding for equipment upgrades.
Additionally, targeted policy reforms and capacity-building initiatives are needed to address legal
ambiguities and strengthen inter-agency cooperation, especially for transnational cybercrime enforcement.
Overall, the study affirms the urgent need for a comprehensive approach to modernize and strengthen
regional cybercrime enforcement capabilities. By addressing the identified weaknesses and leveraging
institutional strengths and external opportunities, PNP-RACU 5 can be better positioned to respond to
current and future cybercrime challenges. The findings contribute valuable insights for both local law
enforcement policy and broader national cybersecurity strategies.
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