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Abstract

The exponential growth in wireless communication demand, driven by the proliferation of mobile devices
and data-intensive applications such as the Internet of Things (10T), has intensified pressure on the finite
radio frequency spectrum. Traditional static spectrum allocation policies have led to inefficient spectrum
utilization, with some frequency bands experiencing scarcity while others remain underused. Cognitive
Radio Networking (CRN) has emerged as a transformative solution to this challenge, enabling intelligent
wireless devices to dynamically sense, access, and manage spectrum resources in real time. By allowing
secondary (unlicensed) users to opportunistically utilize underutilized spectrum without causing harmful
interference to primary (licensed) users, CRN significantly enhances spectrum efficiency and supports the
deployment of innovative wireless services.

This paper provides a comprehensive overview of cognitive radio networking, detailing its foundational
principles-including spectrum sensing, spectrum management, spectrum mobility, spectrum sharing, and
power control. It examines the core techniques and protocols that enable dynamic spectrum access (DSA),
such as opportunistic, underlay, and overlay paradigms, and discusses the key technical challenges of
interference management, spectrum handoff, and regulatory compliance. The analysis highlights the
critical role of advanced sensing and management protocols, cooperative strategies, and standardization
efforts in realizing the full potential of CRN. By synthesizing current research and identifying open issues,
the paper underscores the significance of cognitive radio networks in addressing spectrum scarcity and
shaping the future landscape of wireless communication.
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1. INTRODUCTION

The escalating demand for wireless communication services, fuelled by the proliferation of mobile devices
and the emergence of data-intensive applications such as the Internet of Things (lIoT), has placed
unprecedented pressure on the radio frequency spectrum.® Traditional wireless communication systems
rely on static spectrum allocation policies, where fixed frequency bands are assigned to licensed users for
extended periods and across broad geographical areas.! This rigid approach often leads to a significant
disparity between the allocated spectrum and its actual utilization, resulting in spectrum scarcity in certain
bands while others remain underutilized.* For instance, studies have indicated that a substantial portion of
licensed spectrum experiences low utilization at any given time or location.” This inefficient use of a finite
natural resource necessitates the exploration of more dynamic and intelligent strategies for spectrum
management.

Cognitive Radio Networking (CRN) has emerged as a promising paradigm to address the challenges of
spectrum scarcity and inefficiency.® A cognitive radio network can be defined as a network of intelligent
wireless devices, or cognitive radios, that are capable of sensing their surrounding radio environment and
dynamically adjusting their operational parameters to utilize the best available channels.* These
adjustments can be made based on changes in the radio environment, network topology, operating
conditions, or user requirements.® The core principle behind CRN is to transform the static spectrum
allocation model into a dynamic one, allowing for opportunistic access to underutilized spectrum without
causing harmful interference to licensed primary users.® This adaptability distinguishes CRN from
traditional wireless networks, which operate within fixed and predetermined frequency bands.

The motivation behind CRN is driven by the critical need to improve spectrum efficiency and
accommodate the ever-increasing demand for wireless connectivity.! By enabling secondary users
(unlicensed users) to access the spectrum when and where it is not being used by primary users (licensed
users), CRN offers a transformative solution to the spectrum crunch.? This capability not only enhances
the utilization of existing spectrum resources but also paves the way for the deployment of new
applications and services that require flexible and efficient spectrum access, such as health services, smart
home appliances, and traffic monitoring systems.? The significance of CRN lies in its potential to unlock
new possibilities for wireless communication and innovation by intelligently leveraging spectrum that
would otherwise remain idle.

This research paper aims to provide a comprehensive overview of cognitive radio networking,
encompassing its fundamental principles, the techniques and protocols that underpin its operation, the
challenges that hinder its widespread deployment, and the exciting opportunities and future directions that
hold promise for its advancement. By analyzing the current state-of-the-art research and identifying key
open issues, this paper seeks to contribute to a deeper understanding of CRN and its potential in shaping
the future of wireless communication.

2. Fundamental Principles of Cognitive Radio Networking

The operation of cognitive radio networks is based on a set of fundamental principles that enable intelligent
and dynamic spectrum utilization. These principles include spectrum sensing, spectrum management,
spectrum mobility, spectrum sharing, and power control.

2.1. Spectrum Sensing

Spectrum sensing is the foundational principle of CRN, referring to the ability of cognitive radio nodes to
monitor the radio frequency spectrum to detect the presence or absence of primary users and identify
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available spectrum bands.* This capability allows secondary users to become aware of unused portions of
the spectrum, often referred to as spectrum holes or white spaces, which they can then utilize for
communication without causing harmful interference to primary users.” Various techniques have been
developed for spectrum sensing, each with its own advantages and disadvantages. Energy detection is a
common approach that measures the energy of the received signal and compares it to a threshold to
determine if a primary user is present.> Feature detection, such as cyclostationary detection, exploits the
periodic nature of modulated signals to distinguish primary user signals from noise, offering better
performance in noisy environments but with increased computational complexity.> Matched filter
detection provides optimal detection for known signals in Gaussian noise but requires prior knowledge of
the primary user's signal characteristics. To improve sensing accuracy and overcome challenges like
fading and shadowing, cooperative sensing combines sensing information from multiple cognitive radio
users.? Additionally, wideband spectrum sensing techniques are employed to scan across a broad
frequency range to identify the best available channels °, and compressive sensing aims to reduce the
sampling rate and sensing time by acquiring sparse signals with fewer samples.’* Despite these
advancements, spectrum sensing faces challenges such as reliably detecting weak primary signals, dealing
with noise uncertainty, and balancing the trade-off between sensing accuracy and the time required for
sensing.*

2.2. Spectrum Management

Once available spectrum is identified through sensing, the principle of spectrum management comes into
play. Spectrum management encompasses the functions needed for a cognitive radio network to select the
most suitable spectrum band to meet user communication requirements while minimizing interference.?
This involves several key processes, including spectrum analysis, which involves estimating the
characteristics of the available spectrum such as bandwidth and interference levels; spectrum decision,
where the cognitive radio determines which band to use and for how long based on factors like quality of
service (QoS) requirements; and resource allocation, which involves assigning the selected spectrum to
secondary users.” Effective spectrum management is crucial in dynamic and heterogeneous spectrum
environments, especially when considering the diverse QoS requirements of various applications and the
need for coordination among multiple secondary users.>® Advanced algorithms and protocols are required
to ensure efficient allocation and utilization of the dynamically available spectrum.?

2.3. Spectrum Mobility

Spectrum mobility refers to the ability of a cognitive radio user to seamlessly change its frequency of
operation.* This principle is essential for ensuring continuous communication in a CRN, as secondary
users must be able to vacate a frequency band if a primary user reappears or if a more favorable spectrum
opportunity becomes available.* The process of changing the operating frequency is known as spectrum
handoff or channel switching.* Efficient handoff mechanisms are vital to minimize any disruption to the
ongoing communication and maintain the required QoS.?’ Research in this area focuses on reducing
handoff latency, ensuring the quality of service during the transition, and developing strategies for
selecting the most appropriate target channel.*®

2.4. Spectrum Sharing

Spectrum sharing is the principle that allows cognitive radio users to share the spectrum bands of licensed
users under certain conditions.* This enables a more efficient use of the radio spectrum by allowing
unlicensed users to utilize bands that might otherwise remain idle. Spectrum sharing can be achieved
through various approaches, including sensing-based sharing, where cognitive radios listen for primary
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users before transmitting “; database-enabled sharing, where cognitive radios consult a database of
licensed transmitters to identify available channels “; and cooperative sharing, where secondary users
coordinate their access to the spectrum.* A key challenge in spectrum sharing is managing the interference
that secondary users might cause to primary users, often requiring secondary users to restrict their transmit
power.* Ensuring fairness among multiple secondary users accessing the spectrum is another important
consideration.® Regulatory frameworks also play a crucial role in defining the rules and conditions under
which spectrum sharing can occur.®

2.5. Power Control

Power control is a crucial aspect of spectrum sharing cognitive radio systems, used to adjust the
transmission power of secondary users.* The primary goal of power control is to maximize the capacity
and throughput of secondary users while ensuring that the interference caused to primary users remains
below a certain tolerable threshold.* Techniques such as interference-aware power control and adaptive
power allocation are employed to achieve this balance.” Implementing effective power control
mechanisms requires dynamic adjustment of transmission power based on real-time channel conditions
and interference levels, while also maintaining the required QoS for both primary and secondary users.*
This often necessitates that secondary users have some level of knowledge about the channel gains to
primary users.**

3. Dynamic Spectrum Access in Cognitive Radio Networks

Dynamic Spectrum Access (DSA) is the fundamental policy that underpins the operation of cognitive
radio networks, aiming to address the growing problem of spectrum scarcity by enabling a more flexible
and efficient use of radio frequencies." Instead of the traditional static allocation, DSA allows unlicensed
secondary users to opportunistically utilize spectrum bands that are not actively being used by licensed
primary users.! This approach has the potential to significantly improve spectrum efficiency and pave the
way for new and innovative wireless services.*

3.1. Different DSA Paradigms

Various paradigms have been developed to implement dynamic spectrum access in cognitive radio
networks, each offering a different approach to spectrum sharing between primary and secondary users.
3.1.1. Opportunistic/Interweave Access

In the opportunistic or interweave access paradigm, secondary users are permitted to transmit only when
the primary users are completely absent from the spectrum band.® This approach, sometimes referred to
as vertical spectrum sharing, ensures that there is no interference with primary users, as secondary
transmission occurs only during spectrum holes or white spaces.® Cognitive radios operating under this
paradigm must be highly proficient in spectrum sensing to accurately detect the presence or absence of
primary users and quickly vacate the channel when a primary user reappears.>*

3.1.2. Underlay Access

The underlay access paradigm allows secondary users to transmit simultaneously with primary users on
the same frequency band.® However, this concurrent transmission is strictly controlled by limiting the
transmit power of the secondary users to ensure that the interference caused at the primary users' receivers
remains below a predefined acceptable threshold.®? This approach, also known as horizontal spectrum
sharing, necessitates sophisticated power control and interference management techniques to safeguard
the communication of primary users while maximizing the throughput of secondary users.®
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3.1.3. Overlay Access

In the overlay access paradigm, secondary users can transmit simultaneously with primary users on the
same channel and even up to their maximum power.> However, this is often done at the cost of the
secondary user playing a role in assisting the primary users, such as by relaying their signals to other
primary users.>® This paradigm typically requires a high level of cooperation and information exchange
between primary and secondary users.*® While it can lead to more efficient spectrum utilization, it also
raises concerns about the privacy of primary user communications.®

3.2. Techniques and Protocols Enabling DSA in CRNs

The successful implementation of dynamic spectrum access in cognitive radio networks relies on a
combination of techniques and protocols operating across different layers of the network architecture.
Spectrum sensing protocols are fundamental for detecting the availability of spectrum opportunities, as
discussed in Section 2. MAC layer protocols play a crucial role in managing access to the dynamically
available spectrum while protecting primary users from interference, as will be detailed in Section 4.
Spectrum management frameworks provide the necessary mechanisms for decision-making regarding
which spectrum to use and for how long, as well as for allocating these resources to secondary users, as
covered in Section 2. Furthermore, standardization efforts, such as the development of IEEE 802.22 for
wireless regional area networks operating in TV white spaces, are critical for facilitating the deployment
and interoperability of DSA-enabled CRN systems.! These standards provide guidelines and specifications
for various aspects of CRN operation, including spectrum sensing, management, and coexistence with
primary users. The coordinated operation of these techniques and protocols is essential for realizing the
full potential of dynamic spectrum access in addressing the challenges of spectrum scarcity.

4. Key Components and Protocols in Cognitive Radio Networks

Cognitive radio networks rely on a suite of key components and protocols that work together to enable
dynamic and efficient spectrum utilization. These include sophisticated spectrum sensing techniques,
intelligent spectrum management protocols, adaptive MAC layer protocols, and spectrum-aware network
layer protocols.

4.1. Spectrum Sensing Techniques

As discussed in Section 2, spectrum sensing is the cornerstone of CRN. Several techniques have been
developed to enable cognitive radios to detect the presence of primary users and identify available
spectrum.

Technique Principle of | Advantage Disadvanta | Complexity | Need for
Operation S ges Prior
Knowledge
Energy Compares Simple Susceptible Low No
Detection received implementat | to noise
signal jon, non- | uncertainty
energy to a | coherent. and SNR
threshold. wall, cannot
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differentiate
between
signals.
Feature Exploits Robust to | Computatio High Yes
Detection periodic noise nally (potentially)
(Cyclostati properties uncertainty, | complex,
onary) of can requires
modulated differentiate | longer
signals (e.g., | between observation
carrier signals and | time, may
frequency). noise. need
knowledge
of PU signal
characteristi
CS.
Matched Correlates Optimal for | Requires Medium Yes
Filter received known prior
Detection signal witha | signals in | knowledge
known Gaussian of the
template of | noise, good | primary
the primary | detection user's signal
user's performanc characteristi
signal. e. cs.
Cooperativ | Combines Improves Increased Medium/Hi No
e Sensing sensing detection overhead gh
information | accuracy, for
from mitigates information
multiple fading and | exchange
cognitive shadowing and
radio users. effects. processing.
Wideband Techniques Enables Can be | Medium/Hi No
Spectrum for sensing | identificatio | complex gh
Sensing across a | nofthebest | and power-
broad available consuming,
frequency channel especially
range. across a | Nyquist-
wide based
spectrum. methods.
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Compressi Acquires Reduces Signal High No
ve Sensing sparse sampling reconstructi

signals with | rate and | on can be

fewer sensing complex,

samples time, performanc

than the | potentially e depends

Nyquist lower on  signal

rate. hardware sparsity.
costs.

4.2. Spectrum Management Protocols

Spectrum management protocols are responsible for making intelligent decisions about how to utilize the
sensed spectrum. These protocols encompass spectrum allocation algorithms and spectrum handoff
mechanisms.

4.2.1. Spectrum Allocation Algorithms

Spectrum allocation algorithms aim to efficiently assign the available spectrum to secondary users in a
way that maximizes spectrum utilization while minimizing interference to primary users and among
secondary users.*® Various approaches have been proposed, including graph-based algorithms, auction-
based mechanisms, game-theoretic approaches, and evolutionary algorithms like genetic algorithms.*’
These algorithms consider factors such as the QoS requirements of secondary users, the interference
constraints imposed by primary users, and the need for fairness among secondary users.®>” The dynamic
nature of spectrum availability and user demands makes the design of efficient and adaptive spectrum
allocation algorithms a significant challenge.

4.2.2. Spectrum Handoff Mechanisms

Spectrum handoff mechanisms are crucial for ensuring seamless communication when a secondary user
needs to vacate its current operating frequency. These mechanisms involve detecting the need for a handoff
(e.g., due to the reappearance of a primary user or the availability of a better channel), selecting a suitable
target channel, and switching the communication to the new channel with minimal disruption.* Handoff
mechanisms can be broadly classified into reactive handoff, where the search for a new channel begins
only after the primary user appears *°, and proactive handoff, where potential target channels are identified
and possibly sensed in advance.*® Factors such as handoff latency, the probability of successful handoff,
and the impact on QoS are key considerations in the design of effective spectrum handoff mechanisms.

4.3. MAC Layer Protocols

The Medium Access Control (MAC) layer in cognitive radio networks plays a vital role in enabling
dynamic spectrum access by coordinating the access of secondary users to the available spectrum.”* MAC
protocols for CRNs need to address unique challenges such as the need for spectrum sensing, the
protection of primary users, and the dynamic and often unpredictable nature of spectrum availability. ">
These protocols can be broadly categorized into random access protocols, time-slotted protocols, and
hybrid protocols. Random access protocols, often based on Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA), allow secondary users to access the spectrum in a distributed manner.”* Time-
slotted protocols, such as those based on Time Division Multiple Access (TDMA), divide time into slots
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to provide structured access to the spectrum, often requiring synchronization among the network nodes.”
Hybrid protocols combine the features of both random access and time-slotted approaches to leverage
their respective advantages.’

4.4. Network Layer Protocols

The network layer in cognitive radio networks is responsible for routing data packets and managing the
overall network operation in the context of dynamic spectrum availability.” Routing protocols in CRNs
need to be spectrum-aware, taking into account the availability and quality of spectrum bands when
determining paths for data transmission.” The intermittent nature of spectrum availability due to primary
user activity can lead to frequent changes in network topology, requiring routing protocols to be adaptive
and resilient.®® Additionally, network layer protocols in CRNs may also need to incorporate flow control
and error control mechanisms to ensure reliable data delivery over opportunistic and potentially unreliable
links.” Quality of Service (QoS) provisioning is another important aspect, with network layer protocols
aiming to provide differentiated services to users despite the varying link availability and spectrum
conditions in CRNs.’

5. Challenges and Open Research Issues in Cognitive Radio Networking
Despite the significant advancements in cognitive radio networking, several challenges and open research
issues still need to be addressed to enable its widespread and effective deployment.

5.1. Security Threats

Cognitive radio networks, due to their open and dynamic nature, are vulnerable to various security
threats.'” These threats can be broadly categorized into traditional wireless security threats and new threats
specific to CRNs. Primary User Emulation Attacks (PUEA), where malicious secondary users mimic the
signals of primary users to force legitimate secondary users to vacate channels, are a significant concern.®
Jamming attacks, aimed at disrupting communication by transmitting interfering signals, also pose a
serious threat.®* Spectrum Sensing Data Falsification (SSDF) attacks involve malicious nodes providing
false spectrum sensing information to disrupt the spectrum management process.®* Other threats include
Denial of Service (DoS) attacks, eavesdropping, spoofing, tampering, and attacks targeting the common
control channels used for coordination.®* Ensuring the security and trustworthiness of cognitive radio
networks is crucial for their reliable operation.

Security Threat

Description

Impact on CRN

Primary User Emulation
Attack (PUEA)

Malicious secondary users
mimic primary user signals.

Forces legitimate secondary
users to vacate channels,
causing denial of service.

Jamming Attack Transmitting interfering | Prevents legitimate users
signals to disrupt | from accessing or using the
communication. spectrum.

Spectrum Sensing Data | Malicious nodes provide | Disrupts spectrum

Falsification (SSDF) false  spectrum  sensing | management, leads to
information. inefficient spectrum use or

IJFMR250344470

Volume 7, Issue 3, May-June 2025



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

interference with primary

users.
Denial of Service (DoS) Attempts to overload or | Prevents legitimate users
crash the network. from accessing network

resources.
Eavesdropping Unauthorized listening to | Compromises the
network communications. confidentiality of

transmitted data.

Spoofing Impersonating a legitimate | Can be wused to gain
user or node. unauthorized access or
launch other attacks.

Tampering Unauthorized modification | Can compromise  the
of data or system parameters. | integrity and reliability of
the network.

Control Channel Attacks Targeting the common | Can disrupt the operation of
control channel used for | the entire CRN.
coordination.

Selfish Behavior Secondary users prioritize | Can lead to unfair spectrum
their own needs over | access and increased
network  efficiency  or | interference.

primary user protection.

5.2. Interference Management

Managing interference is a fundamental challenge in cognitive radio networks, given the coexistence of
primary and secondary users, as well as the potential for interference among secondary users themselves.*
Effective techniques are needed to mitigate interference between primary and secondary users to ensure
that secondary transmissions do not negatively impact the communication of primary users.* Similarly,
with an increasing number of secondary users and the potential for dense deployments, managing
interference among secondary users is also critical to ensure efficient spectrum sharing and prevent
network congestion.® Various interference management techniques are employed, including power control
to limit the transmission power of secondary users *, interference alignment to manage and mitigate
interference signals 2, and cooperative sensing to improve the detection of primary users and enable better
coordination among secondary users.*’

5.3. Standardization and Regulatory Hurdles

The widespread adoption of cognitive radio networking faces several standardization and regulatory
hurdles.* A lack of universally agreed-upon standards for CRN operation, including protocols for spectrum
sensing, management, mobility, and security, hinders interoperability and large-scale deployment.*
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Regulatory challenges also exist in terms of allowing unlicensed users to access licensed spectrum without
causing harmful interference, requiring careful consideration of spectrum management policies and
licensing frameworks.* Furthermore, ensuring seamless coexistence and interoperability between CRN
systems and existing legacy wireless systems and other wireless technologies requires the development of
appropriate standards and protocols.*

5.4. Implementation Complexities and Practical Limitations

Implementing cognitive radio networks presents several complexities and practical limitations.* Designing
and implementing hardware and software architectures for reconfigurable radios that can operate across a
wide range of frequencies and adapt their parameters dynamically is a significant challenge.* The overhead
associated with spectrum sensing, spectrum management, and spectrum mobility can impact the overall
efficiency and performance of CRNs.? Real-time decision-making, required for adapting to the dynamic
spectrum environment, poses computational challenges.® Ensuring seamless coexistence with legacy
systems and other wireless technologies in a practical deployment scenario also presents significant
hurdles.*

6. Opportunities and Future Directions in Cognitive Radio Networking

Cognitive radio networking holds immense potential for the future of wireless communications, offering
numerous opportunities for innovation and addressing the ever-growing demands for spectrum.

6.1. Integration of Artificial Intelligence and Machine Learning

The integration of Artificial Intelligence (Al) and Machine Learning (ML) techniques presents a
significant opportunity to enhance the capabilities of cognitive radio networks.* Al and ML algorithms
can be employed to improve the accuracy and efficiency of spectrum sensing, enabling cognitive radios
to better predict spectrum availability and detect primary users.' These techniques can also optimize
spectrum management by developing intelligent resource allocation strategies and enhancing decision-
making processes.! Furthermore, Al and ML can play a crucial role in enhancing the security of CRNs by
enabling the detection of anomalies and malicious activities.*

6.2. Role in Emerging Wireless Technologies

Cognitive radio networking is poised to play a vital role in the evolution of emerging wireless technologies
such as 5G, 6G, and the Internet of Things. CRN can act as a key enabler for efficient spectrum utilization
in these future wireless systems, which are expected to face even greater demands for spectrum resources
due to higher data rates and massive connectivity requirements.! By allowing for dynamic and
opportunistic spectrum access, CRN can help address the spectrum demands of 5G, 6G, and massive loT
deployments, enabling these technologies to deliver their full potential.

6.3. Applications in Various Domains

The applications of cognitive radio networking are expanding beyond traditional telecommunications into
a wide range of domains.* These include smart cities, where CRN can enable efficient management of
wireless resources for various urban services; healthcare, through applications in medical sensor networks
and remote patient monitoring; public safety and disaster recovery, by providing robust and reliable
communication networks in emergency situations; industrial 10T, for enabling flexible and efficient
wireless connectivity in industrial environments; vehicular networks, for enhancing communication and
safety in transportation systems; smart homes, for improved management of home automation systems;
environmental monitoring, for collecting and transmitting data from remote sensors; and military
communications, for secure and adaptive communication in tactical scenarios.*
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6.4. Potential Advancements in Hardware and Software Architectures

Future advancements in cognitive radio networking will likely involve significant progress in both
hardware and software architectures. Software-Defined Radio (SDR) technology will continue to be a
key enabling factor, providing the flexibility needed for cognitive radios to adapt their operating
parameters.® The development of full-duplex cognitive radios, capable of simultaneous sensing and
transmission, holds the potential to improve spectrum utilization and network capacity.> Advanced
antenna technologies, such as multiple-input multiple-output (MIMO) systems, can further enhance
spectrum efficiency and improve interference management in CRNs.*

7. Conclusion

Cognitive radio networking represents a significant advancement in wireless communication, offering an
intelligent and adaptive approach to address the growing challenges of spectrum scarcity and inefficient
spectrum utilization. By enabling dynamic spectrum access, CRN has the potential to revolutionize the
way we use the radio frequency spectrum, paving the way for new applications and services across various
domains. The fundamental principles of spectrum sensing, management, mobility, sharing, and power
control form the foundation of CRN operation, allowing secondary users to opportunistically utilize
spectrum resources without causing harmful interference to primary users. While the field has made
remarkable progress, several challenges remain, including security threats, interference management,
standardization hurdles, and implementation complexities. However, the integration of artificial
intelligence and machine learning, the crucial role of CRN in emerging wireless technologies like 5G, 6G,
and loT, and the potential advancements in hardware and software architectures point towards a promising
future for cognitive radio networking. Continued research and development efforts in these areas will be
essential to fully realize the transformative potential of CRN in shaping the next generation of wireless
communication systems.

Works cited

1. INVESTIGATION ON COGNITIVE RADIO NETWORKS: INTRODUCTION, SPECTRUM
SENSING, IEEE STANDARDS, CHALLENGES, APPLICATIONS - IJEAST, accessed May 8,
2025, https://www.ijeast.com/papers/270-275,Tesma607,1JEAST.pdf

2. Cognitive Radio Networks: Technologies, Challenges and Applications - PMC, accessed May 8,
2025, https://pmc.ncbi.nlm.nih.gov/articles/PMC11859128/

3. Full-Duplex Communication in Cognitive Radio Networks: A Survey - Faculty Hub - ASU
Engineering, accessed May 8, 2025,
https://faculty.engineering.asu.edu/mre/wcontent/uploads/sites/31/2020/02/FDCR.pdf

4.  Cognitive radio - Wikipedia, accessed May 8, 2025, https://en.wikipedia.org/wiki/Cognitive_radio

5. Review paper on Cognitive Radio Networking and Communications - CiteSeerX, accessed May 8,
2025,
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a65815
3f186¢346¢cd137

6.  Spectrum sensing for cognitive radio: State-of- the-art and recent advances - DiVA portal, accessed
May 8, 2025, https://www.diva-portal.org/smash/get/diva2:436028/FULLTEXTO02

7.  (PDF) Cognitive Radio Networking and Communications: An Overview - ResearchGate, accessed
May 8, 2025,

IJFMR250344470 Volume 7, Issue 3, May-June 2025 11



https://www.ijfmr.com/
https://www.ijeast.com/papers/270-275,Tesma607,IJEAST.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC11859128/
https://faculty.engineering.asu.edu/mre/wcontent/uploads/sites/31/2020/02/FDCR.pdf
https://en.wikipedia.org/wiki/Cognitive_radio
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a658153f186c346cd137
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a658153f186c346cd137
https://www.diva-portal.org/smash/get/diva2:436028/FULLTEXT02

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

https://www.researchgate.net/publication/224240227 _Cognitive Radio_Networking_and_Commu
nications_An_Overview

8.  citeseerx.ist.psu.edu, accessed May 8, 2025,
https://citeseerx.ist.psu.edu/document?repid=repl&type=pdf&doi=e2b4b087cdc78c02fbf3a65815
3f186¢346¢d137#:~:text=A%20cognitive%20radio%20network%20(CRN,operating%20condition
$%2C%200r%20user%20requirements.

9. (PDF) Review Paper on Cognitive Radio Networks - ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/publication/324498968 Review_Paper_on_Cognitive_Radio_Netwo
rks

10. Applications of Cognitive Radio Networks: A Review - ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/publication/366876332_Applications_of Cognitive_Radio_Network

s A Review
11. IEEE Standards Supporting Cognitive Radio and Networks, Dynamic Spectrum Access, and
Coexistence - ResearchGate, accessed May 8, 2025,

https://www.researchgate.net/publication/3200393 IEEE_Standards_Supporting_Cognitive_Radio
and_Networks Dynamic_Spectrum_Access_and_Coexistence

12.  AnOverview of Cognitive Radio Technology and Its Applications in Civil Aviation - PMC, accessed
May 8, 2025, https://pmc.ncbi.nlm.nih.gov/articles/PMC10346798/

13. Principles of Cognitive Radio - Cambridge University Press, accessed May 8, 2025,
https://www.cambridge.org/core/books/principles-of-cognitive-
radio/807C96A3BI9B34D8555EDC1DIDC4A3711

14.  www.jocm.us, accessed May 8, 2025,
https://www.jocm.us/uploadfile/2020/0728/20200728051308168.pdf

15. Spectrum Sensing Techniques For Cognitive Radio Networks - arXiv, accessed May 8, 2025,
https://arxiv.org/pdf/1710.02668

16. spectrum-sensing-methods-for-cognitive-radio-a-survey.pdf, accessed May 8, 2025,
https://www.rroij.com/open-access/spectrum-sensing-methods-for-cognitive-radio-a-survey.pdf

17. (PDF) Cognitive Radio Networks: Technologies, Challenges and ..., accessed May 8, 2025,
https://www.researchgate.net/publication/388845451 Cognitive_Radio_Networks_Technologies
Challenges_and_Applications

18. Session-Based Cooperation in Cognitive Radio Networks: A Network-Level Approach, accessed
May 8, 2025, https://www.computer.org/csdl/journal/nt/2018/02/08279656/13rRUzphDuV

19. Energy-Efficient Cooperative Spectrum Sensing Using Machine Learning Algorithm - PMC,
accessed May 8, 2025, https://pmc.ncbi.nim.nih.gov/articles/PMC9654523/

20. An Efficient Distributed Approach for Cooperative Spectrum Sensing in Varying Interests Cognitive
Radio Networks - PMC - PubMed Central, accessed May 8, 2025,
https://pmc.ncbi.nIm.nih.gov/articlessPMC9459710/

21. Cooperative Spectrum Sensing Based on Multi-Features Combination Network in Cognitive Radio
Network - MDPI, accessed May 8, 2025, https://www.mdpi.com/1099-4300/24/1/129

22. A Cooperative Cognitive Radio Spectrum Sensing Based on Correlation Sum Method with Linear
Equalization, accessed May 8, 2025,
https://www.scirp.org/journal/paperinformation?paperid=123385

23. Full article: A secure evidence-based cooperative spectrum sensing method in cognitive radio

IJFMR250344470 Volume 7, Issue 3, May-June 2025 12



https://www.ijfmr.com/
https://www.researchgate.net/publication/224240227_Cognitive_Radio_Networking_and_Communications_An_Overview
https://www.researchgate.net/publication/224240227_Cognitive_Radio_Networking_and_Communications_An_Overview
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a658153f186c346cd137#:~:text=A%20cognitive%20radio%20network%20(CRN,operating%20conditions%2C%20or%20user%20requirements.
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a658153f186c346cd137#:~:text=A%20cognitive%20radio%20network%20(CRN,operating%20conditions%2C%20or%20user%20requirements.
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=e2b4b087cdc78c02fbf3a658153f186c346cd137#:~:text=A%20cognitive%20radio%20network%20(CRN,operating%20conditions%2C%20or%20user%20requirements.
https://www.researchgate.net/publication/324498968_Review_Paper_on_Cognitive_Radio_Networks
https://www.researchgate.net/publication/324498968_Review_Paper_on_Cognitive_Radio_Networks
https://www.researchgate.net/publication/366876332_Applications_of_Cognitive_Radio_Networks_A_Review
https://www.researchgate.net/publication/366876332_Applications_of_Cognitive_Radio_Networks_A_Review
https://www.researchgate.net/publication/3200393_IEEE_Standards_Supporting_Cognitive_Radio_and_Networks_Dynamic_Spectrum_Access_and_Coexistence
https://www.researchgate.net/publication/3200393_IEEE_Standards_Supporting_Cognitive_Radio_and_Networks_Dynamic_Spectrum_Access_and_Coexistence
https://pmc.ncbi.nlm.nih.gov/articles/PMC10346798/
https://www.cambridge.org/core/books/principles-of-cognitive-radio/807C96A3B9B34D8555EDC1D9DC4A3711
https://www.cambridge.org/core/books/principles-of-cognitive-radio/807C96A3B9B34D8555EDC1D9DC4A3711
https://www.jocm.us/uploadfile/2020/0728/20200728051308168.pdf
https://arxiv.org/pdf/1710.02668
https://www.rroij.com/open-access/spectrum-sensing-methods-for-cognitive-radio-a-survey.pdf
https://www.researchgate.net/publication/388845451_Cognitive_Radio_Networks_Technologies_Challenges_and_Applications
https://www.researchgate.net/publication/388845451_Cognitive_Radio_Networks_Technologies_Challenges_and_Applications
https://www.computer.org/csdl/journal/nt/2018/02/08279656/13rRUzphDuV
https://pmc.ncbi.nlm.nih.gov/articles/PMC9654523/
https://pmc.ncbi.nlm.nih.gov/articles/PMC9459710/
https://www.mdpi.com/1099-4300/24/1/129
https://www.scirp.org/journal/paperinformation?paperid=123385

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com
environment - Taylor & Francis Online, accessed May 8, 2025,

https://www.tandfonline.com/doi/full/10.1080/21681724.2013.860572

24. Secure Cooperative Spectrum Sensing based on the Distance between Bodies of Evidence, accessed
May 8, 2025, https://www.scirp.org/journal/paperinformation?paperid=16691

25. Cooperative Spectrum Sensing Performance Assessment using Machine Learning in Cognitive
Radio Sensor Networks | Engineering, Technology & Applied Science Research, accessed May 8,
2025, https://etasr.com/index.php/ETASR/article/view/6639

26. Cognitive Radio Network Technology for 1oT-Enabled Devices - MDPI, accessed May 8, 2025,
https://www.mdpi.com/2673-4591/41/1/7

27. Smart sensing enabled dynamic spectrum management for cognitive radio networks - Frontiers,
accessed May 8, 2025, https://www.frontiersin.org/journals/computer-
science/articles/10.3389/fcomp.2023.1271899/full

28. CogNet - An Architectural Foundation for Experimental Cognitive Radio Networks within the
Future Internet - Microsoft, accessed May 8, 2025, https://www.microsoft.com/en-
us/research/uploads/prod/2016/08/CogNet_MobiArch_2006_060924b.pdf

29. Journal of Communications and Networks(JCN), accessed May 8, 2025, https://www.jcn.or.kr/

30. Research Challenges of Cognitive Radio - [IJERT, accessed May 8, 2025,
https://www.ijert.org/research-challenges-of-cognitive-radio

31. Research Challenges in Cognitive Radio Networks [CRN Research ldeas] - phd prime, accessed
May 8, 2025, https://phdprime.com/research-challenges-in-cognitive-radio-networks/

32. Chicken swarm optimization modelling for cognitive radio networks using deep belief network-
enabled spectrum sensing technique - PubMed Central, accessed May 8, 2025,
https://pmc.ncbi.nlm.nih.gov/articlessPMC11309510/

33. A Survey on Spectrum Management in Cognitive Radio Networks, accessed May 8, 2025,
https://digitalcommons.unl.edu/context/csearticles/article/1093/viewcontent/\Vuran_ COMMUNIC
ATIONS_ 2008 Survey_spectrum_management.pdf

34. [2410.23949] Deep Learning Frameworks for Cognitive Radio Networks: Review and Open
Research Challenges - arXiv, accessed May 8, 2025, https://arxiv.org/abs/2410.23949

35. Future Directions in Cognitive Radio Networks Research [Empricial Study] - omnet++ project,
accessed May 8, 2025, https://omnetplusplus.com/future-directions-in-cognitive-radio-networks-
research/

36. Challenges and Opportunities of Cognitive Radio Networks - ijspr, accessed May 8, 2025,
https://www.ijspr.com/citations/v63n1/1JSPR_6301_30392.pdf

37. (PDF) A Review on Spectrum Allocation in Cognitive Radio Network - ResearchGate, accessed
May 8, 2025,
https://www.researchgate.net/publication/327262312_A_Review_on_Spectrum_Allocation_in_Co
gnitive_Radio_Network

38. Mobility Aware Spectrum Handoff in 6G-Enabled Cognitive Radio Vehicular Centralized and Ad-
Hoc Networks - uu diva, accessed May 8, 2025
https://uu.diva\portal.org/smash/get/diva2:1940127/FULLTEXTO1.pdf

39. Spectrum Handoff for Cognitive Radio Networks: Reactive-Sensing or Proactive-Sensing? - Dr. lan
F. Akyildiz, accessed May 8, 2025,
https://ianakyildiz.com/bwn/CR15/reading/Spectrum%20Handoff%20for%20Cognitive%20Radio

IJFMR250344470 Volume 7, Issue 3, May-June 2025 13



https://www.ijfmr.com/
https://www.tandfonline.com/doi/full/10.1080/21681724.2013.860572
https://www.scirp.org/journal/paperinformation?paperid=16691
https://etasr.com/index.php/ETASR/article/view/6639
https://www.mdpi.com/2673-4591/41/1/7
https://www.frontiersin.org/journals/computer-science/articles/10.3389/fcomp.2023.1271899/full
https://www.frontiersin.org/journals/computer-science/articles/10.3389/fcomp.2023.1271899/full
https://www.microsoft.com/en-us/research/uploads/prod/2016/08/CogNet_MobiArch_2006_060924b.pdf
https://www.microsoft.com/en-us/research/uploads/prod/2016/08/CogNet_MobiArch_2006_060924b.pdf
https://www.jcn.or.kr/
https://www.ijert.org/research-challenges-of-cognitive-radio
https://phdprime.com/research-challenges-in-cognitive-radio-networks/
https://pmc.ncbi.nlm.nih.gov/articles/PMC11309510/
https://digitalcommons.unl.edu/context/csearticles/article/1093/viewcontent/Vuran_COMMUNICATIONS_2008_Survey_spectrum_management.pdf
https://digitalcommons.unl.edu/context/csearticles/article/1093/viewcontent/Vuran_COMMUNICATIONS_2008_Survey_spectrum_management.pdf
https://arxiv.org/abs/2410.23949
https://omnetplusplus.com/future-directions-in-cognitive-radio-networks-research/
https://omnetplusplus.com/future-directions-in-cognitive-radio-networks-research/
https://www.ijspr.com/citations/v63n1/IJSPR_6301_30392.pdf
https://www.researchgate.net/publication/327262312_A_Review_on_Spectrum_Allocation_in_Cognitive_Radio_Network
https://www.researchgate.net/publication/327262312_A_Review_on_Spectrum_Allocation_in_Cognitive_Radio_Network
https://uu.diva/portal.org/smash/get/diva2:1940127/FULLTEXT01.pdf
https://ianakyildiz.com/bwn/CR15/reading/Spectrum%20Handoff%20for%20Cognitive%20Radio%20Networks%20Reactive-Sensing%20or%20Proactive-Sensing.pdf

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

%20Networks%20Reactive-Sensing%200r%20Proactive-Sensing. pdf

40. Detection Error Aware Spectrum Handoff Mechanism for Cognitive Radios - EUDL, accessed May
8, 2025, https://eudl.eu/pdf/10.4108/icst.crowncom.2012.248462

41. Performance Evaluation of Spectrum Detection in Cognitive Radio Network, accessed May 8, 2025,
https://www.scirp.org/journal/paperinformation?paperid=51618

42. Enhanced Spectrum Handoff Security Mechanism in Cognitive Radio Network - IJRASET, accessed
May 8, 2025, https://www.ijraset.com/research-paper/enhanced-spectrum-handoff-
securitmechanism-in-cognitive-radio-network

43. Spectrum Sensing Based on Hybrid Spectrum Handoff in Cognitive Radio Networks - MDPI,
accessed May 8, 2025, https://www.mdpi.com/1099-4300/25/9/1285

44. Primary User Traffic Pattern Based Opportunistic Spectrum Handoff in Cognitive Radio Networks
- MDPI, accessed May 8, 2025, https://www.mdpi.com/2076-3417/10/5/1674

45. Efficient Spectrum Sharing under Underlay Constraints in Cognitive Radio Networks |
NeuroQuantology, accessed May 8, 2025, https://neuroquantology.com/open-
access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Network
s_14089/?download=true

46. Spectrum sharing in cognitive radio networks: an adaptive game approach | IET Communications,
accessed May 8, 2025, https://digital-library.theiet.org/doi/abs/10.1049/iet-com.2010.0357

47. What are disadvantages of Cognitive Radio Networks? - ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/post/What-are-disadvantages-of-Cognitive-Radio-Networks

48. www.iaeng.org, accessed May 8, 2025,
https://www.iaeng.org/publication/WCE2014/WCE2014 pp498-504.pdf

49. How can we manage interferences between primary and secondary users in heterogeneous cognitive
radio networks (CRN)? | ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/post/How_can_we_manage_interferences_between_primary_and_se
condary_users_in_heterogeneous_cognitive_radio_networks_CRN

50. Interference-Aware Power Control for Cognitive Radio Networks, accessed May 8, 2025,
https://ece.engin.umich.edu/event/interference-aware-power-control-for-cognitive-radio-networks

51. Energy-Efficient Resource Management in OFDM-Based Cognitive Radio Networks Under
Channel Uncertainty, accessed May 8, 2025,
https://ese.nju.edu.cn/_upload/tpl/08/a0/2208/template2208/pdf/tcom15wsw.pdf

52. Opportunistic Interference Alignment in Cognitive Radio Networks with Space-Time Coding,
accessed May 8, 2025, https://www.mdpi.com/2224-2708/13/5/46

53. Interference Alignment for Cognitive Radio Communications and Networks: A Survey - MDPI,
accessed May 8, 2025, https://www.mdpi.com/2224-2708/8/4/50

54. Cognitive Radio: Technology Survey and Future Research Directions - ANACOM, accessed May

8, 2025,
https://anacom.pt/streaming/cognitive radio technology.pdf?contentld=1050749&field=ATTACH
ED FILE

55. Security Issues and Threats in Cognitive Radio Networks - UPV, accessed May 8, 2025,
https://personales.upv.es/thinkmind/dl/conferences/aict/aict_2013/aict 2013 4 30 10186.pdf

56. (PDF) Dynamic Spectrum Access Techniques: State of the Art, accessed May 8, 2025,
https://www.researchgate.net/publication/236013431 Dynamic_Spectrum_Access_Techniques_St

IJFMR250344470 Volume 7, Issue 3, May-June 2025 14



https://www.ijfmr.com/
https://ianakyildiz.com/bwn/CR15/reading/Spectrum%20Handoff%20for%20Cognitive%20Radio%20Networks%20Reactive-Sensing%20or%20Proactive-Sensing.pdf
https://eudl.eu/pdf/10.4108/icst.crowncom.2012.248462
https://www.scirp.org/journal/paperinformation?paperid=51618
https://www.ijraset.com/research-paper/enhanced-spectrum-handoff-securitmechanism-in-cognitive-radio-network
https://www.ijraset.com/research-paper/enhanced-spectrum-handoff-securitmechanism-in-cognitive-radio-network
https://www.mdpi.com/1099-4300/25/9/1285
https://www.mdpi.com/2076-3417/10/5/1674
https://neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/?download=true
https://neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/?download=true
https://neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/?download=true
https://digital-library.theiet.org/doi/abs/10.1049/iet-com.2010.0357
https://www.researchgate.net/post/What-are-disadvantages-of-Cognitive-Radio-Networks
https://www.iaeng.org/publication/WCE2014/WCE2014_pp498-504.pdf
https://www.researchgate.net/post/How_can_we_manage_interferences_between_primary_and_secondary_users_in_heterogeneous_cognitive_radio_networks_CRN
https://www.researchgate.net/post/How_can_we_manage_interferences_between_primary_and_secondary_users_in_heterogeneous_cognitive_radio_networks_CRN
https://ece.engin.umich.edu/event/interference-aware-power-control-for-cognitive-radio-networks
https://ese.nju.edu.cn/_upload/tpl/08/a0/2208/template2208/pdf/tcom15wsw.pdf
https://www.mdpi.com/2224-2708/13/5/46
https://www.mdpi.com/2224-2708/8/4/50
https://anacom.pt/streaming/cognitive_radio_technology.pdf?contentId=1050749&field=ATTACHED_FILE
https://anacom.pt/streaming/cognitive_radio_technology.pdf?contentId=1050749&field=ATTACHED_FILE
https://personales.upv.es/thinkmind/dl/conferences/aict/aict_2013/aict_2013_4_30_10186.pdf
https://www.researchgate.net/publication/236013431_Dynamic_Spectrum_Access_Techniques_State_of_the_art

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

ate_of the art

57. www.cs.cmu.edu, accessed May 8, 2025,
https://www.cs.cmu.edu/~prs/NSF_CRN_Report_Final.pdf

58. Spectrum Sensing for Cognitive Radio: Recent Advances and Future Challenge - MDPI, accessed
May 8, 2025, https://www.mdpi.com/1424-8220/21/7/2408

59. Cognitive Radio Communications and Networks - Devroye Lab, accessed May 8, 2025,
https://devroye.lab.uic.edu/wp-content/uploads/sites/570/2019/09/ch5.pdf

60. Transport Protocols in Cognitive Radio Networks: A Survey - arXiv, accessed May 8, 2025,
https://arxiv.org/pdf/1501.02869

61. PERFORMANCE ANALYSIS OF COGNITIVE RADIO NETWORKS WITH INTERFERENCE
CONSTRAINTS Hung Tran - DiVA portal, accessed May 8, 2025, https://www.diva-
portal.org/smash/get/diva2:834577/FULLTEXTO1.pdf

62. Efficient Spectrum Sharing under Underlay Constraints in Cognitive Radio Networks, accessed May

8, 2025, https://www.neuroquantology.com/open-
access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Network
s 14089/

63. What is the recent trend in cognitive radio networks in terms of standards like 802.11af?, accessed
May 8, 2025,  https://www.researchgate.net/post/What-is-the-recent-trend-in-cognitive-radio-
networks-in-terms-of-standards-like-80211af

64. [PDF] IEEE Standards Supporting Cognitive Radio and Networks, Dynamic Spectrum Access, and
Coexistence | Semantic Scholar, accessed May 8, 2025,
https://www.semanticscholar.org/paper/IEEE-Standards-Supporting-Cognitive-Radio-and-and-
Sherman-Mody/22193c14474d5beb35efdac1d0551bc6481903f6

65. Spectrum Allocation Algorithms for Cognitive Radio Mesh Networks, accessed May 8, 2025,
https://dr.lib.iastate.edu/etd/10383/

66. Cognitive Radio Spectrum Allocation Strategy Based on Improved Genetic Algorithm, accessed
May 8, 2025,
https://www.researchgate.net/publication/276494464 Cognitive_Radio_Spectrum_Allocation_Stra
tegy_Based_on_Improved_Genetic_Algorithm

67. Full article: Energy Optimization and Secure Aware Spectrum Allocation Using Hybrid Meta-
Heuristic Algorithms in Cognitive Radio Network - Taylor & Francis Online, accessed May 8, 2025,
https://www.tandfonline.com/doi/full/10.1080/03772063.2024.2434935?af=R

68. CSSE | Spectrum Allocation for Cognitive Radio Networks Using the Fireworks Algorithm,
accessed May 8, 2025, https://www.techscience.com/csse/v33n4/39977

69. Algorithms for spectrum allocation in cognitive radio networks - SCIELO Colombia, accessed May
8, 2025, http://www.scielo.org.co/scielo.php?script=sci_abstract&pid=S0123-
921X2016000200006

70. A Dynamic Spectrum Allocation Algorithm for a Maritime Cognitive Radio Communication System
Based on a Queuing Model - MDPI, accessed May 8, 2025, https://www.mdpi.com/2078-
2489/8/4/119

71. Medium Access Control Protocols for Cognitive Radio Ad Hoc ..., accessed May 8, 2025,
https://pmc.ncbi.nlm.nih.gov/articles/PMC5621038/

72. (PDF) A Survey on MAC Strategies for Cognitive Radio Networks - ResearchGate, accessed May

IJFMR250344470 Volume 7, Issue 3, May-June 2025 15



https://www.ijfmr.com/
https://www.researchgate.net/publication/236013431_Dynamic_Spectrum_Access_Techniques_State_of_the_art
https://www.cs.cmu.edu/~prs/NSF_CRN_Report_Final.pdf
https://www.mdpi.com/1424-8220/21/7/2408
https://devroye.lab.uic.edu/wp-content/uploads/sites/570/2019/09/ch5.pdf
https://arxiv.org/pdf/1501.02869
https://www.diva-portal.org/smash/get/diva2:834577/FULLTEXT01.pdf
https://www.diva-portal.org/smash/get/diva2:834577/FULLTEXT01.pdf
https://www.neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/
https://www.neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/
https://www.neuroquantology.com/open-access/Efficient+Spectrum+Sharing+under+Underlay+Constraints+in+Cognitive+Radio+Networks_14089/
https://www.researchgate.net/post/What-is-the-recent-trend-in-cognitive-radio-networks-in-terms-of-standards-like-80211af
https://www.researchgate.net/post/What-is-the-recent-trend-in-cognitive-radio-networks-in-terms-of-standards-like-80211af
https://www.semanticscholar.org/paper/IEEE-Standards-Supporting-Cognitive-Radio-and-and-Sherman-Mody/22193c14474d5beb35efdac1d0551bc6481903f6
https://www.semanticscholar.org/paper/IEEE-Standards-Supporting-Cognitive-Radio-and-and-Sherman-Mody/22193c14474d5beb35efdac1d0551bc6481903f6
https://dr.lib.iastate.edu/etd/10383/
https://www.researchgate.net/publication/276494464_Cognitive_Radio_Spectrum_Allocation_Strategy_Based_on_Improved_Genetic_Algorithm
https://www.researchgate.net/publication/276494464_Cognitive_Radio_Spectrum_Allocation_Strategy_Based_on_Improved_Genetic_Algorithm
https://www.tandfonline.com/doi/full/10.1080/03772063.2024.2434935?af=R
https://www.techscience.com/csse/v33n4/39977
http://www.scielo.org.co/scielo.php?script=sci_abstract&pid=S0123-921X2016000200006
http://www.scielo.org.co/scielo.php?script=sci_abstract&pid=S0123-921X2016000200006
https://www.mdpi.com/2078-2489/8/4/119
https://www.mdpi.com/2078-2489/8/4/119
https://pmc.ncbi.nlm.nih.gov/articles/PMC5621038/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

8, 2025,
https://www.researchgate.net/publication/224202757_A_Survey on_MAC_Strategies_for_Cogniti
ve_Radio_Networks

73. A Survey of MAC Protocols for Cognitive Radio Body Area Networks - MDPI, accessed May 8,
2025, https://www.mdpi.com/1424-8220/15/4/9189

74. Performance Analysis of Hybrid MAC Protocol for Cognitive Radio Networks, accessed May 8,
2025, https://file.scirp.org/Html/3-9701698_27448.htm

75. (PDF) Cognitive Radio MAC Protocols: A Survey, Research Issues, and Challenges, accessed May
8, 2025,
https://www.researchgate.net/publication/273135783_Cognitive_Radio_MAC_Protocols_A_Surve
y_Research_lIssues_and_Challenges

76. MAC Protocol for Opportunistic Cognitive Radio Networks with Soft Guarantees - The University
of Arizona, accessed May 8, 2025,
https://uweb.engr.arizona.edu/~krunz/Papers/Journals/tmc_comac_Oct2009.pdf

77. An Effective Secure MAC Protocol for Cognitive Radio Networks - Tech Science Press, accessed
May 8, 2025, https://www.techscience.com/csse/v42n1/45744/html

78. MAC Layer Protocols for Cognitive Radio Networks - IGI Global, accessed May 8, 2025,
https://www.igi-global.com/chapter/mac-layer-protocols-cognitive-radio/74425

79. MAC Protocol Adaptation in Cognitive Radio Networks: An Experimental Study - WINLAB,
Rutgers University, accessed May 8, 2025, https://www.winlab.rutgers.edu/~therom/P1D892318.pdf

80. Cross-Layer Based Opportunistic MAC Protocols for QoS Provisionings Over Cognitive Radio

Wireless  Networks -  Engineering  People  Site, accessed May 8, 2025,
https://people.engr.tamu.edu/xizhang/papers/JSAC_Paper_Cognitive_Radio_Networks Xi_Zhang.
pdf

81. UNIT IV MAC AND NETWORK LAYER DESIGN FOR COGNITIVE RADIO MAC for
cognitive  radios -  Pollingg ALOHA, slotted, accessed May 8, 2025,
https://www.rcet.org.in/uploads/files/LectureNotes/ece/S7/cognitive%20radio/UNIT%201V%20no
tes.pdf

82. home.engineering.iastate.edu, accessed May 8, 2025,

https://home.engineering.iastate.edu/~kamal/Docs/skg13.pdf

83. A layered approach to cognitive radio network security: A survey - lowa State University, accessed
May 8, 2025, https://home.engineering.iastate.edu/~morris/papers/14/crn_survey deanna.pdf

84. A survey on MAC protocols for cognitive radio networks - ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/publication/222531021_A_survey on_MAC_protocols_for_cognitiv
e_radio_networks

85. Network Layer for Cognitive Radio Sensor Networks - IGI Global, accessed May 8, 2025,
https://www.igi-global.com/chapter/network-layer-for-cognitive-radio-sensor-networks/138216

86. [PDF] Cognitive radio networking and communications: an overview - Semantic Scholar, accessed
May 8, 2025, https://www.semanticscholar.org/paper/Cognitive-radio-networking-and-
communications%3A-an-Liang-Chen/fb6c8650e18f35570616f476eac424fc78253712

87. Cognitive Radio Networks: Efficient Solutions for Routing, Topology Control, Data Transport, and
Network Management, accessed May 8, 2025,
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-I1ST-140/$$TR-

IJFMR250344470 Volume 7, Issue 3, May-June 2025 16



https://www.ijfmr.com/
https://www.researchgate.net/publication/224202757_A_Survey_on_MAC_Strategies_for_Cognitive_Radio_Networks
https://www.researchgate.net/publication/224202757_A_Survey_on_MAC_Strategies_for_Cognitive_Radio_Networks
https://www.mdpi.com/1424-8220/15/4/9189
https://file.scirp.org/Html/3-9701698_27448.htm
https://www.researchgate.net/publication/273135783_Cognitive_Radio_MAC_Protocols_A_Survey_Research_Issues_and_Challenges
https://www.researchgate.net/publication/273135783_Cognitive_Radio_MAC_Protocols_A_Survey_Research_Issues_and_Challenges
https://uweb.engr.arizona.edu/~krunz/Papers/Journals/tmc_comac_Oct2009.pdf
https://www.techscience.com/csse/v42n1/45744/html
https://www.igi-global.com/chapter/mac-layer-protocols-cognitive-radio/74425
https://www.winlab.rutgers.edu/~therom/PID892318.pdf
https://people.engr.tamu.edu/xizhang/papers/JSAC_Paper_Cognitive_Radio_Networks_Xi_Zhang.pdf
https://people.engr.tamu.edu/xizhang/papers/JSAC_Paper_Cognitive_Radio_Networks_Xi_Zhang.pdf
https://www.rcet.org.in/uploads/files/LectureNotes/ece/S7/cognitive%20radio/UNIT%20IV%20notes.pdf
https://www.rcet.org.in/uploads/files/LectureNotes/ece/S7/cognitive%20radio/UNIT%20IV%20notes.pdf
https://home.engineering.iastate.edu/~kamal/Docs/skg13.pdf
https://home.engineering.iastate.edu/~morris/papers/14/crn_survey_deanna.pdf
https://www.researchgate.net/publication/222531021_A_survey_on_MAC_protocols_for_cognitive_radio_networks
https://www.researchgate.net/publication/222531021_A_survey_on_MAC_protocols_for_cognitive_radio_networks
https://www.igi-global.com/chapter/network-layer-for-cognitive-radio-sensor-networks/138216
https://www.semanticscholar.org/paper/Cognitive-radio-networking-and-communications%3A-an-Liang-Chen/fb6c8650e18f35570616f476eac424fc78253712
https://www.semanticscholar.org/paper/Cognitive-radio-networking-and-communications%3A-an-Liang-Chen/fb6c8650e18f35570616f476eac424fc78253712
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-140/$$TR-IST-140-ALL.pdf

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

IST-140-ALL.pdf

88. Spectrum Management in Cognitive Radio Networks - IEEE Computer Society, accessed May 8,
2025, https://www.computer.org/csdl/proceedings-article/wimob/2008/3393z028/120mNApCUEmM

89. Cognitive and Cooperative Networks | WINES - Northeastern University, accessed May 8, 2025,
https://ece.northeastern.edu/wineslab/cog_coop_project.php

90. Cognitive Radio Networks: Architectures, Protocols, and Standards - 1s - Routledge, accessed May
8, 2025, https://www.routledge.com/Cognitive-Radio-Networks-Architectures-Protocols-and-
Standards/Zhang-Zheng-Chen/p/book/9780367383985

91. Deep Learning Frameworks for Cognitive Radio Networks: Review and Open Research Challenges
- arXiv, accessed May 8, 2025, https://arxiv.org/pdf/2410.23949?

92. Deep Learning Frameworks for Cognitive Radio Networks: Review and Open Research Challenges
- arXiv, accessed May 8, 2025, https://arxiv.org/html/2410.23949v1

93. Research and Analysis on Cognitive Radio Network Security, accessed May 8, 2025,
https://www.scirp.org/journal/paperinformation?paperid=18626

94. Security Issues in Cognitive Radio Networks - Research India Publications, accessed May 8, 2025,
https://www.ripublication.com/ijaer10/ijaerv10n21 95.pdf

95. Comprehensive survey on security challenges and solutions in cognitive radio networks, accessed
May 8, 2025, http://gjeta.com/content/comprehensive-survey-security-challenges-and-solutions-
cognitive-radio-networks

96. Cognitive Radio: Computing Techniques, Network Security and Challenges - Routledge, accessed
May 8, 2025, https://www.routledge.com/Cognitive-Radio-Computing-Techniques-Network-
Security-and-Challenges/Kumar-Ching-Torii/p/book/9781032147048

97. In a Cognitive Radio network, what kind of jamming attack is more harmful? - ResearchGate,
accessed May 8, 2025, https://www.researchgate.net/post/In-a-Cognitive-Radio-network-what-
kind-of-jamming-attack-is-more-harmful

98. A Survey of Security Challenges in Cognitive Radio Networks: Solutions and Future Research
Directions | Semantic Scholar, accessed May 8, 2025, https://www.semanticscholar.org/paper/A-
Survey-of-Security-Challenges-in-Cognitive-Radio-Attar-
Tang/0a979046¢12ff6b56441151768949694f6a29fae

99. What are trends within field of Enhancement Security of Cognitive radio network ? | ResearchGate,
accessed May 8, 2025,
https://www.researchgate.net/post/What_are_trends_within_field_of Enhancement_Security of C
ognitive_radio_network

100. (PDF) Cognitive Radio RF: Overview and Challenges - ResearchGate, accessed May 8, 2025,
https://www.researchgate.net/publication/236174296_Cognitive_Radio_RF_Overview_and_Challe
nges

101. Interference Mitigation MAC Protocol for Cognitive Radio Networks, accessed May 8, 2025,
https://www.scirp.org/journal/paperinformation?paperid=18927

102. Cognitive Radio Wireless Sensor Networks: Applications, Challenges and Research Trends - PMC
- PubMed Central, accessed May 8, 2025, https://pmc.ncbi.nlm.nih.gov/articles/PMC3821336/

103. A Comprehensive Review on Cognitive Radio Networks: Applications, Challenges and Research
Trends | Journal of Electrical Systems, accessed May 8, 2025,
https://journal.esrgroups.org/jes/article/view/6388

IJFMR250344470 Volume 7, Issue 3, May-June 2025 17



https://www.ijfmr.com/
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-140/$$TR-IST-140-ALL.pdf
https://www.computer.org/csdl/proceedings-article/wimob/2008/3393z028/12OmNApcuEm
https://ece.northeastern.edu/wineslab/cog_coop_project.php
https://www.routledge.com/Cognitive-Radio-Networks-Architectures-Protocols-and-Standards/Zhang-Zheng-Chen/p/book/9780367383985
https://www.routledge.com/Cognitive-Radio-Networks-Architectures-Protocols-and-Standards/Zhang-Zheng-Chen/p/book/9780367383985
https://arxiv.org/pdf/2410.23949
https://arxiv.org/html/2410.23949v1
https://www.scirp.org/journal/paperinformation?paperid=18626
https://www.ripublication.com/ijaer10/ijaerv10n21_95.pdf
http://gjeta.com/content/comprehensive-survey-security-challenges-and-solutions-cognitive-radio-networks
http://gjeta.com/content/comprehensive-survey-security-challenges-and-solutions-cognitive-radio-networks
https://www.routledge.com/Cognitive-Radio-Computing-Techniques-Network-Security-and-Challenges/Kumar-Ching-Torii/p/book/9781032147048
https://www.routledge.com/Cognitive-Radio-Computing-Techniques-Network-Security-and-Challenges/Kumar-Ching-Torii/p/book/9781032147048
https://www.researchgate.net/post/In-a-Cognitive-Radio-network-what-kind-of-jamming-attack-is-more-harmful
https://www.researchgate.net/post/In-a-Cognitive-Radio-network-what-kind-of-jamming-attack-is-more-harmful
https://www.semanticscholar.org/paper/A-Survey-of-Security-Challenges-in-Cognitive-Radio-Attar-Tang/0a979046c12ff6b5644f151768949694f6a29fae
https://www.semanticscholar.org/paper/A-Survey-of-Security-Challenges-in-Cognitive-Radio-Attar-Tang/0a979046c12ff6b5644f151768949694f6a29fae
https://www.semanticscholar.org/paper/A-Survey-of-Security-Challenges-in-Cognitive-Radio-Attar-Tang/0a979046c12ff6b5644f151768949694f6a29fae
https://www.researchgate.net/post/What_are_trends_within_field_of_Enhancement_Security_of_Cognitive_radio_network
https://www.researchgate.net/post/What_are_trends_within_field_of_Enhancement_Security_of_Cognitive_radio_network
https://www.researchgate.net/publication/236174296_Cognitive_Radio_RF_Overview_and_Challenges
https://www.researchgate.net/publication/236174296_Cognitive_Radio_RF_Overview_and_Challenges
https://www.scirp.org/journal/paperinformation?paperid=18927
https://pmc.ncbi.nlm.nih.gov/articles/PMC3821336/
https://journal.esrgroups.org/jes/article/view/6388

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com o Email: editor@ijfmr.com

104. Standardization Activities on Cognitive Radio = | Semantic Scholar, accessed May 8, 2025,
https://www.semanticscholar.org/paper/Standardization-Activities-on-Cognitive-Radio-
%E2%88%97-Y 0shino/394537a659ee5595f48f7df43d3b3e3d77945d20

105. Centralized Support Node for Mobility Management in Cognitive Radio Networks - DiVA portal,
accessed May 8, 2025, https://www.diva-portal.org/smash/get/diva2:832384/FULLTEXTO1.pdf

106. Cognitive Radio Networks: Technologies, Challenges and Applications - MDPI, accessed May 8,
2025, https://www.mdpi.com/journal/sensors/special_issues/LMGJ41H614

107. SPECTRUM SENSING TECHNIQUES IN COGNITIVE RADIO NETWORKS: A S URVEY -
AIRCC Publishing Corporation, accessed May 8, 2025,
https://airccse.org/journal/ijngn/papers/3211ijngn03.pdf

108. Spectrum Sensing for Cognitive Radio: Recent Advances and Future Challenge - PMC, accessed
May 8, 2025, https://pmc.ncbi.nlm.nih.gov/articles/PMC8037136/

109. Spectrum Sensing Techniques for Cognitive Radio Network | Pandit | Wireless Communication -
CiiT International Journal, accessed May 8, 2025,
https://www.ciitresearch.org/dl/index.php/wc/article/view/WC122013007

110. What are Cognitive Radio and Dynamic Spectrum Access - Wireless Innovation Forum, accessed

May 8, 2025,
https://www.wirelessinnovation.org/assets/documents/Introduction%20t0%20CR%20and%20DSA
.pdf

111. Developments in Cognitive Radio Networks: Future Directions for Beyond 5G | Request PDF,
accessed May 8, 2025,

https://www.researchgate.net/publication/357486050 Developments_in_Cognitive_Radio_Networ
ks _Future Directions_for_Beyond 5G

112. Applications of Cognitive Radio Networks: Recent Advances and Future Directions, accessed May
8, 2025,
https://www.researchgate.net/publication/290507607 _Applications_of Cognitive_Radio_Network
s_Recent_Advances_and_Future_Directions

113. Cooperative Spectrum Sensing Deployment for Cognitive Radio Networks for Internet of Things
5G Wireless Communication - SciOpen, accessed May 8, 2025,
https://www.sciopen.com/article/10.26599/TST.2023.9010065?issn=1007-0214

114. Developments in Cognitive Radio Networks: Future Directions for Beyond 5G, accessed May 8,
2025, https://www.amazon.com/Developments-Cognitive-Radio-Networks-
Directions/dp/3030646556

115. Cognitive Radio-Oriented Wireless Networks | springerprofessional.de, accessed May 8, 2025,
https://www.springerprofessional.de/en/cognitive-radio-oriented-wireless-networks/19021368

116. Shiwen Mao - Research - Towards Rich Multimedia Experience in Emerging Cognitive Radio
Networks - Samuel Ginn College of Engineering, accessed May 8, 2025,
https://www.eng.auburn.edu/~szm0001/proj_career10.html

IJFMR250344470 Volume 7, Issue 3, May-June 2025 18



https://www.ijfmr.com/
https://www.semanticscholar.org/paper/Standardization-Activities-on-Cognitive-Radio-%E2%88%97-Yoshino/394537a659ee5595f48f7df43d3b3e3d77945d20
https://www.semanticscholar.org/paper/Standardization-Activities-on-Cognitive-Radio-%E2%88%97-Yoshino/394537a659ee5595f48f7df43d3b3e3d77945d20
https://www.diva-portal.org/smash/get/diva2:832384/FULLTEXT01.pdf
https://www.mdpi.com/journal/sensors/special_issues/LMGJ4IH614
https://airccse.org/journal/ijngn/papers/3211ijngn03.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC8037136/
https://www.ciitresearch.org/dl/index.php/wc/article/view/WC122013007
https://www.wirelessinnovation.org/assets/documents/Introduction%20to%20CR%20and%20DSA.pdf
https://www.wirelessinnovation.org/assets/documents/Introduction%20to%20CR%20and%20DSA.pdf
https://www.researchgate.net/publication/357486050_Developments_in_Cognitive_Radio_Networks_Future_Directions_for_Beyond_5G
https://www.researchgate.net/publication/357486050_Developments_in_Cognitive_Radio_Networks_Future_Directions_for_Beyond_5G
https://www.researchgate.net/publication/290507607_Applications_of_Cognitive_Radio_Networks_Recent_Advances_and_Future_Directions
https://www.researchgate.net/publication/290507607_Applications_of_Cognitive_Radio_Networks_Recent_Advances_and_Future_Directions
https://www.sciopen.com/article/10.26599/TST.2023.9010065?issn=1007-0214
https://www.amazon.com/Developments-Cognitive-Radio-Networks-Directions/dp/3030646556
https://www.amazon.com/Developments-Cognitive-Radio-Networks-Directions/dp/3030646556
https://www.springerprofessional.de/en/cognitive-radio-oriented-wireless-networks/19021368
https://www.eng.auburn.edu/~szm0001/proj_career10.html

