~Y International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

Digital Frontiers: The Influence of Personal
Data Privacy Protection on E-business
Operational Practices in Guizhou City, China

Zhang Tao?, Lorenzo C. Lorenzo?

L.2Graduate School, Emilio Aguinaldo College, Manila, Philippines

Abstract

In the era of digital commerce, personal data privacy protection has become a critical aspect of e-business
operations. This study assesses the extent of implementation of personal data privacy protection measures
in a selected e-business and evaluates its impact on operational practices, including marketing, sales and
distribution, financial transactions, and service and support. Using a quantitative research approach, data
were collected from respondents representing different perceptions of privacy implementation and
operational efficiency. Findings revealed that while the company has effectively implemented data privacy
protection measures, certain areas require further development, particularly in consent mechanisms,
security audits, and transparency in financial transactions. A correlation analysis further revealed a
significant negative relationship between the extent of privacy protection implementation and operational
practice assessments, indicating potential trade-offs between privacy enforcement and business efficiency.
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Introduction

Historically, privacy was regarded as "the right to be left alone™ (Warren & Brandeis, 1890).
However, the advent of digital technologies has complicated this simple definition, prompting a
re-evaluation of what privacy truly entails in modern times (Solove, 2008).

With innovations like 10T, mobile technology, big data, and virtual assistants, the volume of data
and insights about individuals has surged. Modern consumers now have the right to access,
request, and opt out of their personal data, emphasizing the need for robust information
governance (1G). Traditional approaches to data privacy, such as isolated initiatives, may not
suffice in today's landscape. A more holistic 1G strategy should harmonize conflicting regulatory
demands and address them in a unified fashion, ensuring no overlaps or voids. When executed
correctly, advanced data privacy protocols can provide a distinctive advantage in the ever-
evolving digital marketplace. (Cohen et al. 2019)

The General Data Protection Regulation (GDPR) enacted in 2018 in the EU represents a significant
shift in how personal data is managed. GDPR introduces stringent rules on data processing,
transparency, and the rights of individuals to control their information (Voigt & Von dem Bussche,
2017). Its introduction has prompted organizations worldwide to reconsider their data handling
practices.
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Organizations are currently augmenting employee training programs to address privacy concerns
and regulations, with a particular focus on those tasked with data security responsibilities.
According to the findings of a benchmark survey, the primary areas of responsibility identified by
participants were data privacy and governance, which ranked as the top three priorities.
Subsequently, risk assessment and threat analysis were also recognized as significant areas of
concern. Data privacy has become a fundamental skill for security teams, who are currently
collaborating with privacy teams to guarantee appropriate management of allowed data access.
(Cisco, 2021)

Prominent enterprises are actively adjusting to this emerging paradigm, wherein the pivotal factor
Is in the restructuring of data operations to revolve around the principles of consent, insight, and
flow. (Rahnama & Pentland, 2022).

E-commerce is a modern business model that uses electronic platforms for product and service
delivery. It offers benefits like marketing, sales, distribution, financial transactions, and customer
support. Organizations can enhance product visibility through websites, online press releases, and
advertising. E-commerce platforms also provide solutions for supply chain management,
automated inventory systems, and online monitoring of dispatched items. In addition to traditional
product support, companies can offer customer assistance through online forums and chat
programs. (Justia, 2023)

This research examined the relationship by exploring how e-business are navigating this complex
interplay. With the significance of personal data becoming increasingly apparent in the digital era,
this exploration underscores how e-businesses in Guizhou City adapt, evolve, and innovate amidst
the stringent requirements of data protection, setting the stage for a comprehensive analysis of the
dynamics at play.

One of the noteworthy observations in recent literature is the emphasis on the strategic
implications of e-business models, particularly concerning customer relationship management,
infrastructure management, product innovation, and financial considerations (Osterwalder &
Pigneur, 2010). However, the e-business landscape isn't without challenges. With the digital
ecosystem's expansion, concerns about data privacy and security have taken center stage. Laudon
and Traver (2018) underline the importance of establishing trust in e-business environments,
emphasizing secure payment gateways, data encryption, and transparent privacy policies.
Another pivotal area highlighted in the literature is the role of supply chain management within
e-business. With the seamless flow of digital information, traditional supply chain models have
been disrupted, giving rise to digital supply chains that leverage real-time data for decision-
making (Chopra & Meindl, 2016). Furthermore, the role of sustainable software in improving
inter-departmental collaborations has emerged as a significant area of research, emphasizing
operational efficiency (Sokiyna & Agel, 2020). Lastly, the paradigm shift towards mobile
platforms suggests a need for businesses to reorient their e-business strategies, keeping the mobile-
first consumer base in mind.

As the current study delves deeper into e-business operational practices, this rich tapestry of
literature serves as a foundation, providing insights, perspectives, and a contextual understanding
of the dynamic e-business environment.
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Statement of the Problem

1. What is the profile of the respondents in terms of:

1.1. Sex;

1.2. Age;

1.3. Position?

2. What is the extent of implementation of the selected e-business on Personal Data Privacy
Protection in terms of:

2.1. collection;

2.2. storage;

2.3. preservation; and

2.4. management?

3. What assessment of the respondents on e-business operational practices in terms of:

3.1. Marketing;

3.2. Sales and distribution;

3.3. financial transactions;

3.4. service and support?

4. Is there a significant difference in the extent of implementation of the selected e-business on
Personal Data Privacy Protection when respondents are grouped according to profile?

5. Isthere asignificant difference in the assessment of the respondents on e-business operational
practices when respondents are grouped according to profile?

6. Isthere a significant correlation between extent of implementation of the selected e-business
on Personal Data Privacy Protection and assessment of the respondents on e-business
operational practices of the selected company?

Hypothesis

1. Thereis no significant difference in the extent of implementation of the selected e-business on

Personal Data Privacy Protection when respondents are grouped according to profile.

2. There is no significant difference in the assessment of the respondents on e-business

operational practices when respondents are grouped according to profile

3. There is no significant correlation between extent of implementation of the selected e-business

on Personal Data Privacy Protection and assessment of the respondents on e-business
operational practices of the selected company.

Research Methodology
The study used a quantitative descriptive comparative-correlational design to investigate the
implementation of Personal Data Privacy Protection in e-businesses. The research was conducted in a

cutt

ing-edge e-business platform in Guizhou City, China, a hub for businesses navigating the evolving

landscape of e-commerce, data security, and operational excellence. The study included employees from
selected e-businesses, selected from various departments to ensure a comprehensive understanding of their
practices.

The research instrument was designed to gauge the intricacies of e-business operational practices in

relation to Personal Data Privacy Protection. The instrument included structured items aimed at capturing

accurate responses from participants about their organization's practices, including data collection,
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storage, preservation, management, marketing, sales and distribution, financial transactions, and service
and support. The instrument underwent rigorous validation and pilot testing to assess its clarity and
relevance. Statistical analyses, such as Cronbach's alpha, were employed to establish the reliability of the
instrument. The findings provide a holistic perspective on e-business operational practices in relation to
Personal Data Privacy Protection, offering valuable insights for businesses looking to thrive in a digital
landscape.

This study involved obtaining consent from a Chinese e-business enterprise's management and distributing
questionnaires to employees. Clear instructions were given to ensure accurate completion, and reminders
were sent to encourage active participation. The data was then analyzed using descriptive statistics,
comparative analysis, and correlation analysis. The findings were presented in tables, charts, and graphs,
providing a comprehensive understanding of respondents' profiles and responses.

Summary of Findings

1. Profile of Respondents. The majority of the respondents were male (62.0%), with females comprising
38.0%. Managers formed the largest group (55.3%), followed by supervisors (16.0%), technical staff
(14.7%), and support staff (14.0%). In terms of age, the largest segment was the 25-35 age group
(47.3%), followed by the 46-55 (26.0%), 36-45 (14.0%), and 55 & above (12.7%) groups. The
demographic distribution indicates a predominantly young workforce with a strong managerial
presence.

2. Implementation of the Selected E-Business on Personal Data Privacy Protection. The overall
implementation of personal data privacy protection was rated as "Implemented" across all categories,
with varying levels of effectiveness. Data collection had an overall mean of 3.268, with the highest-
rated aspects being transparency in collection methods and opt-out options (3.69). Data storage was
also rated "Implemented" (3.232), with secured storage methods receiving the highest rating (3.53).
Data preservation showed an overall mean of 3.277, with the highest rating for ensuring data integrity
(3.53). Data management was rated highest in terms of staff training (3.64), contributing to an overall
mean of 3.423. While respondents acknowledged privacy protection efforts, areas such as data
transparency, security audits, and consent mechanisms could be improved.

3. Differences in Profile and Implementation of the Selected E-Business on Personal Data Privacy
Protection. No significant differences were found in the implementation of data privacy protection
when compared by sex, position, or age, as all p-values exceeded 0.05. This suggests that respondents,
regardless of demographic factors, perceived the extent of implementation similarly. The uniformity
in assessment indicates that privacy policies and security measures are applied consistently across
different groups.

4. Assessment of the Respondents on E-Business Operational Practices. The overall assessment of e-
business operational practices was rated as "Practiced” across all areas. Marketing received a mean of
3.355, with feedback integration (3.49) and privacy protection in campaigns (3.47) as strengths. Sales
and distribution had an overall mean of 3.409, with user-friendly purchasing processes (3.50) and
distribution reliability (3.49) rated highly. Financial transactions were rated 3.269 overall, with the
highest rating for transaction confirmation (3.45). Service and support had a mean of 3.295, with the
FAQ/help section receiving the highest rating (3.40). Respondents generally perceived the e-business
as operationally effective, though improvements in opt-out options, support accessibility, and
transparency in financial dealings were recommended.
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5. Differences in Profile and Assessment of the Respondents on E-Business Operational Practices. No
significant differences were found in respondents' assessments based on sex, as all p-values exceeded
0.05. Similarly, no significant differences were observed in operational practice assessments based on
job position, except for financial transactions (p=0.036), where support staff rated this aspect lower.
In terms of age, a significant difference was found in marketing perceptions (p=0.039), with
respondents aged 36-45 rating it higher than younger groups. This suggests that marketing strategies
may be more effective for middle-aged users, while younger users may require more tailored
approaches.

6. Correlation Between the Extent of Implementation of Personal Data Privacy Protection and

Assessment of E-Business Operational Practices. The overall correlation analysis (r=—0.306,p=0.000)
revealed a significant negative relationship between privacy protection implementation and
operational practice assessments. Significant negative correlations were found between data collection
and financial transactions (r=—0.244,p=0.003), data storage and financial transactions
(r=—0.179,p=0.029) and data preservation and service and support (r=—0.326,p=0.000). These findings
suggest that stricter data privacy measures may negatively impact perceptions of certain operational
practices, indicating a potential trade-off between privacy enforcement and user convenience.
Balancing strong data security with seamless e-business operations remains a key challenge for the
company.
Overall, the Pearson correlation coefficient result suggests that stricter data privacy measures,
particularly in collection, storage, preservation, and management, may be perceived as limiting or
restricting certain operational practices within the e-business. While privacy protection is crucial, these
findings highlight potential friction between maintaining strong data security and optimizing business
operations. Striking a balance between protecting user data and ensuring seamless, transparent, and
user-friendly operational practices could enhance both trust and business efficiency.

Conclusion

The e-business's workforce is predominantly male, with managers as the largest group. The majority of
respondents are younger, 25-35, indicating a dynamic workforce with leadership roles. The company has
successfully implemented personal data privacy protection measures, including staff training, data
integrity, and secure storage methods. However, areas like transparency in data collection, regular security
audits, and explicit user consent mechanisms need improvement. The company's privacy policies and
security measures are uniformly applied across all demographics. Despite the well-implemented e-
business operational practices, there are areas for improvement, such as making opt-out options more
accessible, enhancing customer support availability, and ensuring transparency in financial transactions.
A significant negative correlation was found between the extent of personal data privacy protection
implementation and respondents’ assessment of operational practices, suggesting a need for a balance
between robust privacy protection and seamless e-business operations.
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