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Abstract:

The advent of social media and e-commerce has dramatically reshaped marketing landscapes, giving rise
to influencer marketing as a dominant promotional strategy. This article critically examines the complex
legal framework governing influencer marketing and online advertising, highlighting the evolving
regulatory challenges and responsibilities for brands, influencers, and digital platforms. With the
increasing reliance on social endorsements, concerns surrounding deceptive advertising, consumer
protection, and data privacy have intensified. The paper explores international and national legal
instruments, including the guidelines issued by authorities such as the Federal Trade Commission (FTC)
in the U.S. and corresponding bodies in India. By evaluating case studies and current compliance trends,
the study identifies key legal pitfalls such as lack of disclosure, misleading claims, and non-compliance
with advertising standards. The analysis emphasizes the need for robust, adaptive regulations that balance
innovation with accountability. Ultimately, this research underscores the urgent call for clarity,
consistency, and enforcement in digital marketing practices to ensure ethical conduct and consumer trust.
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1. Introduction

The advent of digital technology and the widespread use of social media have transformed the way
businesses interact with consumers. In particular, the integration of social media platforms with e-
commerce has created a dynamic and fast-evolving marketing ecosystem. This convergence has enabled
brands to reach global audiences with unprecedented speed and efficiency, while consumers now have
greater access to products and services than ever before.

One of the most significant developments within this space is influencer marketing. This strategy
involves collaboration between brands and individuals—commonly referred to as influencers—who have
cultivated a substantial following on platforms such as Instagram, YouTube, TikTok, and Twitter. These
influencers are perceived as relatable and trustworthy by their followers, giving their endorsements a level
of credibility that traditional advertisements often lack. As a result, influencer marketing has emerged as
a powerful and cost-effective tool for product promotion, brand building, and customer engagement.
Simultaneously, online advertising has evolved through the use of sophisticated data analytics, artificial
intelligence, and algorithmic targeting. Advertisers can now track user behavior, preferences, and
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demographics to deliver personalized content that aligns with individual interests. This level of precision
has significantly increased the effectiveness of digital advertising campaigns, enabling businesses to
convert impressions into sales more efficiently.

However, the rapid growth of these marketing strategies has also introduced a host of legal and ethical
challenges. The blurred line between genuine content and paid promotion raises serious concerns about
transparency. Many consumers are unable to distinguish between authentic endorsements and sponsored
posts, leading to potential deception. Furthermore, the extensive collection and use of personal data for
targeted advertising have sparked debates about privacy rights, data protection, and informed consent.
There is also the issue of accountability—determining who is responsible when false claims are made or
when consumer trust is violated. Influencers, brands, and digital platforms often operate across national
borders, complicating regulatory oversight and legal enforcement.

Given these concerns, there is a pressing need to examine the legal frameworks that govern influencer
marketing and online advertising. This article aims to explore the emerging legal issues in this domain,
analyze the current regulatory landscape in India and other jurisdictions, and propose recommendations
for ensuring ethical and lawful marketing practices in the digital age.

2. Influencer Marketing: Concept and Growth

Influencer marketing is a modern marketing strategy that harnesses the popularity, credibility, and reach

of individuals who have established a significant presence on social media platforms. These individuals,

known as influencers, are seen as opinion leaders within specific niches such as fashion, fitness,

technology, travel, beauty, food, finance, and more. They create and share content that resonates with their

audience, often developing a strong personal connection and a sense of authenticity that traditional

advertisements fail to achieve.

2.1. The Concept of Influencer Marketing

At its core, influencer marketing is a form of word-of-mouth marketing amplified by the digital reach

of social media. Instead of directly promoting products through conventional channels like television or

print media, companies collaborate with influencers who then integrate promotional messages into their

content in a seemingly organic manner. These promotions may take the form of product reviews, tutorials,

unboxings, “day in the life” content, or even humorous or lifestyle-related posts that casually feature the

brand.

Influencers are typically categorized based on their follower count:

e Mega-influencers (celebrities and public figures with millions of followers)

e Macro-influencers (100,000 to 1 million followers)

e Micro-influencers (10,000 to 100,000 followers)

e Nano-influencers (fewer than 10,000 followers, but with highly engaged communities)

Each category serves different marketing goals, with nano- and micro-influencers often offering higher

engagement rates and niche targeting, while mega-influencers provide mass visibility.

2.2. Growth of Influencer Marketing

The growth of influencer marketing has been rapid and global. Factors contributing to this growth include:

e Increased Social Media Usage: The ubiquity of platforms like Instagram, YouTube, TikTok,
Snapchat, and X (formerly Twitter) has provided influencers with diverse and accessible channels to
engage audiences.

IJFMR250345519 Volume 7, Issue 3, May-June 2025 2



https://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

o Consumer Trust in Peer Recommendations: Studies show that consumers often trust peer reviews
and personal recommendations over traditional advertisements. Influencers, who are perceived as
more relatable than celebrities or corporate spokespersons, bridge this trust gap.

o Decline of Traditional Advertising Effectiveness: With the rise of ad-blocking technologies and
consumer fatigue from overt advertising, brands have sought alternative ways to connect with
audiences. Influencer marketing offers a subtler, content-driven alternative.

o Data-Driven Campaigns: Influencer marketing has evolved to become more structured and
measurable, with tools that track engagement metrics, conversion rates, and return on investment
(ROI).

e COVID-19 Pandemic Impact: The pandemic accelerated digital consumption and shifted more brand
marketing budgets to digital platforms, further fueling the influencer economy.

2.3. Blurring the Line Between Opinion and Promotion

Despite its advantages, influencer marketing presents unique legal and ethical challenges—chief among

them being transparency. Influencers often present paid promotions in the same tone and style as their

personal content, making it difficult for audiences to distinguish between genuine recommendations and
sponsored endorsements.

For example, an influencer might post a positive review of a skincare product without disclosing that they

were paid to do so. This creates a risk of consumer deception, especially when followers assume that the

influencer’s opinion is unbiased. In some cases, influencers promote products they have never used or fail
to research claims made by the brand, leading to misleading advertising.

This lack of clear boundaries has led to increased scrutiny by regulatory authorities, prompting the need

for standardized disclosure practices, compliance with consumer protection laws, and accountability for

both brands and influencers.

3. Legal Framework in India

As the influence of social media and digital marketing continues to grow, Indian lawmakers and regulatory

bodies have recognized the need to establish a clear legal framework to ensure that advertising—especially

through influencers—is honest, transparent, and accountable. Various legal instruments and guidelines
have been introduced to address deceptive marketing practices, protect consumer rights, and define the
responsibilities of influencers and digital platforms.

3.1. Consumer Protection Act, 2019

The Consumer Protection Act, 2019, is a landmark legislation that modernized India’s consumer

protection regime by incorporating provisions specifically related to digital commerce and advertising.

Key Provisions Relevant to Influencer Marketing:

e Misleading Advertisements: The Act defines a "misleading advertisement™ as any advertisement
which falsely describes a product or service, gives a false guarantee, or deliberately conceals important
information.

e Unfair Trade Practices: Endorsements that misrepresent product qualities or lead consumers to make
ill-informed decisions fall under unfair trade practices.

e Product Liability: Influencers can potentially be held liable for damages if it is proven that their
misleading endorsements caused harm to consumers.

e Central Consumer Protection Authority (CCPA):

o The CCPA has been empowered to investigate and act against false or misleading advertisements.
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o It can impose penalties on endorsers (influencers or celebrities) for non-compliance, including:

= A fine up to %10 lakhs for the first offence.

= Up to %50 lakhs and a ban on endorsements for repeat offences.

o The CCPA hasissued Guidelines for Prevention of Misleading Advertisements and Endorsements
for Misleading Advertisements (2022), which apply to influencers and digital marketers.

Implication for Influencers:

This law makes it clear that not only the manufacturers and advertisers but also the endorsers can be held

legally accountable for false claims, thus emphasizing the need for due diligence and responsible conduct.

3.2. ASCI Guidelines for Influencer Advertising in Digital Media (2021)

The Advertising Standards Council of India (ASCIl)—a self-regulatory voluntary organization—

released detailed guidelines in 2021 to regulate influencer marketing on digital platforms.

Highlights of the ASCI Guidelines:

e Mandatory Disclosures:

o Influencers must clearly label paid content with easily visible disclosures such as #ad, #sponsored,
#collaboration, or #partnership.

o These labels should not be hidden in hashtags or buried in captions—they must be placed
prominently.

e Format-Specific Rules:

o Invideo content, disclosures must be displayed at the beginning and remain visible for a sufficient
duration.

o For audio content, disclosures must be clearly announced at the start.

e Genuine Due Diligence:

o Influencers are required to verify any claims they make (e.g., “this cream reduces acne in 3 days”) to
avoid misleading consumers.

o They cannot promote products or services they have not personally used or experienced, especially in
categories like healthcare, finance, or personal safety.

o Contractual Responsibility:

o Influencers must ensure that their contracts with brands or agencies include clauses that allow them
to comply with the ASCI Code and disclosure obligations.

Enforcement:

Although ASCI does not have legal enforcement powers, it collaborates with platforms and regulatory

bodies to flag non-compliance. It can direct removal or modification of offending content and escalate

persistent violations to the CCPA.

3.3. Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021

The IT Rules, 2021, framed under the Information Technology Act, 2000, aim to establish a

comprehensive framework for regulating online content, digital news, and social media intermediaries,

including influencer activities.

Relevant Provisions:

o Due Diligence by Intermediaries:

o Social media platforms like Instagram, YouTube, and Facebook must ensure transparency in
advertisement practices and take down misleading or unlawful content upon notification.

e Grievance Redressal Mechanism:

o Platforms are required to have a system to receive complaints, including those related to deceptive inf-
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luencer promotions.
o Accountability of Digital Publishers:
o Digital news and content publishers must follow a Code of Ethics, which includes obligations
regarding advertising and content authenticity.
o Traceability of Originators:
o In some cases, platforms are required to trace the origin of a misleading message or promotional
campaign, which can aid in holding influencers accountable.
Implications:
While the IT Rules are not exclusively focused on influencer marketing, they play a supporting role by
holding platforms accountable for hosting or promoting content that misleads consumers or violates
other laws.
Together, these three regulatory instruments—the Consumer Protection Act, the ASCI Guidelines, and
the IT Rules—form the core of India’s evolving legal framework for influencer marketing. They reflect
a growing recognition of the power of digital influence and the corresponding need to protect consumers
from manipulation, misinformation, and exploitation.
To stay compliant, influencers, advertisers, and platforms must remain aware of their legal duties and
prioritize transparency, integrity, and fairness in all promotional activities.

4. Global Regulatory Approaches

As influencer marketing and online advertising reshape global commerce, countries have introduced

regulatory frameworks to address concerns around consumer protection, transparency, and accountability.

While the core issues—such as truthful advertising, clear disclosures, and liability—are broadly shared,

each jurisdiction adopts unique mechanisms to regulate these practices. The following comparative table

presents an overview of how India, the United States, the United Kingdom, and the European Union

approach influencer marketing and digital advertising, highlighting key legal provisions, enforcement

tools, and recent developments. This cross-jurisdictional analysis offers valuable insights for refining

India’s evolving digital advertising landscape.

4.1. United States — FTC Guidelines

The Federal Trade Commission (FTC) is the principal regulatory body overseeing advertising and

marketing practices in the United States. With the growing prevalence of influencer marketing, the FTC

has issued detailed endorsement guidelines to address deceptive practices on social media.

Key Provisions:

« Mandatory Disclosure of Material Connections:

o Influencers must clearly and conspicuously disclose any material connection they have with a
brand, including:

= Monetary compensation

= Free products

= Discounts, gifts, or services

= Family or personal relationships

o Acceptable disclosures include #ad, #sponsored, or “Thanks to [brand] for the free product.” These
must be easily visible in posts and videos.

e Truthful Endorsements:

o Influencers must actually use the product they endorse.
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o Claims made in promotions (e.g., “this cream cures acne in two days”) must be substantiated by
evidence, especially for health, safety, or performance claims.

o Platform Independence:

o Disclosure rules apply regardless of platform—whether on Instagram, YouTube, TikTok, or podcasts.

o The FTC does not accept disclosure buried in captions, hidden in hashtags, or available only after
users click “more.”

o Enforcement & Penalties:

o Both influencers and companies can be held liable for deceptive marketing.

o Penalties include fines, cease-and-desist orders, and reputational damage.

o Recent FTC enforcement actions have targeted influencers who failed to disclose sponsorships or
misrepresented products.

Notable Update (2023):

In July 2023, the FTC issued revised Endorsement Guides, emphasizing:

e Clarity in child-directed advertising.

« Accountability for fake reviews and deceptive endorsements.

« Higher scrutiny of micro-influencers and affiliate marketing.

4.2. United Kingdom — CAP Code and ASA Oversight

The Committee of Advertising Practice (CAP) is the UK’s self-regulatory body that sets rules for

advertising content. The Advertising Standards Authority (ASA) enforces the CAP Code and oversees

influencer marketing regulations.

Key Provisions of the CAP Code:

e Ad Labelling Requirement:

o Influencer content must be clearly labelled as advertising when:

= The influencer receives payment, gifts, or incentives.

= The brand has editorial control over the content.

o Acceptable disclosures include #Ad, #Advertisement, or placing “Paid Partnership” in the post
heading.

o Joint Liability:

o Both brands and influencers are jointly responsible for ensuring the ad complies with UK
advertising law.

o Brands cannot avoid liability by claiming lack of involvement if they provided compensation.

e Authenticity of Endorsements:

o Influencers must not exaggerate claims or mislead consumers.

o Comparative claims (e.g., “better than other brands”) must be objectively verified.

e Guidance for Emerging Platforms:

o The ASA has extended these rules to platforms like TikTok, Snapchat, Twitch, and podcasts.

o Even ephemeral content (e.g., Instagram Stories) must be compliant.

e Enforcement Mechanisms:

o The ASA can publicly name and shame violators, request removal of non-compliant content, and
refer serious breaches to Trading Standards for legal action.

Educational Focus:

The ASA also conducts awareness campaigns and provides templates and checklists to help influencers

comply with the CAP Code.
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4.3. European Union — Digital Services Act (DSA)
The Digital Services Act (DSA), adopted in 2022 and enforced from 2024 onwards, is a sweeping
regulatory framework designed to overhaul how online platforms operate within the EU, especially with
regard to advertising transparency, algorithmic accountability, and consumer safety.
Key Provisions Related to Influencer Marketing and Advertising:
e Advertising Transparency:
o Platforms must inform users when they are being shown an advertisement.
o Users must be able to identify:
= That the content is an ad
= Who paid for the ad
= Why the user is being targeted (e.g., based on location, interests)
o Responsibility of Platforms:
o Very large online platforms (VLOPs), like Meta (Facebook, Instagram) and YouTube, have enhanced
obligations, including:
= Risk assessments regarding misinformation and harmful content
= Internal grievance mechanisms
= Annual transparency reports
o Content Moderation and Algorithm Disclosure:
o Platforms must be transparent about how content is ranked, recommended, and removed,
including influencer content.
o Users must have more control over algorithmic feeds, especially for advertising.
o Liability for Influencers Operating as Businesses:
o Influencers whose content constitutes commercial communication may be subject to consumer
protection and advertising laws.
o This makes it harder for influencers to hide behind “personal opinion” when endorsing products for

pay.

e Cross-Border Enforcement:
o The DSA includes mechanisms for cooperation among EU member states, ensuring consistent
enforcement across countries.

Comparative table:

Aspect India United States — | United Kingdom | European Union
P FTC _ CAP/ASA _DSA
- Central Consumer
. . European
Protection Committee of ..
. Federal Trade .. Commission
Authority (CCPA) .. Advertising . -
Regulatory Body Commission . National  Digital
- ASCI  (self- Practice  (CAP) .
(FTC) Services
regulatory) Enforced by ASA .
: Coordinators
- MeitY
- Consumer CAP Code (Non-
. FTC - .
Key Protection Act, Endorsement broadcast) Digital  Services
Laws/Guidelines | 2019 Guidelines ASA Act (2022)
- ASCI Guidelines Enforcement
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(2021)
- IT Rules, 2021
i Disclosure
Mandatory Disclosure of .
. . . required  when | Platforms must
. disclosure using | material -
Disclosure ) . : both  payment | indicate that
i clear labels like | connections like i
Requirement . and brand | contentisan ad and
#ad, #sponsored, | gifts, payments, i )
. . : control are | who paid for it
or #collaboration | or incentives
present

Must use terms

Platforms must

Must be clear, | Labels like #ad, | ,. . .
. like #Ad, “Paid | also disclose why
Type of | prominent, and not | #sponsored, or s
g . . . Promotion, or | users were
Disclosures buried in hashtags | verbal/written .
. similar targeted (e.g.,
or captions statements . : . .
visual/audio tags | interests, location)
Influencers, brands Platforms
' " | Both influencers | Joint liability of | primarily liable;
N and endorsers can .
Liability . and brands are | brands and | influencers may be
be penalized by liable influencers liable if actin
CCPA . g
commercially
Includes video, | Applies to Very
Appli r I . i hemeral | Lar nlin
pp es across a Al social  and audio, ephemeral | Large Online
Platform Scope | social platforms and content platforms content (e.g., | Platforms
digital media P Stories), Twitch, | (VLOPS) and
etc. intermediaries
Must not | Platforms must
Influencers  must | Endorsers  must R— or | prevent decentive
Substantiation of | verify product | use the product _gg P P
: . . mislead; or harmful ads and
Claims claims and conduct | and substantiate - . .
- i objective disclose targeting
due diligence claims X .
evidence needed | logic
. ASA can name-
- CCPA: Finesupto i .
. and-shame, Fines, audits,
R10-50 lakh and | Fines, legal .
Enforcement : .| require  content | transparency
i endorsement bans | actions,  public
Mechanism . . removal, or refer | reports, and user
- ASCI: Notice, | warnings . .
to Trading | grievance systems
takedown requests
Standards
- DSA entered into
- CCPA Guidelines . .
(2022) 2023 FTC update: | ASA  extending | force in 2024;
Recent . New rules on fake | regulation to new | major focus on
- Rising awareness ) . . . .
Developments reviews, child | media and micro- | algorithmic
and  enforcement . .
. content influencers accountability and
campaigns
safety
- Consumer | -  Transparency | -  Clarity in |- Platform
Focus Areas protection - Truthful | promotional responsibility
- Misleading ads | endorsements content - Ad targeting
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India is progressively strengthening its regulatory approach to influencer marketing and online advertising
by combining statutory provisions, self-regulatory guidelines, and digital platform rules. Through laws
like the Consumer Protection Act, 2019, the ASCI Guidelines (2021), and the Information Technology
Rules, 2021, India is aligning its practices with global standards. The United States emphasizes
transparency in advertising by requiring disclosure of material connections and truthful endorsements
under the Federal Trade Commission’s guidelines. The United Kingdom, through the CAP Code and ASA
enforcement, places strong emphasis on the clarity of promotional content and holds both influencers and
brands jointly liable for violations. Meanwhile, the European Union's Digital Services Act (DSA) takes a
systemic approach by imposing broad obligations on large digital platforms, focusing on ad targeting
transparency, algorithmic accountability, and consumer empowerment. Together, these jurisdictions
reflect a global trend toward enhanced accountability, transparency, and ethical responsibility in digital
advertising and influencer promotions.

5. Legal Challenges

The burgeoning field of influencer marketing and online advertising presents numerous legal challenges
that regulators, brands, influencers, and consumers must navigate. These challenges stem from the digital
ecosystem's complexity, evolving consumer expectations, and emerging legal standards. Below is a
detailed analysis of the key issues, supported by relevant Indian case studies.

5.1. Misleading Advertisements

Ambiguities in influencer endorsements frequently result in misleading advertisements. When
influencers promote products or services without clear disclosure that the content is paid or sponsored,
followers may perceive such endorsements as genuine personal opinions. This lack of transparency
undermines consumer trust and violates advertising norms established under India’s Consumer
Protection Act, 2019, and ASCI Guidelines, 2021.

Case Study: In 2023, Snapdeal faced criticism after multiple influencers endorsed products with
overstated discounts during festival sales. Complaints filed with the Advertising Standards Council of
India (ASCI) highlighted that these promotions created false impressions of savings, leading ASCI to
advise the involved influencers and the brand to ensure greater transparency and accurate claims. This
case underscores the challenge of preventing disguised promotional content from misleading consumers.
5.2. Data Privacy and Targeted Advertising

Online advertising depends heavily on the collection and analysis of user data to deliver personalized
content. However, this practice raises significant data privacy concerns, particularly when data is
collected or used without informed consent. India’s recently enacted Digital Personal Data Protection
Act, 2023 mandates strict compliance regarding user consent, data minimization, and transparency.
Similarly, the EU’s General Data Protection Regulation (GDPR) sets rigorous global standards for
personal data protection.

Case Study: An Instagram influencer in India was investigated in 2023 for allegedly sharing followers’
personal information with third-party advertisers without explicit consent. Authorities issued warnings
emphasizing adherence to the Digital Personal Data Protection Act. This case illustrates the growing
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enforcement focus on protecting consumer privacy and ensuring that targeted advertising practices respect
legal boundaries.

5.3. Jurisdictional Complexities

The global reach of social media platforms complicates regulatory enforcement, especially when
influencers based in one country promote products to consumers in another jurisdiction. Differing legal
regimes create challenges regarding which laws apply and how enforcement can be effectively
coordinated.

Case Study: In 2024, a beauty influencer based in India promoted a skin cream manufactured overseas
that was later found to contain harmful substances. Consumers lodged complaints in India, but the foreign
manufacturer contested Indian jurisdiction. This incident highlights the difficulties regulators face in
cross-border enforcement and the need for international cooperation and harmonization of standards to
address such issues effectively.

5.4. Accountability and Traceability

Assigning clear accountability and traceability for misleading or harmful influencer content remains a
major challenge. The responsibilities of platforms, brands, and influencers often overlap, creating
ambiguity about who is liable when consumers are misled or harmed. Effective regulation requires clearly
defining these roles and ensuring transparent attribution of promotional content.

Case Study: In 2023, the Ministry of Electronics and Information Technology (MeitY) issued legal
notices to several Indian influencers promoting cryptocurrency platforms without appropriate disclosures
or risk warnings. This case underscored the importance of influencer accountability, especially in high-
risk sectors, and the need for strict compliance with disclosure norms to protect consumers from financial
harm.

These legal challenges demonstrate the complexity of regulating influencer marketing and online
advertising in India’s rapidly evolving digital environment. Addressing misleading advertisements,
safeguarding data privacy, navigating jurisdictional issues, and clarifying accountability require a
coordinated approach among regulators, platforms, brands, and influencers. Recent Indian case studies
emphasize the increasing regulatory scrutiny and the critical need for clear legal frameworks to ensure
transparency, consumer protection, and ethical marketing practices.

6. Best Practices and Recommendations

As influencer marketing and online advertising continue to evolve and expand globally, establishing clear

best practices is crucial to protect consumers, uphold ethical standards, and foster trust in digital

commerce. These recommendations serve as guiding principles for influencers, brands, platforms,

regulators, and consumers worldwide, with specific attention to India’s emerging regulatory landscape.

6.1. Mandatory Disclosure

Clear and conspicuous disclosure of paid promotions is the cornerstone of ethical influencer marketing.

Influencers should consistently use standardized, easily understandable labels such as #ad, #sponsored,

or #collaboration to clearly communicate when content is promotional. These disclosures must be placed

prominently—ideally at the beginning of posts or videos—to avoid any ambiguity for the viewer.

e Global context: Regulatory bodies like the US Federal Trade Commission (FTC) and the UK’s
Committee of Advertising Practice (CAP) have set explicit disclosure requirements that India can
further emulate and enforce rigorously.
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o India’s position: Though ASCI guidelines recommend such disclosures, mandatory enforcement and
clearer regulatory directives can enhance compliance, reducing misleading endorsements.

6.2. Brand Responsibility

Brands must take proactive responsibility for the content they sponsor and the influencers they collaborate

with. This includes:

e Conducting due diligence on influencer practices to ensure compliance with legal standards and
ethical norms.

e Providing clear guidelines on disclosure requirements and truthful advertising.

e Monitoring influencer content for accuracy and misleading claims, with the authority to revoke
partnerships if violations occur.

e Global context: Leading brands worldwide integrate compliance checks as part of influencer
campaigns to mitigate reputational and legal risks.

o India’s position: As influencer marketing grows, Indian brands should institutionalize such
compliance frameworks, supported by regulatory encouragement and penalties for non-compliance.

6.3. Platform Vigilance

Social media platforms play a pivotal role as intermediaries hosting influencer content and advertising.

Platforms should:

o Develop and implement robust content monitoring and moderation tools to detect undisclosed paid
promotions and misleading advertisements.

o Facilitate easy reporting mechanisms for users to flag suspicious content.

o Use algorithmic transparency to disclose how sponsored content is promoted or prioritized.

e Global context: The European Union’s Digital Services Act (DSA) exemplifies a regulatory push for
platform accountability, setting a benchmark for others to follow.

« India’s position: Indian digital platforms can benefit from adopting advanced Al-powered moderation
and collaborate with regulatory bodies to ensure compliance with Information Technology Rules,
2021.

6.4. Consumer Awareness

Empowering consumers with the knowledge to identify and critically assess influencer content is essential.

Awareness campaigns should:

« Educate users about common indicators of sponsored content and the significance of disclosures.

« Highlight potential risks of misleading advertising and privacy concerns related to targeted ads.

« Encourage consumers to report deceptive or non-compliant content.

o Global context: Many countries incorporate media literacy programs into education and public
outreach to build consumer resilience.

« India’s position: Given the rapidly expanding digital user base, India must prioritize mass awareness
initiatives in multiple languages to improve digital literacy and protect vulnerable consumer groups.

6.5. International Cooperation

Given the cross-border nature of social media and e-commerce, harmonizing advertising standards and

enforcement mechanisms internationally is vital. Cooperation between regulatory authorities can:

« Facilitate information sharing and joint investigations in cases involving multiple jurisdictions.

« Promote the adoption of common disclosure standards and best practices.

o Develop frameworks for mutual recognition of enforcement actions to deter violations effectively.
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o Global context: Organizations like the International Consumer Protection and Enforcement Network
(ICPEN) provide platforms for such collaboration.

o India’s position: Active participation in international regulatory forums can help India align its
policies with global standards and tackle jurisdictional enforcement challenges effectively.

The dynamic landscape of influencer marketing and online advertising demands coordinated efforts across

stakeholders worldwide. Implementing mandatory disclosure, ensuring brand accountability, enhancing

platform vigilance, fostering consumer awareness, and encouraging international cooperation form the

pillars of a robust regulatory and ethical framework. For India, embracing these best practices alongside

ongoing legislative reforms will not only protect consumers but also promote a transparent and trustworthy

digital marketplace that benefits influencers, brands, and users alike.

7. Conclusion

The rapid expansion of influencer marketing and online advertising has profoundly reshaped India’s
digital commerce landscape, creating novel opportunities alongside complex legal and ethical challenges.
The evolving nature of these marketing practices necessitates a commensurate evolution of regulatory
frameworks to effectively safeguard consumer interests, ensure transparency, and uphold accountability
within this dynamic environment.

India’s legislative and regulatory response—including the Consumer Protection Act, 2019, the
Advertising Standards Council of India’s (ASCI) guidelines, and the recent Digital Personal Data
Protection Act, 2023—marks significant progress in addressing the multifaceted issues inherent in digital
advertising. However, these laws and guidelines remain in a nascent stage with regard to their enforcement
efficacy, particularly given the rapidly shifting digital ecosystem and the pervasive influence of cross-
border digital platforms.

A comprehensive regulatory approach in India must integrate stringent disclosure mandates, enhanced
due diligence by brands, and increased platform accountability, complemented by proactive regulatory
oversight and consumer empowerment initiatives. Legal challenges such as misleading advertisements,
data privacy violations, jurisdictional ambiguities, and complex liability structures demand nuanced and
coordinated enforcement strategies, including cooperation with international regulatory bodies.
Moreover, the role of judicial interpretation and regulatory clarifications will be crucial in delineating the
scope of liability among influencers, brands, and platforms. Strengthening mechanisms for swift redressal
and effective deterrence will reinforce the legal regime’s credibility and adaptability.

In sum, India stands at a critical juncture where the harmonization of legislative mandates, regulatory
vigilance, and stakeholder responsibility can forge a resilient legal framework. Such a framework must
balance innovation in digital marketing with the imperatives of consumer protection, ethical advertising,
and data privacy—thereby underpinning a fair, transparent, and accountable digital marketplace in
accordance with constitutional and statutory principles.
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