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Abstract

This paper compares data protection laws in India, the UK, and the USA, focusing on the transition from
consent to compliance. It examines how each country defines consent, enforces compliance, and manages
cross-border data transfers. While India’s 2023 law emphasizes explicit consent and accountability, the
UK follows GDPR-based strict standards, and the USA adopts a fragmented, sectoral approach. The study
highlights key differences and common goals in safeguarding personal data in a global digital
environment.

1. Introduction

In today’s digital era, personal data has emerged as one of the most valuable assets, driving innovation,
economic growth, and social connectivity. However, the exponential increase in data generation and
processing has raised significant concerns about privacy, security, and individual autonomy. Data
protection laws worldwide seek to address these concerns by establishing legal frameworks that regulate
how personal data is collected, processed, stored, and shared. Central to these frameworks is the concept
of consent, which serves as the foundational legal basis for many data processing activities. Consent
empowers individuals to exercise control over their personal information, ensuring that organizations
process data transparently and responsibly.

Despite the universal importance of consent, the ways in which countries define, implement, and enforce
consent requirements vary considerably. Moreover, obtaining consent is only the first step; ensuring
ongoing compliance with data protection laws involves a complex set of obligations, including data
security measures, breach notifications, accountability mechanisms, and enforcement by regulatory
authorities. These compliance requirements are crucial to translating the principle of consent into practical
protections for data subjects.

India, the United Kingdom (UK), and the United States of America (USA) represent three distinct legal
and regulatory traditions that illustrate the diversity in approaches to data protection. India has recently
introduced the Digital Personal Data Protection Act, 2023, marking a significant shift towards a
comprehensive data protection regime with a strong emphasis on consent and accountability. The UK,
having incorporated the European Union’s General Data Protection Regulation (GDPR) into its domestic
law through the Data Protection Act 2018, maintains one of the most rigorous and mature data protection

! Paul M. Schwartz & Daniel J. Solove, The PII Problem: Privacy and a New Concept of Personally Identifiable Information,
86 N.Y.U. L. Rev. 1814, 1820-25 (2011),
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frameworks globally. Meanwhile, the USA relies on a sectoral and state-based patchwork of privacy laws,
reflecting its unique federalist system and balancing privacy with innovation and economic interests.
This paper aims to provide a comparative examination of how these three jurisdictions approach the
journey from consent to compliance. By analyzing their legal frameworks, consent standards, enforcement
mechanisms, and compliance challenges, the study seeks to offer insights into the evolving landscape of
data protection and the implications for individuals, businesses, and policymakers operating in an
increasingly interconnected digital world.

2. Legal Frameworks Overview

India

India’s Digital Personal Data Protection Act, 2023 (DPDP Act)? marks the country’s first comprehensive
data protection law. It mandates explicit, informed, and purpose-specific consent for processing personal
data, with heightened requirements for children and persons with disabilities. The Act also imposes
obligations such as appointing Data Protection Officers, conducting data protection impact assessments,
and adhering to audits. Cross-border data transfers are permitted unless restricted by the government, with
penalties reaching up to INR 250 crore (~$33 million) for violations.

United Kingdom

The UK enforces the Data Protection Act 2018, which incorporates the EU’s GDPR principles post-
Brexit. Consent under the UK law must be freely given, specific, informed, and unambiguous. The UK’s
Information Commissioner’s Office (ICO) oversees compliance, requiring organizations to implement
data protection by design and default, notify breaches within 72 hours, and respect data subject rights such
as access, rectification, and erasure.

United States

The USA lacks a single comprehensive federal data protection law. Instead, it relies on sectoral laws (e.g.,
HIPAA for health information) and state laws like the California Consumer Privacy Act (CCPA)*. Consent
requirements vary; some laws require opt-in consent for sensitive data, while others allow opt-out
mechanisms. Enforcement is decentralized, primarily through the Federal Trade Commission (FTC) and
state attorneys general.

3. Consent: Standards and Practices

India®

The DPDP Act requires consent to be informed, timely, unambiguous, and narrowly tailored to the
processing purpose. It notably raises the age of consent to 18, demanding verifiable parental consent for
minors, aligning with global best practices. Consent withdrawal must be facilitated easily. The Act also
introduces the role of a Consent Manager, a registered person acting on behalf of data principals to manage
consent.

2 Digital Personal Data Protection Act, No. 22 of 2023, Gaztte of India, Aug. 11, 2023,
https://egazette.nic.in/WriteReadData/2023/248614.pdf.

3 Data Protection Act 2018, ¢. 12 (UK), https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted.

4 California Consumer Privacy Act of 2018, Cal. Civ. Code 8§ 1798.100-1798.199 (West 2023),
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV &title=1.81.5.

5 Anirudh Burman, Understanding India's New Data Protection Law, Carnegie Endowment for Int’l Peace (Oct. 5, 2023),
https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-protection-law.
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UKS®

The UK’s consent framework under GDPR principles demands that consent be freely given, specific,
informed, and explicit for sensitive data. Organizations must document consent and provide mechanisms
for withdrawal. Special protections exist for children’s data, requiring parental consent under certain age
thresholds.

USA'’

Consent standards vary widely. The Children’s Online Privacy Protection Act (COPPA) requires
verifiable parental consent for children under 13. State laws like CCPA emphasize consumer rights to opt-
out rather than opt-in, reflecting a more flexible approach. Sectoral laws may have stricter or looser
consent requirements depending on the context.

4. Compliance Mechanisms and Enforcement

India

Compliance under the DPDP Act involves appointing Data Protection Officers, conducting audits, and
submitting to data protection impact assessments. The Act empowers a Data Protection Board to oversee
enforcement, investigate breaches, and impose penalties. Cross-border data transfers require contracts
ensuring adequate protection. However, the detailed rules and guidelines are still evolving.

UK

The ICO enforces compliance rigorously, with powers to issue fines up to £17.5 million or 4% of global
turnover. Organizations must report breaches within 72 hours and demonstrate compliance through
documentation and impact assessments. The UK also emphasizes data protection by design and default.
USA8

Enforcement is fragmented. The FTC acts against unfair or deceptive practices, including privacy
violations. State laws provide additional enforcement mechanisms and penalties. Compliance is often
voluntary outside regulated sectors, leading to variability in standards. However, recent state laws have
increased obligations for transparency and consumer control over data.

5. Cross-Border Data Transfers and Compliance Challenges®

India permits cross-border transfers unless government restrictions apply, but the absence of clear
adequacy or standard contractual clause frameworks complicates compliance for multinational firms. The
UK allows transfers to countries with adequate protections or under binding corporate rules, facilitating
international data flows. The USA generally permits free data flow but faces scrutiny over privacy
adequacy from other jurisdictions

6 David Erdos, The UK Reform of Data Protection: Impact on Data Subjects, Harm Prevention, and Regulatory Probity,
ResearchGate (2023),

https://www.researchgate.net/publication/367820662_The UK_reform_of data protection_impact on_data subjects harm
prevention_and_regulatory probity.

" Alan R. Dennis et al., The Case of the California Consumer Privacy Act (CCPA), 39 J. Strategic Info. Sys. 101680 (2020),
https://www.sciencedirect.com/science/article/pii/S0736585320300903.

8 Amit Elazari et al., Measuring Compliance with the California Consumer Privacy Act, in Proc. ACM Conf. on Fairness,
Accountability, and Transparency (FAccT) 2024, https://dl.acm.org/doi/10.1145/3613904.3642597.
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6. Comparative Summary

The consent standards across India, the UK, and the USA exhibit both convergence and divergence shaped
by their legal cultures and policy priorities. In India, the Digital Personal Data Protection Act (DPDP)
2023 mandates explicit and informed consent, with a notable emphasis on verifiable parental consent for
minors aged 18 and below. This higher age threshold reflects India’s cautious approach to protecting
vulnerable populations. The UK, operating under the Data Protection Act 2018 aligned with the GDPR,
requires consent to be freely given, specific, informed, and explicit, with age of consent varying between
13 and 16 years depending on the context. In contrast, the USA follows a more fragmented approach:
while the Children’s Online Privacy Protection Act (COPPA) requires verifiable parental consent for
children under 13, many other privacy laws allow opt-out mechanisms instead of strict opt-in consent,
reflecting a more flexible and sector-specific regulatory environment.

Compliance obligations also differ significantly. India’s DPDP Act imposes comprehensive requirements
such as appointing Data Protection Officers, conducting audits, and performing data protection impact
assessments to ensure accountability. The UK similarly mandates organizations to implement strong
compliance measures, including breach notification within 72 hours and data protection by design and
default principles. Enforcement is centralized under the Information Commissioner’s Office (ICO), which
wields substantial authority to impose fines and sanctions. In the USA, compliance is more decentralized
and sectoral, with the Federal Trade Commission (FTC) and various state authorities overseeing
enforcement. While some sectors have stringent compliance rules, others operate under voluntary or
minimal requirements, leading to variability in enforcement intensity.°

Regarding cross-border data transfers, India permits such transfers unless specifically restricted by the
government, but the absence of clear adequacy frameworks or standardized contractual clauses creates
uncertainty for multinational companies. The UK facilitates international data flows more smoothly by
allowing transfers to countries recognized as providing adequate data protection or through binding
corporate rules and standard contractual clauses. The USA generally permits free cross-border data
transfers, though certain state laws may impose restrictions, and international partners often question the
adequacy of US privacy protections.

Finally, penalties for non-compliance vary widely.!! India’s DPDP Act allows for fines up to INR 250
crore (approximately $33 million), signaling a strong regulatory intent to deter violations. The UK’s ICO
can impose fines up to £17.5 million or 4% of a company’s global turnover, reflecting the GDPR’s
stringent enforcement regime. In contrast, penalties in the USA depend on the specific law and jurisdiction,
ranging from modest fines to significant sanctions in certain sectors, but overall tend to be less uniformly
severe compared to India and the UK.

7. Conclusion

The comparative examination of data protection laws in India, the UK, and the USA reveals a complex
and evolving landscape where the principle of consent serves as a critical foundation but is embedded
within broader compliance frameworks that vary significantly across jurisdictions. India’s Digital Personal
Data Protection Act, 2023, represents a landmark step toward establishing a comprehensive legal regime
that prioritizes explicit, informed consent and introduces robust compliance obligations. Its emphasis on

10 Prabha Kotiswaran, Data Protection in India: Challenges and Prospects, 18 Int’l Data Privacy L. 1 (2023),
https://academic.oup.com/idpl/article/18/1/1/6598721;
11 Julie E. Cohen, Between Truth and Power: The Legal Constructions of Informational Capitalism 215-250 (2019
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verifiable parental consent, appointment of Data Protection Officers, and mechanisms such as data
protection impact assessments demonstrates India’s commitment to aligning with global best practices
while addressing its unique socio-economic context. However, the practical effectiveness of the Act will
depend heavily on the development of detailed rules, regulatory capacity, and enforcement rigor in the
coming years.

The UK’s data protection framework, grounded in the GDPR and codified through the Data Protection
Act 2018, continues to set a global benchmark for consent and compliance. Its stringent standards for
obtaining consent, coupled with strong enforcement powers vested in the Information Commissioner’s
Office, create a comprehensive environment that protects individual privacy rights while facilitating
responsible data use. The UK’s approach highlights the importance of transparency, accountability, and
data protection by design, ensuring that consent is meaningful and that organizations remain compliant
throughout the data lifecycle.

In contrast, the USA’s sectoral and state-based approach reflects a pragmatic balance between protecting
privacy and fostering innovation. While this results in a patchwork of consent standards and compliance
requirements, recent developments such as the California Consumer Privacy Act (CCPA) and other state
laws indicate a growing recognition of the need for stronger privacy protections. However, the absence of
a unified federal data protection law continues to pose challenges for consistent enforcement and
comprehensive consumer protection.

Across all three jurisdictions, the journey from consent to compliance is marked by ongoing challenges.
These include ensuring that consent is truly informed and freely given, managing the complexities of
cross-border data flows, addressing technological advancements such as artificial intelligence and big data
analytics, and balancing privacy with national security and economic interests. For multinational
organizations, navigating these divergent legal regimes requires sophisticated data governance strategies
and a proactive approach to compliance.

Looking forward, greater international cooperation and harmonization of data protection standards could
help reduce compliance burdens and enhance privacy protections globally. Policymakers must also focus
on strengthening regulatory institutions, promoting transparency, and fostering public awareness about
data rights. Ultimately, the effectiveness of data protection laws hinges not only on legal provisions but
also on their practical implementation, enforcement, and the evolving relationship between individuals,
technology, and the digital economy.

In conclusion, while India, the UK, and the USA differ in their approaches, they share a common goal:
safeguarding personal data in a manner that respects individual rights and supports the responsible growth
of the digital ecosystem. Understanding these differences and commonalities is essential for shaping future
data protection policies that are both effective and adaptable to the rapidly changing cyberspace landscape.
If you want, | can help you expand other parts or add more detailed case studies and examples to enrich
the paper further.

References

1. Personal Data Privacy Laws In USA, UK & India - The Legal School

2. Comparing Global Privacy Regimes Under GDPR, DPDP Act and US Data Protection Laws - Cyril
Amarchand

3. India’s Digital Personal Data Protection Act 2023 vs. the GDPR - Global Privacy Blog

4. Data Protection Frameworks of India and the US - IDSA

IJFMR250345887 Volume 7, Issue 3, May-June 2025 5



https://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

Cross Border Data Transfers under the DPDP Act - Leegality

GDPR V India’s DPDP Act: Key Differences and Compliance Implications - Legal500
Transfer in India - Data Protection Laws of the World - DLA Piper

Cross Border Data Transfer: Global Data Compliance Strategies - Duality Tech

N o o

IJFMR250345887 Volume 7, Issue 3, May-June 2025



https://www.ijfmr.com/

