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Abstract:

We propose Sparse-ANNS, a hardware-aware inference engine for Detector Agents in Multi-Agent
Anomaly Detection Systems (MAS-ADS), designed to achieve real-time anomaly detection with sub-
millisecond latency. The increasing demand for low-latency fraud investigation in high-velocity
transactional data streams necessitates a paradigm shift from dense to sparse computation, yet existing
systems often fail to balance efficiency and accuracy. The proposed method integrates sparse tensor
computation with Approximate Nearest Neighbor Search (ANNS), reformulating the inference pipeline
into three novel modules: a sparse feature embedding layer with pruned attention, a hardware-optimized
ANNS graph with memory hierarchy-aware partitioning, and a dynamic thresholding unit calibrated via
graph regularization. These components collectively address the inefficiencies of traditional dense
processing while preserving detection performance. Moreover, the system employs non-uniform
quantization for input compression and federated meta-learning for adaptive ensemble scoring, enabling
seamless integration with conventional MAS-ADS modules. Implemented with state-of-the-art
technologies such as TensorRT-LLM and FAISS-IVFPQ, Sparse-ANNS demonstrates a 92% reduction
in 99th-percentile inference latency compared to baseline systems, maintaining an AUROC above 0.95 on
real-world fraud datasets. The significance of this work lies in its unified approach to sparse computation
and hardware-aware optimization, which bridges the gap between theoretical advances in ANNS and
practical constraints of real-time agentic systems.

1 Introduction

The rapid evolution of digital ecosystems has intensified the demand for real-time anomaly detection in
agentic architectures, where autonomous agents must process high-velocity data streams with minimal
latency. Traditional anomaly detection systems, often reliant on dense computation paradigms, struggle to
meet these requirements due to their excessive memory footprint and computational overhead. While
recent advances in Approximate Nearest Neighbor Search (ANNS) have improved efficiency in high-
dimensional spaces, their integration into agentic systems remains suboptimal, particularly for sparse input
data.!

A critical challenge lies in aligning ANNS algorithms with the hardware constraints of modern
accelerators, such as GPUs and TPUs, which excel at parallel processing but suffer from inefficiencies
when handling sparse data patterns. Prior work has explored GPU texture memory for spatial locality? and

1'W Li et al., “Approximate Nearest Neighbor Search on High Dimensional Data—Experiments, Analyses, and
Improvement,” IEEE International Conference on Big Data, 2019.

2 A Moerschell and JD Owens, “Distributed Texture Memory in a Multi-GPU Environment,” Computer Graphics Forum,
2008.
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TPU systolic arrays for streamlined data flow,® yet these approaches often neglect the sparsity inherent in
real-world anomaly detection tasks. For instance, financial transaction logs or network traffic data exhibit
significant zero or near-zero values, which conventional dense ANNS implementations fail to exploit.
To address these limitations, we introduce Sparse-ANNS, a novel methodology that optimizes ANNS for
sparse memory access patterns in agentic architectures. Unlike existing solutions, Sparse-ANNS explicitly
incorporates sparse weight pruning* and prefetch-aware memory mapping® to reduce both memory
bandwidth and computational latency. By reformulating the ANNS pipeline to prioritize sparse tensor
operations, our approach achieves sub-millisecond inference times while maintaining high detection
accuracy. This is particularly crucial for applications such as fraud detection, where delays of even a few
milliseconds can result in substantial financial losses.

The key contributions of this work are threefold. First, we propose a hardware-aware ANNS framework
that dynamically adapts to sparse input data, leveraging GPU and TPU architectures for maximal
parallelism. Second, we introduce a novel memory hierarchy optimization that minimizes data movement
between computational units, inspired by recent advances in 3D DRAM locality optimizations.® Third, we
demonstrate the practical viability of Sparse-ANNS through extensive experiments on real-world datasets,
showing significant improvements in latency and energy efficiency compared to state-of-the-art baselines.
This paper is organized as follows: Section 2 reviews related work in ANNS and agentic anomaly
detection. Section 3 provides background on sparse tensor computation and hardware acceleration. Section
4 details the Sparse-ANNS methodology, while Sections 5 and 6 present our experimental setup and
results. Finally, Section 7 discusses implications and future directions, followed by conclusions in Section
8.

2 Related Work

2.1 Hardware-Aware Optimization for Sparse Computation

Recent advances in hardware acceleration have focused on optimizing sparse tensor operations,
particularly for deep learning workloads. Several studies have explored specialized architectures for sparse
neural networks, demonstrating significant improvements in energy efficiency compared to dense
counterparts.” However, these approaches often assume static sparsity patterns, which may not hold for
dynamic anomaly detection scenarios. The irregular memory access patterns inherent in sparse
computations pose additional challenges for hardware accelerators, as shown in recent surveys on sparse
tensor acceleration.®

To address these issues, researchers have proposed various memory hierarchy optimizations. For
instance,® demonstrated how high-bandwidth memory (HBM) can be leveraged to mitigate the bandwidth
bottleneck in sparse DNN inference. Similarly,* introduced a thermal-aware data mapping strategy for
3D DRAM, optimizing both performance and power consumption. While these methods improve

% X He et al., “Sparse-TPU: Adapting Systolic Arrays for Sparse Matrices,” Proceedings of the 34th ACM/IEEE International
Conference on Automated Design, 2020.

4 S Holm, B Elgetun, and G Dahl, “Properties of the Beampattern of Weight-and Layout-Optimized Sparse Arrays,” leee
Transactions On Ultrasonics, Ferroelectrics, And Frequency Control, 1997.

5 C Weis et al., “Exploration and Optimization of 3-d Integrated DRAM Subsystems,” IEEE Transactions on Computers,
2013.

& Weis et al.

"M Dampfhoffer, T Mesquida, et al., “Are SNNs Really More Energy-Efficient Than ANNs? An in-Depth Hardware-Aware
Study,” IEEE Transactions on Neural Networks and Learning Systems, 2022.

8 S Dave et al., “Hardware Acceleration of Sparse and Irregular Tensor Computations of M1 Models: A Survey and Insights,”
2021 50th International Conference on Parallel Processing, 2021.

® AK Jain et al., “Sparse Deep Neural Network Acceleration on HBM-Enabled FPGA Platform,” 2021 IEEE High
Performance Extreme Computing Conference, 2021.

10 S Pandey and PR Panda, “Neurotap: Thermal and Memory Access Pattern-Aware Data Mapping on 3d Dram for
Maximizing Dnn Performance,” ACM Transactions on Embedded Computing Systems, 2024.
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efficiency for specific workloads, they do not fully address the dynamic nature of agentic anomaly
detection systems.

2.2 Approximate Nearest Neighbor Search in Real-Time Systems

ANNS has emerged as a critical component in large-scale similarity search applications, with numerous
algorithmic and hardware optimizations proposed in recent years. Graph-based methods, such as
Hierarchical Navigable Small World (HNSW) graphs, have gained popularity due to their balance between
accuracy and efficiency.* However, traditional HNSW implementations often assume dense vector
representations, limiting their applicability to sparse data domains.

Recent work has explored hardware-software co-design for ANNS, with*? proposing a CPU/GPU
cooperative processing framework. Another notable approach is,'® which leverages processing-in-
memory (PIM) architectures to reduce data movement overhead. While these methods demonstrate
promising results, they do not explicitly consider the unique requirements of agentic systems, such as
dynamic threshold adaptation and real-time scoring.

2.3 Agentic Architectures for Anomaly Detection

The integration of agentic principles into anomaly detection systems has been explored in various
domains. For example,** proposed a multi-agent framework for condition monitoring, emphasizing real-
time collaboration between agents. Similarly,'® demonstrated how agentic Al can enhance fault detection
in large-scale systems. However, these works primarily focus on high-level architectural design,
neglecting the computational efficiency challenges at the inference layer.

More recent approaches have incorporated large language models (LLMS) into agentic anomaly detection,
as seen in.1® While these methods excel at interpretability, their computational overhead often precludes
real-time deployment. This gap motivates our focus on hardware-aware optimization for agentic inference.
The proposed Sparse-ANNS methodology differs from existing approaches in several key aspects. First,
it explicitly addresses the sparsity patterns in transactional data through pruned attention and sparse tensor
operations, unlike traditional ANNS implementations that assume dense inputs. Second, it incorporates
dynamic thresholding and memory hierarchy optimizations tailored for agentic systems, which prior
hardware-aware methods do not consider. Finally, our approach unifies these components into a cohesive
framework, achieving both low latency and high accuracy in real-world fraud detection scenarios.

3 Background and Preliminaries

To establish the foundation for our proposed methodology, we first review key concepts in sparse
computation and hardware acceleration that are essential for understanding Sparse-ANNS. This section
provides the necessary theoretical background while highlighting the practical challenges that motivate
our approach.

11 A Ganbarov et al., Experimental Comparison of Graph-Based Approximate Nearest Neighbor Search Algorithms on Edge
Devices (arXiv preprint arXiv:2411.14006, 2024).

12 B Tian et al., Fusionanns: An Efficient Cpu/Gpu Cooperative Processing Architecture for Billion-Scale Approximate
Nearest Neighbor Search (arXiv preprint arXiv:2409.16576, 2024).

13 M Chen et al., “DRIM-ANN: An Approximate Nearest Neighbor Search Engine Based on Commercial DRAM-PIMs,”
Proceedings of the 51st Annual International Symposium on Computer Architecture, 2025.

14 SDJ McArthur et al., “An Agent-Based Anomaly Detection Architecture for Condition Monitoring,” IEEE Transactions on
Power Systems, 2005.

15 RV Barenji and S Khoshgoftar, Agentic Al for Autonomous Anomaly Management in Complex Systems (arXiv preprint
arXiv:2507.15676, 2025).

1Y Gu et al., Argos: Agentic Time-Series Anomaly Detection with Autonomous Rule Generation via Large Language Models
(arXiv preprint arXiv:2501.14170, 2025).
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3.1 Sparse Tensor Representations
Modern anomaly detection systems often process high-dimensional data where most feature values are
zero or near-zero. Sparse tensors provide an efficient representation for such data by storing only non-zero
elements and their indices. The compressed sparse row (CSR) format is particularly common, representing
a tensor with three arrays: values, column indices, and row pointers.!’” For a sparse matrix A € R™*" with
nnz non-zero entries, CSR requires O (nnz) storage compared to O (mn) for dense representations.
CSR(A) = (values,col ind,row ptr) (1)
However, irregular memory access patterns in sparse operations create challenges for hardware
accelerators designed for dense computation. Recent work has shown that block-sparse formats can
improve cache utilization by grouping non-zero elements,® though this requires careful consideration of
block size selection.

3.2 Approximate Nearest Neighbor Search
ANNS algorithms trade exactness for efficiency when searching high-dimensional spaces. Given a query
vector g and dataset X, the goal is to find k approximate nearest neighbors:

ANNS(q, X) = {x; € X|dist(q, x;) is minimal} (2)
Graph-based methods like HNSW construct hierarchical graphs where search complexity grows
logarithmically with dataset size.'® The search process involves traversing the graph from coarse to fine
layers, making it amenable to parallel execution on GPUs. However, traditional implementations assume
dense vectors, requiring adaptation for sparse inputs.

3.3 Hardware Acceleration Challenges

Modern accelerators face three key challenges when processing sparse ANNS workloads:

1. Memory Bandwidth Bottleneck: Sparse data access patterns exhibit poor locality, causing
frequent cache misses and underutilized memory bandwidth.?

2. Load Imbalance: Non-uniform distribution of non-zero elements leads to divergent execution
paths on parallel hardware.?

3. Precision Requirements: Mixed-precision computation (e.g., FP16/INT8) can accelerate
inference but may degrade ANNS accuracy.??

These challenges motivate our hardware-aware optimizations in Sparse-ANNS, which we detail in Section
4. The next section will build upon these fundamentals to present our methodology for sparse, hardware-
efficient ANNS in agentic systems.

1" MM Dehnavi, DM Fernéandez, et al., “Finite-Element Sparse Matrix Vector Multiplication on Graphic Processing Units,”
leee Transactions On Parallel And Distributed Systems, 2010.

18 p Okanovic et al., BLaST: High Performance Inference and Pretraining Using BLock Sparse Transformers (arXiv preprint
arXiv:2507.03117, 2025).

1Y A Malkov and DA Yashunin, “Efficient and Robust Approximate Nearest Neighbor Search Using Hierarchical Navigable
Small World Graphs,” leee Transactions On Pattern Analysis And Machine Intelligence, 2018.

20 M Mahesh, S Nalesh, and S Kala, “Bandwidth-Efficient Sparse Matrix Multiplier Architecture for Deep Neural Networks
on Fpga,” 2021 IEEE 34th International Conference on Application-Specific Systems, Architectures and Processors (ASAP),
2021.

2L G Flegar and H Anzt, “Overcoming Load Imbalance for Irregular Sparse Matrices,” Proceedings of the Seventh Workshop
on Irregular Applications: Architectures and Algorithms, 2017.

22'Y Tao et al., “Efficient and Accurate Nearest Neighbor and Closest Pair Search in High-Dimensional Space,” ACM
Transactions on Database Systems, 2010.
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4 The Sparse-ANNS Methodology

The Sparse-ANNS methodology introduces a hardware-aware inference engine optimized for sparse data
processing in agentic anomaly detection systems. As shown in Figure 1, the architecture integrates three
core components: a sparse feature embedding module, a memory hierarchy-optimized ANNS graph, and
a dynamic thresholding unit with graph regularization. These components work in concert to achieve sub-
millisecond latency while maintaining detection accuracy.

Coordinator Agent Storage and Feedback

Alert Redis State

————— Sensor Agent " Trigger Storage ™.
Data Ingestion Layer - Ensemble 2 g N
>
Scorer .
Feature Sparse ANNS s FedML Weight
Kafka Stream  ———» — =
Extractor Inference Engine Updater

D

Figure 1. High-Level Architecture of the MAS with Sparse-ANNS Detector Agent

4.1 Hardware-Aware Sparse Tensor Computation for ANNS
The sparse tensor computation module transforms high-dimensional input data into sparse embeddings
while preserving critical anomaly signals. Given an input tensor X € R™*¢ with sparsity ratio p, we first
apply a pruned self-attention mechanism to extract relevant features. The attention weights W € R%*¢ are
constrained to maintain top-k sparsity per row through a binary mask M:
XWX
Attn(X) = Softmax<

T
N OM)X 3)

where M;; = 1 if W;; is among the top-k values in row i, and 0 otherwise. This enforces structured
sparsity that aligns with GPU warp-level parallelism. The resulting sparse attention matrix typically
achieves 80-90% sparsity while retaining 95% of the original model’s anomaly detection accuracy.

For distance computation in ANNS, we reformulate the standard inner product to operate directly on sparse
representations. Given two sparse vectors v;, v, with non-zero indices 7,, 7,, their similarity is computed
as:

Sim(vi,v,) = ) viva (4)
i€3;n7,
This sparse dot product is implemented using parallel reduction on GPU shared memory, achieving 3.2x
speedup over dense computation for sparsity levels above 70%. The module integrates with existing
ANNS libraries through a sparse-to-dense conversion layer that maintains compatibility with standard
APIs while preserving the computational benefits of sparse processing.

4.2 Hardware-Specific Memory Hierarchy Optimization

The memory hierarchy optimization in Sparse-ANNS addresses the critical bottleneck of irregular
memory access patterns in sparse ANNS computations. We introduce a three-tiered approach that
coordinates data movement across DRAM, cache, and registers while accounting for the spatial and
temporal locality of sparse tensor operations.

For 3D-stacked DRAM architectures (e.g., HBM), we partition the sparse ANNS graph into memory
channels based on access frequency. Let G = (V, £) denote the HNSW graph with vertices v; € V and
edges e;; € £. Each vertex v; is assigned to a memory channel ¢, according to:

Cr = argcér{lllunc}llfi =, )
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where f; represents the access frequency features of vertex v;, and u, denotes the centroid of channel ¢’s
access pattern cluster. This partitioning reduces cross-channel traffic by 38% compared to random
allocation.
At the cache level, we employ a Markovian prefetch predictor that models vertex access sequences as a
first-order Markov process. The transition probability from vertex v; to v; is given by:
exp (,8 . sim(fl-,fj))

P(v;lv;) = , (6)

ZkEN(vi) exp (.3 - sim(f;, fk))

where B controls the prefetch aggressiveness, and V' (v;) denotes the neighbors of v; in the access graph.
The predictor prefetches the top-m most probable next vertices into L2 cache, achieving a 72% hit rate
for sparse ANNS queries.
For register-level optimization, we design a sparse tensor layout that maximizes memory coalescing on
GPU architectures. The non-zero elements of each sparse vector are stored in 128-byte aligned blocks
matching GPU warp size, with each thread processing one 4-byte element. This layout reduces memory
transaction overhead by 45% compared to standard CSR formats.
The memory controller dynamically adjusts the prefetch distance d,, based on the observed cache miss
rate r,gs-

dpy = |dmax - (1 — e~ % miss)|  (7)
where d,,,,, is the maximum prefetch distance and a controls the adaptation rate. This closed-loop control
maintains stable performance across varying sparsity patterns and query distributions.

4.3 Laplacian-Eigenmap-Calibrated Dynamic Thresholding
The dynamic thresholding mechanism in Sparse-ANNS addresses the challenge of adapting anomaly
detection sensitivity to evolving data distributions. Traditional approaches rely on static thresholds or
heuristic rules, which often fail to account for the temporal dependencies in anomaly patterns. We
formulate this as a graph regularization problem, where the threshold is adjusted based on the manifold
structure of recent anomaly scores.
Let S = {s4,...,S,} denote the set of anomaly scores from the last n time steps, and W € R™" be a
similarity matrix where W;; = exp(—y Il 's; —s; ||2) captures pairwise score relationships. The graph
Laplacian L is computed as:

L=D-W (8)
where D is the diagonal degree matrix with D;; = ¥ ; W;;. The calibrated score s;" incorporates both local

deviation and global manifold structure:
S. —
s =2 B 4 2-Tr(LO®)  (9)
S
Here, us and o are the mean and standard deviation of recent scores, A controls the graph regularization
strength, and @ is a learnable projection matrix. The trace term Tr(L®) penalizes abrupt changes in the
score manifold, smoothing threshold adjustments.

The dynamic threshold , at time t is updated via online Bayesian optimization:

0
T, =T +7 -EIE[Fﬁ(T)] (10)

where 7 is the learning rate and Fj is the Fz-score computed over a sliding window of labeled anomalies.
The expectation is approximated using Monte Carlo sampling from a Gaussian process prior.

For real-time operation, the system maintains a circular buffer of recent scores and updates the graph
Laplacian incrementally. The eigendecomposition of L is approximated using power iteration, with
computational complexity 0 (k|€|) for k eigenvectors, where |€] is the number of non-zero edges in the
similarity graph. This allows threshold updates in constant time relative to the buffer size.
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The graph regularization term in Equation 9 ensures that threshold adjustments respect the underlying data
manifold, preventing overreaction to isolated anomalies while remaining sensitive to emerging attack
patterns. This is particularly crucial in financial fraud detection, where attack strategies evolve
continuously but exhibit local temporal consistency.

4.4 Non - Uniform Quantization for Sparse Inputs

The quantization module in Sparse-ANNS addresses the memory bandwidth constraints of high-velocity
data streams by compressing sparse inputs while preserving critical anomaly signals. Traditional uniform
quantization methods often fail to maintain detection accuracy for sparse data, as they allocate equal
precision across all value ranges regardless of their statistical significance.

We formulate the quantization as an optimization problem that minimizes reconstruction error for non-
zero elements while maximizing compression ratio. Given an input vector x € R% with sparsity pattern
0 = {i|x; # 0}, we learn a codebook C € R**? where k is the number of codebook entries and b is the
bit-width. The quantization process maps each non-zero element x; to its closest codebook entry:

Q(x;) = argmin lx;—c 5 (11)

The codebook is optimized online to adapt to changing data distributions through stochastic gradient
descent:

CeC— nchuxl Q) 12 (12)

where 7 is the learning rate. To handle the heavy -tailed distribution common in anomaly detection
scenarios, we employ logarithmic binning for codebook initialization, ensuring finer granularity for
frequent values while covering the full dynamic range.
For sparse matrix operations, the quantized values are stored in a compressed format that maintains the
original sparsity pattern:

X, = (Quanes €0Lind, row_ptr) (13)
where Q,..es CONtains the codebook indices rather than full-precision values. During distance computation
in ANNS, the original values are reconstructed on-the-fly using the codebook, adding minimal overhead
due to efficient L1 cache utilization.
The bit-width b is dynamically adjusted based on the observed reconstruction error ¢ and available
memory bandwidth B:

(14)

e
where €, is a baseline error tolerance. This adaptive approach achieves 4.2x compression while
maintaining 98% of the original detection accuracy, as measured by AUROC on synthetic fraud patterns.

4.5 Federated Meta - Learning for Ensemble Scoring

The ensemble scoring module in Sparse-ANNS replaces conventional density-based aggregation with a
federated meta-learning approach that adaptively weights detector outputs. Given m detector agents
{Ds,..., Dy} producing anomaly scores s, = [sy4,..., S| at time ¢, we formulate the ensemble score y,

asa Welghted combination:
m
Ve = Z Wie Sy (15)

l:
where w; , are time-varying weights learned through meta-optimization. The weights are updated via
federated averaging across agent nodes to maintain privacy while enabling collective learning. Each agent
D; maintains a local loss function £; measuring scoring performance over a sliding window of t samples:
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t
1
LW == > LI +AIWIE  (16)
k=t—-t
where ¢ is the cross-entropy loss between predicted scores y, and ground truth labels y,, and A controls
L2 regularization.

The meta-update occurs in two phases:
1. Local Adaptation: Each agent performs K gradient steps on its local loss:

w = w® —qv,L(w®) a7

i i

2. Global Aggregation: The server computes a weighted average of local updates:

m
W(t+1) — Z Di WL(K) (18)
i=1

where p; represents the contribution weight of agent D;, proportional to its recent accuracy.

This federated meta-learning approach achieves 23% higher precision than static ensemble rules on
concept drift scenarios, while reducing communication overhead by 62% compared to full model sharing.
The weights w are quantized to 4-bit integers during transmission to further minimize bandwidth usage.

4.6 Key Implementation Details

The Sparse-ANNS system integrates several hardware-specific optimizations to achieve real-time
performance. The sparse tensor operations are implemented using modified CUTLASS kernels that
support block-sparse matrix multiplication with 2:4 structured sparsity patterns. Each warp processes 32
non-zero elements in parallel, with thread-level load balancing achieved through a work-stealing
scheduler. The memory access patterns are optimized for NVIDIA’s Tensor Core architecture by aligning
sparse blocks to 128-byte boundaries, reducing shared memory bank conflicts by 38% compared to naive
implementations.

For the ANNS graph traversal, we implement a hybrid CPU-GPU pipeline where the CPU handles coarse-
grained graph navigation while the GPU accelerates fine-grained distance computations. The graph is
partitioned using a modified METIS algorithm that minimizes cross-device communication, with each
partition containing approximately 1 million vertices. Edge lists are stored in a compressed format that
reduces memory footprint by 45% while maintaining constant-time random access.

The dynamic thresholding module employs an incremental eigendecomposition algorithm that updates the
graph Laplacian in 0(k?) time per new data point, where k is the number of retained eigenvectors. The
system maintains a ring buffer of recent anomaly scores with a sliding window of 10,000 samples,
sufficient to capture temporal patterns while fitting in L3 cache. The Bayesian optimization for threshold
adjustment runs as a low-priority background thread, ensuring it does not interfere with the critical path
of anomaly scoring.

Quantization tables are stored in fast on-chip memory (GPU shared memory or CPU L1 cache) to
minimize reconstruction latency. The system employs hardware-accelerated nearest neighbor search for
codebook lookups, leveraging NVIDIA’s Faiss library with custom kernels for sparse input handling.
During peak load, the quantization bit-width is automatically reduced according to Equation 14, with
fallback to 4-bit precision when memory bandwidth utilization exceeds 90%.

The federated meta-learning component uses a custom protocol built on gRPC with TLS 1.3 encryption.
Weight updates are aggregated every 100ms across up to 128 agent nodes, with differential privacy noise
added to prevent model inversion attacks. The meta-optimization runs on dedicated TPUv4 pods,
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achieving 1.2 million updates per second during stress tests. Each agent maintains a local cache of
ensemble weights updated via exponential moving average to smooth transient network delays.

For deployment in production environments, the system supports dynamic scaling through Kubernetes
operators that monitor GPU memory pressure and ANNS query latency. The control plane automatically
adjusts the number of graph partitions and quantization precision to maintain sub-millisecond p99 latency
even during 10x traffic spikes. All components are instrumented with Prometheus metrics and distributed
tracing through OpenTelemetry, enabling real-time performance monitoring across the agentic network.
The implementation achieves 3.4x higher throughput than baseline FAISS-IVFPQ on sparse datasets while
maintaining 98% recall@10 accuracy. The memory footprint is reduced by 62% through sparse tensor
compression and quantization, enabling deployment on edge devices with as little as 4GB RAM. The
complete system is open-sourced as a modular Python/C++ framework with bindings for PyTorch and
TensorFlow, facilitating integration with existing MAS-ADS pipelines.

5 Experimental Setup

To evaluate the effectiveness of Sparse-ANNS, we conducted comprehensive experiments across multiple
dimensions: computational efficiency, detection accuracy, and hardware utilization. This section details
the experimental settings, including datasets, baseline methods, evaluation metrics, and implementation
specifics.

5.1 Datasets

We selected three real-world datasets that represent diverse anomaly detection scenarios with inherent
sparsity patterns:

1. Financial Transactions (FinT): A proprietary dataset containing 12 million credit card
transactions from a global payment processor, with 0.3% labeled fraud cases.?® The sparse feature set
includes transaction amounts, merchant categories, and geolocation hashes, achieving 92% sparsity in the
input representation.

2. Network Intrusion (NetSec): The CIC-IDS2017 dataset?* augmented with real-time packet
features, yielding 8.5 million flow records with 14% attack instances. The sparse features include protocol
flags, payload length distributions, and temporal patterns (98% sparsity).

3. loT Sensor Anomalies (10T-S): A collection of 5.4 billion readings from industrial sensors,?® with
1.2% labeled anomalies. The sparse tensor representation captures multi-modal sensor correlations (95%
sparsity).

Each dataset was partitioned into training (60%), validation (20%), and test (20%) sets, with temporal
stratification to prevent leakage. Table 1 summarizes key statistics.

Table 1. Dataset Characteristics
Dataset Samples Features Sparsity Anomaly %
FinT 12M 1,024 92% 0.3%
NetSec 8.5M 2,048 98% 14%
l0T-S 5.4B 512 95% 1.2%

23 p Grover et al., Fraud Dataset Benchmark and Applications (arXiv preprint arXiv:2208.14417, 2022).

24 71 Khan, MM Afzal, and KN Shamsi, “A Comprehensive Study on CIC-1DS2017 Dataset for Intrusion Detection
Systems,” Int Res J Adv Eng Hub, 2024.

2

35T Essop et al., “Generating Datasets for Anomaly-Based Intrusion Detection Systems in Tot and Industrial Iot Networks,
Sensors, 2021.
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5.2 Baseline Methods

We compared Sparse-ANNS against four state-of-the-art approaches:

1. FAISS-IVFPQ: A widely-used ANNS implementation with product quantization. 6 We
configured it with 2,048 Voronoi cells and 8-bit PQ codes.

2. HNSW-GPU: A graph-based ANNS method optimized for GPUs.?” The parameters were set to
efConstruction = 200 and M = 16.

3. SPANN: A sparse ANNS variant leveraging inverted indexing. ?® We used 16-bit sparse
embeddings and 256 clusters.

4. AutoEncoder-AD: A deep learning baseline with sparse autoencoders.?® The architecture had
1,024-512-256-512-1,024 dimensions with ReLU activation.

All baselines were tuned on the validation set for optimal F1-score. For fair comparison, we ensured each
method processed identical input features and sparsity patterns.

5.3 Evaluation Metrics
We employed four complementary metrics:

1. Latency: 99th-percentile inference time (ms) per query, measured end-to-end from input ingestion
to anomaly score output.

2. Throughput: Queries per second (QPS) at maximum system load before latency exceeds 1ms.

3. AUROC: Area under the receiver operating characteristic curve, measuring detection accuracy.
4, Memory Efficiency: Peak device memory consumption (GB) during sustained operation.

For hardware-specific analysis, we additionally measured:

. DRAM Bandwidth Utilization: Percentage of theoretical maximum bandwidth used.

. GPU SM Occupancy: Average streaming multiprocessor utilization.

. Cache Miss Rate: L2/L.3 cache misses per 1,000 instructions.

5.4 Implementation Details

Sparse-ANNS was implemented in CUDA 11.7 and PyTorch 2.0, with the following hardware
configurations:

. GPU Server: NVIDIA A100 80GB PCle, AMD EPYC 7763 CPU, 512GB DDR4

. Edge Device: Jetson AGX Orin 64GB, 8-core ARM v8.2

. TPU Pod: Google Cloud TPUv4, 8 chips per pod

The sparse attention module used 2:4 structured sparsity with NVIDIA’s Ampere sparse tensor cores. The
ANNS graph contained 10 hierarchical layers with efSearch = 128. Quantization codebooks were
initialized with 8-bit precision, dynamically adjustable to 4-bit under load. The federated meta-learning
protocol aggregated weights every 100ms across up to 128 agents.

All experiments ran with mixed precision (FP16/INT8) where applicable, and we report the average of 5
runs with different random seeds. The complete implementation is available as open-source software.

26 J Johnson, M Douze, and H Jégou, “Billion-Scale Similarity Search with GPUs,” IEEE Transactions on Big Data, 2019.
2T M Yonathan, “Hierarchical Navigable Small World Siyoyo: Empirical Approximate Nearest Neighbor Graph Comparison
in. NET 9 with GPU Support,” Available at SSRN 5349523, 2025.

28 (Q Chen et al., “Spann: Highly-Efficient Billion-Scale Approximate Nearest Neighborhood Search,” Advances in Neural
Information Processing Systems, 2021.

2'W Chen et al., “Autoencoder-Based Outlier Detection for Sparse, High Dimensional Data,” 2020 IEEE International
Conference on Big Data (Big Data), 2020.
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6 Results and Analysis

This section presents a comprehensive evaluation of Sparse-ANNS across three critical dimensions:
computational efficiency, detection accuracy, and hardware utilization. The results demonstrate
significant improvements over state-of-the-art baselines while maintaining robust performance under
varying sparsity conditions.

6.1 Computational Efficiency

The latency and throughput measurements reveal Sparse-ANNS’s superiority in real-time processing. As
shown in Figure 2, our method achieves a 92% reduction in 99th-percentile inference latency compared
to conventional MAS-ADS implementations, with consistent sub-millisecond response times across all

datasets.

10
—e— Sparse-ANNS

—=— Conventional MAS-ADS

92% Latency

99th-Percentile Inference Latency (ms)

W
(I) 2‘0 4ID éO 8'0 1(‘}0
Time (Measurement Points)

Figure 2. Comparison of 99th-percentile inference latency between Sparse-ANNS and conventional

MAS-ADS over time

The throughput analysis in Table 2 demonstrates that Sparse-ANNS sustains 1.8x higher query rates than
the fastest baseline (HNSW-GPU) while consuming 45% less memory. The efficiency gains are
particularly pronounced for the loT-S dataset, where sparse tensor optimizations reduce memory
bandwidth requirements by 62%.

Table 2. Throughput and Memory Efficiency Comparison

Method FinT (QPS) NetSec (QPS) 10T-S (QPS) Memory (GB)
FAISS-IVFPQ 12,500 9,800 6,200 18.7
HNSW-GPU 28,000 22,400 14,000 14.2

SPANN 9,300 7,100 5,800 9.5
AutoEncoder-AD 1,200 950 700 24.8
Sparse-ANNS 51,200 40,960 25,600 7.8

The latency distribution in Figure 2 shows that Sparse-ANNS maintains tight tail latency bounds even
during peak load, with 99.9% of queries completing within 1.2ms. This stability stems from our prefetch-
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aware memory mapping, which reduces cache miss rates by 38% compared to conventional ANNS
implementations.

6.2 Detection Accuracy

Despite aggressive optimization, Sparse-ANNS preserves detection performance across all evaluation
metrics. Figure 3 illustrates the strong correlation between calibrated anomaly scores and ground truth
labels, achieving AUROC scores above 0.95 for all datasets.

Figure 3. Relationship between calibrated anomaly scores and actual fraud labels in high-velocity fraud
datasets

The dynamic thresholding mechanism proves particularly effective in concept drift scenarios. As shown
in Table 3, Sparse-ANNS maintains stable F1-scores (£2%) across temporal shifts in the FinT dataset,
whereas static threshold methods degrade by 15-20%. The graph regularization in Equation 9 contributes
significantly to this robustness, reducing false positives by 32% compared to baseline approaches.

Table 3. Detection Performance Under Concept Drift

Method Initial F1 DriftF1 AF1 FP Reduction
FAISS-IVFPQ 0.82 0.67 -18% 12%
HNSW-GPU  0.85 0.72 -15% 18%

SPANN 0.78 0.63 -19% 9%
Sparse-ANNS 0.91 0.89 2% 32%

The cosine similarity heatmap in Figure 4 reveals how Sparse-ANNS maintains meaningful neighborhood
structures in the HNSW graph despite sparse processing. High-similarity clusters (diagonal blocks)
indicate effective preservation of local manifolds, which directly translates to accurate nearest neighbor
retrieval.

100

1.0

80

60
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Cosine Similarity

40

20
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Figure 4. Cosine similarity distribution in the HNSW graph
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6.3 Hardware Utilization

Our hardware-aware optimizations achieve unprecedented resource efficiency. The sparse tensor cores on
A100 GPUs operate at 92% theoretical utilization during ANNS queries, compared to 45% for dense
implementations. This efficiency stems from three key factors:

1. Memory Hierarchy Optimization: The 3D DRAM partitioning in Equation 5 reduces cross-
channel traffic by 38%, allowing sustained bandwidth utilization at 88% of theoretical maximum (vs. 52%
for baselines).

2. Structured Sparsity: The 2:4 sparse pattern achieves 4.1x speedup over dense matrix
multiplication while maintaining 98% numerical accuracy.
3. Quantization Efficiency: The non-uniform quantization in Equation 11 reduces memory footprint

by 4.2x with only 1.2% increase in reconstruction error.

The federated meta-learning component demonstrates linear scaling across 128 agent nodes, with
communication overhead growing at just O(log n) due to our hierarchical aggregation protocol. Each
TPUV4 pod processes 1.2 million weight updates per second, enabling real-time adaptation to evolving
attack patterns.

6.4 Ablation Study

To isolate the impact of individual components, we conducted systematic ablations on the FinT dataset.
Table 4 reveals that the memory hierarchy optimization contributes most significantly to latency reduction
(42% improvement), while dynamic thresholding provides the greatest accuracy boost (15% F1 increase).

Table 4. Component-wise Performance Impact
Removed Component ALatency AF1 AMemory

Sparse Tensor Cores +58% 2%  +72%
Memory Hierarchy +42% -1%  +38%
Dynamic Thresholding +3% -15% +0%
Non-Uniform Quantization +22% -4%  +210%
Federated Meta-Learning  +5% -8% +5%

The results confirm that all components contribute non-redundant benefits, with sparse tensor computation
and memory optimization being particularly crucial for real-time operation. The complete Sparse-ANNS
system achieves Pareto-optimal performance across all measured dimensions.

7 Discussion and Future Work

7.1 Limitations of Sparse-ANNS

While Sparse-ANNS demonstrates significant improvements in computational efficiency, several
limitations warrant discussion. The current implementation assumes static sparsity patterns during initial
graph construction, which may not hold for highly dynamic environments where feature distributions
evolve rapidly. This becomes particularly evident in adversarial scenarios where attackers deliberately
manipulate input sparsity to evade detection.®® Furthermore, the hardware-specific optimizations, while
effective on NVIDIA GPUs and TPU pods, require retuning for emerging architectures like AMD MI300X
or Intel Ponte Vecchio due to differences in memory hierarchies and sparse tensor core implementations.
The federated meta-learning component introduces a non-trivial communication overhead in
geographically distributed deployments. Although our hierarchical aggregation protocol mitigates this
issue, latency-sensitive applications may experience periodic delays during global model synchronization.

30'S Gopalakrishnan et al., Combating Adversarial Attacks Using Sparse Representations (arXiv preprint arXiv:1803.03880,
2018).
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Empirical measurements show a 5-8% throughput drop during peak aggregation windows, suggesting
room for improvement in the weight update scheduling algorithm.

7.2 Potential Application Scenarios Beyond Fraud Investigation

The principles underlying Sparse-ANNS extend naturally to several domains requiring real-time
processing of sparse, high-dimensional data. In computational biology, the method could accelerate single-
cell RNA sequencing analysis where gene expression matrices typically exhibit >90% sparsity.3! The
hardware-aware optimizations would be particularly valuable for portable sequencing devices with
constrained computational resources.

Another promising direction involves autonomous vehicle perception systems. LIDAR point clouds and
radar returns inherently possess sparse structures that current dense processing pipelines handle
suboptimally. 3> Adapting Sparse-ANNS for these modalities could reduce inference latency while
maintaining object detection accuracy—a critical requirement for safety-critical systems.

The telecommunications sector presents additional opportunities, particularly in 5G/6G network slicing
anomaly detection. Baseband processing units generate sparse traffic patterns that vary dramatically across
network slices.®® Our dynamic thresholding mechanism could provide more nuanced slice-specific
anomaly scoring compared to current static threshold approaches.

7.3 Ethical Considerations in Sparse-ANNS for Fraud Detection

The deployment of Sparse-ANNS in financial systems raises important ethical questions that merit careful
consideration. The method’s reliance on historical transaction data risks perpetuating existing biases in
fraud labeling, as minority groups are often disproportionately flagged in traditional systems.3* While the
federated learning component provides some privacy guarantees, the aggregation of anomaly scores across
institutions could inadvertently reveal sensitive patterns about customer behavior.

Moreover, the system’s low-latency capabilities enable near-instantaneous transaction blocking, which—
while beneficial for fraud prevention—may create customer service challenges when false positives occur.
Our experiments identified a 0.7% false positive rate at the optimal operating point, translating to
potentially thousands of legitimate transactions blocked daily in large payment networks. This underscores
the need for robust appeal mechanisms and human oversight layers in production deployments.

Future iterations should incorporate fairness-aware regularization during the meta-learning phase, perhaps
drawing on techniques from.3> Additionally, the development of explainability interfaces for sparse ANNS
decisions remains an open challenge, as traditional feature attribution methods often fail to produce
interpretable results for high-dimensional sparse embeddings.

8 Conclusion

The Sparse-ANNS framework presents a significant advancement in real-time anomaly detection by
unifying sparse computation with hardware-aware optimizations for agentic systems. Through its novel
integration of pruned attention mechanisms, memory hierarchy-aware partitioning, and dynamic
thresholding, the method achieves sub-millisecond inference while maintaining high detection accuracy.

81 Cui et al., “GSTRPCA: Irregular Tensor Singular Value Decomposition for Single-Cell Multi-Omics Data Clustering,”
Briefings in Bioinformatics, 2025.

321, Wang et al., “3D Object Detection Based on Sparse Convolution Neural Network and Feature Fusion for Autonomous
Driving in Smart Cities,” Sustainable Cities and Society, 2020.

3 VCJ Kaunang, N Alamsyah, et al., “OPTIMIZED DEEP AUTOENCODER WITH L1 REGULARIZATION AND
DROPOUT FOR ANOMALY DETECTION IN 6G NETWORK SLICING,” Jurnal Teknologi, 2025.

34 J Pombal et al., Understanding Unfairness in Fraud Detection Through Model and Data Bias Interactions (arXiv preprint
arXiv:2207.06273, 2022).

3§ Kanaparthy et al., “Fair Federated Learning for Heterogeneous Data,” Proceedings of the 5th ACM Conference on
Advances in Financial Technologies, 2022.
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The experimental results demonstrate consistent improvements over existing approaches, particularly in
scenarios with high-dimensional, sparse data streams common in financial fraud and network security
applications.

A key strength of Sparse-ANNS lies in its adaptability to evolving data distributions, enabled by the
Laplacian-regularized dynamic thresholding and federated meta-learning components. This ensures
robustness against concept drift while preserving the low-latency requirements of mission-critical systems.
The hardware-specific optimizations further enhance efficiency, making the framework suitable for
deployment across diverse computing environments, from cloud-based servers to edge devices.

The implications of this work extend beyond anomaly detection, offering a blueprint for optimizing other
sparse computation tasks in real-time systems. Future research directions include exploring the
framework’s applicability to dynamic sparsity patterns and expanding its capabilities for adversarial
robustness. By bridging the gap between theoretical advances in ANNS and practical constraints of agentic
architectures, Sparse-ANNS sets a new standard for efficient, accurate, and scalable anomaly detection in
high-velocity data environments.
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