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Abstract

With more threats targeting cloud computing and the risk of software vulnerabilities, cloud service
providers are looking for better ways to secure their systems. They are now using hardware-based solutions
to improve security. These solutions add special security features directly into the hardware, which helps
protect a wide range of computer systems, including different types of processors found in data centers.
The goal is to make the systems safer by trusting the hardware itself instead of relying on software like
operating systems or hypervisors with serious security problems. This makes cloud computing more
appealing to people who are worried about security.

I explain four major hardware-based security solutions from top cloud providers in this paper. I look at
and compare Intel TXT, ARM TrustZone, @ AMD SEV, and Intel SGX technologies based on over
twenty different factors in three main areas: security, functionality, and ease of use. I highlight where each
technology performs best. My comparison aims to help IT managers choose the best technology to meet
their security needs and make it easier for them to move to cloud computing.
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Platform Module(TPM), Intel TXT(Trusted Execution Technology), Intel SGX(Software Guard
Extensions), ARM TrustZone, Secure Boot, Memory Encryption(Including Secure Memory Encryption —
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1. INTRODUCTION:

With more threats targeting cloud computing and the risk of software vulnerabilities, cloud service
providers are looking for better ways to secure their systems. They are now using hardware-based solutions
to improve security. These solutions work by adding special security features directly into the hardware,
which helps protect a wide range of computer systems, including different types of processors found in
data centers. The goal is to make the systems safer by trusting the hardware itself instead of relying on
software like operating systems or hypervisors that can have serious security problems. This makes cloud
computing more appealing to people who are worried about security.

Cloud computing has become very popular in the last ten years because it offers many benefits, like
reducing costs, sharing physical resources between virtual machines (VMs) through virtualization, and
providing flexible and on-demand services. However, with its growth, it has also brought new security
risks since multiple customers share the same physical resources.

As more attacks target cloud systems—Iike Distributed Denial of Service (DDoS) attacks, Man-in-the-
Cloud attacks, rootkit attacks, replay attacks, and code injection attacks— customers need more assurance
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to feel safe using cloud services. To address these threats, there are two main types of security solutions:
software-based and hardware-based.

2. Software-Based Solutions:

These were the first to appear in the market. They are comparatively simple to execute, costeffective, and
amenable to straightforward updates.

They do improve cloud security but might not be enough to fully protect VMs. This is because they rely
on a trusted hypervisor, which is a large and complex piece of software with millions of lines of code.

As software complexity increases, the likelihood of vulnerabilities escalates. These vulnerabilities can be
exploited by hackers to carry out attacks like code injection, code reuse, and rootkits.

The privileged nature of the software in these solutions makes them prime targets for attackers, as recent
studies show that components like the OS, hypervisor, BIOS, and System Management Mode (SMM) can
be easily exploited.

3. Hardware-Based Solutions:

These use dedicated integrated circuits (ICs) or separate processors designed specifically for security.
They protect sensitive information such as cryptographic keys, biometric data, passwords, and system
configuration parameters using hardware-based cryptographic methods, random number generators, and
tamper detection algorithms.

Hardware-based solutions are generally simpler and easier to verify than software solutions, making them
harder and more expensive to compromise.

Despite their higher costs, these solutions provide strong security against unauthorized access to cloud
infrastructure, embedded devices, and peripherals, while also optimizing system performance.

In recent years, both academic researchers and industry experts have developed several hardware-based
security solutions. Some of the major industrial solutions include TPM (Trusted Platform Module), Intel
TXT (Trusted Execution Technology), ARM TrustZone, AMD SEV (Secure Encrypted Virtualization),
and Intel SGX (Software Guard Extensions). These solutions help Cloud Service Providers (CSPs) offer
a Trusted Execution Environment (TEE), allowing users to run their applications securely in the cloud.

4. Cloud Configuration and Considerations:

Using cloud computing means many people share the same servers, which makes it hard to keep data safe
and control who can access it. When people store their data on cloud servers, the cloud software might be
unsafe, and some cloud operators could be bad actors. Even though private clouds (used only by one
organization) are safer than hybrid or public clouds, there are still security problems because of
weaknesses in server hardware and system software. These weaknesses have led to serious attacks like
Meltdown, Spectre, and RowHammer.

Cloud Service Providers (CSPs), whether they offer Infrastructure-as-a-Service (IaaS), Platform- as-a-
Service (PaaS), Software-as-a-Service (SaaS), or other services, all worry about keeping their customers'
data safe. Instead of just using software solutions, which can be complex and have many vulnerabilities,
CSPs can use hardware-based Trusted Execution Environments (TEEs) to improve security. TEEs
establish a secure enclave within the system where sensitive data may be processed safely, even if the rest
of the system is insecure. These hardware-based solutions are trusted more than software solutions because
they provide stronger protection by isolating sensitive tasks from the rest of the system. This is important
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for all types of cloud services handling users' secret data or code. Users trust their own software more than
the CSP's software.

Cloud computing can be risky because many people share the same servers, and the software can be
unsafe. Even private clouds have security issues due to hardware and software weaknesses, leading to
serious attacks. Cloud providers can improve security by using special hardware areas (TEEs) to keep
sensitive data safe, even if other parts of the system aren't secure. This helps protect users' secret data
better than just using software solutions.

5. Hardware-Based Solutions:

Most data centers use Xeon processors from Intel or Opteron processors from AMD. However, some
people think ARM processors could also be a good choice for servers because they are smaller, use less
energy, are more flexible, and cost less. In this part, we will talk about hardware solutions from Intel,
AMD, and ARM, which we will compare in the next section.

5.1. INTEL TXT:

Intel TXT aims to create a trusted platform using a TPM, a special microprocessor specified by the Trusted
Computing Group. A TPM helps secure and manage cryptographic keys within hardware devices. Intel
TXT isn't a replacement for TPM but relies heavily on it to provide basic security services.

In a computer setup, Intel TXT is integrated into the chipset along with IOH/PCH

(Input/Output Hub or Platform Controller Hub) and works closely with the BIOS and one or more Intel
Xeon processors that support virtualization technology. This setup allows Intel TXT to offer features like
measuring and authenticating code. During system startup, the BIOS uses an Authenticated Code Module
(ACM) created and signed by Intel to establish a secure execution environment within the processor.
Intel TXT, previously called LaGrande Technology, makes computers safer by using a special
microprocessor (TPM) to handle security keys. It works with the computer's BIOS and Intel Xeon
processors to check and authenticate code when the computer starts up, keeping it secure. Intel TXT makes
sure that when a computer starts, it does so in a safe way. It checks if all the important parts like the starting
process, the computer's brain (BIOS), and the programs are real and haven't been changed without
permission. This helps keep things secure, especially when using computers to store important data like
in big cloud services such as Amazon and others. Intel TXT uses the computer's main processor to make
sure everything is safe and has special areas where secret information can be kept secure.

5.2: Intel SGX:

Intel SGX, announced by Intel in 2013 and launched in 2015 with the sixth generation of Intel Core
processors (Skylake micro-architecture), is a technology that allows applications to create secure enclaves
within their memory space.

With Intel SGX, a program can create a special, protected area within this room called an enclave. This
enclave is like a secure, locked box where the program can keep its most sensitive information, like
passwords or encryption keys. What's special about these enclaves is that even if another program or part
of the computer tries to peek inside or change something, they can't. It's completely isolated and protected.
SGX uses new instructions in the processor to manage these enclaves securely. It ensures that only the
program that created the enclave can access or modify what's inside, and even the operating system or
other important parts of the computer can't interfere. This makes SGX really useful for applications that
need strong security, like protecting your person.
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Figure 1: Applications are split into a trusted (enclave) and an untrusted (host) part

With Intel SGX, people who use cloud services can trust that their data and secrets are kept safe just by
using the computer's main processor. This technology also helps protect things like movies and music from
being copied illegally. It's used for keeping secrets safe, like passwords and messages, and for making sure
that codes used to lock and unlock things stay secure.

Intel SGX makes sure that the secrets and important stuff kept in its secure areas are always kept private
and safe, even if everything else on the computer is hacked. It stops anyone from looking at or changing
what's inside these protected areas, and it can check if the software running there is real and safe to use.
AMD SEV is a technology designed specifically to enhance security in cloud computing environments.
The following is a more detailed explanation of the process:

Imagine you're using a computer that hosts several virtual machines (VMs). Each VM runs different
programs and stores its own data. By encrypting the memory contents of each virtual machine, AMD SEV
provides an additional layer of protection. Encryption is like putting your data into a secret code that only
you and your trusted friends can understand. Here's how AMD SEV does it:

AMD Secure Encrypted Virtualization (SEV) uses special tricks to keep things safe in virtual computer
setups. Each virtual machine (VM) gets its own secret code that scrambles its memory. This makes sure
that no other VM or the main computer can peek inside or mess with what's going on in another VM.
Inside the computer's memory system, there's a superfast encryption machine (like a secret code maker)
called AES-128. It quickly turns information into secret codes and back again without slowing down how
the VMs work.

AMD also built a special security chip into their processors since 2013. This chip manages all the secret
codes and makes sure everything stays safe and works properly when things need to be unlocked. They
also added something called Secure Memory Encryption (SME), which locks up all the computer's
memory using one main secret code when the computer starts up. This adds another layer of protection
to keep everything safe from unauthorized access.

In cloud computing, where lots of people share the same computer hardware, AMD SEV is really
important. It lets each virtual machine run securely, even if the software managing them or the person in
charge isn't completely trusted. This means companies can use cloud services knowing their data and
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programs are protected. And the best part? AMD SEV does all this without needing to change any
software, making security easy and smooth.

Overall, AMD SEV revolutionizes virtualization security by ensuring that each virtual machine operates
in its own secure bubble, protected from both internal and external threats, making cloud computing safer
and more reliable.
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Figure 2: Intel SGX Trusted Execution Path

AMD SEV, which uses AMD-V technology, offers a new way to make cloud computing safer for virtual
machines (VMs). It doesn't need any changes to the programs running inside the VMs. It quickly and
secretly encrypts the VMs' data using special hardware inside the computer. This helps keep everything
safe and private without slowing things down.

Encrypting VMs keeps them safe from physical attacks, other VMs, and even the main software that
manages them (called the hypervisor). An innovative method for virtual machine security is AMD SEV. It
doesn't rely on trusting the hypervisor or the person who runs the computer. AMD SME also adds another
layer of security by encrypting all the computer's memory using a special key made by the AMD Secure
Processor when the computer starts up. This helps protect everything on the computer from being accessed
without permission.

ARM TrustZone is a special security feature found in ARM processors used in smartphones and other
devices. It creates two separate worlds inside the processor: one for normal everyday tasks and one for
secure, important tasks.

6. Here's how it works:

TrustZone divides the processor into two parts. In the normal world, regular apps run like games or
messages. In the secure world, special apps run that need to keep things safe, like handling passwords or
making sure software is real and safe to use.Each world has its own way of doing things. The secure world
can control everything and has its own special mode (called monitor mode) to make sure it keeps things
safe. It can talk to the normal world, but the normal world can't talk back. There's a special bit inside the
processor that tells it which world it's in, and only the secure part can change it. This helps keep everything
secure and stops bad guys from getting into the important stuff. TrustZone makes sure that even if someone
tries to sneak in and look at your private information, like passwords or messages, they can't because it's
all locked up safely in the secure world. In simple terms, TrustZone makes ARM devices safer by keeping
important stuff protected in a special secret area that only trusted apps can use.
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7. Comparison:

Various hardware-based security technologies play crucial roles in protecting data and applications in
cloud and virtualized environments In order to protect data and applications from unauthorized access
within virtual environments, Intel TXT isolates them. Intel TXT protects data and apps by segregating
them from illegal access in virtual environments. ARM TrustZone divides the processor into secure and
non-secure domains, segregating sensitive operations like password handling from regular tasks. Intel
SGX creates secure enclaves within the CPU to execute critical applications securely. In terms of memory
confidentiality and integrity, AMD SEV and Intel SGX ensure data remains confidential and unaltered,
whereas Intel TXT and ARM TrustZone provide data protection without strong memory encryption.
Protection against compromised software varies: AMD SEV defends against some malicious software,
while Intel TXT, ARM TrustZone, and Intel SGX offer broader protection, including during system startup
and execution of critical tasks. There is little physical assault prevention; AMD SEV offers only partial
defense, Intel SGX targets certain attacks, and Intel TXT and ARM TrustZone give less thorough security.
All technologies prevent memory snooping and unauthorized memory access, although none effectively
protect cache memory. Intel TXT and AMD SEV offer secure storage solutions, while ARM TrustZone
lacks built-in secure storage, and Intel SGX uses dedicated enclaves for secure data storage. Secure boot
processes are employed by Intel TXT, ARM TrustZone, and AMD, ensuring safe system startup, whereas
Intel SGX secures data integrity without a dedicated secure boot process. Each technology executes critical
programs differently to maintain security, with Intel TXT and AMD SEV requiring protection for larger
system portions, ARM TrustZone protecting smaller sections, and Intel SGX focusing on a small, secure
enclave within the system.

8. Discussion:

ARM TrustZone is like a special fence inside your phone or tablet that keeps important apps safe from bad
guys. It divides the device into two worlds: one where regular apps run and another secure world for
important stuff like passwords. But, TrustZone doesn't check if everything started safely (attestation) or
keep secrets really safe from some types of attacks on memory.

AMD SEV is designed to protect big and old apps that might be tricky to secure. It puts a lock on each
virtual machine (VM) to keep them safe from other VMs. However, SEV doesn't always check if the
memory where data is stored is safe from changes, and sometimes bad guys find ways to trick it.

Intel SGX is very focused on keeping secrets safe. It only trusts the most important part of the computer
that runs secure apps. It's good at making sure no one snoops on data and checks if everything starts safely
(attestation). But, apps using SGX need special designs to be safe from some sneaky attacks, like when
bad guys try to guess secret info by how fast the computer works (cache-timing attacks).

Each of these technologies helps protect computers in different ways, but they each have their strengths
and things they need to work on to be even safer.

Hardware-based security solutions represent a promising path towards establishing a trusted cloud
computing environment, ensuring that user data and code remain protected from any malicious software.
These solutions have been quickly adopted by CSPs to offer greater assurances to customers concerned
about the security of their sensitive information.

This article delineates the four primary hardware-based trust solutions that Cloud Service Providers
implement in data centers: AMD SEV, Intel SGX, ARM TrustZone, and Intel TXT.

Based on my comparison across three criteria categories, | have identified that all four solutions can
provide security guarantees in specific scenarios. Each technology offers unique security features that the
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others may not, contributing to achieving trustworthy and secure computing environments tailored to
different needs.
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