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Abstract

The rapid growth of data-driven applications in healthcare, finance, IoT, and autonomous systems
has created a pressing need for privacy-preserving and scalable machine learning methods.
Traditional centralized learning, which aggregates data into a single repository, faces challenges
related to data privacy, security, communication overhead, and regulatory compliance. Federated
Learning (FL) offers a decentralized solution, enabling multiple clients to collaboratively train a
global model without sharing raw data. Only model updates are exchanged, preserving privacy
while leveraging distributed computational resources. This paper reviews FL architectures—
including centralized, decentralized, horizontal, vertical, cross-device, and cross-silo—along with
core components such as local clients, central servers, and communication protocols. Privacy-
preserving techniques like differential privacy, secure aggregation, homomorphic encryption, and
anonymization/pseudonymization are discussed to protect sensitive information. FL applications
span healthcare, finance, IoT, smart devices, and autonomous systems, highlighting its
transformative potential. Key challenges include data and system heterogeneity, efficient
aggregation, personalization, robustness, and regulatory compliance. Future directions focus on
enhanced privacy, communication efficiency, model personalization, and integration with edge and
IoT environments. FL thus represents a promising paradigm for secure, collaborative, and
distributed artificial intelligence.
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1. INTRODUCTION

The rapid growth of data-driven applications across diverse domains such as healthcare, finance,
smart devices, and autonomous systems has fueled the need for powerful machine learning models.
Traditional machine learning approaches rely on centralized data collection, where information
from multiple sources is aggregated into a single repository for training. While effective, this
paradigm poses significant challenges related to data privacy, security, regulatory compliance, and
communication overhead. In response to these limitations, Federated Machine Learning (FML) has
emerged as a promising distributed learning framework that enables collaborative model training
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without requiring direct data sharing.

Federated learning allows multiple clients—such as mobile devices, hospitals, or financial
institutions—to train a shared global model while keeping their raw data localized. Instead of
transmitting sensitive information to a central server, only model updates (e.g., gradients or
parameters) are exchanged, thereby preserving user privacy and reducing the risk of data leakage.
This approach aligns well with increasing global emphasis on data protection laws and ethical Al
practices, making it a compelling alternative to conventional centralized machine learning.

Beyond privacy, federated learning addresses critical concerns of scalability and efficiency. It
leverages computational resources at the edge, reduces the dependence on massive centralized
infrastructures, and mitigates bandwidth constraints by minimizing raw data transfers. However,
federated learning introduces unique challenges, including statistical heterogeneity across
distributed datasets, system heterogeneity in terms of devices and network conditions,
communication bottlenecks, and concerns about trust and security in aggregation.

In recent years, substantial research efforts have been directed toward advancing federated learning
algorithms, improving communication efficiency, enhancing robustness against adversarial attacks,
and enabling personalization for heterogeneous clients. These developments underscore the
transformative potential of federated learning in real-world applications where privacy, fairness,
and efficiency are paramount. As industries increasingly adopt connected and intelligent systems,
federated machine learning stands at the forefront of enabling secure, collaborative, and scalable
artificial intelligence.
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2. FEDERATED LEARNING

Federated Learning (FL) is a decentralized and privacy-preserving approach designed to address
challenges related to sensitive data and storage limitations (K. Li et al., 2020). In recent years, the
rapid advancement of artificial intelligence, machine learning, deep learning, and smart devices has
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highlighted new concerns in data science. Two of the most critical issues are data accessibility and
secure usage. First, the introduction of the General Data Protection Regulation (GDPR) (Voigt & Von
dem Bussche, 2017) gave individuals full authority over their personal information. Consequently,
organizations and institutions are no longer allowed to store or share user data without explicit
permission. Second, the exponential growth of big data has made centralized storage increasingly
impractical, as massive volumes of information are now generated across multiple servers and
smart devices. This distribution of data necessitates methods for training models without requiring
the data to leave its original location. To meet this need, Federated Learning emerged as a branch of
artificial intelligence, enabling collaborative model building while ensuring that private data
remains at its source.

The concept of decentralized learning was formally introduced in 2017 when B. McMahan et al.
proposed the Federated Averaging (FedAvg) algorithm. Their study focused on enhancing
recommendation systems and automated text corrections across numerous Android mobile devices.
Despite its potential, FL still faces significant challenges. As highlighted by K. Bonawitz et al.
(2017), achieving privacy-preserving model aggregation in federated environments is complex. In a
star-shaped architecture—where multiple learner nodes send updates to a central server— personal
data may inadvertently be exposed unless the central server is completely trustworthy. The two
major issues are ensuring formal privacy guarantees in collaborative frameworks (K. Bonawitz et
al., 2017) and extending FL to support a variety of algorithms such as clustering, frequent pattern
mining, decision trees, ensemble learning, and matrix/tensor decomposition. Solutions to the first
problem often involve techniques such as differential privacy and secure multiparty computation
(Truex et al., 2019). Addressing the second requires continued research on aggregation mechanisms
and incremental learning strategies.

3. Classification of federated learning

3.1 Centralized vs. Decentralized Federated Learning Centralized federated learning

In a centralized setup, a main server oversees the training workflow. Each client trains a model

locally using its private dataset and forwards the updated parameters to the server. The server then

merges these updates into a single global model and redistributes it to all participants.

e Coordination: A central server manages training, aggregation, and model distribution.

e Aggregation: All updates are combined in one location, simplifying the process.

e Control: The server governs the training pipeline, making it easier to administer.

o Example: Hospitals sharing locally trained patient models with a central server to enhance a
disease prediction system.

Decentralized Federated Learning

In decentralized FL, the need for a central authority is removed. Instead, participants share and

combine model updates directly through peer-to-peer communication. This structure avoids single

points of failure and improves privacy by distributing the aggregation step.

o No Central Authority: Participants exchange updates without relying on a single server.

e Robustness: The absence of a central hub lowers vulnerability to failure.

e Privacy: Aggregation is spread across peers, improving confidentiality.

o Example: Smartphones jointly learning app usage behavior without depending on a central
coordinator.

IJFMR250557558 Volume 7, Issue 5, September-October 2025 3



https://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

3.2 Horizontal vs. Vertical Federated Learning Horizontal Federated Learning (HFL)

HFL, or sample-based FL, applies when participants’ datasets use the same set of features but

consist of different records or individuals. Essentially, the structure is identical, while the entries

differ.

e Common Feature Space: Identical features, but distinct samples.

o Collaboration: Institutions can train together without exposing raw data.

o Applicability: Ideal when organizations have data with the same schema.

o Example: Several banks developing a fraud detection model using their separate transaction
records.

Vertical Federated Learning (VFL)

VFL, also called feature-based FL, occurs when datasets represent the same group of users but

contain different attributes for them. Participants hold complementary features for the same entities.

o Shared Sample Space: Same users, but different data attributes.

o Feature Integration: Allows merging attributes from various organizations into a richer model.

o Privacy Protection: Only partial results are shared, keeping raw data private.

o Example: A retail company (purchase history) and a bank (financial details) combining their
information to analyze customer behavior.

Cross-Silo vs. Cross-Device Federated Learning Cross-Silo Federated Learning

Cross-silo FL involves a handful of stable and trusted organizations, such as universities, hospitals, or

corporations. These entities usually hold large datasets, strong computing resources, and reliable

network connections.

o Limited Participants: Typically only a few trusted partners.

o Stable Resources: Reliable computing and connectivity.

Large Data Holdings: Each silo contributes substantial datasets.

o Example: Universities pooling their research datasets to build a shared predictive model.

Cross-Device Federated Learning

Cross-device FL connects a massive number of personal or edge devices, such as smartphones, loT

nodes, or wearables. These devices often have limited resources and irregular network availability.

o High-Volume Participants: Thousands or millions of devices.

o Unstable Environment: Varying processing power and intermittent connectivity.

e Small Local Datasets: Each device adds only a small share of data.

o Example: Mobile devices collaboratively training a predictive text model without exposing raw
typing data.

4. Key Components of Federated Learning

e Local Clients/Devices: These are the endpoints where data is generated and stored. Each client
contributes to training by updating the model using its local dataset.

e Central Server: The server manages the overall process by collecting updates from clients,
aggregating them to refine the global model, and sending the improved model back to
participants.

e Communication Protocol: This defines how information—such as model parameters and
updates—is exchanged between the server and clients, with a focus on efficiency and security.
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5. Applications of Federated Learning

Federated Learning (FL) has diverse applications across privacy-sensitive and data- distributed
domains. In healthcare, it enables collaborative disease prediction, medical imaging analysis, and
personalized treatment without sharing patient records. In finance, FL supports fraud detection,
credit scoring, and risk management while preserving client confidentiality. On mobile and edge
devices, it powers personalized services such as predictive text, speech recognition, and
recommendation systems. In IoT and smart cities, FL facilitates traffic prediction, energy
optimization, and environmental monitoring. It also contributes to autonomous vehicles by improving
navigation and safety models through shared learning. Moreover, retail, cybersecurity, and
education benefit from FL in areas like personalized recommendations, intrusion detection, and
adaptive learning platforms.
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6. Challenges in Federated Learning

As Federated Learning (FL) continues to advance, several challenges remain that require further

research and innovation to strengthen its effectiveness. Some of the major challenges include:

e Stronger privacy-preserving methods: Advancing mechanisms such as improved differential
privacy (DP), homomorphic encryption (HE), and secure multi-party computation to provide
enhanced privacy guarantees.

e Scalability: Designing scalable algorithms and infrastructures capable of supporting large
numbers of heterogeneous devices in cross-device FL, while optimizing communication
efficiency and reducing the load on resource-limited clients.

o Efficient model aggregation: Developing innovative aggregation strategies that address
heterogeneous client updates and accelerate global model convergence, with techniques like
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federated optimization and adaptive aggregation playing key roles.
o Personalization: Enabling models to adapt to individual client needs in diverse environments
through approaches such as federated meta-learning and multi-task learning.
e Robustness and security: Strengthening defenses against adversarial threats and securing model
updates with techniques like adversarial training and secure aggregation protocols (SAPs).
e Regulatory compliance: Ensuring FL. frameworks align with evolving data protection laws
across regions through continuous monitoring and updating of compliance mechanisms.
o Interdisciplinary collaboration: Promoting collaboration between experts in machine learning,
cryptography, and data privacy to drive innovative solutions.
Federated Learning represents a groundbreaking shift in machine learning by addressing data
privacy concerns while enabling collaborative training across distributed clients. Its architecture—
comprising local training, model update sharing, and global aggregation— offers a reliable
framework for decentralized learning.
The distinction between cross-device and cross-silo FL highlights its adaptability across different
domains, from personal devices to large-scale institutional collaborations. Each paradigm brings
unique challenges and applications, requiring tailored solutions for optimal performance and
privacy.
Looking forward, progress in privacy-preserving techniques, scalability, model aggregation, and
compliance will be key to unlocking FL’s full potential. With continued interdisciplinary research
and the resolution of existing challenges, FL can evolve into a privacy-first machine learning
paradigm that empowers both individuals and organizations while fostering innovation and
collaboration.
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7. Privacy-Preserving Techniques in Federated Learning

Privacy-preserving techniques in federated learning (FL) are critical for protecting data
confidentiality while enabling collaborative model training. Key methods include differential
privacy (DP), encryption techniques, secure aggregation, and anonymization/pseudonymization.
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The following sections provide a brief overview of these approaches.

7.1 Differential privacy (DP)

Differential privacy (DP) is a formal framework that ensures individual data points in a dataset

cannot be distinguished from one another. This is achieved by introducing controlled

randomness into computations, such as model updates, so that the inclusion or exclusion of any
single data point does not significantly affect the outcome.

In FL, DP can be applied to client model updates before they are sent to the central server:

e Noise addition: Clients add noise, typically from Gaussian or Laplace distributions, to
gradients or parameter updates. The magnitude of the noise is determined by a privacy
parameter (g), with smaller & providing stronger privacy but potentially reducing model
accuracy.

o Local Differential Privacy (LDP): Noise is added at the client side, ensuring data privacy even
before aggregation, protecting against adversaries intercepting updates.

e Global Differential Privacy (GDP): Noise is applied at the server after aggregation, providing
DP guarantees but requiring partial trust in the server.

Advantages: DP provides strong, mathematically verifiable privacy guarantees and allows flexibility in

trading off privacy and accuracy.

Challenges: There is a trade-off between accuracy and privacy, and selecting appropriate noise

scales and parameters requires careful tuning and domain expertise.

7.2 Encryption method

Encryption ensures that data and model updates remain confidential during transmission and

computation. Two widely used techniques are:

e Homomorphic Encryption (HE): HE allows computations on encrypted data without
decryption. In FL, clients encrypt updates, the server aggregates them while encrypted, and an
authorized party decrypts the result. HE variants include partially HE (PHE) and fully HE.
Advantages: Strong confidentiality and security against external and malicious threats.
Challenges: High computational overhead and complexity, especially for FHE, and requires
expert handling of cryptographic parameters.

e Secure Multi-Party Computation (SMPC): SMPC enables multiple parties to jointly compute
a function over their inputs while keeping individual inputs private. Clients split updates into
shares, distribute them, perform distributed aggregation, and reconstruct the aggregated
results.

Advantages: High privacy and no reliance on a fully trusted environment. Challenges:

Requires significant communication among parties and complex protocol design.

7.3 Secure aggregation

Secure aggregation protocols (SAPs) allow aggregation of model updates such that the server only

sees the combined result, not individual contributions.

Implementation typically involves:

o Pairwise masking: Clients generate random masks and share them securely, which cancel out
during aggregation.

e Additive secret sharing: Updates are split into shares and distributed among servers, which
perform aggregation without accessing individual updates.

Advantages: Enhanced privacy and greater efficiency compared to full HE or SMPC.
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Challenges: High implementation complexity and need for robustness against client dropouts
or malicious behavior.

7.4 Anonymization and Pseudonymization

These techniques obscure personal identifiers in data to prevent tracing information back to

individuals.

e Anonymization: Removes or alters identifiers, using approaches like k-anonymity and I-
diversity to reduce re-identification risks.

o Pseudonymization: Replaces identifiers with pseudonyms or tokens, allowing reversible
mapping under secure control.

Advantages: Enhanced privacy and regulatory compliance (e.g., GDPR, HIPAA). Challenges:

Anonymization may reduce data utility, and pseudonymization requires secure handling of mapping

tables to prevent breaches.

8. Future Directions and Prospects in Federated Learning

Federated Learning (FL) is poised to evolve with a focus on enhanced privacy, robustness, and
personalization. Future research is expected to improve privacy-preserving techniques, including
differential privacy, secure multi-party computation, and homomorphic encryption, to ensure
stronger protection of sensitive data. Personalization of global models for heterogeneous client data,
communication-efficient algorithms, and robustness against adversarial attacks will be critical for
practical deployments. Integration with edge computing and IoT devices, along with standardized
protocols and incentive mechanisms, will enable scalable, real-time, and collaborative Al
applications. Overall, FL holds significant promise for privacy-preserving, distributed intelligence
across healthcare, finance, autonomous systems, and smart devices, paving the way for ethical and
efficient Al ecosystems.

9. Conclusion

Federated Learning (FL) enables collaborative, privacy-preserving model training without sharing
raw data, addressing the limitations of centralized machine learning. Its versatile architectures, key
components, and privacy-enhancing techniques make it suitable for applications in healthcare,
finance, IoT, and autonomous systems. Despite challenges such as heterogeneity, efficient
aggregation, and personalization, FL’s continued development in privacy, communication
efficiency, and edge integration positions it as a scalable, secure, and ethical framework for
distributed artificial intelligence.

References

1. Bonawitz, K., Ivanov, V., Kreuter, B., Marcedone, A., McMahan, H. B., Patel, S., ... & Zhang,
M. (2017). Practical secure aggregation for privacy-preserving machine learning. Proceedings
of the 2017 ACM SIGSAC Conference on Computer and Communications Security (CCS),
1175—-1191. https://doi.org/10.1145/3133956.3133982

2. Kairouz, P., McMahan, H. B., Avent, B., Bellet, A., Bennis, M., Bhagoji, A. N, ... & Zhao,
S. (2021). Advances and open problems in federated learning. Foundations and Trends® in
Machine Learning, 14(1-2), 1-210. Doi 10.1561/2200000083

3. Li, K., He, J., Song, L., & Wang, Y. (2020). Federated learning: A survey on enabling

IJFMR250557558 Volume 7, Issue 5, September-October 2025 8



https://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

technologies,  protocols, and applications. @ IEEE  Access, 8, 63342-63373.
doi.10.1109/ACCESS.2020.2980795

4. McMahan, H. B., Moore, E., Ramage, D., Hampson, S., & Arcas, B. A. y. (2017).
Communication-efficient learning of deep networks from decentralized data. Proceedings of the
20th International Conference on Artificial Intelligence and Statistics (AISTATS), 1273—-1282.

5. Truex, S., Liu, L., Chow, K. H., Gursoy, M. E., & Wei, W. (2019). LDP-Fed: Federated
learning with local differential privacy. Proceedings of the 2019 ACM Workshop on
Atrtificial Intelligence and Security (AlSec),61-68.
https://doi.org/10.1145/3338501.3357370

6. Voigt, P., & Von dem Bussche, A. (2017). The EU General Data Protection Regulation
(GDPR): A practical guide. Springer International Publishing. doi.10.1007/978-3-319- 57959-7

7. Yang, Q., Liu, Y., Chen, T., & Tong, Y. (2019). Federated machine learning: Concept and
applications. ACM Transactions on Intelligent Systems and Technology (TIST), 10(2), 12.
doi.10.1145/3298981

8. Zhang, C., Xie, Y., Bai, H., Yu, B.,, Li, W., & Gao, Y. (2021). A survey on federated
learning. Knowledge-Based Systems,216, 106775. doi.10.1016/j.knosys.2021.106775

IJFMR250557558 Volume 7, Issue 5, September-October 2025 9



https://www.ijfmr.com/

