
 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR250557699 Volume 7, Issue 5, September-October 2025 1 

 

The Intersection of Artificial Intelligence (AI) & 

Privacy Rights: Legal Hurdles And Future 

Outlook 
 

Dr. Kumkum Agarwal 
 

Asst. Prof. Agra college, Agra, 43, Natrajpuram, Kamla Nagar, Agra 282005 

 

Abstract: 

Technology and innovations are paramount for a country's growth, but it's also decisive to safeguard 

individuals' rights to privacy. We must ensure that our personal information and lives are safe and 

secure, even as we embraces new advanced technologies like Artificial Intelligence (AI). Right to 

privacy is one of the most important fundamental human rights which are protected by numerous 

national and international conventions. Meanwhile, Artificial Intelligence has emerged as a super-

intelligent mechanism that can quickly solve complex problems and find solutions. It is in form of 

machine that can think and act like humans. In fact, it has transformed our slow and outdated life into 

fast and progressive life. But at the same time, more dependency on AI tools in every arena of life arises 

big concern is how it can protect people's freedom and privacy.  In an era of digitalization where 

personal information can be accessed within few seconds, unknowingly our photos and details can be 

seen and misused, our conversation can also be overheard by the technologies present around us. 

Through this paper, the researcher will try to examine the conflict between privacy rights and Artificial 

Intelligence (AI), particularly in data collection, surveillance and Deepfake tech. As AI increasingly 

integrates into our lives, finding a balance that protects privacy while embracing innovation is 

imperative. I will evaluate current legal frameworks such as the General Data Protection Regulation 

(GDPR), the California Consumer Privacy Act (CCPA), and Indian laws The Digital Personal Data 

Protection Act, 2023 to identify regulatory gaps that fail to address privacy concerns. Ultimately, this 

work underscores the need to reconcile technological advancement with the safeguarding of fundamental 

privacy rights in our fast-evolving digital world. 

 

Keywords: Artificial Intelligence, importance of privacy rights, invasion on privacy & deepfake, 

Legislations. 

 

1. Opening Remarks: 

Artificial Intelligence (AI) transforms our life, make it more efficient, productive and innovative but at 

the same time it poses threat to individual privacy in any arena of life. 

The evolution of technology is vast and intricately linked to the progress of human civilization. It goes 

back to ancient cultures like Mesopotamia, Egypt and the Indus Valley where new tools and inventions 

significantly improved everyday life. As time passes, technology has dramatically moulded our way of 

living leading to an increasing reliance on digital devices. Today, technology is integrated into nearly 

everything we do— from education, science, health system to business, legal system and social media. It 
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plays an essential role in shaping modern society and enhancing our quality of life. As we move 

forward, advancements like Artificial Intelligence and machine learning are pushing the boundaries of 

technology even further. Actually, Artificial Intelligence (AI) is reshaping our world, bringing 

significant changes our manner of working, communication modes and interaction within surroundings. 

As we embrace conveniences and capabilities that AI offers—from personalized recommendations to 

automated customer service—it's crucial to acknowledge the rising concerns surrounding data security 

and privacy that accompany these advancements. Certainly, AI technology is incredibly helpful in 

today's fast-paced world where everyone faces many challenges. We are all trying to achieve various 

goals, whether related to our careers, personal lives, or social connections. The rise of Artificial 

Intelligence (AI) has significantly impacted this journey, providing tools that improve our efficiency and 

help us make better decisions while dealing complex information. AI tools like Alexa, Google Assistant, 

Siri, Chatgpt, Copilot, Google cloud etc. have made our daily lives much easier, allowing us to 

accomplish tasks quickly just by giving commands. However, along with sides, there are also downsides 

leading to job losses, privacy violation, bias and discrimination. 

As for privacy concerns, the expansion of AI tech. has brought significant challenges, as many AI tools 

rely on collecting personal data such as photos, details, conversations but assurance of data security is 

often lacking in these tools. Smart devices like AI-powered cameras, voice assistants, and facial 

recognition systems are now common in homes, offices, and public spaces. While they offer 

convenience, they also quietly collect personal data, raising serious privacy concerns. With the rise of 

advanced tools like deepfakes, many parents have become more cautious—some even avoid sharing 

their children’s photos online. This careful approach shows how people are becoming more aware and 

protective of their privacy in today’s digital world. Edward Snowden, a well-known advocate for privacy 

rights, rightly noted, “the more they know about you, the more they can control you.” 

Artificial Intelligence (AI) is transforming industries through smart automation, data analysis, and 

personalized services. From healthcare to entertainment, it brings innovation and efficiency. However, 

this progress comes with serious privacy risks, as AI relies on large datasets that often include sensitive 

personal information. Misuse or breaches of such data can harm individual privacy. Therefore, balancing 

AI-driven innovation with strong data protection has become essential for governments, tech developers, 

and society as a whole(Awwal-Bolanata, 2024). Governments are crafting privacy laws, and developers 

are adopting privacy-by-design models to protect individual rights. This joint effort builds public trust 

and ensures AI evolves ethically. Prioritizing privacy safeguards helps unlock AI’s potential without 

compromising fundamental freedoms. 

In summary, as we move through the rapidly advancing landscape of AI, it is essential to address the 

privacy challenges it poses to ensure a secure and forward-looking future. This paper explores the 

existing legal frameworks governing data privacy, with a focus on key regulations such as the California 

Consumer Privacy Act (CCPA), the General Data Protection Regulation (GDPR), and India’s Digital 

Personal Data Protection Act, 2023. It also examines case studies that highlight the impact of AI 

technologies on privacy rights, analyzing the legal challenges and implications of AI-driven data 

processing. 

This study highlights how AI functions as a double-edged sword—driving innovation while posing 

privacy risks. It aims to explore practical solutions to strengthen data protection, recommending 

measures to reduce AI-related threats. The focus is on balancing technological progress with the 

safeguarding of individual privacy rights. 
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2. Artificial Intelligence: A Concise Overview 

 
…It happened gradually, then suddenly…” 

This famous quote from Ernest Hemingway’s 1926 novel, ‘The Sun Also Rises’ could be used to 

describe some of the world’s most profound technological changes. Small advancements accumulate and 

then all of a sudden, the world is a different place. That could describe the world before and after the 

birth of the internet and could now be applied to Artificial Intelligence (AI), which has ‘gradually, then 

suddenly’ burst onto the scene after nearly a century of research. It is almost impossible to browse the 

news or social media today, without seeing mention of Artificial Intelligence and the magazines Time, 

Science, Cosmopolitan and The Economist (to name only a few) have all dedicated cover stories to AI in 

2023 (Simpson, 2024). 

The term artificial intelligence was first coined by John McCarthy in 1956 when he held the first 

academic conference on the subject. But the journey to understand if machines can truly think began 

much before that. (Smith, 2006, p. 4) 

AI has gained significant attention in recent years – and especially in 2023 – but AI is not new and can 

trace its history back to the development of computers after the Second World War. In Vannevar Bush’s 

seminal work As We May Think he proposed a system which amplifies people’s own knowledge and 

understanding. This is widely considered the start of AI as a distinct field of study and where the term 

“Artificial Intelligence” was used for the first time by the visionaries at that conference.(Simpson, 2024, 

pp. 4-6) 

One of the most important aspects of AI is that it is a multi-use technology. Like electricity it can be 

applied in lots of different ways, to lots of different scenarios. There is no single, universally accepted 

definition for Artificial Intelligence, but the Oxford English Dictionary defines AI as “the capacity of 

computers, or other machines, to exhibit intelligent behaviour”. This means AI systems appear to think, 

learn and act like humans and in some cases exceed the capabilities of humans. AI systems can analyse 

vast amounts of data, solve complex problems, make decisions and perform creative tasks.(Simpson, 

2024, pp. 4-6) 

AI is a branch of computer science. It involves developing computer programs to complete tasks which 

would otherwise require human intelligence. AI algorithms can tackle learning, perception, problem-

solving, language-understanding and logical reasoning. AI is used in many ways within the modern 

world, from personal assistants to self-driving car. Artificial intelligence (AI) is evolving 

rapidly.(Mohammed, 2018) 

2.1 The Role of AI in Daily Life: Navigating a New Era of Convenience and Creativity 

In today’s tech-driven world, Artificial Intelligence (AI) is a powerful force reshaping how we live, 

work, and communicate. Seamlessly integrated into our daily routines, AI is making tasks more efficient 

and our lives more connected. Its rising presence is fueled by rapid technological progress and the 
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convenience it brings—boosting productivity, simplifying everyday activities, and offering personalized 

experiences. Below are some key areas where AI is increasingly becoming a part of our everyday 

life:(Authors, Talati, Blessing, Smart, & Samuel, 2024, p. 4) 

• Communication: AI-powered assistants (Siri, Alexa, Google Assistant) use NLP to enable voice-

controlled messaging, search, and device operation. 

• Social Media: AI curates personalized feeds, recommends friends, and suggests relevant content or 

products based on user behavior. 

• Healthcare: AI aids in diagnosis, creates custom treatment plans, enables health tracking through 

wearables, and supports telemedicine. 

• Transportation: Smart navigation apps and autonomous vehicles, like those developed by Tesla and 

Apple, improve travel safety and efficiency. 

• Smart Homes: AI automates home systems (lighting, security, climate), learning user habits for better 

convenience and energy savings. 

• Entertainment & Gaming: AI personalizes recommendations on streaming platforms and enhances 

gaming with adaptive, intelligent gameplay. 

• Education: AI-driven platforms offer personalized learning experiences and help educators with grading 

and student assessment. 

As AI becomes more integrated into everyday activities, it brings both opportunities and challenges. 

While AI can enhance convenience, productivity and customization, it also raises questions about 

privacy, security  and ethical concern. Balancing these considerations is essential as AI's role in daily 

routine life continues to expand. 

 

3. Right to Privacy: A Pillar of International Human Rights Frameworks 

The right to privacy is widely recognized as a fundamental human right across the world.  (Campbell 

v.MGN Ltd., Griswold v.Connecticut, G, Justice k.s. Puttaswamy, 2004, 1965, 1988, 2017). It plays a 

crucial role in protecting an individual's personal space, information, and communication from 

unauthorized access or interference. Privacy allows individuals to control what they share about their 

lives and with whom. It ensures that people can keep certain aspects of their thoughts, behavior and 

relationships protected from intrusion by others including governments, corporations, and even society. 

Despite its importance, privacy remains a complex and often vaguely defined concept. Different cultures 

and legal systems interpret privacy in diverse ways. However, one idea remains consistent i.e.‘privacy is 

not a privilege granted by the state, but a natural and inherent right that every individual possesses by 

virtue of being human’. It reflects deep need for personal space, dignity and autonomy. This includes 

freedom from surveillance, protection of personal data, bodily integrity, confidentiality at home and 

even safeguarding one's reputation and private decisions (Islam, 2022). Privacy is not only vital for 

humans but is also instinctively valued by animals as it helps them feel safe in their groups. Similarly, in 

a democracy, privacy protects people from unwanted interference by the government or others. If 

someone's personal data is misused, the harm can be serious and often cannot be fixed (Islam, 2022). 

In essence, the right to privacy is about protecting the freedom to live, think, and relate without constant 

observation or control. It allows individuals to be themselves, choose what to reveal, and preserve their 

sense of self in an increasingly interconnected and monitored world. 

3.1 International Developments: United Nations and the Right to Privacy 

The right to privacy has been clearly recognized at the international level by the United Nations. Article  
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12 of the Universal Declaration of Human Rights (1948) states that no one shall be subjected to arbitrary 

interference with their privacy, family, home, or correspondence. 

Similarly, Article 17 of the International Covenant on Civil and Political Rights (ICCPR) (1976) protects 

individuals from unlawful or arbitrary interference with their privacy, emphasizing the importance of 

legal safeguards to uphold this right. 

Further, the United Nations Convention on the Rights of the Child (1989) includes specific provisions to 

protect children's privacy, recognizing their right to be shielded from unjustified interference in their 

personal lives. 

In addition, the European Convention on Human Rights (1950), particularly Article 8, also guarantees 

right to respect for private and family life, home and correspondence. 

Together, these international instruments show that privacy is not just a national concern but a globally 

acknowledged human right, essential for dignity, freedom and personal autonomy in every part of the 

world. 

3.2 Judicial Trends in Protecting Right to Privacy: 

Judiciary across the world has played a crucial role in shaping the scope and enforcement of  right to 

privacy, especially in response to evolving technological and social challenges. In India, the landmark 

judgment of Justice K.S. Puttaswamy v. Union of India (2017) known as Aadhar case declared the right 

to privacy as a constitutionally protected fundamental right under Article 21of the Indian constitution, 

affirming that privacy is intrinsic to life and personal liberty. In the United States, privacy has been 

judicially protected through a series of decisions, including Roe v. Wade and Carpenter v. United 

States, where the Supreme Court recognized privacy within the framework of the Fourth Amendment 

and due process clauses. The European Court of Human Rights (ECHR) has been a pioneer in privacy 

jurisprudence, interpreting Article 8 of the European Convention on Human Rights to provide robust 

protection. In S. and Marper v. United Kingdom, the ECHR held that retaining biometric data without 

consent violates privacy rights. 

In Nigeria, though explicit privacy protections are limited, courts have increasingly referenced 

constitutional principles to curb data misuse, especially in light of the Nigeria Data Protection 

Regulation (Nigeria Data Protection Regulation, 2019). Meanwhile, China has traditionally prioritized 

state interest, but recent judicial interpretation has shown sensitivity to data rights, especially after the 

enactment of the Personal Information Protection Law (PIPL) in 2021(Personal Information Protection 

Law of the People's Republic of China, 2021). Collectively, these judicial trends demonstrate a growing 

global recognition of privacy as a vital human right, increasingly essential in an era of data-driven 

governance and surveillance. 

Thus, Privacy is a globally recognized human right, vital for personal freedom and dignity. Courts 

worldwide—from India to the U.S. and Europe—are actively upholding this right, especially in the 

digital age. As technology grows, strong judicial support is key to protecting people’s personal data and 

private lives. 

 

4.  Everyday Privacy Risks in the Age of AI: 

Privacy is a core element of human dignity and its violation is both a legal and moral concern. In today’s 

digital era, growing integration of Artificial Intelligence (AI) into daily life has made personal data more 

vulnerable than ever. AI tools have become so deeply embedded in our routines via smartphones, social 

media, smart devices, and surveillance systems—that safeguarding one's privacy has become 
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increasingly difficult. For instance, a simple photograph uploaded on social media can be altered using 

AI to create a fake identity, potentially used for criminal purposes. From deepfakes to identity theft and 

surveillance, risks associated with AI highlight urgent need for robust privacy safeguards and ethical 

regulations. Some of the key risks linked to AI and privacy include unauthorized data collection, 

profiling, surveillance, identity theft, and algorithmic bias—all of which can lead to discrimination, 

exploitation, and erosion of trust in digital systems. Some of the key risks which are associated with AI 

and privacy are as follow: 

Data  Breach: Artificial Intelligence (AI) functions in a way similar to the human brain—it learns from 

past data and uses it to make decisions. Just as the human brain relies on memory, AI relies on data to 

"learn." However, a growing concern is that the data used by AI often includes highly sensitive personal 

information such as health records, financial transactions, and biometric details like fingerprints or retina 

scans. If this data is not properly protected, there is a serious risk of it being accessed by unauthorized 

entities, leading to misuse and violations of privacy(Angerhofer, Datta, Vishwakarma, Sharma, Singh, & 

Gautam, 2024). 

Many users are unaware of the volume of data they generate and share, or how that data is collected, 

processed, and used by AI systems. What’s more alarming is that AI can derive sensitive insights from 

seemingly non-sensitive data. For example, studies show that even keyboard typing patterns can be 

analyzed to reveal a person’s emotional state—such as anxiety, confidence, or sadness. This highlights 

the deep privacy risks involved in AI systems that go far beyond what users can easily detect or control 

(SB & N, 2024) 

Bias and Discrimination: AI systems must be built on data that is fair, unbiased, and ethically sourced. 

However, when AI is trained on historical data embedded with social inequalities or prejudices, it tends 

to reproduce those biases. For instance, an AI system designed for hiring decisions may favor male 

candidates if the training data is based on past hiring records that underrepresent women or marginalized 

communities. (SB & N, 2024). Another case involves ‘COMPAS’ an AI tool used in the U.S. criminal 

justice system to assess the risk of reoffending. Investigations revealed that it was more likely to assign 

higher risk scores to Black defendants than to white defendants for the same offenses, even when other 

factors were similar. This exposed serious concerns about racial bias in law enforcement technologies 

(Angwin, Larson, Mattu, Kirchner, & ProPublica, 2016). Artificial intelligence operates through strict 

algorithmic logic, focusing solely on whether a specific task meets predefined criteria. Unlike human 

beings, AI lacks emotional intelligence and contextual understanding. It cannot assess situations 

holistically or consider social and ethical dimensions. This limitation increases the likelihood of biased 

and discriminatory outcomes, particularly in sensitive areas such as hiring, credit lending, and law 

enforcement, where fairness and human judgment are essential. 

Tracking and surveillance: Artificial intelligence has significantly simplified the process of monitoring 

individuals through tools such as facial recognition, GPS tracking, and data integration. While these 

technologies offer convenience, they also raise serious concerns regarding mass surveillance and the 

erosion of privacy and civil liberties. The situation resembles the dystopian fear portrayed in George 

Orwell’s novel 1984, where constant observation leads to a loss of personal freedom (Angerhofer, Datta, 

Vishwakarma, Sharma, Singh, & Gautam, 2024). 

AI systems today have the capacity to map individuals’ daily activities by collecting data from various 

smart devices such as smartphones, smartwatches, and fitness trackers. These systems can de-anonymize 

user data—identifying individuals by correlating non-personal and personal data across different 
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platforms. By analyzing data from street surveillance cameras, credit or debit card transactions, and 

social media activities, AI can construct detailed, 360-degree profiles of individuals without their 

knowledge or consent. This growing capacity for real-time tracking and profiling poses a fundamental 

challenge to the right to privacy in the digital age. (SB & N, 2024) 

Voice & face recognition: The deployment of facial and voice recognition technologies (FRT) has 

raised critical concerns regarding the infringement of fundamental rights, particularly the right to privacy 

and the freedom of assembly. While often justified on grounds such as national security, crime 

prevention, or identity verification, FRT has increasingly been misused by state authorities to surveil 

citizens, including peaceful protesters and political dissidents. 

For instance, in Sadhan Haldar v. NCT of Delhi, the Delhi High Court permitted the use of FRT 

specifically for locating and reuniting missing children. However, in practice, the Delhi Police extended 

this technology to identify and detain protesters during the demonstrations against the Citizenship 

Amendment Act (CAA) in 2019, raising serious ethical and legal questions. The use of FRT without 

informed consent and judicial oversight not only contravenes an individual’s right to privacy but also 

risks enabling a surveillance state where civil liberties are increasingly compromised(SB & N, 2024) 

Deepfake Tech: Deepfakes are a growing concern throughout the world. Deepfakes are manipulated or 

synthetic media, often created using artificial intelligence techniques like deep learning to convincingly 

alter or generate fake videos, audio recordings, or images and  then manipulated to appear as if the 

person is saying or doing certain things. 

A cybercriminal utilized deepfake technology to create a passport with your details, enabling another 

person to use your identity and reside in that country. Human trafficking, money laundering, blackmail, 

revenge porn, and ransomware are some of the threats with deepfakes that anyone can fall victim to. 

This is the new normal of deepfakes powered by artificial intelligence(Vecchietti, Liyanaarachchi, & 

Viglia, 2025). Deepfake technology has led to a surge in fraudulent activity. For example, 

cybercriminals deceived a finance professional into paying US$ 25 million by impersonating the chief 

financial officer of a multinational firm through a video conference.The rapid advancement of AI 

technologies, particularly deepfakes, presents new challenges to businesses regarding data integrity, 

privacy, and operational security. 

As highlighted by several studies, this technology could also be exploited to commit crimes such as 

revenge pornography, blackmail and extortion. Women are exclusive victims of deepfake pornography 

which can harm their dignity. They may experience shame, embarrassment, and damage to their 

reputation. In some cases, it can lead to emotional distress and even mental health issues. For example, 

in the year 2023, two Indian actresses- Rashmika Mandanna and Priyanka Chopra Jonas, fell prey to 

deepfake as their images and voice were manipulated using deepfake technology. (Vig, 2024, pp. 75-76) 

4.2 Some Recent Incidents How AI Create Risk To Privacy: 

These incidents demonstrate how AI systems deployed without robust oversight, transparency, or 

consent can lead to major privacy violations and discrimination. 

In January 2023, Amazon warned its employees against sharing sensitive company data with AI tools 

like ChatGPT. The alert followed incidents where ChatGPT responses resembled confidential Amazon 

information, raising concerns that such data might have been used in training the model. This situation 

highlights the significant privacy risks associated with generative AI tools, where proprietary or personal 

data may inadvertently become part of AI outputs, leading to financial and strategic harm (Haydock, 

2023). 
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In 2016, Cambridge Analytica harvested Facebook user profiles via a personality quiz and used them for 

political targeting, resulting in a $5 billion FTC penalty for Meta—the largest in FTC history 

(Commission, 2019). 

In 2018, Strava’s Global Heatmap inadvertently revealed sensitive sites like military bases due to default 

public sharing settings (Hsu, 2018). 

In 2020, IBM was sued by Illinois residents under BIPA for including photos scraped from Flickr 

without consent in its “Diversity in Faces” dataset (Tim Janecyk v. International Business Machines 

Corp., 2020). Also in 2020, Clearview  AI,Inc scraped millions of images from social media to build a 

facial recognition database sold to law enforcement, leading to state-level lawsuits—including under 

BIPA and CCPA—and regulatory actions (ACLU v.Clearview AI, 2020). 

Finally, in 2024, the Italian Data Protection Authority fined the city of Trento € 50,000 for improperly 

using AI in surveillance that violated GDPR anonymization rules. 

No doubt, AI is a powerful tool that makes our life easier and comfortable but at the same time, it comes 

with serious privacy risks. Since AI systems depend on large amounts of personal data, weak security 

can lead to data breaches, exposing sensitive financial or private information. Hackers can even 

manipulate AI models through attacks like "model poisoning" or by changing input data to make AI give 

wrong results — a major threat in areas like healthcare and self-driving cars. AI also makes social 

engineering easier, using fake voice assistants or chatbots to trick people into revealing personal details. 

Moreover, AI’s use in surveillance and data tracking raises concerns about freedom of speech and 

personal rights. These risks show the urgent need for stronger safeguards and ethical oversight(Joseph, 

2024). 

 

5. Worldwide Legal Approaches to AI and Privacy Issues: 

Since the 1990s, the rise of digital technologies has changed service delivery and policy implementation. 

While it enabled growth in digital platforms and government schemes, it also raised serious concerns 

about privacy. The debate now focuses not on whether data harms privacy, but on how laws can prevent 

it. Countries worldwide are developing legal frameworks that protect personal data while keeping pace 

with technological change. This research explores such global efforts. 

5.1 Europe: 

GDPR: The Gold Standard 

The General Data Protection Regulation (GDPR) is widely regarded as the gold standard for data 

privacy frameworks due to its comprehensive approach to protecting personal information. Enacted by 

the European Union (EU) in 2018, the GDPR emphasizes transparency, accountability, and user 

empowerment through its core principles(Mbah, 2024). It is the highest form of regulation of Data in the 

world enacted to protect individuals' fundamental rights and freedoms, particularly their right to 

protection of their personal data. Infact, it is an extension of right to one's private life as laid down in the 

European Convention on Human Rights (ECHR)(Europeon Conventions on Human Rights & Treaty on 

the Functioning of the Eureopen Union). 

Across European nations, data privacy and data protection are recognized as fundamental rights of 

individuals (The Charter of Fundamental Rights of the European Union, 2000)Consequently, the legal 

framework emphasizes the protection of these rights over corporate convenience or regulatory ease. 

The European Union enforces the General Data Protection Regulation (GDPR) as its central legal 

instrument for governing personal data(European Union 2. A., 2016). The Regulation sets out 
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normative commitments, such as a comprehensive catalogue of data subject rights, including access, 

rectification, erasure, and data portability.(European Union 2. , General Data Protection Regulation, 

Arts. 12-22, 2016) 

GDPR also broadens its scope of applicability and jurisdiction, covering both EU-based entities and 

foreign organizations that target EU citizens (Art.3(2),GDPR).Further, articles 6-9 imposeaffirmative 

obligations on data controllers and processors, including legal bases for data processing and restrictions 

on unlawful collection or misuse. The Regulation creates a compliance burden, compelling 

organizations to justify how and why they collect, process, and store personal data (article 5(2)). At its 

core, GDPR is rooted in the constitutional right to privacy(Charter of Fundametal Rights of the EU, 

2016) and imposes proactive responsibilities, including a duty of care, loyalty, and 

confidentiality.(European Union 2. , GDPR, Art. 5(1)(f), 24, 32, 2016)The regulatory environment aims 

not only to safeguard users, but also to deter those seeking to exploit personal data 

Core Features of GDPR: 

• Consent: GDPR mandates explicit, informed, and revocable consent from users before processing 

their data. Organizations must clearly outline the purpose of data collection and provide mechanisms 

for users to withdraw consent at any time(GDPR, Art. 6(1)(a), 13(1)(c), 7(3), 2016). 

• Data Minimization: This principle requires that only the data necessary for a specific purpose is 

collected and processed. Excessive data collection is prohibited, ensuring that user privacy is 

preserved by design (GDPR, Arts.5(1)(c) & 25(1)). 

• Right to Be Forgotten: Users can request the deletion of their personal data under specific 

conditions, such as when the data is no longer necessary or when consent is withdrawn. This right 

empowers individuals to control their digital footprint (GDPR, Art.17(1)). 

Anything you upload online may stay there forever, even if you're no longer part of that platform or 

context and  may threaten to one’s right to privacy. Hence in this context, in the landmark case of 

Google Spain SL v. AEPD, Mario Costeja González (CJEU, 2014), the CJEU recognized the 

“Right to be Forgotten”. Mario Costeja González requested Google to delist a link showing 

outdated debt-related information, claiming it infringed his right to privacy. The Court held: 

• Search engines are data controllers and fall under EU data law. 

• Individuals can request removal of personal data if it’s irrelevant or outdated, unless outweighed 

by public interest. 

• The ruling laid the foundation for GDPR Article 17 and expanded EU data protection globally. 

The above ruling had played a significant role in the implementation of “global data protection’ and its 

practice by highlighting the reach of EU data protection law, it has come beyond its borders and is 

setting a precedent for how companies must handle personal data throughout the world. 

5.2 USA: CCPA 

The California Consumer Privacy Act (CCPA) is a comprehensive privacy law enacted in 2018 and 

enforced from January 1, 2020, which gives California residents significant rights over their personal 

information. It aims to enhance privacy rights and consumer protection in response to growing digital 

economy. The act provides rights to access, delete, and opt out of the sale of personal information. 

Unlike GDPR, the CCPA focuses on consumer rights rather than consent as a foundational principle. 

Key provisions: 

• Right to Know: Consumers have the right to know what personal data is being collected and how it 

is used (California consumer Privacy Act). 
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• Right to Delete: Consumers can request deletion of their personal information (CCPA 2. ). 

• Right to Opt-Out: Consumers have the right to opt out of the sale of their personal information 

(CCPA 2. 1., 2018). 

• Right to Access: Consumers can request information about categories and specific pieces of data 

collected&Non-Discrimination: Businesses cannot discriminate against consumers for exercising 

their privacy rights. (CCPA 2. 1.) 

• Notice at Collection: Businesses must notify consumers at or before data collection. (CCPA 2. 1.) 

• Enforcement: Enforcement provisions include private rights of action and rulemaking authority 

(CCPA 2. 1.) 

One notable aspect of the CCPA is its emphasis on data monetization. Companies are required to 

disclose whether they sell personal data and provide users with an option to opt out. For example, 

websites must prominently display a "Do Not Sell My Personal Information" link for compliance. CCPA 

enforcement mechanisms are relatively lenient compared to GDPR. Violations result in fines up to 

$7,500 per violation, significantly lower than GDPR’s penalties of up to €20 million or 4% of annual 

global turnover, whichever is higher (Mbah, 2024, p. 2044). 

5.3 China: Personal Information Protection Law (PIPL). 

PIPL, effective as of November 2021, represents China’s first comprehensive data privacy regulation. 

The law closely resembles GDPR in its emphasis on user rights, including access, correction, and 

deletion of personal information. However, PIPL places a stronger emphasis on data sovereignty, 

requiring sensitive data collected in China to remain within its borders unless specific conditions are 

met. 

The Personal Information Protection Law (PIPL) of China emphasizes core principles such as individual 

privacy, informed consent, and strict regulatory oversight. It defines personal information (Law, 2021) 

broadly, including sensitive categories like biometrics, religious beliefs, and location tracking, with 

special protection for minors under the age of 14, whose data is considered sensitive and requires 

parental consent. (PIPL A. , 2021) 

Consent under the PIPL must be informed and obtained separately for each type of processing activity, 

particularly for cross-border data transfers, making it stricter than the GDPR in several respects. (PIPL 

A. 1., 2021) 

Notably, there is no “legitimate interests” basis for processing, distinguishing it from the GDPR. The 

law grants individuals rights to access, correct, delete, and transfer their data,while placing detailed 

responsibilities on data handlers (PIPL A. 4.-5., 2021). It also imposes strict restrictions on overseas 

transfers (PIPL a. 3.-4., 2021)and outlines permissible government access for national security or public 

interest (PIPL a. 3.-3., 2021) Non-compliance can result in significant penalties, underlining the law’s 

enforcement strength (PIPL a. 6.-7., 2021). 

Non-compliance with PIPL carries severe consequences, including fines of up to 5% of a company’s 

annual revenue and potential revocation of operating licenses. 

5.4 The Illinois Biometric Information Privacy Act (BIPA) 

The Illinois Biometric Information Privacy Act (BIPA) is a state law enacted in 2008 to regulate the 

collection, use, and handling of biometric information by private entities in Illinois. It requires informed 

consent and specific disclosures before biometric data like fingerprints or facial recognition data can be 

collected, stored, or used. BIPA also prohibits the sale or profiting from biometric data and provides a 

private right of action for individuals to sue for violations. 
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The law requires entities, businesses or bodies that use and store biometric identifiers to comply with 

specific requirements for the protection of biometric data collected by such entities. The law also 

provides a private right of action for recovering statutory damages when the requirements are not 

complied with. According to BIPA, biometrics are unlike other unique identifiers used to access finances 

or sensitive information. For example, social security numbers, when compromised, can be changed. 

Biometrics, however, are biologically unique to the individual; therefore, once compromised, the 

individual has no recourse, is at heightened risk for identity theft, and is likely to withdraw from 

biometric-facilitated transactions. BIPA also defines a “biometric identifier,” in part, as “a retina or iris 

scan, fingerprint, voiceprint, or scan of hand or face geometry (Awwal-Bolanata, 2024, p. 45). 

5.5 The Nigerian Data Protection Act (NDPA); 

The Nigerian Data Protection Act (NDPA) was signed into law in June 2023, replacing the previous 

Nigeria Data Protection Regulation (NDPR) of 2019. It marks Nigeria’s first comprehensive data 

protection legislation, aligning the country with global privacy standards like the EU's GDPR. 

The Nigerian Data Protection Act (NDPA), 2023, represents a significant step forward in safeguarding 

personal data in Nigeria. It establishes the Nigerian Data Protection Commission (NDPC) as the 

primary regulatory authority, empowered to ensure compliance and enforce data protection obligations 

across both public and private sectors (NDPA S. , 2023). The Act outlines five lawful bases for 

processing personal data: consent, performance of a contract, compliance with legal obligations, 

protection of vital interests, and performance of a task in the public interest or the legitimate 

interest of the data controller, closely resembling the EU GDPR framework (NDPA, 2023) 

It also provides for the protection of sensitive personal data, including health, genetic and biometric 

data, and information relating to race, ethnicity, religious beliefs, or political opinions(NDPA S. , 2023). 

Individuals are granted rights such as access to data, rectification, erasure, data portability, and the 

right to object or restrict processing (NDPA S. 3.-3., 2023). For high-risk processing, the Act 

mandates conducting a Data Protection Impact Assessment (DPIA) to assess potential risks to 

individuals' rights (NDPA S. , 2023). 

Moreover, the law places restrictions on cross-border data transfers, requiring adequate safeguards or 

that the destination country ensures an equivalent level of data protection (NDPA s. , 2023).Non-

compliance may result in investigations, corrective orders, or monetary penalties, depending on the 

severity of the breach (NDPA s. 4.-5., 2023) 

Thus, the Act provides a structured and enforceable data protection regime, reinforcing public trust and 

facilitating international digital cooperation. 

5.6 Indian Law: 

The Digital Personal Data Protection Act, 2023 (DPDP Act) is India’s first comprehensive law 

dedicated to the protection of digital personal data, aiming to balance individual rights with the 

legitimate need of organizations to process such data. It was enacted on August 11, 2023, and provides 

the legal foundation for a privacy-centric digital economy. Before enacting this Act, personal data is 

generally protected in following legislations: 

• The Information Technology Act of 2000; 

• The Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal 

Data or Information) Rules of 2011; 

• Consumer Protection (E-Commerce) Rules, 2020 and the Consumer Protection Act of 2019; 

• Reserve Bank of India Regulations; 
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• Telecom Regulatory Authority of India (TRAI) regulations; 

• Insurance Regulatory and Development Authority of India regulations; etc. 

• The Digital Personal Data Protection Act, 2023 

It establishes a comprehensive framework for protecting digital personal data in India, emphasizing 

individual rights and organizational responsibilities. A central requirement of the Act is that data 

processing must be based on valid consent, which should be free, specific, informed, and given through 

a clear affirmative action, with the right to withdraw at any time ( MINISTRY OF LAW AND JUSTICE 

(Legislative Department), 2023). 

In specific cases such as state functions, emergencies, or legal obligations, data may be processed 

without consent under the category of “legitimate use”(DPDP Act s. , 2023). Data fiduciaries are 

obligated to implement reasonable security safeguards, notify the Data Protection Board and 

affected individuals in case of a data breach, and appoint a Data Protection Officer if classified as a 

significant fiduciary (DPDP Act s. 8.-1., 2023).Individuals (referred to as Data Principals) have the 

right to access, correct, erase, and nominate others for data control, as well as lodge grievances 

(DPDP). 

The Act also regulates cross-border data transfers, allowing such transfers unless restricted by the 

Central Government (DPDP Act s. 1., 2023). Enforcement is handled by the Data Protection Board of 

India, which has powers to investigate and impose penalties of up to ₹250 crore for serious violations 

(PDP Act, 2023) 

Together, these provisions provide a robust mechanism for digital data protection aligned with global 

standards. 

AI and Privacy Rights: Common Regulatory Gaps and Challenges 

After analyzing the legal frameworks of various countries, it becomes evident that no nation's laws are 

entirely adequate in safeguarding privacy rights against the growing influence of Artificial Intelligence. 

Despite regional variations, all existing legal systems reveal certain regulatory gaps and limitations, 

making it increasingly difficult to prevent privacy violations arising from the widespread use of AI 

technologies. Recognizing this concern, the researcher seeks to highlight these key regulatory gaps and 

common challenges across jurisdictions in the following sections: 

In countries like the USA, Europe, China, Nigeria, and India, laws on privacy and data protection are not 

fully ready to deal with the fast growth of Artificial Intelligence (AI). Most privacy laws were made 

before AI became widely used, so they do not clearly cover issues like how AI collects, uses, or makes 

decisions with personal data. One major gap is the lack of specific AI laws that ensure fairness, 

transparency, and accountability. Also, many countries have weak enforcement systems, especially in 

developing regions, where there are not enough trained experts or proper oversight bodies. In India there 

is limited awareness of AI ethics, in both aspects from the side of the policy maker and the general 

public. Ultimately leading lack of understanding of the ethical implication of AI technologies and the 

need for protection of privacy. 

A common challenge is that AI systems often work like “black boxes” — it is hard to understand how 

they make decisions. This makes it difficult for people to know if their rights are being violated. In many 

places, data is used to train AI without full user consent or understanding. Countries are also struggling 

to balance innovation and privacy — they want to grow AI industries but also protect people’s rights. 

Moreover, the risk of government or corporate surveillance is high, especially where rules are vague 
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or not enforced. A global solution is still missing, making privacy protection in cross-border AI use very 

complex. 

 

6. Future Outlook for Privacy Right In The Era Of AI: Build Trustworthy AI 

As Artificial Intelligence (AI) becomes deeply integrated into our lives, ensuring privacy and ethical 

use has become essential. AI is transforming sectors like healthcare, education, and transportation, 

helping in disease diagnosis, personalized learning, and even self-driving vehicles. Though concerns 

about job loss exist, AI is also creating new opportunities and improving efficiency. To benefit from 

AI while protecting rights, organizations must ensure transparency, data protection, and fairness in 

AI systems.(Saha) 

Evolving Role of Privacy in AI Development. 

As AI technologies grow more complex, protecting personal data has become more important than ever. 

The shift is no longer just about regulating AI tools but about how personal data is collected, processed, 

and used by these systems. This requires moving away from traditional models like “notice-and-

consent” to more proactive, in-built privacy protections(The New Frontier: AI's Impact on Data Privacy 

and How to Protect Yourself) 

New Risks and Required Skills. 

Generative AI and multimodal data processing (like images, videos, and voice data) introduce new 

privacy threats. Data Protection Officers and professionals now need updated skills to understand and 

manage these risks. It includes safeguarding diverse data types and preventing misuse or unauthorized 

access. 

International Cooperation and Regulation. 

AI is a global phenomenon, and its responsible use requires consistent international standards. Countries 

are now tightening data transfer regulations, which demands global collaboration. Organizations 

operating across borders must ensure compliance with multiple evolving privacy laws to avoid legal and 

ethical issues. 

Striking a Balance Between Innovation and Rights. 

To truly benefit from AI without compromising fundamental rights, there must be a balance between 

innovation and data privacy. Governments, developers, and tech companies must work together to create 

ethical frameworks that ensure accountability, fairness, and transparency in AI deployment. 

 

7. Conclusion and key recommendations: 

From the above study, researcher came to conclusion that Artificial Intelligence is rapidly changing 

every part of our lives—from the way we work and communicate to how governments deliver services. 

With AI, tasks are becoming faster, smarter, and more efficient. Automated data processing is no longer 

just helpful—it’s essential for future progress in science, technology, and public services. However, as 

we move forward with these powerful tools, it’s important to protect people’s privacy and data rights. 

That’s why we must use AI responsibly—making sure that technology supports human values, respects 

individual rights and builds a better future for all. 

This paper highlights how existing laws like the GDPR and proposed legislations, including in India, fall 

short in addressing AI-related privacy risks due to regulatory gaps, lack of transparency, and ethical 

oversights. These shortcomings leave individuals vulnerable to surveillance, data breaches, and bias. A 

strong legal framework prioritizing transparency, fairness, and accountability is urgently needed. 
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Collaboration between governments and tech companies is essential to balance privacy protection with 

technological innovation, ensuring AI benefits society without compromising fundamental rights. 

Here some key recommendations are given by researcher to protect privacy right without hamper 

advanced technology: 

Regulatory and Legal Frameworks: We need clear and strong laws to protect people’s data. At the 

same time, there should be proper rules and authorities to check how AI is used and to make sure it 

respects privacy and freedom. New laws have also been made to stop private companies from using 

people’s personal data for AI research, algorithms, and recommendation systems without proper 

permission. 

Transparency and Accountability: People should have full control over their personal data, including 

the ability to see it, delete it, or move it to another service they trust. AI systems should also be designed 

to give clear and easy-to-understand reasons for their decisions, so that there is more transparency and 

accountability. It is important to carry out regular checks and reviews to understand the ethical issues 

and privacy risks involved. 

Enhanced Technologies for Privacy: Data collection should be limited to what is necessary for its 

purpose, reducing misuse risks. Strong encryption must protect data. People should be clearly informed 

about data use and give consent. They must also have easy access to their data and the ability to transfer 

it between service providers. 

Fair AI Practice: AI systems should be checked for bias to avoid unfair treatment or discrimination. 

Using diverse and inclusive data helps ensure fair and accurate results. 

Digital Literacy: Digital literacy helps people understand their rights and how AI can affect their 

freedom and privacy. It also encourages public discussion, responsible use of AI, and promotes 

accountability among both users and developers. 

Consent:  Before collecting or using someone’s personal data, it is important to get their clear and 

honest permission. This consent should be freely given, specific, and well-informed. People must know 

what their data is used for and should have the right to withdraw consent whenever they choose. 

Pseudonymization: it’s the process of replacing real personal data with fake identifiers, like codes or 

numbers, to protect an individual’s identity. It helps secure privacy while still allowing data to be used 

for analysis, AI training, or research. 

Fairness and Non-Discrimination: Artificial intelligence systems should be developed and deployed in 

a manner that ensures equitable treatment for all individuals, irrespective of race, gender, ethnicity, or 

other protected characteristics. Eliminating algorithmic bias is essential to uphold ethical standards and 

promote social justice in AI-driven decision-making. 
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