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ABSTRACT

The rise of deepfake technology poses significant threats to the authenticity of content on social media.
This research introduces Sach-Al, a pioneering framework for detecting various deepfakes in video, audio,
and image data. Leveraging the power of deep neural networks, Sach-Al utilizes Eulerian Video
Magnification combined with the ResNext architecture for enhanced detection. For video deepfakes, Long
Short-Term Memory (LSTM) networks are integrated to improve classification tasks. This combination
allows Sach-Al to effectively address the evolving, multimodal nature of deepfakes. The framework has
been rigorously evaluated using diverse datasets, such as Celeb-DF and FaceForensics , demonstrating
its robustness and accuracy. Sach-Al achieved 97.76% accuracy in video deepfake detection, surpassing
Intel’s FakeCatcher, 99.13% accuracy in audio deepfake detection, and 93.64% accuracy in image deepfake
detection. These results underscore Sach-Al’s reliability in safeguarding digital media integrity against
deceptive synthetic content in an era increasingly dominated by artificial technologies.

INDEX TERMS Deepfake, multimedia, audio-video analysis, temporal analysis, media authenticity.

INTRODUCTION

In recent times, the most rapid evolution and progress by taking the potential of artificial intelligence
technologies has brought forth the best innovative solutions in every field along with new challenges [1],
[2]. One of these challenges that has gained enough importance and prominence is the proliferative
expansion of superimposed content or ‘‘deep- fake’’ content across various digital and multimedia-based
platforms [3]. The Deepfakes are based mainly on synthetic media, which are also generated by different
Al algorithms based on GAN (Generative Adversarial Networks) [4], [5]. These had the strong potential
for manipulation of different visual, auditory, and textual information, ultimately posing remarkable
danger in the case of originality and gaining The associate editor coordinating the review of this
manuscript and approving it for publication was Zijian Zhang . the trustworthiness of virtual content [6].
Sach-Al, state- of-the-art research, which stands as a strong pioneering framework, was designed and
made to address this type of sophisticated nature of different deepfake contents, which spanned itself over
video [7], [8], audio [9] and image [10] domains. This comprehensive research framework is aimed at the
integration of all the deepfake content detection in a single place and the enhancement of the robustness
and accuracy of deepfake detection mechanisms by leveraging different efficient deep neural networks.
The methodology of this framework would involve the integration of the Eulerian Video Magnification
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and ResNext for the working of feature extraction in the video domain. Next, after the feature extraction,
Long-Short-Term Memory or LSTM does the job of classification. In the audio analysis, CNN played a
very important role while DenseNet121 pre-trained was fine-tuned on its dataset for image processing.
The work done in © 2025 The Authors. This work is licensed under a Creative Commons Attribution
4.0 License.

For more information, see https://creativecommons.org/licenses/by/4.0/48683
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FIGURE 1. A visual representation of the real and superimposed image (deepfake) created. The original face,
selected facial structure, and final manipulated face are displayed. The process involves superimposing a selected
face onto a target face, often with the manipulation of facial emotions.

Target

this research is novel in its kind as a multimedia-based framework combining all three forms of
media is first proposed.

The novelty of this work highlighted through this research framework are

Improved accuracy achieved with advanced neural network technology in video deepfake detection,
which surpassed the accuracy achieved by Intel’s FakeCatcher. [11]

The novel approach in audio deepfake detection with the Mel spectrogram approach, which is unique
of its kind and provides improved robustness.

Fine-tuned pre-trained model on a custom dataset for image deepfake detection and surpassed the
existing architectures, which faced difficulties in advanced deepfake generation algorithms.

Able to beat the deepfakes created with the most recent FaceSwap algorithms from the perspective of
consumers.

The different face-swapping techniques used as part of the feature extraction, such as realistic lip-syncing
and adaptive generation methods, ultimately contribute to the increasing complexity of detecting different
manipulated videos, as shown in Fig 1. The video content, or the audio- visual content, has become a
primary medium of focus for the propagation of deepfake, and this framework Sach-Al uses its own
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Eulerian Video Magnification. This technique uses its effective method, which enhances the subtle colour
and motion variations within a video. This, in turn, allowed for more improved feature extraction, and
made it more adaptable for the identification of different anomalies which were introduced by deepfake
generation algorithms. The fusion of ResNext with this made this a very powerful convolutional neural
network (CNN) and, with further refined feature representation, enhanced the working capability of the
framework in the discerning of the intricate patterns inside any manipulated video content and sequences.
This groundbreaking proposed framework of Sach-Al promised the whole revolutionisation of deepfake
detection, with all the cutting-edge and encompassing solutions to combat fake content across all formats
of multimedia. Advanced neural network architectures like Eulerian Video Magnification, ResNext,
LSTM, and CNN, along with DenseNet121, were integrated into this framework, and this system stood as
the main frontline defender in this digital age. The risks posed by the deepfake content in the digital
landscape and the system would ensure the safest online experience for all types of end-user consumers,
giving protec- tion from misinformation and manipulation. The full working methodology summarised in a
video with working example of testing is shown in the unlisted Youtube video and Google Drive. The
manuscript is organised as follows: Section II contains the literature review of the works done in this field,
and Section III contains the information of the dataset used for the development of framework. Section IV
contains the methodology and algorithms discussed, and Section V shows
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TABLE 1.

Literature review of different existing image/video deepfake detection methods.

Types of Approach used | Year Techniques/Algorithms | Methodology used Limitations and Challenges faced
Used
Signal-level features- | 2017 GoogleNet, Patch Triplet | Two streams which included GoogleNet | The proposed methodology performed well
based detection [ 12] Stream for Facial Classification along with Patch | but failed on advanced deepfake generative
Triplet Stream for local Noise residual technology
Physiological — attributes- | 2018 Eye Blink Pattern Analysis | This methodology detected the deepfuke | The ussumption of this is that there was a
based detection [ 13] videos using the eye hlink pattern time difference between the original and
deepluke videos. The current advianced
deeptake videos were vigorous in detecting
visual features
2018 InceptionNet,  DenseNet, [ This manuscript performed o compara-
XeeptionNet tive study over different pre-trained mod-
. Is includi eptionNet, DenseNet, ¢ ‘ o
Data-driven models [14] N ‘”L‘IUJ“H" m,“““”” ot L L,ﬂ“]\u‘ tnd I'he process lacked generalizability
XeeptionNet. The Tast one performed hest. iy
2018 CNN (Five-layer architee- | This proposed a total of five-layer CNN ar-
ture) chitecture, which was called a deep forgery
Data-driven models [ 15] discriminator. T'his total process missed generalizability
2018 Inception Module The CNN architecture utilized the Incep- | The process worked well with compressed
tion module as the backbone of the archi- | videos, but the models outperformed it in
Lecture. every dataset present
2019 CNN with Motion Analy- | 'This method tried to exploit different dis- | The other algorithms outperformed  this
sis crepancics inomotion across rames at (1) | method
and 1+ 1) This process also used NN as
an algorithm classification
2019 Virtual  Artifucts  (Eve | Here, virtual artifucts were used, such as
Phvsiological . Color Ditterences, | differences in the eye colors, and various Visual f liable with tf
Tysiologica llIII[I hutes- Shadows) disproportionate shadows in the detection 1su c‘lltulc’a.\\ ere not reliable with the
hased detection [ 18] ol padvanced deepfukes
of deeplakes.
Signul-level features- | 2020 Scale-Invariant - Feature | Here, o popular feature extraction method | The method was good but with more ad-
hased detection [ 19] Transtorm (S1FT) known as Scale-invariant Feature Trans- | vanced deepfakes, the local features were
form (SIFT). This detects the keypoint pix- | becoming difficult to detect
els and extracts their features.
2023 GazcForensics (Gaze- | GazeForensics cmploys gsaze-guided spa-
. <vided Spatial | Guided Learning) tial inconsistency learning to detect deep- Difficulty in d T i
aze- 1 Spatis - . . P . . v stecting deeptiakes w -
G 7e Guided patial In fakes by focusing on the eye movements in Difficulty in detecting deepfukes with min
consistency Learning [20] videos imzl eye movements: dependency on high-
quality eye tracking dita
2024f Tmuge Quality Metric Cor- | Examined the correlation between detec-
Analvsis of Deenfake D relation Analysis tion performance and image quality, high- Lok of rol . it
nalysts of Deepliahe L lighting metrics that influence detection ac- -ek ol robustness dgainst ditferent types
tection vs. Image Quality CUFICY of deeplakes; difficulty in balancing image
Metrics [21] : quality and detection performance

Data-driven models [16]
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the proposed system design for the framework. Section VI shows the results obtained along with the test
results on different multimedia, and finally Section VII concludes the findings of the paper with Section
VIII showing the future scope of the framework.

LITERATURE SURVEY

The deepfake technology, which is mainly driven by the different advancements in the field of artificial
intelligence and machine learning, has always raised major and significant concerns regarding the
manipulation of digital audio-visual content. The literature review is aimed here at the exploration of
different important aspects related to deepfake technology along with its challenges and its ongoing efforts
in the detection and combating of deepfake content. Table 1 shows the literature review of the existing
architectures in the image/video deepfake detection methods. Westerlund et al.

in [22] in 2019 provided a thorough and elaborated review of the various emergence of deepfake
technologies. The emphasis is on the fast expansion and its excessive effect on society. The author also
focused on the demand for several cautious measures to address the various ethical and security use cases
of deepfake technology. Yu et al. [23] in 2021, conducted an elaborate survey on deepfake video detection.
They talk about the different approaches and algorithms as well as their issues in the identification of
distorted videos. The authors also focus on the importance of their substructure and its strong detection
mechanism for opposing the changing behavior of several deepfake technologies. Dolhansky et al.

[24] 2020 showed a novel dataset named as Deepfake Detection Challenge (DFDC) dataset, which came
out as a very precious asset for researchers and developers for setting a point of reference and showing a
remarkable enhance- ment in the deepfake detection algorithms. Additionally, Li et al. [19] also put
forward their dataset titled ‘‘Celeb-DF’’, a wide-ranging, challenging dataset purposely designed for
executing forensics in the deepfake technology. Zhao et al. [25] put forward a multi-attentional deepfake
detection method, which influences the strength of recently developed attention mechanisms in the
amplification of accuracy in the detection procedures. Rana et al. [26] presented a structured and methodical
assessment of deepfake detection and eventually gave an outline of its major findings and speedy growth
and development in the area. The assessment represents an understanding of the current predicament of
the research foundation with the identification of capable fields for future investigations. John et al.
[27] conducted a detailed comparative analysis of the different deepfake detection methods while
including a discussion on several semi-supervised GAN architectures for improving the procedure of
detection. This study also contributed to the understanding of the several strengths and limitations of
various approaches in the detection process. Garg et al. [28] presented a study on the deepfake generation
and detection in an exploratory manner, ultimately shedding light on the challenges which were associated
with the creation and identification of manipulated content. Khder et al. [29] explored the fusion of
artificial intelligence into the world of deepfake creation and detection, with deep discussions on the
implications it could have on the Al-driven advancements in this field. Zhang et al. [30] proposed a
heterogeneous feature that was based on the ensemble learning method. From this, a combination of the
diversified features could also help in the enhancement of accuracy in the detection of deepfakes. Jia et al.
in [31] mainly focused on the attribution of different models which was based on the face-swapping videos
generated by deepfakes. The identification of specific models in this field of deepfake detection was also
significant, as pointed out. Trabelsi et al.

[32] discussed the improvements in the detection of deepfakes by the mixture of the top solutions
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available. The collaborative approaches in this framework could also help in the enhancement of deepfake
detection along with gaining abilities for further robust detection. Yadav et al. also proposed a more robust
and generalized method of detection [33]. This was very important for aiming for more robust detection
methods which could be fit in various scenarios. Malik et al. [34] also explored the different detection of
deepfakes in the video domain which consisted of driving videos in animated mode. The detection of
different manipulated content within these contexts, like that of the driving videos, was also important.
Verma et al. [35] leveraged the potential of pre-trained Inception-ResNetV2 for deepfake detection. The
various advanced pre-trained neural network architectures could also contribute to the overall
improvement in the field of accuracy in deepfake detection. Jaleel et al. [36] proposed a novel method,
which was based on facial behavior analysis using different types of Generative Adversarial Networks
(GAN). The integration of the analysis of facial behavior along with GAN differentiation would also
certainly help in the enhancement of different capabilities of the detection. Alnaim et al. [37] presented
their dataset called DFFMD, which was a comprehensive dataset mainly used for deepfake face masks
along with various algorithms for detection. The addressing of various challenges, which were also
introduced by face masking, was very crucial, as stated in this paper. Pipin et al. [38] proposed a novel
method that mainly leveraged the potential of spatiotemporal convolutional networks for the detection of
deep fakes. The proper utilization of spatiotemporal features, which were embedded along with the photo
response, improved the accuracy of detection. Liu et al. in [39] investigated the various types of irregular
identities in the deepfake videos. Hsu et al. [40] suggested pairwise learning, which increased the accuracy
of the method after comparing the pairs of images and analysing the discrepancies. Kohli et al. [41]
presented a frequency-based Convolutional Neural Network (CNN) for detecting facial forgeries, which
means recognising the irregularities of the facial image in terms of the frequency domain. Qiao et al.
[42] proposed a novel method for deepfake video detection that is fully unsupervised and built upon ECL.
Using a self-supervised approach, the model separates the real from the fake videos to eliminate the need
for labeled data, making the model more generalizable in the actual world setting. To address these
problems, Chen and Hsu [43] present a decoy mechanism to guard against deepfake manipulations and
adversarial attacks. The current approach adds defensive decoys to the model to distract the endangering
entity while not compromising the model’s primary function and thus improves its functionality against
various risks. Shao, R. et al. [44] respond to the afore-said challenge of detecting and grounding multi-
modal media manipulation through the proposal of a broader framework beyond detection. The approach
uses visual and textual signals to detect manipulations and has a detailed description of each change, which
contributes to a better understanding of the result of the recognition. The due exploration of different
methodologies, and datasets would underscore its commitment in order to mitigate the different ethical
and security implications associated with the deepfake technology.

A. CASE STUDY ON INTEL'S "FAKECATCHER "

In a study regarding deepfake detection conducted by Intel [11] in 2022, they developed a real-time
deepfake detector in the category of audio-visual content or video content. They developed their
framework named Fake- Catcher, which was a technology that could detect fake videos with an accuracy
rate of 96%. This ran on the basis of hardware and software by Intel on a web-based
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Boost by Intel. The accuracy demanded by Intel was nearly about 96%, but no such significant information
was available on the algorithms they used or the proper methodology they followed.

While the solution provided by Intel represented a significant stride in this field of deepfake detection, this
framework Sach-Al stood out with the integration of a multi-modal approach with all three types of
content. The integration of Eulerian Video Magnification with ResNext for feature extraction would be a
unique algorithm developed and this would give the improved accuracy than any previous works done. The
future scope of this framework also includes the integration of blockchain for enhancement of security and
attribution, along with its geographical origin tracking of the content produced. The proposed blockchain
algorithm would go beyond the detection and allow the identification of the main culprit of deepfake
creators and their source of origin.

DATASET

The dataset used for the development of the framework consisted of diverse videos from different
categories. For the dataset in the video domain, the framework was built on two datasets, and the best was
taken into consideration. The two datasets include FaceForensics [45] and Celeb-DF [19].

The FaceForensies+ dataset (https://niessnerlab.org/ projects/roessler2018faceforensics.html) is mainly a
foren- sics dataset that consists of a total of 1000 original video frames and sequences. The videos are
collected in such a way that the videos have been manipulated with the four face manipulation methods in
automation mode: Deepfakes, FaceSwap, Face2Face and NeuralTextures. The videos in the dataset were
sourced from the social platform YouTube, and every video consists of a trackable, mostly frontal face
without any occlusions, which ultimately enabled the automated tampering methods for the generation of
realistic deepfakes.

The second dataset used here was Celeb-DF [19] (https:// cse.buffalo.edu/ siweilyu/celeb-
deepfakeforensics.html), which evolved due to the problem with existing datasets of low visual quality
and poor resemblance with the videos circulated over the World Wide Web. This dataset was a new and
large scale challenging dataset, which consisted of 5630 high-quality Deepfake videos of the celebrities
generated using the process of improved synthesis process. The comprehensive evaluation of deepfake
detection methods along with the datasets was also conducted for the demonstration of the uplifted level
of the different challenges posed by Celeb-DF.

The dataset used for this study consisted of all 70k REAL faces from the Flickr dataset collected by
Nvidia, as well as 70k fake faces sampled from the 1 Million FAKE faces (generated by StyleGAN) that
was provided by Bojan.

The dataset used for audio deepfake detection was ASVspoof 2019. This is the Third Automatic Speaker
Verification Spoofing and Countermeasures and the goal is to continue the research on countermeasure
techniques related to ASV. This data is of logical and physical access and it is based on the VCTK
corpus, was obtained with the spoofing attacks as text-to-speech, voice conversion and replay attack. It
assists progress through a standard with a fixed test set, comparative assessments, and a novel, ASV-
centered measure for measuring countermeasures on behalf of emerging spoofing techniques (t-DCF) [46].

METHODOLOGY AND ALGORITHMS DISCUSSED

Here, this research aims to give a long-vision proposal for the smooth working of this pioneering
framework, which is mainly designed for the detection of deepfake content across multiple diversified
domains, including video, audio and image. The methodology kept here is simple, which leverages the

IJFMR250661159 Volume 7, Issue 6, November-December 2025 7



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

potential of different advanced techniques with a combination of different state-of-the-art algorithms. For
the domain in the video, the approach used in the framework utilized the Eulerian video magnification
technique for the enhancement of subtle temporal variations, which was fused with the ResNet architecture
for the extraction of different features for the robustness of the model. The temporal features were
extracted from the videos and then passed on to and fed into the pre-defined Long-Short Term Memory
(LSTM) networks for undergoing classification. From the audible perspective, the Convolutional Neural
Networks were used for feature extraction. This ultimately allowed the effective and accurate
characterization and differentiations of different audio patterns identified in the deepfake content. In the
visual content, the DenseNet121 pre-trained model, along with its versatile architecture, was employed
for the extraction of discriminative features from the data. The real-time integration of all these
diversified modalities would ultimately facilitate the process with a more holistic and multi-dimensional
approach toward deepfake detection. The application of LSTM, CNN, and other dense neural networks
with their respective domains ensured the true ability of the model to discern intricate patterns and certain
anomalies that are indicative of deepfake manipulation. The true collaboration between the different
algorithms and maintaining the synergy enhanced the overall robustness and accuracy of Sach-Al. It made
it a comprehensive and more effective framework in fighting against deepfake content. This proposed
methodology would showcase the different significances of leveraging the state-of-the-art architectures
specifically designed for each modality and ultimately contributing to the collaborative fight of the nation
against deepfake threats.

Sach-Al is developed as a cutting-edge framework for deepfake detection across different types of content,
includ- ing audio-visual and individuals. The algorithms applied here form the backbone of the architecture
of the system. The video analysis, which mainly focused on the Eulerian Video Magnification and ResNext
for the feature extraction, formed the crucial part of Sach-Al

A. VIDEO DEEPFAKE DETECTION

1) EULERIAN VIDEO MAGNIFICATION(EVM)

The process of Eulerian Video Magnification is a very effective signal-processing technique, which mainly
focuses on the amplification of temporal color variations in video sequences. This was originally proposed
by Wadhwa et al.

[47] in 2013. The main backend idea behind this is the accurate application of spatial decomposition and
temporal filtering in order to enhance the subtle color changes that might be indicative of different
deepfake manipulations.

EVM Spatial Decomposition

Ly, ) =10, », 01 c(x,y, ). (1)

This formula in Equation 1 represented the spatial decomposition step in Eulerian Video Magnification.
Here, L. denoted the color channel (Red, Green, Blue) at different pixel coordinates (x,y) and time t. I(X,y,t)
is the original pixel value, and I.(x,y,t) is the spatially filtered version of the color channel. The result
L«(x,y,t) represented the amplified color variations that are visible after spatial decomposition.

EVM Temporal Filtering

ol(x, y, t)

Algorithm 1 Video Deepfake Detection
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Input: Video Sequence V' I, b, ..., I, , where [; is the i th frame of the Vid:eo{. Parametelg for EVM,
ResNext, and LSTM networks.

Output: Prediction of whether the video contains deepfake manipulation or not.

Initialization:

each frame /;

Apply Spatial decomposition using Eq. [1] to obtain ...

Apply temporal filtering to each /.; using Eq. [2] to obtain Al...

each Al ;
6: Extract features using the ResNext architecture as in Eq.
[3] to obtain feature maps F* F1, Fo, ..., Fu . ={ }

Initialize LSTM cell states Co and hidden states /9. each time step ¢ from 1 to n

Compute the forget gate f; using Eq. [4].

Compute the input gate i; using Eq. [5].

Compute the candidate cell state C¢ using Eq. [6].

Update the cell state C; using Eq. [7].

Compute the output gate o; using Eq. [8]. 13: Update the hidden state %, using Eq. [9]. 14: Obtain the
final hidden state /.

Feed the final hidden state /4, into a fully connected layer for binary classification (real vs deepfake).

End.

Al(x, y, t) =

*(2)

Here, in Equation 2, I.(x,y,t) represented the temporal derivative of the color channel 1. with respect to
time. This helped in the measurement of the rate of change of color at a given pixel over time. The temporal
filtering was essential for the highlighting of the various subtle temporal variations, which made them more
discernible for different subsequent analyses.
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https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

ResNext for Feature Extraction

ResNext is a renowned deep neural network architecture that extended the ResNet architecture with the
introduction of a unique cardinality parameter. This enhanced the capability of the architecture to capture
more diverse and fine-grained features from the input data. In this framework, Sach-Al, ResNext was
employed for the feature extraction from the magnified video frames obtained through the Eulerian Video
Magnification.

FeatureMap : F = o (B(Fin + WiXin ) 3)

Here, in Equation 3, F;, is the input feature map, W,; represented the weights, x;, is the input data,
and ¢ denoted the activation functions. The feature map F aims to capture the high-level representations
of all the video frames, which is crucial for subsequent classification. The algorithm developed for the
proposed framework for video deepfake detection is discussed below as Algorithm 1.
LSTM(Long-Short-Term-Memory)

Je =Wy [he1, x:] +by) “4)
i = o (Wilhe, xi] + b)) &)
C't = tanh(We.[hi1, x:] + be) (6)
Ci =fi.C1 +ir.Ct (7)
or =0 (Wo.[h1, x: ] + bo) ®)
h: = or.tanh(Cy) )

Here, all the equations from 4 - 9 represented the updating process within the LSTM cell. In Equation 4,

The forget gate f; helps in the determination of how much the previous cell state C; 1 is to retain. This is

computed by the application of the sigmoid activation function to the weighted sum of

the previous hidden state h.-; along with the current input X,. In Equation 5, the input gate i, determines

and controls the amount of new information C to store in the cell state. This is computed similarly to the

forget gate, keeping in mind the weighted sum of the previous hidden state h1 and the current input x; .

In Equation 6, the candidate cell state denoted by C s shows the new information that is to be

added to the cell state. It is computed by the application of the hyperbolic tangent (tanh) activation function
to the weighted sum of the previous hidden state h,-; along with the current input x; . In Equation 7, the
cell state C; is updated here by the combination of the retained information from the previous state C

(controlled by the forget gate) along with some
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FIGURE 2. Workmg Diagram of the Video Deepfake Detection framework developed. The full methodology
followed for the video deepfake detection framework using advanced neural network is well designed and
described with this figure. Secondly, deepfake generation method is also shown using advanced GAN (Generative
Adversarial Networks). Thirdly, the method used for deepfake generation is also shown with proper visual

Deepfake
Detection

From the video UPe

representation of the image at every step of the process.new information C ¢ (controlled by the input gate).
Equation 8 shows the output gate o,, which is determined by the next hidden state h, based on the current
input x, along with the previous hidden states h, 1. This is also computed using the sigmoid activation
function. Lastly, Equation 9 shows the new hidden state h; is computed by the application of the hyperbolic
tangent (tanh) activation function to the updated cell state C; and multiplying it by the output gate o, .
Fig. 2 describes the working diagram of the video deepfake detection.

B. AUDIO DEEPFAKE DETECTION

1) MEL SPECTROGRAM

A Mel spectrogram is a representation of the short-term power spectrum of a specific sound signal that
has been converted from its original form into the Mel frequency scale. This type of spectrogram is very
useful, particularly in audio signal processing, speech recognition tasks, and many similar applications. Fig.
3 is created by the application of a Mel Filterbank to the spectrogram, where the scale mimicking the
human perceptual sensitivity in connection to different frequencies is used for designing the overlapping of
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triangular filters. These filters help in capturing the energy within specific ranges of frequency, and the
resulting values within the filter were subjected to logarithmic compression. Next, stacking all the filtered
values for each time frame makes the Mel spectrogram, where each column represents the energy
distribution across Mel frequency bins. The representation is crucial for capturing the perceptually relevant
and significant information in the generated audio signals, which will further help in the extraction of
features from Mel spectrograms for accurate audio classification.

2) CONVOLUTIONAL NEURAL NETWORKS

The Convolutional Neural Network is a deep learning algorithm specifically designed for the
processing of

Mel Spectrogram - LA_E_1000147 flac

+0dB

-10dB

-20dB

-30dB

-40 dB

-50 dB

-60 dB

512

-70 dB

-80 dB

Time

FIGURE 3. Sample MeL Spectrogram plot of the test set on audio deepfake detection.

grid-like data, such as images and spectrograms. In the context of this framework developed, the CNN
algorithm was employed for the accurate extraction of features, specifically local, from the Mel
spectrogram. The convolutional layer applied various filters across different parts of the Mel spectrogram
generated for the detection of patterns and features. The output of the convolutional layer here is calculated
using the Equation 10.

Algorithm 2 Audio Deepfake Detection

nput: Audio Sequence A ai, ay, ..., an , where a; is the i th segment of fhietaudio. Paratheters for
Mel Spectrogram, CNN, and other network layers.

Output: Prediction of whether the audio contains deepfake manipulation or not.

Initialization: each audio segment g;

Convert a; to Mel Spectrogram using the Mel Filterbank.

Apply logarithmic compression to the Mel Spectrogram.

nitialize the CNN with convolutional layers and apply it to the Mel Spectrograms to extract feature maps.
each

feature map

Apply MaxPooling to downsample the spatial dimen- sions.

Apply Batch Normalization to normalize the activations.

Apply ReLU activation function element-wise.

Apply Dropout for regularization during the training process.

Apply Global Average Pooling to obtain a fixed-size representation.

Feed the pooled representation into a Dense layer with a sigmoid activation function.
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Obtain the final output as a probability score indicating the likelihood of the input being a deepfake.
End.

Output (i, ]) =
F-1F-1

m=0 n=0Input

i+m

Jjtn

x Filter (m, n) + Bias
(10)

which helps in the prevention of division by zero, y is the scaling parameter, and /5 is the shifting parameter.
Here, in Equation 10, the Output (i,j) is the output at position (i,j). Input (i m, j n) is the input at
position (Im,j n)+Filtet(m,n) is the filter at position (m,n). Bias stands as the bias term, and F is the filter
Size"

Max Pooling Layer

After the convolutional layer, the MaxPooling layer plays

Dropout Layer

This layer actually performs the technique for regular- ization, which is used to prevent the overfitting
situation. During the training of the model, various random neurons get deactivated with a certain
probability. The output to this layer is calculated with the Equation 13.

its role as it helps in downsampling and in the reduction of the spatial dimensions while retaining the most
important information. This is achieved by the improved value within

Dropout(x)
Mask * x
1 —
(13)
every region of the feature map. The operation could be represented as in Equation 11.
MaxPooling(i, j) = maxm«Input(ixs +m, jxs +n) (11)
Here, in Equation 11, MaxPooling(i,j) is the output of the MaxPooling operation at position (i,j). s is the
stride of the MaxPooling operation.
Batch Normalization
This process is applied for the normalizing of the
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(13)

every region of the feature map. The operation could be represented as in Equation 11.

MaxPooling(i, j) = maxm nInput(ixs + m, jxs +n) (11)

Here, in Equation 11, MaxPooling(i,j) is the output of the MaxPooling operation at position (i,j). s is the
stride of the MaxPooling operation.

Batch Normalization

This process is applied for the normalizing of the

Here, in Equation 13, a Mask is a binary mask with values

only 0 or 1. This indicates whether a particular neuron is activated or it is deactivated. p is the rate of
dropout.

Global Average Pooling Layer

The global average pooling layer aggregates the feature maps globally in order to obtain a fixed size of
the representation. It then calculates the average value of each feature map, which would result in the one-
dimensional vector. This could be expressed as in Equation 14.

activations or activation functions within a layer, ultimately

preventing the internal covariate shift and stabilizing the

GAP(x) = 1= Xx @, (a4

training process. The normalized output BN(x) for the input x is calculated as in Equation 12.
HxW

i=1 j=1
BN(x) = X4
+

xy+p (12)

Here, in Equation 14, H and W are the height and width of

the feature maps.

Dense Layer

Here, in Equation 12, 4 denoted the mean of the batch, o is the standard deviation of the full batch, € is a
small constant

The final layer in the audio deepfake detection architecture is the Dense layer, which performs the task of
classification
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FIGURE 4. Working Diagram of the Audio Deepfake Detection framework developed. The full methodology
followed for the audio deepfake detection framework using convolutional neural network using MeL
Spectrogram approach is well designed and described with this figure. The steps for deepfake audio generation
and proposed way of detection through Mel Spectrograms is also well described of every step.
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using the sigmoid activation function. The output will be a probability score, which would indicate the
likelihood of the input is deepfake or not. The equation for this computation of this layer is shown in
Equation 15.

Dense(x) =o(W.x +b) (15)

Here, in Equation 15, ¢ is the sigmoid activation function, W is the weight matrix, and b is the bias vector.
The workflow for the audio deepfake detection is clearly shown in Fig. 4, along with the procedural
approach in Algorithm 2.

C. IMAGE DEEPFAKE DETECTION

1) DENSENET ARCHITECTURE

Dense blocks, which are known as the DenseNet network, is a densely connected convolutional network,
which is a deep neural network architecture typically characterised by its strongly connected connection
patterns. Unlike CNN (convolutional neural network), which is based on a skip connection between
each layer, DenseNet connects

hierarchically, meaning that every layer is connected to every other layer. This given structure also ensures
the effective sharing of resources within the network, as well as passes gradient flow and parameter
economy between units. Densely packed blocks form architecture, with every block consisting of multiple
layers squashing. Every segment of the block from each layer will pass on the feature path maps from the
previous layers and also use its feature path maps, which, in turn, will be used by all the next conforming
layers. This event was followed by the emergence of a highly codified and entangled spatial structure.
Dense Connectivity

This process is applied for the normalizing of the activations or activation functions within a layer,
ultimately preventing the internal covariate shift and stabilizing the training process. The normalized
output BN(x) for the input x is calculated as in Equation 16.

H=H@H D... 0 H~ (16)

hierarchically, meaning that every layer is connected to every other layer. This given structure also ensures
the effective sharing of resources within the network, as well as passes gradient flow and parameter
economy between units. Densely packed blocks form architecture, with every block consisting of multiple
layers squashing. Every segment of the block from each layer will pass on the feature path maps from the
previous layers and also use its feature path maps, which, in turn, will be used by all the next conforming
layers. This event was followed by the emergence of a highly codified and entangled spatial structure.
Dense Connectivity

This process is applied for the normalizing of the activations or activation functions within a layer,
ultimately preventing the internal covariate shift and stabilizing the training process. The normalized
output BN(x) for the input x is calculated as in Equation 16.

H=H @H ©... ®H- (16)
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FIGURE 5. Working Diagram of the Image Deepfake Detection framework developed The full methodology
followed for the audio deepfake detection framework using a pre-trained model and fine tuning is well-
designed and described in this figure. The image deepfake generation is also shown using Face Swap and Face
Manipulation methods. The proposed methodology also shows how these methods can be detected with the proposed
methodology.

Let H; represent the output of the 1-th layer. The feature maps, which are concatenated, were denoted
as [Ho,Hi,. . . ,H; 1], and this will ultimately serve as the input for the 1-th layer, as shown in Equation 16.
The output of the n-th layer was given by Equation 17, where F represented the composite function
(convolution, batch normalization, along activation function).

H; =F([Ho, Hi, ..., H-1]) (17)

The growth rate(k) falls under the hyperparameters, which helps determine the number of feature maps
produced by each layer within a dense block. This influenced the capacity of the network along with its
computational requirements. DenseNetl121, the model used in the framework for image deepfake
detection, was initially trained on a large dataset for general image classification tasks. The pretrained
weights for this model capture the generic features which are helpful for various visual recognition tasks.
For making the pre-trained
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model adapt to the deepfake detection, this was further trained on its dataset of 100620 images related to
deepfake scenarios. The original classification layer was replaced with the new layer using fine-tuning,
which made the model best suitable for binary classification between fake and genuine.

Loss Function

The model training process involved minimising the loss function, such as binary cross-entropy, for
optimising the network parameter for accurate deepfake detection.

X
Loss == " [ilog) + (1 —ylog(1 =] (18) v

i=1
Here in Equation 18, N is the number of samples used, y; is the ground-truth label, and y; is the
pre- dicted probability of being fake. The roadmap methodology for image deepfake detection with its
working diagram in Fig. 5.
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I. PROPOSED SYSTEM DESIGN

Sach-Al presented the innovative framework for the most comprehensive deepfake detection across
multiple platforms and content types, which include video, audio, and image, ultimately leveraging the
potential of advanced deep neural networks. The proposed system, as shown in Fig. 6, utilized the
Eulerian Video Magnification, which was fused with the ResNext architecture to increase the robustness
of the feature extraction process in video content types. This combination allowed for more enhanced
analysis of various temporal patterns and subtle inconsistencies, making the detection of deepfake more
accurate and effective. In the audio content, convolutional neural networks were employed for the
extraction of discriminative features, which enabled the model to identify different anomalies in the
acoustic digital signatures of genuine and manipulated or ‘‘fake’” content. In the field of visual deepfake
detection, DenseNet121 architecture was employed for more effective feature extraction along with the
analysis. The diversity

in full neural network architecture catered to the different unique characteristics and challenges posed
by each of the modalities. The classification task was handled using long short-term memory networks
for the audio-visual part, which ensured the ability of the model to capture temporal dependencies and
different patterns essential in the differ- entiation of deepfake from authentic videos. This approach
enhanced the overall detection accuracy and robustness of Sach-Al, which made it the most formidable
solution against the evolving landscape for deepfake detection across all media types. Through this fusion
of all the state-of-the-art neural network architectures, this framework stood as the most versatile and
effective framework in combatting the proliferation of different synthetic media.

I. RESULTS AND DISCUSSIONS
The proposed system was evaluated on various aspects and parameters such as security, transfer learning
capabilities, response time, accuracy, and robustness. Table 2 highlights
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FIGURE 7. Output graphs of the proposed system developed for multimedia-based deepfake detection. (a)
represents the validation accuracy graph tested on the FaceForensics++ dataset for different frames of
20,40,60,80,100 on the videos. Note that the purple line here represented the highest accuracy obtained by
splitting the video into 100 frames and then applying the deepfake detection method, as compared to Intel’s
FakeCatcher [11]. (b) shows the Validation Accuracy graph tested on the Celeb-DF dataset for different frames of
20,40,60,80,100 on the videos. Here, the yellow line showed the highest accuracy on 80 frames though it was less
than that of the earlier. (¢) represents Training (Red) accuracy and Validation (Orange) accuracy for the proposed
methodology for Image Deepfake Detection. The higher validation accuracy here through the yellow line showed
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that the model is robust enough. (d) shows Training (Red) loss and Validation (Orange) loss for the proposed
methodology for Image Deepfake Detection. (e) represents Training (Red) accuracy and Validation (Orange)
accuracy for the proposed methodology for Audio Deepfake Detection. (f) shows Training (Red) loss and
Validation (Orange) loss for the proposed methodology for Audio Deepfake Detection.

how various methods, from CNNs to GANs and Auto- Encoders, perform across these metrics, offering
insights into the effectiveness and limitations of each approach in detecting

deepfakes. Table 3 shows the detailed comparative study and performance evaluation with existing
architectures in the multimedia-based deepfake detection methods.

114 m - 310

IJFMR250661159 Volume 7, Issue 6, November-December 2025 21



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

FIGURE 8. Results achieved for video deepfake detection through proposed algorithm and
methodology framework on the test dataset as well as publicly available video from Youtube. Here, 1.(a),
1.(b), 1.(c) are three different frames of a video taken from Youtube. The link to the video can be accessed at
https://www.youtube.com/watch?v=XuKUkyPegBE. 2.(a), 2.(b), 2.(c) along with 3.(a), 3.(b) and 3.(c) was
taken from DFDC dataset [24]. The red box indicated the face detected was superimposed and fake. The
confidence score of the fake was also shown with the detection.

A. RESULTS ON VIDEO DEEPFAKE DETECTION

Here, the outcomes of the proposed system are shown where the framework, with its novel approach of
deepfake detection across different modalities, is being employed. The part of video detection, where the
Eulerian Video Magnification is combined with the ResNext architecture for the efficient feature
extraction in the videos, while the LSTM layer performs the job of classification.

Here, the Sach-Al framework demonstrated its robust performance in detecting deepfakes within the limit
of audio-visual content. This was evaluated on two benchmark datasets: FaceForensics [14] and Celeb-
DF [19]. This expgrimentation was very tough and done with varying frame counts during the training
phase to assess the impact on the accuracy of the detection. The initial testing, on 20 frames, achieved
a remarkable accuracy of 90.95% in the detection of deepfakes. Next, in the increased frame of 40,
the detection accuracy rose to 95.23%, indicating the framework’s efficiency in capturing nuanced
features in audio-visual content. In the increased number of frames of 60, the accuracy increased to that
of 97.49%. Next, experimentation was done for 80 frames, where the accuracy slightly increased to
97.73%, and finally, for 100 frames, the model achieved the highest accuracy of 97.76%.+'£his showcased
the robust performance of the model in detecting

deepfakes in videos on the FaceForensics  dataset as in Fig. 7.(a). Next, the model was trained on the
Celeb-DF dataset and it again gave promising results. Similarly to the previdu§ training on the
FaceForensics dataset where the increase in the number of frames led to more improved accuracy, this
framework Sach-Al achieved a remarkable accuracy of 94.66% on the Celeb-DF [19] dataset also, as
shown in Fig. 7.(b). This was experimented on 100 frames, which indicated the effectiveness of detecting
framewise on the diverse range of video datasets.

The results demonstrated the true effectiveness of the framework in the detection of deepfakes across
diversified and uniquely different datasets. The utilization and applica- tion of Eulerian Video
Magnification and ResNext for the feature extraction, and ultimately integrated with LSTM for the
classification, contributed to the robustness of the model. The increased amount of accuracy with a larger
number of frames also suggested the true significance of temporal information in the detection of
deepfakes. The realism and variety features of the challenging FaceForensics dataset used to evaluate
participants’ performances were widely commonly agreed upon. This place has an advantage concerning
very distinct signals of deepfakes and arrived at an accuracy of 97.76%. Moreover, its flexibility is pfoven
in Celeb-DF [19] task results, which showed that the model

deepfakes in videos on the FaceForensics  dataset as in Fig. 7.(a). Next, the model was trained on the
Celeb-DF dataset and it again gave promising results. Similarly to the previous training on the
FaceForensics dataset where the increase in the number of frames led to more improved accuracy, this
framework Sach-Al achieved a remarkable accuracy of 94.66% on the Celeb-DF [19] dataset also, as
shown in Fig. 7.(b). This was experimented on 100 frames, which indicated the effectiveness of detecting
framewise on the diverse range of video datasets.
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The results demonstrated the true effectiveness of the framework in the detection of deepfakes across
diversified and uniquely different datasets. The utilization and applica- tion of Eulerian Video
Magnification and ResNext for the feature extraction, and ultimately integrated with LSTM for the
classification, contributed to the robustness of the model. The increased amount of accuracy with a larger
number of frames also suggested the true significance of temporal information in the detection of
deepfakes. The realism and variety features of the challenging FaceForensics dataset used to evaluate

participants’ performances were widely commonly agreed upon. This place has an advantage concerning
very distinct signals of deepfakes and arrived at an accuracy of 97.76%. Moreover, its flexibilf
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FIGURE 9. Results achieved through the test dataset for Image Deepfake Detection. The proposed system was able
to detect the deepfakes with Grad-CAM heatmap applied to the results image. On the above result, the predicted
class is above the images with its confidence score.

could generalize to another different set of video datasets. The output of the video deepfake detection has
been shown in Fig. 8. The methodology has been tested on publicly available data from Youtube as well as
test dataset from the DFDC dataset [24].

B. RESULTS ON IMAGE DEEPFAKE DETECTION

The dataset used for this study consisted of all 70k REAL faces from the Flickr dataset collected by
Nvidia,

as well as 70k fake faces sampled from the 1 Million FAKE faces (generated by StyleGAN) that was
provided by Bojan.

In the visual domain, the model has been trained on a set of custom images, of exactly 1,42,041 images—
which had been carefully selected and labelled into different segments of real and fake. The model was
able to reach an excellent accuracy measure of 93.64% because it had the capability of detecting real
shown in Fig. 7.(c).

LA _E_1644479 flac - Real vous LA_E_4065507.flac - Fake
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FIGURE 10. Results achieved through the test dataset for Audio Deepfake Detection. The proposed system was
able to detect the deepfakes through Mel Spectrogram approach applied to the test (unseen) audio. On the above
result, the predicted class (real or fake) is above the Mel Spectorgram images generated.

The training and validation loss was also reduced till the last of epochs, as in 7.(d). The ROC AUC score,
which measured the model’s ability to distinguish between different classes, was found to be 0.992. This
also indicated the higher level of differentiation power in the model’s predictions. The average precision
score, considered for the precision- recall trade-off, was found to be 0.991. This was further attested to the
robustness of the mode in the capturing of some actual positive instances with the minimization of false
positives. The higher accuracy and robustness of the model in visual deepfake detection presented promising
applications and utilisations in various fields, including media forensics and moderation within content.
However, along with further investigation and validation across different video and audio modalities, it is
essential to establish the comprehensive effectiveness and accuracy of the framework. The results obtained
from the study along with Grad-CAM technique

as well as 70k fake faces sampled from the 1Million FAKE faces (generated by StyleGAN) that was
provided by Bojan.

In the visual domain, the model has been trained on a set of custom images, of exactly 1,42,041 images—
which had been carefully selected and labelled into different segments of real and fake. The model was
able to reach an excellent accuracy measure of 93.64% because it had the capability of detecting real and
fake images, as shown in Fig. 7.(c).
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TABLE 2. Considered evaluation metrics for performance evaluation of the proposed system along with other

architectures.
Security | Transfer| Response Complexity | Area
Learn- | Time under
Type |Authors Methodology ing |Accuracy [Delay the [Robustness
Curve
(AUC)
1-] Yu et al. (2020)
[48]
Deepfike ITmage ICNN INR NR NR NR
Guo et al. (2021)
[49]
ICNN INR NR INR NR INR
Muthukumar et al.
(2024) [50]
IDenseNet121 NR INR
Hyunjoon Kim etf Performance v
al. (2024) |21 analysis bused on
image quality NR NR NR
Deepfuke Video IGAN NR NR NR NR NR NR
CNN NR NR NR NR NR INR
Convolutional
Neural Netwaorks
NR NR NR NR
Gaze-puided Spa-{ v
tial Inconsistency
learning NR NR
Deepfike Audio RNN + LSTM  [NR NR NR INR NR INR NR
ICNN + RNN NR NR NR NR INR
LSTM NR NR NR INR NR
Deeptake Multimediu CNN NR NR NR NR NR INR
LSTM + CNN + v
Blockchain
NR NR INR NR INR INR
ILBP + CNN NR NE NR INR INR INR INR
|Auto-Encoders  [NR NR NR NR NR
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thresholds in decision-making. The Precision-Recall curve is also a crucial metric in evaluating
classification models. Here, this provided insights into the ability of the model to correctly identify the
positive instances with the minimisation of false positives. The calibration curve is also important for
properly understanding predicted probabilities’ reliability. This helped in the comparison of predicted
probabilities against the original outcomes, which allowed for proper assessment of the confidence
estimates of the model. The exceptional accuracy in the audio deepfake detection of 99.13% underscored
the robustness and effectiveness of this multi-modal innovative idea. The integration of CNN in the
analysis of audio showcased the ability of the model the capturing complex, intricate patterns within the
audio signals. The real-time combination of advanced feature extraction along with the powerful neural
network architectures ulti- mately contributed to the high performance of the model. The Mel spectrograms
illustrated the capability of the model

Jung et al. (2020)
[51]

Z. Fhao et al
(2021) [25]
Hussain, Z.F. et.al.
(2023) [52]

He, Q. et. al.(2023)
[120]

Mittal et al. (2020)
[53]

Wijethunga et al.
(2020) [54]

Borrelli et al
(2021) |55]

Nasar et al. (2020)
[56]

Chan et al. (2020)
1571

Khalil et al. (2021)
[58]

Kong et al. (2021)
[59]

Nate: NR shows that the corresponding metrics are not reported for these architectures.

Integration of
blockchain Tracking the
technology location of

deepfake creator

API creation for
integration into Making the
different service

systems directly accessible
for social
media links

Gaining information
about the algorithm
used for creating

deepfake

FIGURE 11. Future applications and scope of the proposed system.
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TABLE 3. Performance evaluation and detailed comparative study on different parameters required for deepfake
detection systems and models.

AUC
Domain Author Methodology Accuracy  [Recall IPrecision  [Score
Lietal. (2018) [13] Detecting eye blinking in Al-generated fuke videos 1.920 1015 ).925 1.940
Amerini et al. (2019)
[171]
dptical flow-based CNN for deeptuke detection ).035 1.920) ).940) ).950
Deepfuke Video
Detection
Lietal. (20200 [19] Celeb-DF dataset for Deepliake forensics ).060 ).050 1.970 1.980
Zhaoetal. (2021) [25]  Multi-atentional deeplake detection ).065 ).950 ).975 1.980
Hussain, Z.F.
et.ul.(2023) [52]
“onvolutional Neoral Networks based Jaya algorithm ) 972 ).958 ).064 1.980
He, Q. et. al.(2023)
[20]
Guze-guided Spatial Inconsistency Learning ).965 ).942 ).955 ).970
Proposed Algorithm  |EVM + ResNext + LSTM 0977 (1) P20 ).923 0.988 (1)
Marra et al. (2018)
[14]
GAN-generated fuke images detection ).890 ).875 ).900 1.900
Deepfluke Image
. < ater al. (2019
Detection ‘F\:J ‘ltt’] n et al. (2019)
Visual artitact exploitution for deeptuke detection 1.910 1,900 ).920 ).920
Zhang et al. (2020)
[60]
Counterfeit feature extraction using deep learning ).875 ).850 ).880 ).880
Guo et al. (2021) [49]  |Aduptive manipulation traces extraction network ).890 ).865 ).905 1.890
Muthukumar, A. et
al.(202 . - .
al.(2024) [50] Automated adaptive gaining sharing knowledge algo-
rithm with DenseNet 121 ).938 1.921 ).932 ).950
Hyunjoon Kim et. al.
(2024 [21] . . . -
orrelation hetween deepfiake detection performance
ind image quality metrics .947 .935 ).940 ).960
Proposed Method Fine-Tuning of Pre-Trained model on custom dataset  [).936 1.920 0.991 (1) 0.992 (1)
Wijethunga et al.
M0n2 5
Deepluke Audio (202001341 )
Detection NN+ RNN for audio deeplike detection ).940 1.930 1.950 1.960
Borrelli et al. (2021)
[55]
LSTM for audio deeptiuke detection ).035 1.920) ).940) ).950
Proposed Algorithm — [CNN on Mel. Spectrograms F).991 M a7 1.870 1.900

Note: Bold indicates the improved achieved in its category for different evaluation metrics.

[JFMR250661159

Volume 7, Issue 6, November-December 2025

28


https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

CONCLUSION

This study introduced the Sach-Al framework, which proved to be a pioneering framework mainly
designed for the detection of deepfakes across different modalities, including video, audio, and image.
Leveraging the potential of the state-of-the-art technologies employed in the Eulerian Video Magnification
technique which was coupled with ResNext for the accurate feature extraction in the video data. The
LSTM network was also integrated for classification for its learning capabilities in sequential data.
Convolutional Neural Networks along with Mel spectrograms were also used for extraction of
discriminative features, while in image-based deepfake detection, the DenseNet121 was employed. The
results were also promising, which demonstrated the efficacy of the framework in the accurate detection of
deepfakes. The framework exhibited promising performance metrics, which also showcased its potential
for real-world applications in the mitigation of adverse impacts of deepfake technology. The threat of
manipulated media, as it continues to grow, this framework will serve as an invaluable tool in the proper
addressing of challenges associated with the detection of deepfakes.

. FUTURE SCOPE

This framework can address deepfake problems and has considered several future research directions as
shown in Fig. 11. A possible addition could be the use of blockchain in order to add an extra layer of
security to anti-money laundering processes and also to bring more transparency. Blockchain would assist
in the creation of a decentralized and immutable database for the verification of multimedia content from
sources. Future developments can also enhance Sach A.L’s ability to detect deepfake authors using
blockchain attributions. Further, methods of location detection could also assist in identifying the source
of the fake content, thus assisting policing in arresting the individuals involved.
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