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ABSTRACT:

The protection of data privacy in cyberspace has become a critical concern in the digital age, particularly
in India, where rapid technological advancements and increasing digitalization have heightened the need
for robust data governance. The enactment of the Digital Personal Data Protection (DPDP) Act, 2023
marks a significant legislative step towards safeguarding personal data and recognizing privacy as a
fundamental right under Article 21 of the Indian Constitution. However, despite this progress, India
continues to face numerous challenges such as enforcement gaps, the conflict between economic
development and privacy, and growing cyber threats. Additionally, there are notable research gaps,
including limited empirical data on enforcement, inadequate focus on marginalized communities, and
insufficient comparative studies with global data protection regimes. This study explores these issues
and emphasizes the need for continuous legal, institutional, and policy improvements to ensure effective
data privacy protection in India‘s dynamic digital environment.
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CHAPTER 1 - INTRODUCTION

1.1 Overview of the Digital Privacy Landscape and Significance of the DPDP Act, 2023

The protection of data privacy in cyberspace is a crucial and challenging issue in the digital era. With the
rapid development and proliferation of information and communication technologies, personal data is
constantly collected, processed, and transferred across the cyberspace. This poses significant risks to the
privacy rights and interests of individuals, as well as the security and stability of the cyberspace.

In the intricate tapestry of modern India, right to privacy emerges as fundamental thread, intricately
woven into the fabric of the right to life & personal liberty as enshrined under Article 21 of Indian
Constitution. This pivotal right has gained paramount importance in the digital age, a period
characterized by the exponential growth of digital data and the pervasive influence of the internet on
daily life. The advent of this digital era has escalated concerns pertaining to privacy and data protection
worldwide, prompting nations to revisit and revamp their data governance structures to align with the
evolving landscape. India, acknowledging the critical need to fortify the privacy of its citizens' data
against the backdrop of these global transformations, has embarked on a significant legislative journey
with enactment of Digital Personal Data Protection (DPDP) Act, 2023. This landmark legislation
signifies a cornerstone in India's efforts to craft a robust data protection regime, striving to harmonize
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imperatives of individual privacy rights with imperatives of technological progress and economic
development.!

Article 21 of the Indian Constitution guarantees the right to privacy as a fundamental right of every
citizen. It protects the individual‘s right to life and personal liberty from any invasion by the state or
others.Justice Brandies described the right to privacy as the right to be left alone, which is essential for
the dignity and freedom of the human being. He said that modern inventions and enterprises have
violated this right and caused more mental suffering than physical harm. Mark Burdon‘s book _Digital
Data Collection and Information Privacy Law‘explores how smart devices influence our lives. He says
that the _Internet of Things® is transforming our environments with sensors and networks. We are
creating smart buildings

YUINDIA ENACTS NEW PRIVACY LAW: THE DIGITAL PERSONAL DATA PROTECTION ACT,
MORGAN

LEWIS, Aug. 28, 2023, https://www.morganlewis.com/pubs/2023/08/india-enacts-new-privacy-law-
the-digital- personal-data-protection-act.

like homes, stores, and workplaces, and smart cities that are more efficient and safer. Our smart devices
monitor our emotions and actions and anticipate our needs and preferences.” Cyberspace has enabled
anyone to access and upload any information about anything or anyone. This information stays in
cyberspace forever. Our online activities, such as social media posts, tweets, likes, photos, and videos,
leave behind our _digital footprints‘. Cyber technology has become widely accepted and used in various
domains, such as commerce, governance, education, and justice. We are living in the age of big data,
where algorithms track and analyse our digital selves. This raises many legal challenges, especially
regarding the right to privacy of our cyber data.

The digital realm, colloquially termed Cyberspace, has revolutionized access to information, enabling
anyone to retrieve, upload, and indefinitely store data on an unprecedented scale. This realm
encompasses our interactions on social media, the content of our discussions, tweets, and retweets on
platforms like Twitter, as well as the photos and videos we share. Each action contributes to what is
known as our 'digital footprints'. The advent of globalization has further accelerated the integration of
cyber technology into various facets of life, such as e-commerce, e-governance, e-learning, and e-courts,
thereby enhancing convenience of daily activities. We now inhabit the era of Big Data, an era where
algorithms meticulously monitor the digital personas we project. The processes involved in collection,
usage, storage, access, management, & disposal of data present myriad of legal challenges, with right to
privacy in the context of cyber data standing out as a particularly fundamental concern.’

In response to these challenges, India's legal framework for data protection includes the DPDP Act,
2023, alongside provisions from IT Act, 2000 & IT (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules, 2011. The DPDP Act, 2023, emerges as a contemporary
legislative effort aimed at governing the intricacies of data privacy, transfer, and processing within the
Indian jurisdiction.* Despite its forward-looking stance, the Act has been critiqued for conferring broad
discretionary powers upon the state regarding data access. Specifically, it empowers the Central
Government to
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MARK BURDON, DIGITAL DATA COLLECTION AND INFORMATION PRIVACY LAW (2020).

3Get Ready for India’s New Data Privacy Law, MORRISON FOERSTER (Sept. 11,
2023), https://www.mofo.com/resources/insights/23091 1 -get-ready-for-indias-new-data-privacy-law.
“The  Digital Personal Data Protection Act, 2023 finally arrives, LINKLATERS (Aug. 23,
2023), https://www.linklaters.com/en/insights/blogs/digilinks/2023/august/india-the-digital-personal-
data- protection-act.

exempt any governmental agency from the ambit of the Act's requirements based on considerations of
national security, sovereignty of the State, and maintenance of public order. This provision grants the
central government substantial authority, positioning it as a participant, arbitrator, and adjudicator within
its own cause, raising concerns about the absence of adequate checks and balances to prevent potential
overreach or misuse of power.

This legislative context underscores the delicate balance that India seeks to achieve between
safeguarding individual privacy rights and accommodating the imperatives of state security and public
order in an increasingly digital world. The journey towards a comprehensive and equitable data
protection regime in India is an ongoing process, reflecting the nation's commitment to protecting the
privacy of its citizens while navigating the complexities of the digital age.

The enactment of the DPDP Act, 2023, marks a transformative moment in India's journey towards
establishing a robust legal framework dedicated to data protection. This legislative milestone not only
signals India's proactive stance in addressing the intricate challenges presented by the digital era but also
fundamentally reimagines the landscape of privacy and data protection within the nation. By instituting a
more regulated digital ecosystem, the DPDP Act, 2023, ushers in an era of enhanced digital trust and
security, tailored to meet the needs of the modern world.’

Central to the DPDP Act, 2023, is its comprehensive approach to the management of personal data. The
Act meticulously outlines the principles and protocols for the collection, processing, and storage of
personal information, thereby establishing a clear regulatory framework. It is designed with the dual
purpose of safeguarding individual privacy rights and ensuring that data handlers adhere to the highest
standards of data stewardship. Through the stipulation of explicit guidelines, the Act endeavours to
imbue data practices with transparency, accountability, and respect for individual autonomy.

One of the hallmark features of the DPDP Act, 2023, is its empowerment of individuals in relation to
their personal data. The Act recognizes the paramount importance of giving individuals control over
their personal information, enabling them to navigate the digital space with confidence and security.
This focus on individual rights is complemented by the Act's rigorous requirements for entities that
manage personal data, ensuring they uphold their

>Ibid.

responsibilities with utmost diligence. Entities are now required to implement robust data protection
measures, demonstrate compliance with the Act's provisions, and are held accountable for any lapses in
data security.

Moreover, the DPDP Act, 2023, is not merely a legislative document; it is a reflection of India's deep-
seated commitment to upholding privacy as a fundamental right. By integrating privacy protection
within the broader fabric of India's legal and constitutional framework, the Act reaffirms the nation's
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dedication to the principles of liberty, dignity, and respect for individual autonomy. It delicately
balances the need to protect personal privacy with the imperative to foster innovation and growth within
the digital economy. This equilibrium ensures that technological advancement does not come at the
expense of individual rights but rather, operates in harmony with them.

The Act's significance is further amplified by its alignment with international data protection standards.
By adopting globally recognized norms and practices, the DPDP Act, 2023, positions India as a
responsible and trustworthy participant in the international digital economy. This alignment not only
facilitates cross-border data flows and enhances India's attractiveness as a digital investment destination
but also strengthens the country's reputation as a leader in the realm of digital privacy and data
protection. In doing so, the DPDP Act, 2023, cultivates a climate of trust and confidence among
international partners, stakeholders, and investors, heralding a new chapter in India's digital narrative.

1.1 Research Objectives

e To analyze the effectiveness of the DPDP Act, 2023, in protecting personal data in cyberspace.
e To identify the challenges in implementing data protection laws in India.

e To evaluate the balance between data utilization for economic growth and the protection of
individual privacy rights under the DPDP Act, 2023.

To explore the role of technology in enhancing data protection and privacy in India.

1.2 Statement of Problem

Despite the enactment of the DPDP Act, 2023, India faces challenges in ensuring the effective protection
of data laws in cyberspace. These challenges include the enforcement of data protection laws, the
balancing of data usage for economic development with individual privacy rights, and the safeguarding
against data breaches and cyber threats. The complexity of cyberspace and rapid technological
advancements further complicate the regulatory landscape, raising questions about the adequacy and
effectiveness of existing legal frameworks in India.

Despite the enactment of the DPDP Act, 2023, India faces multifaceted challenges in ensuring the
effective protection of data laws in cyberspace. These challenges encompass the enforcement of data
protection laws, the delicate balance between promoting data usage for economic development and
protecting individual privacy rights, and the need to fortify defences against data breaches and cyber
threats. Moreover, the intricate nature of cyberspace and the relentless pace of technological
advancements exacerbate the regulatory landscape, prompting critical inquiries into the sufficiency and
efficacy of current legal frameworks in India.

1.3 Research Questions

How effective is the DPDP Act, 2023, in safeguarding personal data in cyberspace?

What are the main challenges in implementing data protection laws in India?

e How does the DPDP Act, 2023, balance economic development with individual privacy rights?

e In what ways can technology contribute to the enhancement of data protection and privacy in

India?

1.4 Hypothesis

e The privacy of individuals relating to their personal data in cyberspace is not adequately
protected by the laws in India.

e The Data Protection Bill granting unbridled powers to the State to access data has a _chilling
effect® on the right to privacy of citizens.

1.5 Research Methodology
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The doctrinal research methodology will involve a comprehensive analysis of legal texts, including the
DPDP Act, 2023, relevant statutes, judicial pronouncements, and official information. This approach
aims to interpret and critically evaluate the legal framework governing privacy and data protection in
India.

1.6 Literature Review

Soumyaranjan Sahu (2021) discusses the significance of data protection, separating personal and
commercial data, and highlights the rise in cybercrime due to technological advances. Despite absence
of specific data protection law in India, existing legislation and proposed bills aim to safeguard personal
data, underscoring the ongoing need for a comprehensive data protection framework in the country.
Avni Mishra (2021) discusses the critical need for personal data protection regulations due to the
increased vulnerability of personal data with the internet's integration into daily life. The article covers
the basics of personal data protection, global legislations, and concludes with privacy protection tips
from the National Cyber Crime Reporting Portal, also briefly mentioning the Facebook-Cambridge
Analytica data breach scandal to underline the importance of data privacy.

Rohit Verma (2022) emphasizes the increasing importance of data due to technological advancements
such as IoT and cloud computing, highlighting that while data collection has become more efficient, it
has also raised significant data security and privacy issues. The article aims to discuss the challenges and
concepts related to data privacy and security in today's digital era, acknowledging the need to balance
privacy with security and the complexities introduced by new technologies and data management
practices.

Adarsh Verma & Mansi Sharma (2022) discusses the pervasive impact of data in our lives,
highlighting the increase in cybercrimes in India post-pandemic, such as phishing and identity theft.
They mention the adverse effects of social media and internet use, including cyberbullying and privacy
invasion, despite efforts by the National Internet Exchange of India (NIXI) to improve online privacy.
The piece also touches on the rise of digital payments in India since 2016 and challenges of digital
literacy & online security awareness, especially in rural areas.

Samhitha R. & Madhumitha (2023) examines India's evolving legal framework concerning digital
data privacy, starting from the Information Technology Act 2000, which had privacy issues, to the
Aadhar Act 2016, criticized for invading digital privacy, and culminating with the introduction of the
Digital Data Protection Bill 2022 aimed at addressing consent and other gaps in digital data protection.
The paper aims to assess the effectiveness of India's legal regime in protecting digital data privacy,
identifying legislation drawbacks, and suggesting improvements to fill existing gaps.

1.7 Limitation of Study

The research is limited to the study of data privacy in Cyberspace. Australia, USA and UK are only
chosen for comparative analysis of data protection laws in various jurisdiction and this is mainly due to
the preliminary assessment that there exists strong legislative framework related to data protection in
cyberspace.

1.8 Chapterization

Chapter 1: Introduction

1.1 Overview of the Digital Privacy Landscape and Significance of the DPDP Act, 2023

1.2 Research Objectives

1.3 Statement of Problem

1.4 Scope and Limitation
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1.5 Research Questions
1.6 Research Methodology
1.7 Literature Review

1.8 Chapterization

Chapter 2: The History and Evolution of India's Right to Privacy

2.1 Introduction to the Right to Privacy

2.2 Historical Evolution of the Privacy

2.3 The Right to Privacy under International Legal Frameworks

2.4 Examination of Privacy within Regional Human Rights Instruments
2.5 The Jurisprudential Landscape of Right to Privacy

2.6 The Multidimensional Nature of Right to Privacy

Chapter 3: Critical Analysis of the DPDP Act, 2023

3.1 Overview and Context

3.2 Overview of the Act & Key Provisions and Objectives

3.3 Scope of the Act

3.4 Salient Features of the Act

3.5 Impact of the Act on Indian Society, Business, and Government Administration

3.5.1 Societal Implications
3.5.2 Influence on the Business Ecosystem
3.53 Effects on Government Operations and Services

Chapter 4: Comparative Analysis of Other Countries
4.1 Background
4.2 Examination of Data Protection Frameworks in Foreign Countries

4.2.1 usS
4.2.2 UK
423 Australia

Chapter 5: Conclusion & Recommendations

5.1 Conclusion

5.2 Recommendation

53

CHAPTER 2 - THE HISTORY AND EVOLUTION OF INDIA'S RIGHT TO PRIVACY

2.1 Introduction to the Right to Privacy

The right to privacy of the Indian society is a challenging task of the courts in their effort to balance
between the principles of judicial activism on one hand and society's outlook and the principles of the
constitution on the other. Unlike certain endorsements where the right to the privacy is explicitly
itemized in a single sentence of the legal provisions, in India, this right hand been shown with a
piecemeal approach that follows different law traditions and the judiciary as well. The path to accepting
the enumeration and improvement of privacy laws in India accumulates the continuous nature of
constitutional law, keeping pace to new situation and challenges.

The Supreme Court of India is the main catalyst in realizing and protecting the right of privacy through
its various judgements and interpretations. Even though the Constitution does not expressly provide for
the concept of privacy as a fundamental right, the court has made a creative interpretation of the existing
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provisions to mean that privacy is an inherent component of dignity and the Constitution‘s intention to
protect liberty as inalienable rights of an individual. This judicial activism is regarded as a profound
comprehension of privacy as a consequential right rather than a derivative one, and much of it refers to
traditional legal norms and ways of doing things that have been passed down from ancient days and
modernized where there are developments in the world today.
Privacy in India, on the other hand, thinks of it in a richer and heterogeneous manner. This privacy has
many dimensions that intersect with other rights giving space to a detailed discussion. The protection of
privacy as a fundamental human right plays out in different ways in customary law as easements
regulate property use from its abuse by others, ensuring that those individual spaces keep on being
private. In the common law jurisdictions, a defamation lawsuit or litigation for invasion of privacy
becomes an effective means of having one‘s privacy protected.

The constitutional framework of India, despite not mentioning privacy explicitly, contains several

provisions that collectively underpin the right to privacy. These provisions, interpreted expansively by

the judiciary, articulate the contours of privacy within the context of freedom, dignity, and personal
autonomy.

e Article 19: This article enumerates various freedoms, including the freedom of speech and
expression, the freedom to assemble peacefully, the freedom of movement, and the freedom to
practice any profession. The connection between privacy and these freedoms is intrinsic, as the
exercise of these rights presupposes a sphere of individual autonomy and privacy. The freedom of
speech and expression, for example, necessitates a domain of personal thought and opinion, free from
invasive scrutiny.

o Article 20(3): This provision safeguards individuals against self-incrimination, ensuring that no one
is compelled to testify against themselves. This protection is a critical aspect of procedural fairness
and privacy, as it shields the inner domain of an individual's thoughts and knowledge from forced
disclosure.

o Article 21: Perhaps the most pivotal in the context of privacy, Article 21 guarantees the right to life
and personal liberty. The Supreme Court has interpreted this right expansively to include the right to
privacy, positing it as an essential aspect of human dignity and autonomy. This interpretation
underscores the belief that privacy is foundational to the very essence of human existence.

e Article 23: Protecting individuals from exploitation, this article indirectly supports the right to
privacy by upholding the dignity and autonomy of individuals, shielding them from forms of
exploitation that violate their personal integrity and autonomy.
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Article 25: This article ensures the freedom of conscience and the right to freely profess, practice,
and propagate religion, thereby recognizing the private domain of belief and faith. In doing so, it
protects religious privacy and allows individuals the space to cultivate their spiritual lives.

The rising trend of the right to privacy of the people in Indian Constitution is a judiciary‘s contribution

towards the creating of a more evolving, dynamic and liberal society. At the beginning, it had certain
doubts about judiciary but has now broadened the perspective of its role and accepted that privacy is
of paramount importance and is a critical factor in a democratic society. Such path from non-
acceptance to the stance of fundamental right indicates by this the

changing and interpreting nature of a constitutional law, and this is what keeps Constitution being alive

and still relevant to all the circumstances of present era.

In the landscape of legal frameworks post-independence in India, a myriad of legislations has been

enacted by the Parliament, reflecting a concerted effort to safeguard privacy across different
dimensions of society. These acts span various domains, including marriage, children's rights,
financial privacy, medical ethics, information technology, and workplace conduct, underpinning the
multifaceted nature of privacy protection in a democratic context.

The Special Marriage Act, 1954: This Act includes a provision (Section 53) emphasizing the
confidentiality of matrimonial proceedings by mandating in-camera sessions, i.e., private hearings. It
further restricts the publication of any related matter without explicit court permission, ensuring that
sensitive personal matters remain confidential, thereby protecting the individuals' privacy involved in
such proceedings.

The Hindu Marriage Act, 1955: Similar to the Special Marriage Act, this law (via Section 22)
protects the sanctity of matrimonial proceedings by limiting public exposure. Only with the court's
consent can any part of the proceedings be made public, safeguarding the privacy of the individuals
concerned.

The Children Act, 1960: Recognizing the vulnerability of children, Section 36 prohibits the public
disclosure of any information related to children involved in legal proceedings. This provision
prioritizes the welfare and privacy of children, ensuring their identities are protected from public
scrutiny.

Income Tax Act, 1961: Section 137 of this Act safeguards taxpayers' financial privacy by preventing
the unauthorized disclosure of their financial information, reflecting the importance of financial
confidentiality in a person's private life.

Medical Termination of Pregnancy Act, 1971: This Act, through Section 7, highlights medical
privacy by prohibiting the disclosure of information regarding an individual's decision to terminate a
pregnancy, except to authorized personnel, thereby protecting the individual's privacy and autonomy.
Public  Financial Institutions (Obligation as to Fidelity and Secrecy) Act, 1983: Section 3
mandates financial institutions to maintain client confidentiality, barring disclosure of information
about their affairs, which underscores the significance of financial privacy in the banking and
financial sector.

The Family Courts Act, 1984.: This Act allows for in-camera proceedings (Section 11) to preserve
the privacy and dignity of families during legal disputes, providing a mechanism for sensitive family
matters to be resolved in a private setting.

The Indecent Representation of Women (Prohibition) Act, 1986: Aimed at protecting women's
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dignity, Sections 3 and 4 of this Act prohibit any form of media that depicts women in an indecent
manner, safeguarding women's privacy and public image.

e Public Records Act, 1993 This Act is instrumental in protecting the privacy, secrecy, and security of
public records, ensuring that sensitive information contained within public documents is shielded
from unauthorized disclosure.

e The IT Act, 2000: A cornerstone for privacy in the digital age, this Act introduces several sections
(43A, 72, 72A, and 66E) aimed at protecting personal information in the digital realm, penalizing
unauthorized disclosure, and addressing privacy violations through electronic means.

e The Indian Medical Council (Professional Conduct, Etiquette, and Ethics) Regulations, 2002:
These regulations enforce medical confidentiality, mandating physicians to protect patient
information, which is critical for maintaining trust in the patient-physician relationship.

e Right to Information Act, 2005: While empowering citizens with the right to access information held
by the government, Section 8(1)(j) of this Act ensures that personal privacy is not compromised,
delineating clear boundaries for the disclosure of personal information.

e The Press Council of India Norms of Journalistic Conduct, 2010: These norms emphasize the
press's responsibility to respect individual privacy and avoid sensationalizing personal matters,
acknowledging privacy as a fundamental human right even in public reporting.

e [T (Reasonable Security Practices and procedures and Sensitive Personal Data or Information)
Rules, 2011: These rules specifically address the protection of sensitive personal data in the digital
environment, setting standards for its secure handling to prevent misuse and violations of privacy.

e Sexual Harassment of Women at Workplace (Prevention, Prohibition, and Redressal) Act, 2013:
Section 16 of this Act safeguards the privacy of individuals involved in sexual harassment cases at
the workplace by restricting the disclosure of their identities, ensuring a dignified and confidential
redressal process.

e The Criminal Law (Amendment) Act, 2013: This Act strengthens the legal framework against
violations of women's privacy through specific sections (354A, 354B, 354C, and 354D) addressing
crimes like stalking and voyeurism, enhancing protection for women against privacy invasions.

e The Juvenile Justice (Care and Protection of Children) Act, 2015: Section 74 of this Act focuses on
protecting the identity and privacy of children in conflict with the law or in need of care and
protection, emphasizing the importance of confidentiality in proceedings involving minors to
safeguard their future.

e Digital Personal Data Protection Act, 2023: DPDP Bill, 2023 introduced last year is an important
step as keeping user data protected, what has always been India‘s goal. This bill had its first look on
3rd August 2023 by the MeitY in a bid to bring our data protection frameworks at par with global
standards. The speedy legislative process saw Introduced Cum Successfully on 7 August,2023 by the
Lok Sabha and was passed unanimously by the Rajya Sabha on 9 August,2023. The efficacy of the
legislation is accentuated by the swift passing of this bill, the climax being on August 11, 2023, the date
when it achieved presidential assent. Here an important message to the public is conveyed - privacy protection
must be paramount; it is up to us collectively to ensure such a situation. Despite the animus against this
attempt, it was a long-sought paradigm shift that came up against two previous failed attempts: The Personal
Data Protection Bills of 2019 and 2022.

These emerging versions fall into quite difficult, as there were such hurdles as data localization issues, a
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lack of information transparency that data fiduciaries had, as well as complex and heavy compliance
measures, they imposed. The Supreme Court of India was much instrumental for the journey towards the
Data Protection Bill 2023 enactment as it had recently issued the precedent-setting judgment in Justice
K.S. Puttaswamy vs. Union of India where it was held that the right to privacy is just an integral part of
the 'Right to Life' under Article 21 of the Indian Constitution.® This judicial statement became a banner
under which the international community started proliferation of more strict legal infrastructure aimed at
personal data protection.

With the DPDP Act, this is meant to be the comprehensive legal act which strikes a balance between
these two important requirements of protection of the individual's rights over personal data along with
the legitimate needs of the entities to process such data for lawful purposes. It lays provisions that deal
with processing personal data by Indian entities and those outside India, solely to the extent that they
engage in the process of marketing or providing their goods or services to people who are within the
territory of India. On a global scale, the Act provides proof of the effort of the Act to give the residents
of India the freedom to remain protected both at home and in a foreign land.

One of the vital objectives of this Bill is that it forms the basis to involve other legislative and policy
initiatives which are intended to advance the digital infrastructure in India. This list includes the Digital
India Act, proposed to be passed through the due process and sector- specific privacy and data protection
laws. It is aimed to be a cohesive and adaptive legal machine which is supposed to accelerate India's
participation in new technology inventions such as Al, taking domestic innovation and foreign
collaboration into account as well. Under the Act, Indian businesses that are interested in cross border
activities stand to benefit through this initiative aimed at making compliance with international data
protection standards more

® AIR 2018 SC (SUPP) 1841.

transparent. As a result, overseas enterprises would feel more assured about partnership with the Indian
businesses and see these opportunities as plausible ways of doing business.”

Nevertheless, the Act places new compliance obligations for businesses regardless of processing
personal data. These measures require the data controller to provide consent management mechanisms
and conduct data protection assessments to ensure compliance; also, the appointment of Data Protection
Officers and Independent Data Auditors also is mandatory. While such provisions are intended to ensure
accountability of a Data Fiduciary and to provide some basic data governance, the Act's rules for
categorizing these entities and the specific obligations to be implied need some further clarification. This
entails that the thresholds for the scope of applicability are created depending on the entity's size,
financial metrics while taking into consideration the quality of its human resource.

2.1.1  Judicial Framework vis-a-vis Right to Privacy

In the decade after independence, India which was a fresh Nation, revolved around regarding the
overlapping areas of powers and limitations that are related to the bestowed new freedoms and the State's
role in that regard. During this era and until present we witnessed crucial court cases regarding this
document for the Constitution as the basis of national law and the interpretation of individual rights in
relation to state powers. In this legal journey, a significant event was the Supreme Court's consideration
of the question of privacy principles, as this led to two critical cases.
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Taking the case of M.P. Sharma v. Satish Chandra in 1954 as an example, this court case required the
delimitation of the conditions of search and seizure, according to the constitutional provisions.® It started
as a consequence of the authorization of search warrants by the District Magistrate against the Dalmia
group of companies, thereby leading to an overwhelming number of search operations taken place in 34
locations. The petitioners maintained that the search warrants were illegal; the return of the seized
documents was necessary as they were dealt with illegally. They also argued that these actions were
illegal and encroached on the fundamental rights enumerated in Articles 19(1)(f) (Right to Property)
and 20(3) (Right against Self-Incrimination).

'Digital ~ Personal Data Protection Act, 2023 — A Brief Analysis, BAR AND BENCH (Aug.
22, 2023), https://www.barandbench.com/law-firms/view-point/digital-personal-data-protection-act-

2023-a-brief- analysis.
8 AIR 1954 SC 300.

In a case where a bench of eight judges was assigned to discuss about the fact that any search and seizure
activities, under the legal effect of FIR that is, any order of investigation filed in the police station, were
unconstitutional or not. The bench simply wasn‘t involved in this, and the subject of right to privacy did
not come to their attention then. Instead of being the main issue, it was explained in relation to the nature
of government's authority to conduct search and seizure. The Justice B. Jagoannadas in considering a
Baton Judgment went straight to avert a right to privacy within Part III of the Constitution which is
considered a basic right similar to the American Fourth Amendment due to its omission. Court has
decided the fact that as per the law of the place there cannot be any violation of the fundamental right of
the person with due regard to their circumstances.

A subsequent case Pandit M.S.M Sharma v. Shri Sri Krishna Sinha and Others touches on this point
from various angles however the question of privacy is considered from a different concern, that of the
balance between fundamental rights and parliamentary privileges.” Although the case did not
particularly per se the right to privacy, like during the parliamentary debates there was a subtle
introduction of the concept. The thesis of this proposition is that parliamentary privileges should be
considered as including the right for privacy among members debating within the House, giving the
members the power to determine who should be allowed access to the discussions and who should be
excluded. On the other hand (contrarily), this argument evidently represented an early rending of the
notion of privacy, though still in form of its parliamentary proceedings and oozing with the
constitutionality rather than being raised as the basic right by itself. Privacy was never admitted a
fundamental right by Supreme Court. The cases of the M.P. Sharma and Pandit

M.S.M. Sharma have would lead to the explanation of the feature of a decline of the court to widen the
closure so as to include an unambiguous right to privacy in the Constitution.

The 1920s, a judicial era that tended to adhere to the textual provisions of the Constitution as it was
rather than also philosophizing on broader questions about privacy rights, served as a scaffold for future
generations to continue the discussion thereof. The legal issues then were focused on setting the legal
framework for the right to privacy under the Constitution but the remaining questions were the intricate
and delicate issues on the right to privacy under the Indian Constitution. It would take several

months and sometimes a legal evolution and
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% AIR 1959 SC 395.

change of customs before the Supreme Court could actually call out the modification of the line of
privacy rights in India.

The landmark case brought to the Indian courts by Kharak Singh v. State of U.P. and Others is
emblematic for the moment when privacy rights began to have due recognition in Indian law.!° This
dispute emerged around the scrutiny of the constitutional provision for granting investigators the
powers to conduct surveillance on people considered as criminals or potential criminals under the
Chapter 22 of the UP Police Regulations. The petitioner named in the letter was Kharak Singh who
was set free over lack of evidence in 1941 for lack of rationale as to why he should be arrested for
dacoity. This regulation provided for the opening of "history sheets" for those branded as habitual
criminals under section III, which included aiders or abetters to the offenses, hence not excluding Singh
from being watched because his name was listed in class A history-sheets and was the place for
dacoits, burglars, cattle thieves, etc.

The flier of the argument was the statement that such type of surveillance measures were contrary to
Singh's fundamental rights which are protected by Art. 19(1)(d) and 21. The right to move freely within
the territory of India, provided for by Art. 19(1)(d), is about to get protection from the law whereas the
provision of Art. 21 assures the right to life and liberty. In the evaluation of the case, the Supreme
Court was faced with the claim pertaining to the Art. 19(1)(d), to conclude that that breach of freedom of
movement did not have a tangible affect the petitioner's freedom of movement and, therefore, was not
contrary to that specific article.

This matter, the only one, rather, was centred on Art. 21's provision on personal liberty in terms of its
meaning and applicability. The court was not contented with a narrow interpretation of the scope of
"personal liberty" and referred to the decision in Munn v. Illinois to enlarge the "life" notion within the
article.!!

The emphasis on integral and appreciative life suggested that "life" included more than mere survival but
might also include the right to live with dignity. The unanimous stance of the judges in examining this
broad interpretation is that privacy is not a fundamental right under the Indian Constitution, therefore the
infringement of private individual is not a breach of any fundamental right which is concomitant to the
term personal liberty.

10°ATR 1963 SC 1295.
1194 U.S. 113 (1877).

The disagreement of opinion by Justice Subha Rao who championed for a wider understanding of
personal liberty under Art. 21 was the most outstanding dissention in the judges‘ formation. Justice Rao
suggested that the right to privacy was a fundamental requirement for a person's freedom and so an
interpretation that humanly protected against state intrusion in their lives and surveillance, was vital.
Privacy was shown by Justice Spellman as crucial aspect to ensure that a person is free from
unauthorized interference into one's personal or private matters. He further cited Justice Frankfurter who
pointed at the need for privacy to be safeguarded from unreasonable actions by the state which can
intrude into a person's area of privacy.'?
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In this landmark dissenting opinion, Justice Rao articulates a pivotal perspective on the right to privacy
within the context of Indian jurisprudence, emphasizing its evolutionary and progressively recognized
nature as integral to the discourse. The argument is anchored in the belief that depriving an individual of
privacy misinterprets and contravenes Article 21, undermining the foundational principle of individual
liberty. This reasoning catalyzed a broader acknowledgment of privacy rights, subsequently establishing
a significant precedent in India's constitutional history through the Kharak Singh case. The dissent
underscores a critical juncture in the constitutional interpretation, heralding expanded liberties and the
necessity to adapt legal principles to align with evolving societal values and norms.

The trajectory of privacy law in India, marked by pivotal cases, illustrates a nuanced journey of defining
and reinterpreting privacy rights within the Indian legal ecosystem. This path is not only complex due to
the intricacies of legal interpretations but also fascinating, reflecting the judiciary's evolving stance on
privacy. The Supreme Court's engagement with critical cases has transformed them into landmarks,
signifying the courts' progressive outlook and the pivotal role these judgments play in shaping the
contours of privacy law in India.

The pivotal juncture in this discourse was marked by the seminal judgment in R.M. Malkani

v. State of Maharashtra."® The core legal question revolved around the admissibility and implications of
telephone tapping, a practice that inherently raises concerns regarding individual privacy rights. The
Anti-Corruption Bureau (ACB) is tasked with the delicate equilibrium between safeguarding the public's
privacy rights, as enshrined in Article 21 of the Constitution, and addressing economic offenses.
The ruling clarified that telephone

Rwolfv. Colorado, 338 U.S. 25 (1949).
13(1973) 1 SCC 471.

interception does not violate the Telegraph Act, provided it adheres to the stipulations outlined in the
aforementioned case. Notably, the verdict aligned with the majority opinion in the Kharak Singh case,
thus refraining from establishing an unequivocal right to privacy within the ambit of Part III of the
Constitution. Consequently, subsequent jurisprudence on search and seizure has maintained this stance,
eschewing the application of a constitutional privacy right analogous to the Fourth Amendment of the
US Constitution within the framework of India's fundamental rights. This era underscored a reticence to
fully endorse the notion of privacy as an inherent and inviolable facet of the fundamental rights
guaranteed by the Indian Constitution.

After almost 20 years, the case named Gobind v. State of Madhya Pradesh showed us that the judiciary
had a chance to understand and re-justify the terms of privacy under the constitutional frame.!* The court
with their hearing centred on the submission of the petition that the certain regulation of the Police
Regulations of M.P, which was against the stature of the petitioner and based mostly on his acquittals,
was against his fundamental rights to privacy. The intrusive surveillance steps like house visits and
clandestine monitoring prompted the petitioner to argue that those actions as such violated his
fundamental rights as duly protected under the articles 19(1)(d) (c) and 21.

The court's approach to privacy was now significantly divergent from its previous reluctance, as it
openly and meaningfully explored the privacy element. The courts recognized how delicately the link is
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between privacy and liberty in the Art. 21. This was behind the concept that the privacy of the individual
truly represents an integral aspect of the fundamental rights as per the Constitution. This
acknowledgement was an integral part, because it shed the light on important US Supreme Court
decisions such as Griswold v. Connecticut'”and Roe v. Wade.'® Furthermore, it quoted the minority
decision of Kharak Singh as well with the intent of explaining the notion of penumbral rights which
deserve the constitutional protection too.

Nevertheless, the judges were aware of the differing contexts of privacy and made it clear that such
rights have relative and not absolute character, that may be subject to reasonable limitations in the
interest of the state or public security. This subtle approach five-fold pressed ahead the whole case about
privacy issues as well as folded rights versus general welfare.

14(1975) 2 SCC 148.
15381 U.S. 479 (1965)
16410 U.S. 113 (1973)

Addressing the constitutionality of the challenged police ordinances, the court relied on a "compelling
state interest" standard, wherein new surveillance processes were to be justified by a state interest that is
lawful and significant, which could be, for example, the fight against crime and preservation of public
order. This middle path validates the vital importance of privacy being put above the line but, at the
same time, it assesses that the state should have the power to limit certain aspects and the way it operates
when arguing that the goal is valuable and necessary.

It has to be underscored that the case of Gobind v. State of Madhya Pradesh marks a landmark ruling in
the development of privacy legislation in India and sets a stage for further judicial jurisprudence. It sent
a signal of the growing trend of the recognition of privacy rights within the Indian legal system that was
to set the precedence for the later cases which went ahead exploring and expanding the terrain of privacy
as a fundamental right by putting that much more into scrutiny.

Privacy holds a significant cog in the wheel of the Indian judicial system while it is constantly being
front and centre of the majority of landmark legal proceedings, demonstrating how civil rights have been
evolving in the past. This course of different landmark cases through the years is no doubt fulfilling for
an individual to see the wide range of powers that the various constitutional mandates have, putting it in
focus the Indian commitment to safeguard individual rights in its entirety while adapting to the
challenges brought about by technologies and social needs. Amar Singh v. Union of India'” and PUCL v.
UOI'® are the landmark judgments usually chosen as classic cases regarding the stand of judiciary on the
privacy of communication which is bordered by the jurisdiction of communication privacy. The above-
mentioned cases unambiguously express the position that the phone tapping is a major intervention in
the private life which might apply to the criminals‘ only under the stringent circumstances of official
necessity. This principle being representative of the system of well-established principles enshrined in
the Indian Constitution a right to privacy including in communications is not only a derivative right but a
right to personal freedom. !

17°(2011) 7 SCC 69.
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8(1997) 1 SCC 301.
YSanjor Narayan, Editor-In Chief Hindustan Times v. High Court of Allahabad, (2011) 13 SCC 155.

However, the judiciary has too shown how the individual freedoms and privacy must go with it the
society interests. The complicated balance of this is seen in situations concerning the liberty of the press
and protection of the media rights. The courts also have not overlooked the dangers of unchecked
powers, among which is the inevitable clash between media freedom and the individual privacy rights.
This has in turn given rise the media to pursue for truth but, with tolerance, does not have to trample
upon the personal dignity.

The Ram Jethmalani v. UOI case, a rocket fuelled money laundering issue, sells the concept of a black
money stashed abroad with regard to the disclosing of the large sums of the money possessors'
confidential information.?” On the one hand, this gave the tribunal another chance to look into the
complex problem of the public interest versus individual rights for privacy, with the final decision to
claim that disclosure of any bank personal details without some proof of first-hand evidence of
malpractice would be a wicked invasion of privacy. The decision goes to show importance of adopting a
careful strategy when dealing with financial crimes. Prohibition of such crimes should not leave out the
rights of the individual.

2017 is a turning point for the Indian legal and privacy scene. By applying a character of the nine-a-
piece bench case judge that held a final judgment settling the issue of privacy as a fundamental right
derived from the various provisions of the Indian fundamental law. The very idea of her historic
judgement was intrinsically related to the larger national debate on Aadhaar, an initiative launched under
the leadership of the then Prime Minister Manmohan Singh and the same scheme was later given
prominence by the subsequent NDA government despite previous criticism. The Aadhaar project,
spearheaded by the United Progressive Alliance (UPA-I), intended to eventually have in the hands of all
eligible Indian citizens a unique 12-digit identification number drawn up from either their biometric or
demographic data and administered by the UIDAI under the chairmanship of Nandan M. Nilekani.

The case of Aadhaar project and privacy issues have got a major push-forward through the petition
made in 2012 by K.S. Puttaswamy, a retired Madras High Court Judge. An argument advanced by
Justice Puttaswamy was that the constitutional validity of making Aadhaar mandatory order for the
citizens in India was questioned, because, he believed that the act violated the fundamental rights of
private and equality. The Supreme Court's short-term resolution to these controversies, which utilized an
order in 2013 and 2014 that that Aadhaar

202011) 8 SCC 1.

is not required as a basis for accessing certain government services, set the pace for a larger
constitutional evaluation of privacy to surface.?!

However, the actual shift occurred through a three-member panel in a judgment of 2015 where while the
judges recognised the complexities and the need to decide on a definitive stance on privacy this was
done on a larger pace. The decision to constitute a five-judge bench and then to refer the matter to a
nine-judge bench was an attempt to deal with the delicate question that lingered in the Indian law i.e. the

status of right to privacy under Indian law.
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Spanning over some 15 days from 19 July to 2 August 2017, the Court heard various facets of privacy,
but it was the arguments that fell almost on every aspect of it that would hog the limelight.

This judgment not only holds the pertinent idea that privacy is a natural right but it also gives a wider
and conceptual opinion about nature and such right. Justice DY. Chandrachud penned the majority
opinion for bench, along with several concurring opinions as well. He articulated the constitutional basis
of the privacy which in turn prevents both the state actors and non- state actors from invading. Judgment
touched upon essential issues such as- Is there a right to privacy to life and liberty guaranteed in the
Constitution, in terms of it being a stand-alone or inherent from other given freedoms, the underlying
theoretical justifications for the right, the substance of the right and the extent of the state‘s powers to
regulate the same and the validity of previous judgments in the cases of M.P. Sharma and Kharak Singh.
2.2 Historical Evolution of the Privacy

2.2.1 The Right to Privacy during the Ancient Indian Period

Privacy as a notion in India is deeply rooted in its invaluable cultural and historical background which
can be viewed since the olden days when the ancient religious epics like Mahabharata and Ramayana
were written and served as the ground to the majority of the Hindus. The list of the scriptures are
indeed equally good. These books are quite spiritual and moral that they tell a story that is so important
indicate the need of privacy in the everyday life. The way these texts intricately weave the
narratives that are a guide in

21(2014) 6 SCC 433.

understanding personal boundaries and the respect for individual‘s space is as relevant today as it was in
those times.*?

Recurrent motives in all these epics are violation of privacy, which is not only a crime against social
conventions but also something shameful requiring retaliation. Considering the actions such as prying
into the privacy of people when they are at sleep, observing people in the states of undress and the
inappropriate asking of a woman, touching etc. without her consent were basis for immediate
condemnation. Such a value rules, an unpermitted entry into someone's meditation session or sleep time
might be interpreted as a lack of society's common sense or a right to privacy. Such stories don't only
involve people in the excitement but make them think of ethical dilemmas as well, where the personal
boundaries should be protected and therefore, these narrated tales are considered as the symbol for the
key principle that not only the public life but also the intimate affairs of individuals should be kept
carefully confidential. Nevertheless, in the absence of extended scholarly papers aimed at studying
privacy in ancient India, a close analysis of the historical data and the practices of the community reveal
such an attitude as naturally as people respect personal space in interpersonal relationships.

The terminology of such days, containing 'Ekant' (detachment), 'Raha’ (privacy), 'Gupta' (secret) and
'Upasana' (invisible worship) in their essence, denotes the cultural context of the privacy standards
within the society.

"SarvasSweSweGrihe Raja" - this proverb means "every man is a king in his own house". It captures the
spirit that individual‘s kingly powers extends into one's private domain, an idea that was applicable even
to rulers who governed other entities (Empires) but still maintained its core.?* Such values are in the core
of the religious activity, where any impertinent encroachments in the way of spiritual realization are
[JFMR250661181 Volume 7, Issue 6, November-December 2025 16
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clearly declared to be disrespectful. The Rig Veda, the one of the oldest Sacred books talks about private
life sentiments; it recommends construction of dwellings in a manner that creates a secure backing for its
residents who can retire there privately. Also analogously, Griha Sutras and Arthashastra dwell into
architectural and social upbringing norms that are formulated as a regulating tool

22 Kiran Deshta, Right to Privacy under Indian Law, 87-94 (Deep & Deep Publications., New Delhi,
2011).

23 E. Jeremy Hutton and Krishna S. Nehra, e.t al., The Right of Privacy in the United States, Great
Britain and India in Richard P. Claude (ed.) Comparative Human Rights 151 (The Johns Hopkins
University Press, Baltimore, 1976).

to protect privacy and interiority, such as no person is allowed to breach a house wall without a valid
reason.”*

Privacy is considered a sacred right in Manusmriti, one of the oldest ancient written texts illustrating
various provisions that aims to protect privacy.? It supports the practice of meditation alone, greeting
each person in a sincere way, politeness in teaching and studying and considerateness in personal
conduct and activities. The sentence stresses not spying on unclothed neighbours and thoughtfulness in
talking to people, (especially when it is not needed or if there‘s nobody around) with people not from
family in isolated places. There are some major features of Victorian morality, i.e., constant effort to
perform hygienic acts such as going to the toilet and having social relations in public are unacceptable
for any person.

These principles of historical instruction have been based on the fundamental principle according to
which any individual's right to privacy not only be respected but also be fully protected by the provision
of private space including public activities, spiritual practices and family life. The regard for guarding
girls' private lives sheds light on culture's perception of individual space's holy and priceless value.

This first law on privacy written by Aristotle, encapsulating the main features of respect, dignity and
personal autonomy, to this day is a great example in building privacy ethics among people. Hence, the
historical account of privacy in India portrays the life story of the civilization that has been driven by the
long-time commitment of uplifting human value of individual privacy and keeps reminding this legacy
age after age.

2.2.2  The Right to Privacy during the Mughal Period

When there is transition from ancient to what is usually called as the medieval period in India, the
subcontinents in its long history represents a very important period in history. This period, which
extended from the 8th century onwards was to a great extent defined by the Islam (Mughals), a belief
that was not just a religion but also a total system of law and society that changed many aspects of life
and the law. While the prejudice that the Islamic law has not developed the legal apparatus still
prevails, a close investigation indicates the

24V M. Apte, Social and Religious Life in the Grihya-Sutras: With Brief Surveys of Social and Religious
Conditions in Pre-Grihya-sutra Vedic Literature, 142 (Gujarat College, 1939).
25 Ashesh and Bhairav Acharya, —Locating Constructs of Privacy within Classical Hindu Lawl The
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2024).

among the other Islamic concepts, the idea of privacy is also regarded as an important idea has been
developed.

The Islamic law that is based on the teachings and guidance provided by Prophet Mohammed acts as a
regulatory framework for the daily lives of Muslims, as it exudes the tenets and principles in the holy
Quran. Nevertheless, this system of law had its sources not only the Quran, which were made known by
Shariat (Islamic law), Hadith (sayings and deeds of Prophet Mohammed), I[jma (consensus among
Islamic scholars), and Qiyas (analogical deduction). These sources constitute large repository of which
different aspects of life are provided. And it contains some among the aspects as privacy as well.2°

The Mughal times could and deserve to be, considered as the greatest evidence of the Muslim dominance
in Indian history, mainly because of one aspect — privacy became not only a concept acknowledged by
the society but also deeply integrated into the framework of the law, notably within the area of private
law. The Quran itself, especially in some verses, stresses the value and importance of privacy and even
prohibits entering to one's home without permission as a first thing. Again, this fundamental belief in the
privacy and sanctity of individual space was

accentuated by one of the most illustrious Muslim jurists namely Al-Ghazali who focussed on the
impropriety of unreasonable intrusion into an individual's life, including illegitimate search of someone's
personal belongings.

The hermitage practice of 'Purdah’ - as understood from veiled system - was truly challenged during the
medieval period and serves as a profound testimony to the cultural assumption of privacy of the Muslim
society. Paraphrasing, the purdah system was a total social custom, but rather than a state of affairs was a
manifestation of the deep value given to privacy with regard to women in particular. That is the reason
behind that it was subconsciously linked to 'haya' which was considered as a synonym of modesty, one
of the most important anti- formality etiquettes and rules rejecting any type of immodest and improper
behaviour.

In Islamic law, the idea of privacy concerned all aspects of one's pragmatic life, ranging from private
conversations, thought, and abundant sprouting. These were not only customs but were seen as human
habits and felt by the people whose lifestyle depended on them. The

2%Tauqir Mohammad Khan, IX Jurisprudence in Islam 117-163 (Pentagon Press, New Delhi, 2007).

Prophet Mohammed taught that this kind of ruler can do nothing but end up turning his people into those
who are wrong or all those who harbour unfair dealings hence giving rise to a society that is more
sinful.?’

This holistic insight into what privacy meant in the context of medieval India, inferred from Islamic
rules, is selective as it manifests the potential to handle privacy issues with sophistication and to respect
privacy for everyone. Such a private and public life split with sophisticated rules which protected the
former was straightforwardly designed. Indeed, this medieval era despite no pronounced legal
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innovations was imbued with a deep respect for privacy founded on the prophetic statement of Prophet
Muhammad and the Islamic legal tradition that emphasizes important privacy rights.?®

The fact that people of that age gave full consideration to privacy and the fact that privacy was a matter
of great interest to them highlight such universality and relevance of privacy not only as something of
this day but also as something of the past making them remains significant in the conduct of human
relations.

2.2.3 The Right to Privacy during the British Period

The intricate woven quilt of privacy laws in India, which Indians have knit over the centuries,
demonstrates an intriguing evolution of ever-changing factors which are both socio-political and tech
factors. It is believed by many that the concept of privacy is something which was introduced into India
by the British. Instead, this era was also the time that privacy was protected and enclosed under the sun-
shaded roof of customary laws which were not supported with any legislation made to solely protect the
privacy of citizens. These years had little attention paid to privacy as a legal principle chiefly, due to the
British colonial authorities' apprehension toward consequences that might arise from the exception of
privacy rights, their administration could be resisted by conspiracy. Consequently, the first phase of the
privacy law was somewhat sluggish because it does not have its own law base and draws from customs
and easement laws to uphold individual privacy.?

27 Sheikh Showkat Hussain, —Right to Privacyl 3 Journal of Islamic and Comparative Law
Quarterly 107 (1983).

*Ibid.

PGet Ready for India’s New Data Privacy Law, MORRISON FOERSTER (Sept. 11,
2023), https://www.mofo.com/resources/insights/23091 1 -get-ready-for-indias-new-data-privacy-law.

Indians experienced the stages such as urbanization, industrialization, and the advancement of
technology. Recognizing this situation as a great responsibility, the British government appropriated the
privacy legal framework to the formal law. Such realization coincided with an academic setting where
scholars and thinkers were questioning the fact that India has no legal provision for privacy for its
citizenry. They pointed out the fact that data from individuals was illegally collected by authority and
government organizations, without the permission from the individuals in question, while
surveillance was pervasive as well. educated class of India in that period not only had brought them
in public notice but also in the eyes of government for protection of privacy against unauthorized access
of personal information from public and government Such advocacy can be viewed as the opening for
giving more structure to privacy rights in India where various aspects of privacy and common law
principles were codified while other issues concerning them, including the questions of the murky arena
in which they operated, were yet to be addressed.

On the contrary, the major part of the development of privacy rights is still in the process of dealing with
the fact that apart from freedom and thought, the human dignity could be considered as another
fundamental human right. Its recognition was only confined to certain areas that had great roots in the
past of the Indian society which dated back to ancient and medieval periods considered important. As for
the travel toward the position of privacy being a fundamental right, it was slow and consistent and it
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depended on taking on and adjusting existent legal rules rather than framing different standalone privacy
laws. By involving legal protections in the privacy spectrum this approach resulted in protection of
privacy throughout the spectrum of legislation. To clearly address privacy issues, many laws were
passed; many reports were presented specially to bring forward the issue of privacy law in India thereby,
a more substantial legal comprehension and protection of privacy in India arose.

The historical overview has since shown the emergence of Indian privacy rights; they were at first a
result of ancient customs and then got into the legal system and got recognized and guaranteed. It reveals
changes in social, economic and technical factors, which also influenced the creation of the concept of
individual privacy for the goal of its recognition as a fundamental human right.

1pid.

2.3 The Right to Privacy under International Legal Frameworks

The right to privacy is a fundamental human right recognized and protected under various international
legal frameworks. This right has increasingly come to the forefront as technological advancements have
made the collection, use, and dissemination of personal information easier, raising significant privacy
concerns.

Universal Declaration of Human Rights (UDHR)

The UDHR, established by the UN General Assembly towards the culmination of the tumultuous year of
1948, marked a ground-breaking moment in the history of human rights. This pivotal document emerged
in the aftermath of World War II, a period that witnessed egregious violations of human dignity and
freedom on an unprecedented scale. The international community, driven by a collective determination
to prevent the recurrence of such atrocities, came together to articulate and affirm fundamental human
rights that should be universally protected. Among these rights, the UDHR was the first global
proclamation to explicitly recognize the right to privacy as an essential human right.

Article 12 of the UDHR represents a cornerstone in the architecture of international human rights law
concerning the protection of individual privacy. The language of the article is comprehensive and clear,
underscoring the importance of safeguarding an individual's privacy, family, home, and correspondence
from arbitrary and unjust intrusions. It emphasizes that everyone, irrespective of nationality, gender,
race, or religion, is entitled to live free from unwarranted interference that can undermine their dignity,
honour, and reputation. This article encapsulates a fundamental understanding that privacy is not merely
a personal luxury but a vital element of human dignity and freedom.!

Moreover, Article 12 extends beyond merely identifying the right to privacy; it asserts the role of the
law as a guardian of this right. It highlights the necessity for legal protections against arbitrary
interference or attacks, ensuring that individuals are not left defenceless in the face of violations. This
aspect of the declaration acknowledges the complexity of

3IThe Right to Privacy, 70 Years On, BSR (Jan. 18, 2020), https://www.bsr.org/en/blog/human-rights-to-
privacy- 70-years-on.

balancing state interests, such as national security, with individual rights, and it underscores the
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imperative of establishing clear, fair legal frameworks to navigate these challenges.>?

The inclusion of the right to privacy within the UDHR set in motion a ripple effect, inspiring the
integration of privacy rights into numerous international treaties, regional human rights instruments, and
national constitutions worldwide. It laid the groundwork for the conceptualization and implementation
of privacy as a protected right, influencing subsequent human rights discourse and legislation. The
principles enshrined in Article 12 have been interpreted and expanded upon in various contexts, from the
protection against unlawful surveillance and data protection in the digital age to safeguarding personal
information and the sanctity of private life.

The recognition of privacy as a human right in the UDHR represents a visionary step by the international
community. It reflects a profound understanding of the intrinsic link between privacy and the essence of
human freedom and dignity. In an era where technological advancements and societal changes continue
to pose new challenges to privacy, the principles set forth in Article 12 of the UDHR endure as a
testament to the enduring significance of protecting this fundamental right. The UDHR, through its
comprehensive articulation of rights, including the right to privacy, continues to serve as a beacon of
hope and a universal standard against which the aspirations and practices of nations are measured in the
quest to uphold human dignity and freedom for all.

International Covenant on Civil and Political Rights (ICCPR)

The ICCPR, which officially came into effect in 1976, marks a cornerstone in the evolution of
international human rights law. It offers a comprehensive and legally binding framework on a broad
spectrum of civil and political rights, among which the right to privacy is prominently secured. Article
17 of the ICCPR specifically addresses this right, laying down a foundational principle for the protection
of individual privacy against arbitrary or illegal intrusions.

Article 17's stipulation is twofold. Firstly, it unequivocally asserts that "No one shall be subjected to
arbitrary or unlawful interference with his privacy, family, home, or correspondence." This segment
underscores the sacrosanct nature of personal spaces and

32Ibid.

communications, delineating a clear boundary against unwarranted intrusions. The use of the terms
"arbitrary" and "unlawful" captures a wide range of possible violations, from capricious governmental
surveillance to unauthorized data breaches, ensuring the provision's applicability across various
contexts.’

Secondly, Article 17 extends its protective ambit to cover "unlawful attacks on his honour and
reputation." This clause acknowledges the intrinsic value of personal dignity and respect in social
relations, safeguarding individuals from defamation, slander, and similar harms that could undermine
their social standing or personal integrity.

The overarching mandate of Article 17 is not merely declarative. It carries a compelling obligation for
the states party to the Covenant to translate these protections into their domestic legal frameworks.
Specifically, the ICCPR charges its signatories with the responsibility to enact legislative and other
measures that concretely embody and enforce the rights acknowledged within the Covenant. This
directive implies a broad range of legislative actions, including but not limited to, the formulation of data
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protection laws, regulations governing surveillance and intelligence-gathering activities, and legal
remedies for privacy breaches.

The incorporation of Article 17's provisions into national legislations entails a significant recalibration of
legal norms to uphold the right to privacy. It necessitates the establishment of legal standards for data
processing activities, criteria for lawful interception of communications, and safeguards against arbitrary
search and seizure, among other privacy- protective measures. Moreover, it calls for the establishment of
oversight mechanisms and recourse procedures that enable individuals to challenge privacy violations
and seek redress.**

The impact of the ICCPR, particularly Article 17, on shaping global privacy norms cannot be overstated.
It serves as a critical reference point for national courts interpreting privacy rights, inspires regional and
international human rights instruments, and informs the deliberations of bodies tasked with overseeing
compliance with the Covenant. Through its detailed and legally binding approach to the right to
privacy, the ICCPR plays a pivotal role in the

3Taylor, P.M. (2020) _Article 17: Privacy, Home, Correspondence; Honour and Reputation®, in A4
Commentary on the International Covenant on Civil and Political Rights: The UN Human Rights
Committee’s Monitoring of ICCPR Rights. Cambridge: Cambridge University Press, pp. 458—498.
*Ibid.

ongoing evolution of privacy protections, adapting to new challenges and technologies in the digital age.
European Convention on Human Rights (ECHR)

The ECHR serves as a cornerstone in the protection of fundamental human rights within the Council of
Europe's member states. Among its various provisions, Art. 8 plays a pivotal role in safeguarding the
right to privacy, which is deemed essential for the unfettered development of an individual‘s personality.
This article enshrines a fundamental principle: "Everyone has the right to respect for his private and
family life, his home, and his correspondence." This broad statement underscores the multifaceted nature
of privacy, recognizing it as a crucial element in the cultivation of personal autonomy and dignity.

The inclusion of private and family life within Art. 8 acknowledges the intrinsic value of such
relationships in fostering individual growth and well-being. It underscores the necessity for individuals
to develop personal bonds, free from undue intrusion, thereby enabling personal and social development.
The protection of one's home as a private space is vital, as it serves as the sanctuary where personal
autonomy and intimacy flourish away from the public eye. Similarly, the safeguarding of
correspondence, which today extends to digital communications, recognizes the importance of
confidential communication for personal development and the maintenance of social relationships.
However, the right to privacy, as outlined in Art. 8 of the ECHR, is not absolute. The article delineates
specific circumstances under which interference with this right may be justified, highlighting the
Convention's attempt to balance individual rights with the needs of a democratic society. Such
interference can only be deemed lawful if it fulfils three crucial criteria: it must be in accordance with
the law, pursue a legitimate aim, and be necessary in a democratic society.*

The legitimate aims that may justify interference include national security, public safety, or the
economic well-being of the country. These aims recognize the state‘s responsibility to protect its citizens
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and maintain public order and welfare, even if it means imposing certain limitations on individual
rights. For example, measures may be taken to prevent crime,

3SPfisterer, V.M. (2019) _The Right to Privacy—A Fundamental Right in Search of Its Identity:
Uncovering the CJEU‘s Flawed Concept of the Right to Privacy‘, German Law Journal, 20(5), pp. 722—
733. doi:10.1017/glj.2019.57.

protect public health, or safeguard the rights and freedoms of others. The necessity of such measures in a
democratic society implies a requirement for proportionality; any interference with the right to privacy
must be carefully balanced against the need to achieve the stated objectives, ensuring that such measures
are not arbitrary or excessive.

General Data Protection Regulation (GDPR)

The EU‘s GDPR, though not explicitly a human rights treaty, stands as a monumental legal framework
dedicated to the protection of personal data and privacy rights. Instituted on May 25, 2018, this
regulation has emerged as a global standard-setter for data protection legislation, influencing a
comprehensive re-evaluation and reinforcement of data privacy laws across nations, including
significant countries like India.

The GDPR is distinguished by its exhaustive approach to data protection, weaving together a series of
principles that prioritize the individual's control over their personal information. Among these guiding
principles, the notion of consent plays a pivotal role. The regulation mandates that consent for data
processing must be given freely, be specific, informed, and unambiguous, ensuring that individuals
understand what they are consenting to and granting them the power to withdraw consent as easily as it
was given.

Another cornerstone of the GDPR is the principle of data minimization. This principle asserts that the
collection of personal data should be limited to what is directly relevant and necessary to accomplish a
specified purpose. It underscores the ethos of restraint, advocating that only the minimum amount of
data required for a task should be collected and processed, thereby reducing the risks associated with
data breaches and misuse.

The right to be forgotten, or the right to erasure, is yet another critical aspect of the GDPR, offering
individuals the power to have their personal data deleted under certain conditions. This includes
situations where the data is no longer necessary for the original purpose it was collected for, or if the
individual withdraws consent. This provision empowers individuals to exert control over their digital
footprints, reflecting a significant shift towards personal autonomy in the digital realm.

The GDPR's reach extends far beyond the borders of the European Union, exemplifying its
extraterritorial applicability. It applies not only to organizations based within the EU but also to those
outside the EU that offer goods or services to, or monitor the behaviour of, individuals within the
EU. This global scope has exerted pressure on countries worldwide to elevate their data protection
standards to ensure compliance and facilitate international business operations.

Countries like India have responded to this global benchmark by revisiting and bolstering their own data
protection frameworks. The influence of the GDPR is evident in the drafting and implementation of
national data protection laws that echo its foundational principles, such as consent, data minimization,
and rights to data portability and erasure. This ripple effect underscores the GDPR's role in shaping a
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new era of global data protection standards, driving a collective move towards enhanced privacy and
data security in an increasingly digital world.

2.4 Examination of Privacy within Regional Human Rights Instruments

The evolution of the concept of privacy in India, particularly viewed through the prism of human rights,
is a profound narrative of change, emblematic of the nation's deepening appreciation and integration of
privacy as a fundamental aspect of human dignity and liberty. This transformation is not merely a
superficial alteration but signifies a profound shift towards acknowledging the intrinsic value of an
individual's private realm within the expansive mosaic of human rights. This journey reflects the
maturation of India's societal and legal frameworks, which now recognize and cherish the sanctity of
personal privacy as a cornerstone of human dignity.

Central to the Indian legal system, the Constitution and a plethora of statutory laws lay the foundational
stones for safeguarding privacy rights. Yet, it's essential to recognize that these documents did not
initially provide a clear or explicit acknowledgment of privacy rights. This gap was adeptly filled by the
Indian judiciary, which, through its dynamic and forward- looking interpretation of the law, intricately
woven privacy into the constitutional fabric, elevating it to the echelon of a fundamental right under the
ambit of the right to life and personal liberty. This judicial activism underscores the adaptability and
resilience of India's legal system in evolving with societal needs and global human rights discourses.
India's engagement with the international human rights regime has also significantly shaped its
understanding and enforcement of privacy rights. By ratifying key international conventions and treaties,
such as the UDHR and the ICCPR, India has demonstrated a robust commitment to aligning its
domestic privacy norms with international benchmarks. These global instruments advocate for privacy
as an indispensable human right, thus providing a universal standard for privacy protection that India
strives to meet.*

A watershed moment in the evolution of privacy in India was the enactment of the DPDP Act. This
legislation, steeped in principles that resonate with global standards, epitomizes India's sophisticated
grasp of privacy concerns in the digital age. The DPDP Act not only conforms to international norms but
also adeptly navigates the unique challenges and possibilities ushered in by the digital revolution. This
law underscores India's dedication to protecting personal data, thereby balancing the twin imperatives of
safeguarding individual privacy and stimulating digital innovation and economic growth.

The DPDP Act heralds a significant shift in the perception and protection of privacy in India, granting
individuals enhanced control over their personal data in an increasingly digitalized world. It
meticulously balances the rights to individual privacy with legitimate state interests, articulating a
nuanced approach to privacy that honours individual autonomy while also considering national security
and public welfare imperatives. This legislation marks a pivotal chapter in India's ongoing journey of
privacy protection, embodying the nation's commitment to upholding the dignity and liberty of its
citizens in the face of evolving digital landscapes.’’

2.5 The Multidimensional Nature of Right to Privacy

The right to privacy, particularly when viewed through the lens of data protection, unveils its complex
and multifaceted character, reflecting a variety of dimensions that underscore its intricate essence. In an
era dominated by digital technologies, our understanding and the consequential implications of this
fundamental right have broadened significantly. This evolution vividly illustrates the inherently
multidimensional nature of privacy. The DPDP Act, 2023 stands as a testament to the nuanced
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understanding required to fortify the protections around personal data effectively, addressing these
varied dimensions in a comprehensive manner.

Personal Autonomy: A Cornerstone of Privacy

Central to the concept of the right to privacy is the notion of personal autonomy. This principle grants
individuals the sovereign authority over their personal information, enabling

3$Supra note 4.
37Supra note 4.

them to make informed decisions regarding who is permitted access to their data and the manners in
which it can be utilized. In today's digital epoch, where personal information can be effortlessly
harvested, scrutinized, and exploited, often without clear consent, the importance of this aspect of
privacy cannot be overstated. The DPDP Act, 2023, acknowledges and reinforces this by instituting
explicit consent mechanisms and affording individuals the rights to access, amend, and delete their
personal data. These measures significantly elevate the level of control and personal autonomy
individuals have over their information in the digital landscape.

Informational Privacy: Guarding the Flow of Personal Information

Another pivotal dimension is informational privacy, which revolves around an individual's right to
manage the dissemination and usage of their personal data. This dimension is especially pertinent given
the data collection activities undertaken by businesses and governmental bodies. The DPDP Act directly
addresses the concerns surrounding informational privacy by laying down stringent guidelines for the
collection, processing, and storage of personal data. It ensures that personal information is handled in a
manner that respects individual privacy and confines the use of data to clearly defined, legitimate
purposes.

Bodily Privacy: Protecting the Physical Self

The concept of bodily privacy encompasses the protection of individuals' physical selves against
intrusive acts, such as unauthorized surveillance or the collection of biometric data without consent.
With the proliferation of technologies like facial recognition and biometric authentication, the relevance
of bodily privacy within the ambit of data protection laws, including the DPDP Act, has escalated. The
Act offers enhanced protections for sensitive personal data, including biometric and health information,
acknowledging the deeply personal nature of such data and its integral link to an individual's bodily
privacy.

Communication Privacy: Ensuring Confidential Conversations

Communication privacy focuses on safeguarding the privacy of personal communications, including
emails, messages, and telephone calls, from unauthorized interception and surveillance. The digital age
introduces formidable challenges to maintaining communication privacy, with the potential for
extensive monitoring of digital communications. The DPDP Act addresses these challenges by
establishing robust data processing and protection protocols, designed to protect the sanctity of private
communications and uphold the confidentiality of digital interactions.

Territorial Privacy: Preserving Personal and Virtual Spaces

Territorial privacy is concerned with the inviolability of personal and private spaces, guarding against
undue intrusions. In the realm of the digital, this concept extends to online spaces and activities,
[JFMR250661181 Volume 7, Issue 6, November-December 2025 25



https://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

LJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

advocating for protection against unauthorized surveillance and data collection in these virtual
environments. Through its regulation of data collection practices, the DPDP Act indirectly fortifies
territorial privacy in cyberspace, thus reinforcing the broader right to privacy in both physical and virtual
domains.

CHAPTER -3

CRITICAL ANALYSIS OF THE DPDP ACT, 2023

3.1 Overview and Context

The Digital Personal Data Protection Act of 2023 represents a pivotal advancement in India‘s
legislative landscape, especially in the arena of data protection and privacy. This Act, formally
introduced in the Lok Sabha on August 3, 2023, by the Minister of Electronics and Information
Technology, marks a significant evolution from its predecessors. After rigorous discussions and debates,
it successfully cleared the Lok Sabha on August 7, 2023, and was unanimously passed by the Rajya
Sabha on August 9, 2023. Subsequently, it received the President‘s assent on August 11, 2023, thereby
becoming law.

This legislation emerges against the backdrop of its earlier versions - the Personal Data Protection Bills
of 2019 and 2022 - which were ultimately withdrawn by the Central Government due to numerous
challenges. These challenges included complex issues surrounding data localization requirements, a lack
of transparency in data handling, and the demanding nature of compliance measures required from
entities handling personal data. These issues had sparked significant debate and called for a
reconsideration of the legislative approach to data protection in India.

The need for a robust and clear data protection law was underscored by a landmark judgment by the
Supreme Court in the case of Justice K.S. Puttaswamy v. Union of India in 2017. In this judgment, the
court emphatically recognized the _Right to Privacy‘ as an intrinsic part of the fundamental right to life
and personal liberty under Article 21 of the Indian Constitution. The court‘s decision was pivotal as it
highlighted the absence of a formal statutory framework for protecting personal data in India and
recommended that the Government establish a dedicated regime for this purpose.®

In response, the Digital Personal Data Protection Act of 2023 was crafted to align with the constitutional
principles laid out by the Supreme Court. The legislation aims to protect individuals® personal data,
ensuring that data processing is done in a fair, transparent, and secure manner. It sets forth the rights of
individuals to have control over their personal data and stipulates the obligations of entities that process
this data.

Furthermore, the Act addresses the previously contentious issue of data localization in a manner that
balances the need for protecting the sovereignty of Indian citizens data with the operational realities of
global businesses. It simplifies compliance mechanisms while ensuring they are robust enough to
prevent misuse of personal data.

The passage of the Digital Personal Data Protection Act of 2023 is a testament to India‘s commitment to
upholding the privacy rights of its citizens in the digital age.l It establishes a framework intended to
ensure that data protection norms are adhered to, thus enhancing trust in digital services and platforms
while fostering a healthy digital economy. This legislative milestone not only enhances the protection of
personal data but also significantly contributes to the legal foundations required for India‘s growing
digital landscape.
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3.2 Overview of the Act & Key Provisions and Objectives

The primary aim of the legislation is to create a detailed and robust framework that governs the
protection and processing of personal data, referred to throughout the document as

—Personal Data.l This framework is designed with a dual focus: first, it upholds the rights of individuals
to safeguard their personal information, and second, it acknowledges the necessity of processing this
data for legitimate purposes. This balance is critical as it allows for the safe handling of personal data
while ensuring that such data can be used effectively for economic and administrative activities that are
deemed lawful and necessary.

38 Justice K.S. Puttaswamy v. Union of India, Writ Petition (Civil) No 494 of 2012.

Central to the Act is the stipulation that it governs the processing of Personal Data within India. This
includes all forms of data, whether they exist in digital formats online or as digitized offline records. In
addition to its domestic application, the Act‘s scope extends beyond India‘s borders. It applies to the
processing of personal data outside of India when such processing is connected to the offering of goods
or services to people residing in India, thus providing a legal framework that supports both local and
international commercial activities involving Indian consumers.*

Moreover, this Act forms the bedrock upon which subsequent legislations, such as the Digital India Act
and other specific industry-related privacy and data protection laws, are built. This interconnection of
laws is part of a broader strategy to prepare India for the integrated adoption of Al and other emergent
technologies. By establishing clear guidelines on data protection, the Act not only fosters a safe
environment for technological innovation but also ensures that personal data is handled in a manner
that respects privacy and individual rights.

Additionally, the legislation is structured to support Indian businesses in their international endeavours.
It facilitates and potentially enhances collaborations with overseas companies through the establishment
of reciprocal arrangements that ensure mutual respect for the privacy and security of personal data across
borders. This aspect of the Act is particularly significant in an era where global digital collaboration is
not just beneficial but necessary for competitive advantage and growth in the digital marketplace.

Data encompasses any form of information, be it facts, concepts, opinions, or instructions, that is
communicable and can be understood and processed either by humans or through automated systems.
Importantly, this definition covers a broad spectrum of data types that are integral to various functions in
technology and communication systems. The term _Personal Data‘ is particularly significant within the
context of legal and regulatory frameworks concerning data privacy. Personal Data refers specifically to
any data that relates to an identifiable individual, termed as the Data Principal within legislative texts.
This type of data is sensitive, as it connects directly to the identity and personal aspects of an individual,
making its management and protection a matter of legal and ethical priority.

3% Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India).

The processing of Personal Data involves several operations, which may be performed entirely or partly
through automated systems when dealing with digital data. The scope of processing is wide-ranging and
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includes the collection, storage, indexing, sharing, use, disclosure, and dissemination of data. Crucially,
it also encompasses the erasure of Personal Data. Such processes must adhere strictly to lawful purposes,
clearly defined under relevant data protection laws. The lawful processing of Personal Data hinges on
the consent of the Data Principal or must fall within the ambit of legitimate uses as outlined in governing
statutes. This ensures that all processing activities are conducted transparently, respecting the privacy
and autonomy of the individuals whose data is being processed.*

The Data Protection Act has specific applicability criteria for the processing of Personal Data. Primarily,
it governs the processing of all digital Personal Data within India, including data that originates in non-
digital formats but is subsequently digitized. This includes a wide array of digital interactions and
transactions where Personal Data is handled and manipulated. Furthermore, the Act has extraterritorial
applications in scenarios where the processing of digital Personal Data relates to activities aimed at
offering goods or services to individuals within India, thereby extending its reach beyond national
borders to protect the interests of Data Principals residing within the country.

The Act explicitly excludes certain types of data processing from its purview to maintain a balanced and
practical regulatory framework. It does not cover the processing of Personal Data when such activities
are undertaken by individuals for personal or domestic purposes, which means ordinary citizens
managing their personal data in day-to-day activities are not subject to the stringent requirements of the
Act. Additionally, Personal Data that is made publicly available by the Data Principal or through a legal
obligation by another party does not fall under the scope of the Act. This delineation ensures that the Act
targets and regulates only those processing activities that have significant implications for the privacy
and protection of individuals® Personal Data.

In the realm of personal data protection, the outlined legislation provides a comprehensive framework
that emphasizes the importance of consent in the processing of personal data. Section 6 of the Act
mandates that personal data can only be processed for clearly specified purposes and requires prior
consent from the Data Principal, the individual whose data is

40 Roberto Taufick, The Underdeterrence, Underperformance Response to Privacy, Data Protection
Laws, 2020 SSRN ELEC. J., https://doi.org/10.2139/ssrn.3769317.

involved. This consent must not only be given freely and specifically for each use but also must be well-
informed, unconditional, and unmistakably clear through affirmative action. Before any data collection
begins, the Data Fiduciary, or the entity processing the data, must issue a notice under Section 5. This
notice should detail the types of personal data to be collected and the specific purposes for its
processing.*!

Moreover, the individual has the perpetual right to withdraw her consent at any point, effectively halting
any further processing of her data. However, Section 7 introduces exceptions where consent is not
necessary. These exceptions include instances where the data is voluntarily provided for a predetermined
purpose, when the State needs to administer benefits or services such as subsidies or licenses, for
national security or public health emergencies, for employment-related purposes, and a few other
scenarios deemed as

_legitimate uses".
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For vulnerable groups such as individuals with disabilities or those under eighteen years of age, the Act
stipulates that consent must be provided by their parents or legal guardians, ensuring additional
safeguards.

Additionally, the Act vests significant powers in the State or its instrumentalities, as outlined in Section
17(4), allowing them to retain personal data or deny requests for its erasure under certain circumstances.
This provision underscores the balancing act between individual rights and state interests.

Turning to the rights and duties of the Data Principal as outlined in Sections 12 to 14, the legislation
grants several pivotal rights to individuals. These include the right to be informed about how their data is
being used, the ability to correct or erase their personal data, and the option to designate a nominee to
manage their data post-mortem or in case of incapacity. Individuals also have the right to address any
grievances related to data processing and to withdraw their consent at any stage of the data lifecycle.*?
The duties of Data Principals, as stated in Section 15, include obligations to refrain from registering false
complaints, to avoid withholding material information when providing personal data, and not to
provide misleading information or impersonate others. Non-

“Supra note 2 at § 5.
214 at§ 12,14

compliance with these duties can lead to penalties, reinforcing the seriousness with which the Act treats
the integrity of data management processes.

Through these provisions, the Act aims to establish a robust legal framework for data protection that
balances individual rights with essential state functions and societal interests, ensuring transparency,
accountability, and respect for privacy in the digital age.

The role and responsibilities of a Data Fiduciary are meticulously outlined in Section 8 of the Act. The
Data Fiduciary, a pivotal entity in the handling of personal data, is tasked with several critical functions
to ensure the protection and proper management of personal data. Firstly, the Data Fiduciary is allowed
to process personal data exclusively with the consent (explicit or deemed) of the Data Principal, unless
processing is justified by certain legitimate interests identified by the law. Deemed consent refers to
scenarios where the Data Principal has not explicitly withdrawn consent for the use of their personal
data.

Additionally, the Data Fiduciary is required to make diligent efforts to maintain the accuracy and
completeness of personal data under their control. This involves regular updates and corrections to any
data inaccuracies identified during processing or upon notification by data subjects.

Protection of personal data is another cornerstone of the Data Fiduciary‘s responsibilities. This involves
implementing adequate security measures to safeguard personal data from unauthorized access,
breaches, or any form of illegal processing. Furthermore, the Data Fiduciary must promptly respond to
any queries or requests from the Data Principal concerning the access, correction, or deletion of their
personal data, thereby ensuring the exercise of the Data Principal‘s rights under the Act.

In the event of a data breach, the Data Fiduciary is obliged to notify the Data Protection Board of India
and the affected individuals, outlining the nature of the breach, the possible consequences, and the
measures proposed or taken to address the breach.

Lastly, adhering to the principle of storage limitation, the Data Fiduciary is expected to delete personal
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data when it is no longer necessary for the purpose for which it was collected, unless retention is
mandated or permitted by law. However, it is important to note that government entities are exempt from
this requirement of data erasure and storage limitation, focusing instead on how they manage data in
alignment with public and state interests. Violations of these duties are addressed under Section 33 of
the Act, alongside the relevant schedules that detail the consequences and penalties.**

Section 16 of the Act addresses the conditions under which personal data can be transferred outside the
territorial bounds of India. It permits the extraterritorial processing and transfer of personal data, except
to countries which are specifically restricted by a notification issued by the Central Government. This
provision enables cross-border data flow, facilitating international business operations and global data
management, provided that the sovereignty and integrity of India and the interests of its citizens are not
compromised.

Exemptions to the standard provisions of the Act are detailed in Section 17. These exemptions are
critical in situations where adhering to the regular obligations of data fiduciaries and the rights of data
principals would be impractical or counterproductive. The exemptions apply broadly under various
circumstances such as the prevention, investigation, or prosecution of offenses; the enforcement of legal
rights or claims; processes not occurring within Indian territory; and the processing of data for financial
assessment purposes.

Moreover, specific exemptions are provided for data processing carried out by the State or its
instrumentalities in the interest of national security and public order. Additional allowances are made
for processing necessary for research, archiving, or statistical purposes, recognizing the importance of
such activities in societal development and governmental planning.

These detailed provisions and exemptions ensure that the framework for data protection in India is
robust yet flexible, balancing individual rights with the imperatives of state security and public interest.
The Act carefully delineates the circumstances under which personal data may be handled, ensuring
clarity and accountability for all stakeholders involved.

3.3 Scope of the Act

The legislation in question marks a significant advancement in the protection of personal data in
India, closely aligning with the fundamental rights outlined in the Constitution. Specifically
designed to secure digital personal data, the Act upholds the sanctity of individual privacy, allowing
individuals full control over their information in the

43 Akshaya S, An Analysis of the Data Protection Laws in India, 2019 SSRN ELEC.
J., https://doi.org/10.2139/ssrn.3616637.

digital realm. This is a crucial step forward, given the modern dependence on digital platforms for both
personal and professional interactions.**

A cornerstone of this Act is the empowering provision that allows individuals to give consent for the use
of their data, which can be as easily withdrawn as it was given. Section 6(4) of the Act details this
process, ensuring that consent is not an irreversible action but a continuous choice, reflecting the
dynamic nature of privacy and personal preference.

Further emphasizing the control individuals have over their personal information, Section 11(1)
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guarantees the right to access data. This means any person can review the data collected and stored about
them, providing transparency and fostering trust between data collectors (such as businesses and
government entities) and individuals. Similarly, Section 12(1) provides the rights to correct, complete,
update, or erase personal data. This is particularly important as it addresses the need for data accuracy
and gives individuals the right to dictate the continuation of their data‘s existence in databases.

For instances where disputes or concerns arise regarding data management, Section 13(1) establishes a
procedure for grievance redressal. This structured approach ensures that grievances related to personal
data mishandling are heard and addressed promptly, thus upholding the individual‘s right to fair
treatment.

Another innovative aspect of the Act is found in Section 14(1), which introduces the right to nominate.
This allows individuals to designate someone who can manage their data posthumously or in cases
where they are unable to make decisions themselves. This provision respects the continuity of data
privacy beyond the life of the individual.

These rights and protections under the Act do not stand in isolation but are part of the broader context
of the right to privacy under the right to life and personal liberty as enshrined in Article 21 of the
Constitution of India. The Supreme Court‘s landmark judgment in Justice

K.S. Puttaswamy (Retd.) and Anr. vs. Union of India and Ors. reinforced this interpretation, declaring
that the right to privacy is an intrinsic part of the right to life and liberty. This judicial affirmation
extends the scope of privacy rights to include protection against unauthorized access and leakage of
personal data.*®

¥ 1d.
“Supra note 1.

By integrating these provisions, the Act not only defends but enhances the constitutional right to privacy,
ensuring that individuals have significant control and sovereignty over their personal data in the digital
age. It addresses a critical need in today‘s information-driven society, placing India at the forefront of
data protection legislation globally.

Under the provisions outlined in Section 9 of the pertinent legislation, specific protections are afforded
to vulnerable groups, specifically children and individuals with disabilities. This section stipulates that
the rights to privacy for these groups are to be safeguarded by their guardians. Additionally, Section 9
takes a firm stance against certain digital practices that could harm children; it expressly forbids the
monitoring of children‘s behaviour for non- educational purposes and the use of targeted advertising
directed towards them. This preventative measure aims to shield minors from potentially manipulative
commercial tactics and to ensure their digital interactions remain secure and appropriate.*°

Turning our attention to Section 3(a) of the Act, we delve into the categories of personal data that the
law governs. This section clarifies that the Act is concerned exclusively with personal data that is either
originally in digital form or has been converted into digital form after being collected in a non-digital
format. One significant challenge identified in this section is the practical difficulty in tracking the
transformation of data from non-digital to digital formats. This ambiguity can create complexities in
enforcement and compliance, as it might not always be clear when non-digitized data has been digitized,
thus falling under the Act‘s jurisdiction.
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Furthermore, Section 3(b) expands the territorial reach of the Act, asserting that even personal data
pertaining to Indian citizens, when shared beyond the national borders, remains protected under this
legislation. This provision ensures that the privacy rights of Indian citizens are not diminished by the
global nature of data flows and the international operations of digital businesses.

In another critical aspect of the Act, Section 3(c) addresses scenarios where individuals choose to
disclose their personal data voluntarily. The Act does not extend its protections to data that citizens
disclose on their own accord. For instance, when a user voluntarily shares information on social
platforms like Facebook or Twitter, such as commenting on posts, which reveals their name and profile
to others, the responsibility for such disclosure‘s rests

4Supra note 2 at § 9.

solely with the individual. This clause underscores the Act‘s respect for personal agency while
highlighting the need for individuals to be aware of the privacy implications of their online activities.*’
Lastly, the scope of the Act is notably comprehensive in terms of its applicability to various entities that
handle digital personal data. All digital business entities, referred to as data fiduciaries, as well as data
processors and even state authorities engaged in processing or handling digital personal data of Indian
citizens, are bound by the regulations and requirements set forth in this Act. This broad applicability
ensures that all stakeholders involved in the digital ecosystem are accountable for adhering to privacy
standards and protecting the personal data of individuals

3.4 Salient Features of the Act

Under the newly introduced legislation focused on data protection, companies and businesses engaged in
the management of personal data are now mandated to implement rigorous processes and training
programs. This directive aims to ensure their alignment with newly defined legal compliances. Firstly,
such entities must devise a comprehensive standard operating procedure (SOP) tailored to address the
specific requirements laid down by the law. This procedure is crucial for maintaining the integrity and
confidentiality of personal data they handle.

In addition to SOP development, it is imperative for these organizations to provide adequate training to
their personnel. This training should cover the essentials of data protection, focusing on roles and
responsibilities under the new Act. One of the key responsibilities includes the necessity to cooperate
with a Data Protection Officer (DPO). According to Section 10 of the Act, the appointment of a DPO is
mandatory for entities identified as Significant Data Fiduciaries. These fiduciaries play a pivotal role in
overseeing data protection strategies and ensuring compliance with the legislative framework.

Another critical compliance requirement for companies is the engagement of an Independent Data
Auditor. This role involves auditing and evaluating the company‘s data management practices to ensure
they meet the prescribed standards of data protection and privacy. The

“’Mahantesh B. Madiwalar & Prof B.S. Reddy Prof B.S. Reddy, 4 Critical Analysis of Data Protection
Law In India, 3 INDIAN J. APPLIED RSCH. 1, (2011), https://doi.org/10.15373/2249555x/0ct2013/60.

auditor‘s insights will contribute significantly to enhancing the existing data management strategies and
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implementing corrective measures where necessary.*®

The Act also emphasizes the importance of a structured consent management mechanism. This system is
essential for legally obtaining, maintaining, tracking, and updating individuals‘ consent regarding the use
of their personal data. It forms the backbone of transparency and user control over personal information,
aligning with global data protection norms.

Furthermore, companies are required to undertake regular data protection assessments. These
assessments help identify vulnerabilities and mitigate potential risks associated with data handling
processes. Additionally, maintaining valid and legally binding contracts with data processors is another
critical compliance area. These contracts must clearly outline the roles, responsibilities, and expectations
from both parties, ensuring adherence to the standards of data protection as set forth by the law.
However, despite the clarity on these obligations, there remains ambiguity around the criteria used for
classifying companies and startups as Data Fiduciaries. Critical questions regarding the thresholds and
eligibility criteria such as net worth, assets, size, number of personnel, and their qualifications remain
unresolved. This lack of clarity can lead to inconsistencies in compliance and enforcement of the Act.
Therefore, it is essential for the regulatory body to provide detailed guidelines and clarifications on these
aspects to ensure uniform application of the law and to facilitate a smoother transition for businesses
adapting to these new requirements. This step is crucial for both protecting individuals‘ privacy and
maintaining business operations within the legal framework.

3.5 Impact of the Act on Indian Society, Business, and Government Administration

3.5.1  Societal Implications

Raising awareness is a critical step toward the successful application of new regulations. Similar to other
legislative frameworks, the effectiveness of this particular Act hinges significantly on the engagement
and active participation of the general public. Educating people about the Act‘s provisions, its
implications, and how they can leverage it in their daily lives is essential. This involves a comprehensive
communication strategy that includes public service announcements, educational workshops, and
collaborative efforts with community

B Id.

leaders who can amplify the message. By fostering a well-informed community, we can ensure that the
Act does not just exist in statute books but functions effectively in everyday life, safeguarding
individuals® interests.*’

The implementation of the Act promises enhanced security and peace of mind for individuals in their
digital interactions. Once the Act is in full effect, people will experience a significant reduction in
intrusive behaviour‘s from marketers and advertisers. This includes unsolicited calls and the sudden
appearance of ads that disrupt the viewing experience on digital platforms. Whether individuals are
streaming their favorite shows or browsing content online, they can do so without the annoyance and
interruption of unexpected advertisements. This not only improves the quality of digital media
consumption but also reinforces the feeling of safety and control over one‘s personal space in the digital
realm.

Furthermore, the Act empowers individuals to exercise their rights regarding their personal data. They

are entitled to inquire and receive clear information from private business entities about how their
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personal data is being used. If individuals believe their data is being mishandled, they have the right to
file complaints with the Data Protection Board. This process ensures that individuals are not passive data
subjects but active participants with control over their personal information. By enabling people to
question and seek accountability, the Act not only protects privacy but also promotes transparency and
trust between consumers and businesses. This robust mechanism for redress and accountability is crucial
for building a data-driven ecosystem that respects individual rights while fostering innovation.

3.5.2  Influence on the Business Ecosystem

Under the newly enacted Act, business entities, particularly those operating online, face a set of complex
responsibilities designed to enhance data protection and privacy. This comprehensive legislation
imposes several key obligations that these businesses must diligently follow to remain compliant.

Firstly, one of the primary requirements is the development of robust consent management processes.
Online businesses must establish clear and efficient mechanisms to obtain, manage, and record the
consent of data subjects—referred to as data principals under the Act.

“Mahak Gandhi & Akshdeep Gupta, 4 Compendious Analysis: Privacy Protection Laws in India, 2020
SSRN ELEC. J., https://doi.org/10.2139/ssrn.3694664.

This involves not only securing explicit consent before collecting, processing, or using personal data but
also ensuring that data principals can easily withdraw their consent at any point.>

Additionally, businesses are mandated to uphold the rights of data principals. This encompasses a range
of duties, from providing individuals with access to their data upon request to correcting inaccurate
information and deleting data when no longer necessary or when requested by the data subject.
Implementing these rights requires businesses to set up responsive and user-friendly systems that can
handle such requests efficiently and within the stipulated timelines set by the Act.

Another significant obligation is the notification of data breaches. Companies must have protocols in
place to detect, report, and respond to data breaches swiftly. This is crucial not only for compliance but
also for maintaining public trust. The Act requires businesses to notify the relevant authorities and
potentially the affected individuals, depending on the severity and nature of the breach.

The Act also calls for businesses to conduct data privacy impact assessments and periodic audits. These
assessments are vital for identifying and mitigating risks associated with data processing activities. The
audits, conducted by independent auditors, ensure adherence to privacy standards and the effective
implementation of the data protection measures outlined in the Act.

Preparing a data inventory is another critical task. Businesses must catalog all data they collect, process,
and store, detailing the purpose of these activities. This inventory helps in managing data more
effectively and serves as a reference point for compliance with the Act.

Limiting third-party access to digital data is also emphasized. Businesses must carefully vet and monitor
third parties who access or process their data, ensuring these partners adhere to similar standards of data
protection. This often involves renegotiating contracts and enhancing security measures to safeguard
data transfers.’!

Implementing technical safeguards and organizing training programs for employees are additional
requirements. Businesses must deploy advanced security technologies to prevent
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1 Paula Williamson, Decipheringdata protection laws, 2010 HEADTEACHER UPDATE, (2010),
https://doi.org/10.12968/htup.2010.1.10.78780.

unauthorized access, data leaks, and other vulnerabilities. Concurrently, training programs for employees
are essential to familiarize them with the Act‘s provisions and the company‘s data protection policies,
thus minimizing human error and enhancing compliance.

Finally, it is important to note that complying with these provisions involves both one-time and recurring
costs. Initial investments may include upgrading IT infrastructure, legal consultations, and developing
compliance software. Recurring expenses could involve regular audits, ongoing training, and
continuous monitoring and updating of data protection measures. These costs are integral to ensuring
sustained compliance and safeguarding the interests of data principals, thereby fostering a culture of
privacy and trust within the digital ecosystem.

3.5.3  Effects on Government Operations and Services

The enactment of data protection legislation signifies a profound transformation in how the government
interacts with individual privacy and the integrity of personal data. Traditionally, the role of the
government was largely limited to setting the regulatory framework within which personal data was
managed. However, with these new laws in place, there is a marked shift toward a more proactive role.
The state now not only sets rules but also actively ensures that these rules are followed, stepping into a
role where it serves as a guardian of individual privacy rights.

This legislative change elevates the responsibility of the state, demanding not just oversight but active
protection of personal data. The government‘s duties are thereby expanded to include a robust system of
checks and balances that monitor and enforce compliance with data protection standards. This system is
crucial in preventing, identifying, and responding to any incidents of data misuse or breach. Whenever
there is a failure in the system, the state is now held accountable, signifying a higher standard of
responsibility and a commitment to uphold the rights of its citizens.

Moreover, the scope of the government‘s responsibility under the new data protection act extends
beyond its own borders. In an era where data flows freely across international lines, the state must also
safeguard the personal data of its citizens when it is managed or stored abroad. This requires a vigilant
approach to monitoring how external entities handle this data, ensuring that international data
transactions comply with the nation‘s stringent data protection standards. The government must engage
diplomatically and legally with other nations and international businesses to ensure that the privacy
rights of its citizens are respected globally. This expanded role underscores the government‘s
commitment to protecting its citizens‘ privacy in a connected world, reflecting the global nature of data
and the complexities involved in its protection.>?

The introduction of the new legislative framework grants the central government extensive powers, a
development that marks a significant shift in the operational landscape of state authority. This
framework notably includes provisions that exempt government officials from certain accountability
measures, a point that has sparked considerable discourse on the role and responsibilities of the state
under such empowering conditions. Given the sensitive nature of the field of data protection, the breadth
and depth of these powers necessitate a thorough examination of how they might be wielded.

At the core of this legislative change lies a profound moral and ethical responsibility that the government
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must shoulder. The inherent trust placed in the state by the citizens forms the bedrock upon which the
legitimacy of its actions rests. Data protection, with its intricate ties to privacy, security, and civil
liberties, is particularly prone to risks associated with misuse or overreach of authority. The potential for
such risks underscores the need for the government to adhere strictly to principles of transparency and
ethical governance.

To foster and maintain public trust, it is essential that the government not only upholds but is also seen
to uphold high standards of ethical conduct. Any deviation from these standards, or even the perception
of such deviation, can significantly undermine public confidence in the state‘s ability to manage its
newly acquired powers effectively and fairly. This public trust is not merely an abstract concept but a
practical necessity for the effective enforcement and acceptance of data protection laws.>

The role of the state in overseeing and regulating data protection has become increasingly crucial in the
digital era. As issues related to data breaches and online fraud proliferate, the ability of a government to
efficiently manage these concerns plays a pivotal role in its broader capacity to safeguard its citizens*
data privacy and security. With the burgeoning recognition

2 Id.

53 Aditya Narayan & Prajwal Aggarwal, DATA PROTECTION AND PRIVACY LAWS CURRENTLY IN
INDIA WITH CONTRAST TO EUROPE, 07 INTERANTIONAL J. SCI. RSCH. ENG‘G &
MGMT., (2023),

https://doi.org/10.55041/ijsrem18286.

of data protection as a specialized field that demands legal and administrative attention, the foundational
requirement for a robust digital infrastructure is underscored.

Building such an infrastructure necessitates the development of sophisticated technological solutions
designed to detect security vulnerabilities and address breaches promptly as they arise. This proactive
approach to digital security ensures that threats can be managed in real time, significantly reducing
potential damage from data leakages and enhancing the state‘s capability to combat online fraud.

In addition to technological advancements, the establishment of dedicated institutions like the Data
Protection Board marks a significant stride towards formalizing the state‘s approach to data privacy
issues. These entities play a critical role not just in the administrative handling of data protection, but
also as pivotal touchpoints for legal adjudication concerning data breaches and privacy violations.

For these institutions to function effectively, they must be endowed with appropriate legal powers and
equipped with cutting-edge technology. This enables them to process and resolve complaints efficiently,
ensuring swift action is taken to address grievances. The ability of these bodies to enforce data
protection laws and policies is essential for maintaining data system integrity and upholding the rule of
law in digital contexts.

Furthermore, the efficacy with which these bodies operate directly influences public trust. When citizens
feel confident that their data is handled securely and their privacy rights are being respected and
protected, it reinforces their trust in digital systems and the governing bodies that regulate them. This
trust is integral to the successful implementation of data protection measures and the broader acceptance
and use of digital services by the public.

IJFMR250661181 Volume 7, Issue 6, November-December 2025 36



https://www.ijfmr.com/
https://doi.org/10.55041/ijsrem18286

m International Journal for Multidisciplinary Research (IJFMR)

LJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

CHAPTER -4

COMPARATIVE ANALYSIS OF OTHER COUNTRIES

4.1 Background

In today‘s fast-paced digital environment, nations globally are facing the pressing need to adapt and
enhance their data protection frameworks. This necessity is driven by rapid technological progress and
the expanding volume of data transactions across borders. The challenge is not only to manage the
sheer amount of data but also to safeguard the privacy of individuals against potential abuses.

India stands at a pivotal juncture in this global scenario. With the digital landscape evolving more
dynamically than ever, the country is poised to undergo significant changes in how digital information is
governed. The introduction of the Data Protection and Digital Privacy (DPDP) Act, 2023, marks a
critical step in India‘s journey towards robust digital governance. This legislation is designed to address
various facets of data security and privacy, providing clear guidelines and stringent measures to ensure
that personal information is handled responsibly.

The significance of this development can be better understood by examining the experiences of other
countries that have undergone similar legislative transformations. For example, the European Union‘s
General Data Protection Regulation (GDPR), which came into effect in May 2018, offers numerous
lessons on implementing strict data protection measures, enhancing consumer trust, and setting global
data privacy standards. Countries that have tailored their laws around such benchmarks have not only
strengthened their legal frameworks but have also bolstered their international standing in digital trade
and cybersecurity.>*

For India, adopting a law like the DPDP Act in 2023 entails aligning its policies with international data
protection norms. This alignment is essential not just for protecting the privacy of Indian citizens but
also for facilitating seamless international data exchanges that comply with global privacy standards. By
learning from the successes and challenges faced by other nations, India can effectively tailor its
approach to meet unique national needs while also positioning itself as a leader in the digital age.

4.2 Examination of Data Protection Frameworks in Foreign Countries

421 US

The United States displays a unique stance in the realm of data protection, characterized primarily by its
absence of a unified, overarching federal data privacy law. This particular aspect sets it apart from many
other developed nations which typically have broad, national data protection regulations in place.
Instead, the U.S. approach is characterized by sector-

*Id.

specific legislation that varies greatly depending on the industry involved and the type of data in
question.

This sectoral framework comprises several key regulations, with the Health Insurance Portability and
Accountability Act (HIPAA) and the Children‘s Online Privacy Protection Act (COPPA) standing out
prominently. HIPAA is crucial for safeguarding medical information, laying down stringent guidelines
for handling health-related data. On the other hand, COPPA focuses on the online interactions of
children under the age of 13, imposing strict requirements on website operators and online services that
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target this young audience, ensuring their personal information is protected from exploitation and
misuse.

The Federal Trade Commission (FTC) plays a pivotal role in the U.S. data protection landscape, acting
as the de facto national authority on privacy and data security. The FTC‘s remit includes the
enforcement of laws against deceptive and unfair practices that compromise privacy and data security.
Over the years, the FTC has been at the forefront of addressing and settling high-profile cases involving
data breaches and privacy infringements, which underscores its critical role in maintaining data
protection standards across various sectors.>

At the state level, there is a noticeable movement towards addressing the gaps left by the absence of
federal data privacy laws, with California taking a leading role through the California Consumer Privacy
Act (CCPA). Enacted in January 2020, the CCPA marks a significant milestone in U.S. data protection
practices. It provides California residents with unprecedented rights over their personal information,
mirroring, in certain aspects, the rights granted under the European General Data Protection Regulation
(GDPR). These rights include the ability to access, delete, and transfer personal data. Moreover, the
CCPA allows consumers to opt-out of the sale of their personal information, setting a precedent for strict
duties imposed on businesses that handle such data.

Despite these initiatives, the U.S. continues to lack a cohesive federal framework that uniformly
addresses data privacy across all sectors. This results in a fragmented system where legal requirements
can vary extensively from state to state and sector to sector, often leading to confusion among businesses
and consumers. Moreover, the U.S. system‘s focus on

3> Kyung Sin Park, Data Protection Laws on Publicly Available Data, 38 INST. FOR LEGAL STUD.
CHONNAM NAT‘L U. 1, (2018), https://doi.org/10.38133/cnulawreview.2018.38.2.1.

remedial actions post-violation rather than on preventive measures stands in contrast to approaches like
the GDPR, which prioritizes accountability and the proactive protection of data privacy.

For countries like India, observing the U.S. model provides valuable insights into both the strengths and
weaknesses inherent in a sector-specific regulatory framework. The U.S. experience underlines the
importance of establishing a clear and comprehensive national policy to prevent legal fragmentation.
California‘s proactive stance through the CCPA could serve as an inspirational model for India in
enhancing consumer rights and imposing rigorous obligations on data handlers. Moreover, the role of a
robust enforcement authority like the FTC suggests a potential model for empowering India‘s own Data
Protection Authority under the recently enacted DPDP Act, 2023, ensuring that it has a proactive and
decisive role in upholding data protection standards nationally.

42.2 UK

In the landscape of global data protection, the United Kingdom has established a robust legal
framework primarily through the Data Protection Act 2018 (DPA 2018), which not only incorporates the
EU General Data Protection Regulation (GDPR) but also adapts it to create a bespoke UK-centric
version known as the UK GDPR. This legislative strategy ensures a dual benefit: the protection of
personal data and the facilitation of its free movement, which remains crucial in a post-Brexit
environment. By retaining the core elements of the EU GDPR and adapting them into the UK GDPR,
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the UK signals its ongoing commitment to uphold high standards of data privacy that align closely with
those of the European Union, despite the severance of its EU membership.>°

The foundational principles of the GDPR, seamlessly integrated into the UK GDPR, include essential
concepts such as lawfulness, fairness, and transparency in data handling; purpose limitation to restrict
data use to clearly stated aims; data minimization to ensure that only necessary data is processed;
accuracy of the data maintained; limitations on storage duration; maintaining data integrity and
confidentiality; and enforcing accountability of data controllers and processors. These principles are
crucial as they set the regulatory expectations for entities that manage personal data, ensuring that such
data is handled in a way that respects individual rights and is limited to necessary, clearly stated
purposes.

6 1d.

Individual rights under this regime are notably robust, providing several key protections such as the
right to be forgotten, which allows individuals to have their personal data erased under certain
conditions; the right to data portability, which enables individuals to transfer their personal data between
service providers seamlessly; and the right to obtain and withdraw consent, ensuring that individuals
have meaningful control over their personal data.

The enforcement of these comprehensive data protection standards is the responsibility of the
Information Commissioner‘s Office (ICO), a pivotal entity endowed with substantial regulatory powers.
As an independent authority, the ICO*s role is to safeguard information rights and ensure compliance
with data protection laws. With powers to impose penalties that can reach up to £17.5 million or 4% of a
violating organization‘s global turnover, the ICO is equipped to undertake audits, issue warnings, and
mandate actions such as the rectification, restriction, or deletion of data, thus ensuring adherence to legal
standards.

Furthermore, in response to the challenges posed by Brexit, the UK has adeptly navigated the
complexities of international data transfers. The establishment of data adequacy agreements with the EU
exemplifies the UK‘s proactive approach to ensure that personal data can still flow across borders
without hindrance, which is especially critical in maintaining the economic and social benefits derived
from international data exchanges.

Drawing lessons from the UK‘s data protection strategy could be immensely beneficial for India,
particularly as it seeks to enhance its own regulatory frameworks with the introduction of the DPDP Act,
2023. India might consider adopting similar principles of accountability and transparency, thereby
strengthening the obligations of data controllers and processors. Additionally, India could explore
establishing a centralized regulatory authority akin to the UK*s ICO, enhancing its capacity to enforce
data protection laws more effectively and provide a safeguard for the rights of its citizens in the digital
age. This alignment with international data protection standards could not only bolster domestic data
handling practices but also facilitate India‘s participation in the global digital economy.>’

4.2.3  Australia

STSupra note 14.
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Australia‘s data protection landscape is meticulously structured under the auspices of the Privacy Act
1988, which has undergone various amendments to address evolving data privacy concerns and
technological advancements. This foundational statute delineates a regulatory framework skillfully
managed by the Office of the Australian Information Commissioner (OAIC). The OAIC*s pivotal role
encompasses the oversight of privacy law applications, the provision of organizational guidance, and the
resolution of privacy complaints lodged by individuals. This robust structure ensures that Australia
maintains a high standard of data protection and privacy management, adapting seamlessly to emerging
challenges.

Central to Australia‘s data protection regime are the Australian Privacy Principles (APPs), which apply
universally to most government entities and the private sector. The APPs are a series of guidelines
designed to safeguard personal information across various dimensions, including its collection, usage,
disclosure, and security. These principles also emphasize the importance of maintaining anonymity and
transparency in data handling, while upholding individuals® rights to access and correct their personal
data. This comprehensive and flexible framework is meticulously crafted to strike a balance between
protecting consumer interests and accommodating business operational needs, demonstrating a
sophisticated approach to privacy that aligns with both ethical standards and commercial imperatives.

In 2018, Australia took a significant step forward in enhancing its data protection framework by
introducing the Notifiable Data Breaches (NDB) scheme.’® This innovative scheme obligates entities
governed by the Privacy Act to report any data breaches that could likely result in serious harm to the
affected individuals and to the Australian Information Commissioner. This legal requirement has
fundamentally shifted organizational attitudes towards data security, fostering enhanced accountability
and promoting a culture of transparency. The scheme‘s impact suggests a model from which India might
draw valuable lessons to refine its own data breach notification protocols under the newly enacted DPDP
Act, 2023.

Australia also navigates the intricate balance between safeguarding privacy rights and enabling
governmental surveillance, especially in the realm of cutting-edge technologies. Recent public and
political discourse in Australia has critically evaluated government policies

8 Robert Walgate, Data protection laws: UK lags behind, 289 NATURE 527,  (1981),
https://doi.org/10.1038/289527a0.

on encrypted communications and metadata retention, reflecting ongoing tensions and the necessity for
continual policy reassessment. This aspect of Australia‘s data protection strategy illustrates the complex
interplay between privacy rights and national security interests, offering a perspective that could inform
similar debates within the Indian legislative context.

The comparison between the Australian privacy framework and India‘s DPDP Act, 2023, is particularly
instructive. The detailed and explicit nature of the APPs could serve as a blueprint for India, potentially
enriching its guidelines concerning data subjects® rights. Furthermore, the proactive elements embodied
in Australia‘s NDB scheme could inspire enhancements to India‘s approach to data breach notifications,
ensuring swift and effective responses to protect affected individuals and prevent further damage.

As India considers integrating elements from the Australian model, it is crucial to recognize the distinct
cultural, legal, and technological landscapes that characterize each country. While adopting principles
similar to the Australian Privacy Principles could enhance the DPDP Act‘s efficacy and alignment with
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global standards, any adaptation must be thoughtfully calibrated to resonate with India‘s unique
circumstances. Such a tailored approach would not only fortify data protection measures but also bolster
the growth and dynamism of India‘s burgeoning digital economy.*’

CHAPTER - 5 CONCLUSION & RECOMMENDATIONS

5.1 conclusion

The Digital Personal Data Protection (DPDP) Act of 2023 represents a significant advancement in the
legal mechanisms designed to protect personal data within the confines of India's digital landscape. As
we delve deeper into the components and implications of this pivotal legislation, it becomes evident that
the act serves as a critical cornerstone in bringing India's data protection standards into alignment with
international benchmarks. This alignment is not just procedural but reflects a broader commitment to
ensuring the privacy of individuals in a rapidly evolving digital world.

¥ 1d.

Upon examining the DPDP Act, 2023, it is clear that the legislation is both comprehensive and
ambitious in scope. It aims to establish a framework that not only protects personal data but also
supports India's digital economy by setting out rules that foster trust and confidence among consumers
and businesses alike. Despite these intentions, our analysis highlights a significant gap between the
aspirations of the DPDP Act and its practical application. This discrepancy primarily arises from the
existing enforcement mechanisms which, although well-intended, struggle to keep up with the pace of
technological change. The rapid evolution of digital technologies often outstrips the static nature of
legislative texts, leading to enforcement challenges that are not easily overcome by the current legal
provisions.

Furthermore, the research sheds light on how the DPDP Act tries to mediate between the dual objectives
of encouraging economic growth and protecting privacy rights. The act lays a robust groundwork for
safeguarding privacy but does so amidst the dynamic interplay of fostering technological innovation and
ensuring rigorous data protection. This interaction is vital for the growth of India's digital economy,
which is burgeoning at an exponential rate. However, maintaining this balance is complex and demands
meticulous attention to ensure that the protection of personal data does not become a barrier to
innovation. The nuanced approach required here is one of the act‘s most challenging aspects, as it
necessitates ongoing adjustments and refinements to address emerging data protection issues without
curbing technological progress.

The role of technology in enhancing the effectiveness of the DPDP Act is also a significant area of focus
in this study. Technological advancements have the potential to significantly improve how the act is
implemented, offering advanced tools for monitoring compliance and protecting data. These
technologies can provide real-time analytics, automated compliance checks, and more secure data
encryption methods, which can collectively elevate the standards of data protection. However, the
adoption and integration of these technologies across different sectors have been uneven, often limited
by a lack of requisite infrastructure or resources. This inconsistency highlights a pivotal area for strategic
development, suggesting a need for increased investment in technological solutions and the
infrastructure supporting them to fully realize the potential of the DPDP Act.

The enactment of the Data Protection and Digital Privacy (DPDP) Act, 2023, marks a significant step
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toward safeguarding personal and corporate data, but its effective implementation hinges on
successfully addressing challenges across technological advancements, legal frameworks, and public
education.

Navigating Technological Challenges: In the fast-evolving landscape of digital technology, ensuring
data protection is increasingly complex. This complexity necessitates constant innovation in security
technologies to keep pace with emerging threats. The implementation of cutting-edge security measures
such as encryption and blockchain is crucial. These technologies serve as foundational elements that
strengthen the security of data transmission and storage by creating secure, decentralized records that are
difficult to tamper with. Moreover, the standardization of data protection protocols across various
sectors is imperative to address the inconsistencies in technology application, which often leads to
vulnerabilities. To achieve these technological advancements, a collaborative approach is essential.
Government bodies, technical experts, and industry stakeholders must work together to develop and
refine these technologies and protocols. This collective effort ensures that the measures are robust
enough to withstand new cyber threats and flexible enough to adapt to future technological
developments.

Strengthening Legal and Institutional Frameworks: The DPDP Act's success also relies on robust legal
and institutional structures. Establishing a dedicated data protection authority is a critical step. This
authority needs clear mandates, substantial enforcement power, and the resources to oversee compliance,
conduct thorough investigations, and impose penalties when necessary. Equipping this authority with
both legal and technical expertise ensures that it can effectively uphold the law. Additionally, the legal
framework surrounding the DPDP Act must be explicit and detailed, providing straightforward
guidelines and standards for compliance that are accessible to all entities involved in handling personal
data. It is also vital to set up regular auditing and monitoring mechanisms to ensure adherence to these
standards and to promote a culture of compliance.

Enhancing Awareness and Understanding: Effective implementation requires that both businesses and
the general public are fully aware and understand the DPDP Act. To this end, launching comprehensive
awareness campaigns is indispensable. These campaigns should utilize various media platforms to reach
diverse audiences and should be conducted in multiple languages to ensure broad comprehension and
reach. For businesses, these initiatives should include targeted workshops and training sessions that
provide clear, actionable guidance on complying with the law. For the general public, the focus should
be on educating them about their rights under the DPDP Act and how to act if their data is mishandled.
By increasing the general population's understanding of data protection and their personal rights,
individuals are empowered to demand higher standards of privacy and take action when necessary.

The DPDP Act, 2023 represents a significant step forward in the legal mechanisms governing personal
data within our jurisdiction. However, a thorough examination reveals several areas that require
amendments to bolster the efficacy and comprehensiveness of this legislative framework. One of the
most pressing changes concerns the terminology used within the act, specifically the definitions of
"personal data" and "sensitive personal data." Current definitions must be expanded to reflect the diverse
array of data types that modern technology processes, ensuring that newer forms of data such as
biometric, genetic, and behavioural information are adequately covered.

Moreover, there is a discernible need for more detailed provisions outlining the rights of data subjects
and the duties of data processors and controllers. Clarification of these roles would enhance
understanding and compliance, mitigating ambiguities that could hinder effective data protection.
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Additionally, revisiting the penalty structure associated with breaches of the act is imperative. A tiered
penalty system that corresponds to the severity and impact of the breach would not only ensure fairness
but also reinforce the act's deterrence capacity, promoting better adherence to the stipulations of the
DPDP Act.

To further elevate the DPDP Act, 2023, adopting international data protection standards is advisable. By
examining and integrating elements from frameworks such as the General Data Protection Regulation
(GDPR) of the European Union, India can ensure its legislation not only provides robust data protection
but also aligns with global best practices. This harmonization is particularly critical in the realms of
transparency, accountability, and cross- border data flow, enhancing India's stance as a trustworthy
participant in international data exchanges.

Specific attention should be directed towards principles such as data portability and the right to be
forgotten, along with establishing clear and efficient mechanisms for the transfer of data across borders.
This integration should consider the unique socio-economic and cultural context of India, tailoring
international norms to local conditions while ensuring that the fundamental tenets of data protection are
upheld.

The success of the DPDP Act depends heavily on the existence of a robust and competent regulatory
authority. This leads to a choice between establishing a new authority specifically tailored to the
requirements of the DPDP Act or enhancing the existing regulatory structures to better fit this role. This
body must be endowed with ample authority, resources, and capabilities to enforce the act effectively.
5.2 Recommendations

Key functions would include regular audits, the imposition of sanctions for non-compliance, and
proactive engagement with data controllers and processors to ensure continuous adherence to the law.
Given the dynamic nature of digital technology, the regulatory body must remain adaptable and forward-
thinking, capable of responding swiftly to new challenges in data protection. Furthermore, it should act
as a central resource for promoting data protection awareness, offering guidance and training tailored to
the diverse needs of stakeholders across various sectors.

Technological innovation emerges as a pivotal ally in the domain of data protection, playing a critical
role in fortifying compliance measures and ensuring adherence to stringent data protection regulations
such as the DPDP Act, 2023. Advanced technologies, such as blockchain, artificial intelligence (Al), and
sophisticated encryption methods, provide essential tools that help safeguard personal data against
unauthorized access and breaches.

Particularly, blockchain technology introduces a decentralized ledger system that is inherently resistant
to tampering. This feature is crucial for maintaining a secure and transparent method of data storage,
which in turn increases user trust by providing an immutable record of all transactions. This technology
ensures that any alterations to the data are traceable and verifiable, making it an exemplary tool for
enhancing data integrity and security.

Simultaneously, artificial intelligence stands at the forefront of real-time security and compliance
solutions. Al systems are capable of continuously monitoring data transactions, efficiently identifying
patterns and anomalies that could suggest potential data breaches. This capability allows for immediate
responses to security threats, thereby enhancing the protection of sensitive information. Al's proactive
approach in monitoring and responding to threats plays a vital role in maintaining the confidentiality and
integrity of personal data.

However, the swift advancement and specialized nature of these technologies necessitate robust
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governmental support to foster an innovative and compliant atmosphere. It is crucial for government
bodies to initiate and expand funding for research and development in privacy-enhancing technologies.
Such funding would support the creation of more advanced, tailored solutions that meet the specific
needs of India's diverse digital environment, ensuring that all sectors of society benefit from secure
technological advancements.

Moreover, the integration of these advanced technologies into everyday business practices often requires
significant investment, technical expertise, and substantial changes to existing infrastructures. This can
be particularly challenging for small and medium enterprises (SMEs) due to their limited resources. To
overcome these challenges, the development of public-private partnerships (PPPs) is essential. PPPs can
offer a collaborative space where government agencies, technology firms, and data-handling
organizations can pool resources, share expertise, and collectively manage the risks associated with
deploying sophisticated data protection technologies.

One practical application of such partnerships could be the creation of a shared technology framework.
Within this framework, smaller enterprises could gain access to cutting-edge data protection tools at a
reduced cost, thanks to government subsidies and the technological prowess of the private sector. This
arrangement not only facilitates wider compliance with data protection laws across various organizations
but also encourages a competitive market in privacy technology, leading to more innovation and reduced
costs.

In today's digital-centric world, the need to deeply understand and implement privacy and data
protection principles is increasingly critical. In India, a country characterized by its vast and diverse
population, the challenges are as unique as the opportunities in navigating this complex landscape. It is
essential to develop initiatives that enhance digital literacy with a significant focus on privacy and data
protection. These educational efforts must go beyond imparting basic digital skills; they should crucially
focus on the importance of protecting personal information.

To address these needs effectively, programs can be specifically tailored to meet the diverse
requirements of various demographic groups, ensuring that no segment of the population is left behind.
For instance, integrating modules on safe internet usage and the implications of data sharing into school
curricula could empower the younger generation from an early age. Similarly, adult education programs
could be structured to include workshops that focus on practical strategies for securing personal data
online. These educational frameworks should be designed to be inclusive and accessible, catering to
different learning styles and educational backgrounds.

Moreover, the establishment of comprehensive educational programs and campaigns is vital for
instilling a culture of privacy among both citizens and organizations. These programs need to be more
than just informative; they should actively engage participants and encourage them to become involved
in privacy discourse. Tailored workshops can help businesses understand and adhere to their legal
responsibilities under the new DPDP Act of 2023, detailing the practical steps they must take to ensure
compliance. For the general public, leveraging multimedia campaigns across social media, television,
and radio can be an effective way to spread critical messages about the importance of data protection,
highlighting both the rights and responsibilities of individuals.

However, these educational initiatives should also aim to transform the cultural perception of privacy.
Privacy should be recognized not merely as a technical necessity but as a fundamental human right that
is essential for maintaining individual dignity and autonomy. Creating partnerships between the
government, educational institutions, and civil society organizations can extend the reach and deepen the
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impact of these educational efforts. Such collaborations can help create a well-informed citizenry and a
corporate sector that is oriented towards compliance. This shift is crucial for India to strengthen its
defenses against data breaches and misuse, paving the way for a society that values and actively protects
privacy.

As this culture of respect for privacy takes root, it will provide a strong foundation for effective data
protection measures. A society that understands and values privacy will be better equipped to safeguard
against the risks posed by digital technology. By fostering a robust culture of privacy, India can ensure
that its approach to data protection is not only reactive but also proactive, ultimately supporting a more
secure and respectful digital environment.

The enactment of DPDP Act in 2023 has marked a significant step forward in India's efforts to govern
the complexities of cyberspace and the protection of personal data. However, as with any legislative
initiative, this Act opens up a spectrum of areas that merit further investigation to fully understand its
implications and effectiveness across various domains.

Impact on Small and Medium Enterprises (SMEs): One of the critical areas requiring deeper insight
is the Act's influence on small and medium enterprises (SMEs), which form the economic backbone of
India. The legislation imposes new frameworks and compliance requirements, which could potentially
be burdensome for SMEs. Detailed research into how SMEs are adjusting to these demands is essential.
This includes identifying the specific hurdles they face, such as financial costs, technological upgrades,
and administrative burdens. Moreover, understanding what support mechanisms—be they governmental
aids, sector- specific guidelines, or technology solutions—are most effective in aiding SMEs can lead to
more targeted interventions. These interventions could help streamline the transition process for these
enterprises, ensuring they are neither disproportionately disadvantaged nor hindered in their economic
activities.

Consumer Behavior and Trust: The DPDP Act also has far-reaching implications for consumer
behavior, particularly how consumers engage with digital platforms in light of their newly legislated data
protection rights. Investigating changes in consumer trust and online behavior in response to these rights
can provide invaluable feedback on the Act's real-world effectiveness. This research should focus on
whether increased transparency and improved data handling practices by companies lead to enhanced
consumer confidence. Understanding these dynamics can help in refining the Act and other related
policies to foster a secure and trustful digital marketplace.

Efficacy of Enforcement Mechanisms: The effectiveness of any act largely depends on its
enforcement. Therefore, assessing the mechanisms put in place by the DPDP Act is crucial. Research
should aim at evaluating how well the regulatory bodies are managing their responsibilities and the
challenges they face, including any logistical or bureaucratic constraints. Comparative analyses with
international frameworks can reveal best practices and innovative enforcement strategies that might be
adapted to bolster the regulatory landscape in India.

Integration of Emerging Technologies: As technology evolves, so do the challenges and opportunities
for data protection. The intersection of emerging technologies such as blockchain and artificial
intelligence with data privacy offers a fertile ground for research.

Studies could explore how these technologies could be leveraged to strengthen data protection measures
or, conversely, what new risks they might introduce. The outcome of such research would be critical in
developing guidelines that balance the ethical use of technology in personal data processing with the
imperatives of innovation.
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Cultural Dimensions of Privacy: Finally, the cultural aspects of privacy in India present a complex
layer of social dynamics that influence legislative impact and public reception. India's diverse cultural
landscape means that perceptions of privacy vary widely across different communities and regions.
Detailed research into these variations can inform policy making that is sensitive to these differences,
enhancing the effectiveness of privacy education programs and the overall acceptance and compliance
with the DPDP Act.

By addressing these areas, researchers and policymakers can better understand the multifaceted impacts
of the DPDP Act, thereby enhancing its application and effectiveness in protecting individual privacy
while fostering a healthy digital economy.
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