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Abstract

Artificial intelligence has come to light as a foundational technology to build modern governance,
healthcare, finance, education, national security, and everyday life. The rapid advancement-from rule-
based systems to deep learning and autonomous decision-making-has brought unprecedented benefits in
efficiency, accuracy, automation, and large-scale data analysis. However, this progress has also produced
profound legal, ethical, and technical challenges that traditional regulatory systems are not designed to
handle. Issues ranging from data privacy violation, algorithmic discrimination, biases arising from non-
representative datasets, to opaque black-box decision-making; cybersecurity vulnerabilities relating to
adversarial attacks or data poisoning; misdiagnosis in healthcare; liability gaps in autonomous vehicles;
and the rise of deepfakes raised serious questions about safety, equity, and accountability. India, like many
nations, currently relies upon outdated instruments such as the Information Technology Act, 2000, and
the Digital Personal Data Protection Act, 2023, which address only fragments of Al-related risks and fail
to provide a comprehensive framework for regulation. Through a doctrinal, comparative, and case-study-
based approach, this paper critically analyses the deficiencies of existing Indian laws in governing
intelligent systems, contrasts them with global models such as the EU Al Act, OECD Principles, the U.S.
NIST Framework, and China's algorithmic governance regime, and evaluates real-world Al failures across
multiple sectors. The research proposes an integrated regulatory structure for India based on risk
classification, transparency requirements, certification and audit mechanisms, algorithmic impact
assessments, data governance norms, enforceable ethical standards, and the establishment of a unified
national Al authority. The paper argues that India has to urgently adopt a structured, future-ready, and
technically informed legal framework to ensure responsible Al development, safeguard fundamental
rights, and prevent technological misuse while allowing innovation to flourish.

Aim

The key focus of this research is a critical and comprehensive investigation into the need for a sound
regulatory framework on Artificial Intelligence in India. The study will attempt to identify the legal,
ethical, and technical vulnerabilities related to Al; analyze the shortcomings of the existing national
legislation and policies; gain insight from highly advanced international models of regulation; and finally
propose a unified, risk-sensitive, and future-oriented regulatory architecture that would be in tune with
India's democratic principles, socio-economic priorities, and technological aspirations. It also intends to
emphasize sector-specific risks through case studies, assess implications regarding privacy, fairness,
accountability, and public safety, and propose ways to align the legal norms with the technical standards
towards the adoption of safe and trustworthy Al both in the public and private sectors.

Hypothesis

This research is based on the hypothesis that the existing legal ecosystem in India is ill-equipped to
regulate the complex and rapidly changing landscape of Artificial Intelligence. While progressive laws
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such as the Digital Personal Data Protection Act, 2023, have been enacted in India, and guidelines have
been issued through NITI Aayog and the India AI Mission, these instruments fail to contain the specificity,
enforceability, and technical depth needed for the regulation of high-risk Al systems. The hypothesis
undertakes that Al presents challenges to regulatory thinking that cannot be resolved by traditional laws,
including autonomous decision-making, neural network opacity, algorithmic bias, machine learning-
specific cybersecurity threats, and hazy lines of liability. Therefore, the research argues that India needs a
dedicated, comprehensive, and harmonized Al regulation with risk-based classification, compulsory
audits, explainability standards, data governance rules, ethical safeguards, and institutional oversight.
While the null hypothesis takes the position that the current set of laws, through broad interpretation
supported by sector-specific guidelines, is adequate to regulate Al technologies, the research critically
evaluates this null hypothesis and eventually rejects it since current laws are marred by significant gaps,
inconsistencies, and even technical inadequacies.

1. INTRODUCTION

1.1 Definition and Types of Al (super-human messy version)

Al basically means computers doing stuff that normally humans do like learning things, figuring out

patterns, making decisions and all that. It’s not magic, just math + data but it feels smart sometimes.

People usually divide Al into two main types:

e Narrow / Weak AI: This is the Al we actually have . It only does ONE thing properly... like face
recognition or translation or chess. It can’t suddenly do cooking or maths or whatever, it’s only good
in that same limited area it was trained for.

e General / Strong Al: This is the sci-fi one. If it ever becomes real, it would think pretty much like
humans and maybe even better. It would understand stuff across diff fields, learn on its own, etc. But
we’re nowhere close to this yet.

Evolution of Al (super messy version)

Al didn’t come up suddenly... it grew in weird stages:

Rule-Based Systems (1950s—80s): At first, people literally wrote huge sets of rules. Like if X happens, do

Y. Super rigid and honestly boring.

Machine Learning (1980-2000) : During this Al starts learning from data on its own instead of being

spooning fed every rule, stuffs like speech recognition actually become usable

Deep Learning (2000s—now): When computers got faster, neural networks exploded. This is why we have

good computer vision, chatbots, self-driving car tech, etc.

e Technical Foundations (very human sloppy)

Al basically depends on few things:

ML Algorithms: supervised, unsupervised, reinforcement... basically diff ways of teaching Al

Neural Networks: inspired by human brain neurons (but not really), used for recognizing patterns.

Data: loads of data. Like literally everything depends on how much & how clean the data is.

Computing Power: GPUs, TPUs etc. Without these Al would be super slow and pointless.

e  Why Al Regulation Became a Big Thing (messiest version)

Suddenly everyone realized Al isn’t only cool... it has issues:

Bias: If data is biased, Al becomes biased ~ simple as that.

Privacy: Al systems collect a lot of personal data and people don’t always know what’s happening with

it.
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Accountability: If Al do a mistake like rejecting someone on unfair bases or misdiagnosing someone then
who’s is blamed?

Safety/Security: Al can be hacked or it can just malfunction. Some mistakes can be huge.

Jobs: People are scared Al might take their jobs, and honestly some jobs might actually get replaced.
Transparency: Half the time we don’t even know why Al made a certain decision. It’s like a black box.
Regulating Al is complicated and Government want to push innovation but also avoid people getting
harmed by tech that nobody fully controls.

1.2 Technical Foundations of Al

1.2.1 Al Architecture and Functioning

Al systems are made up of three critical ingredients: algorithms, datasets, and the two operational phases
training and inference.

Algorithms are the mathematical recipes, such as supervised learning, reinforcement learning, and deep
neural networks, that define how a system processes inputs into outputs. The algorithms determine a model
architecture-for example, which layers and activation functions to use in a neural network-the optimization
rules or methods by which the model learns, and the objective functions, or what "success" looks like.
Examples of data that the algorithm will learn from are called datasets. Quality, representativeness, and
labeling matter: biased, noisy, or unrepresentative training data create biased or fragile models.

Training is the phase where an algorithm tunes its internal parameters by minimizing an objective on the
training data; this is a compute-heavy and iterative process. Inference is the runtime use of the trained
model to make predictions or decisions on new inputs, often low-latency and deployed in production.
Technical risks flow directly from how these pieces are assembled: systems that are made by training on
poor data or with weak validation can produce unfair or unsafe outputs. Monitoring, versioning, and
governance across a lifecycle of data — training — deployment — monitoring are key controls.

1.2.2. Machine Learning and Data Dependency

The power of machine learning comes from large, high-quality data sets, and that is both its strength and
its vulnerability.

Scale matters: many modern models rely on large datasets to capture rare patterns. But bigger data isn't
automatically better: it can amplify systematic biases that already exist in source data.

Biases and representation: when some groups are under-represented or mislabeled, the model will under-
perform or discriminate for these groups. This results in unfair outcomes due to hiring, lending, policing,
or healthcare.

Data provenance and lineage require regulators and auditors to understand where data came from, what
filtering or augmentation has been applied, and what consent/rights are associated with it. You cannot
reliably audit or remediate harms without provenance.

This implies that regulation, because outputs depend so strongly on input data, must require data
documentation, bias testing, and remedial measures — not just black-box output checks.

1.2.3 Neural Networks & Decision-Making Transparency: Black Box

Modern deep models are often referred to as "black box" systems because their representations are high-
dimensional and thus not directly interpretable by humans.

Why they're black boxes: layers of learned parameters encode complex, distributed representations; and
there isn't a simple human-readable chain of logic from input to decision as there would be in a classical
rule-based system.
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Why it matters legally/ethically: when an Al makes a high-stakes decision (loan denial, medical diagnosis,

parole recommendation), affected people and regulators need explanations for accountability,

contestability and due process. Lack of transparency compromises fair process, making it difficult to detect
either errors or bias.

Legal framework: Law often requires reasons for adverse decisions; where Al is involved, that translates

into requirements for explainability, documentation, and human-in-the-loop safeguards. Explainability

also enables audits, remediation, and liability assignment.

1.2.4 Al Safety & Security Challenges

Al systems are influence to both traditional cyber security threats and some unique to ML:

e Adversarial attacks: Small, carefully crafted input concerns result in misclassification or misbehaviors
of models. These actually leverage model sensitivity, not software bugs.

e Data poisoning: attackers tamper with the data used for training or inject maliciously crafted,
mislabeled examples such that the model learns the wrong pattern, producing persistent and stealthy
vulnerabilities. Data poisoning is an attack at the training phase.

e IBM: Model extraction & model hacking: attackers may be able to query a deployed API to
reconstitute a model (steal IP) or extract sensitive training examples (privacy breach).

e Combined cyber security overlaps: Al systems deployed in the core infrastructure-energy grids,
hospitals, and transportation-have opened new attack surfaces where model failures translate to
physical harm. Because of this, Al security must be integrated with enterprise cyber security practices.

e Detection & mitigation: Defenses include robust training (adversarial training), anomaly detection,
secure data pipelines, provenance checks, and continuous monitoring for distributional changes.

1.2.5 Autonomous Systems & Control Mechanisms

By definition, autonomous systems-robots, self-driving cars, algorithmic trading bots-introduce special

oversight challenges.

Self-learning / self-updating: systems updating themselves in the field -- online learning -- can change

behaviour post-deployment. Adaptability improves performance but complicates validation -- the system

that was certified may not be the system in operation later.

Oversight and Verification: Regulators want to understand the degree to which models can change once

deployed, how updates are validated, plans for rollback, and whether humans can meaningfully intervene

("human-on-the-loop" vs. "human-in-the-loop").

Liability: When an autonomous system harms someone, liability can be diffuse between developer,

operator, maintainer, data provider; legal frameworks must, therefore, clarify responsibility across the life

cycle and demand traceable audit logs.

Control mechanisms: sandboxing, digital "kill switches," version-locking, and strict update governance

are pragmatic controls that regulators should make required for high-risk autonomous deployments.

1.2.6 Interpretable Al

Explainable Al is not a lux-ury-it's a reg-u-la-tory and eth-i-cal neces-sity for sys-tems that af-fect rights

and liveli-hoods.

What Interpretable Al does: provides human-understandable reasons, feature attributions, counterfactual

explanations, or decision summaries that allow affected parties and auditors to evaluate and contest

outcomes.

Regulatory connection: Interpretable Al supports transparency, helps comply with non-discrimination

laws, and enables forensic analysis after incidents. Many legal proposals and codes of practice stress that
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high-risk Al must be explainable enough to allow effective oversight.

AP News

Practical trade-offs: For many NLP tasks, perfect interpretability may come at the cost of model
performance, and regulation should hence focus on sufficient explainability for accountability, rather than
require that all models be fully transparent. Techniques include model-agnostic explainers, local
explanations, and interpretable proxy models for audit.

1.2.7 Al in cyber security

Al is both a target and a tool in cyber security-and in critical systems, failures have major impact.
Critical Infrastructure & Medical Systems: Al controls or augments systems where failures can be life-
threatening, such as medical image diagnostics, robotic surgery, and grid control. Vulnerabilities in these
Al components translate into system-level risks.

Defensive uses of Al: security teams use ML for anomaly detection, threat hunting, and automated incident
response - but those defensive models themselves must be secured to avoid adversarial manipulation.
Regulatory import: Where Al operates in regulated sectors such as healthcare, transport, and energy,
regulators should require security standards, incident reporting, and resilience testing that explicitly
include ML-specific threats.

1.2.8 AI Risk Classification Models

Risk-based regulation is a practical way to control Al: this refers to the classification of systems by the
potential harm caused, with consistent rules being applied.

Risk tiers: many of the various frameworks place systems into categories such as unacceptable risk
(prohibited), high risk (strict obligations), limited risk (transparency obligations), and minimal risk (light
or no regulation). The EU's Al Act is the leading concrete example of this approach and uses such a risk-
based classification to allocate obligations and prohibitions. Digital Strategy +1

Why risk-based?

It organize regulatory burden with potential harm, encourages innovation for low-risk uses, and
concentrates error resources where they're needed most.

Operationalization means criteria on risk classification have to be crystal clear; certification and
conformity assessments related to high-risk systems have to be in place, and sanctions for non-compliance
should be considered. Guidance, codes of practice, and sectoral addenda complement consistent
application. Recently adopted EU guidance and codes of practice provide concrete compliance pathways
and timelines for enforcement.

1.3 Technical-Legal Gaps and the Need for Integrated Framework

Modern Al systems evolve too fast, and operate too opaquely, for traditional laws to handle. This creates
a broaden technical-legal gap where regulators cannot keep step with complex algorithms, global data
pipelines, and self-updating autonomous systems. Below are major gaps and why they call for a strong,
modern Al regulatory framework.

1.3.1 Technical Understanding Lacking in Policymaking

Perhaps a most critical mismatch is between the technical complexity of Al and the limited technical
capacity of the policymakers. Al systems include concepts such as machine learning algorithms, neural
networks, model drift, adversarial attacks, and data bias-all exclusive. The authors conclude that many
lawmakers do not have backgrounds in computer science or data science, leading to shallow error, unclear
definitions, and overly general legislation. Without proper understanding, policymakers may regulate the
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wrong areas, fail to address significant risks, or write inflexible rules that could block innovation. It
requires skilled knowledge and professionalism to manage, integrative advisory group, and continuous
learning in line with the evolution of Al technologies.

1.3.2 Rapid technological growth vs. slow government action

Al develops at a speed that regulation simply cannot match. Technologies such as generative Al,
autonomous agents, and self-learning modes which are upgrading every few months. The difference, for
example, between this and the processes of legislation, which undergo extensive drafting, consultations,
amendments, and approvals, often taking years. This creates regulatory lag, where the laws come after the
harm has already happened. Others may also take advantage of that gap by releasing powerful systems
beforehand; this means that regulations lag behind, and deployment becomes uncontrolled with ethical
loopholes and unmonitored risks. The modern framework needs adaptive regulation, regular updates, and
flexible guidelines to keep pace with technological evolution.

1.3.3 Ambiguity in Liability Assignment

Al systems involve lots of stakeholders, so when it goes wrong, it's very hard to answer: Who is
responsible? Actors include the data provider, model developer, algorithm designer, system integrator,
deployer, and end-user. Many Al models depend on third-party data, open-source components, or even
pre-trained models themselves. This further complicates accountability. Self-updating or self-learning
systems change post-deployment; hence, the version deployed causing harm is different from that which
was certified. These complications render determination of causation, fault, and/or the application of
conventional principles of liability very difficult. The legal framework must thus provide clarity on shared
liability, duty of care, audit log, and traceability requirements.

1.3.4 Cross-Border Jurisdiction & Global Data Flows

Al systems rarely operate within one national boundary. Data used for training may be collected in one
country, processed in another, and deployed via cloud platforms all over the world. This creates
jurisdictional conflicts: Which country's law applies? Who enforces the penalties? Cross-border data flows
raise concerns about privacy, national security, and following rules with data protection laws like GDPR.
Companies often host servers in countries with weak regulations; this is called regulatory strategic trading.
Without unified global protocols, harmful Al practices can move freely across borders, limiting the
benefits of national laws. A broad framework requires global cooperation, unified protocols, and cross-
border control system.

1.3.5 Management of automated learning systems

Standard regulation assumes that a product, once approved, is the same thereafter. Al breaks that
assumption. Self-learning, adaptive, or autonomous systems keep updating themselves using real-world
data once they are established. This leads to behavioral change: the system may behave differently on day
100 compared to day 1. Continuous updates can introduce new risks, biases, or instability that were not
present during the original certification. Whereas systems keep evolving, regulatory models including one-
time testing, static certification, or fixed compliance checks simply do not work. Regulators need
mechanisms such as continuous monitoring, dynamic certification, update governance, algorithmic audit
trails, and kill-switch mechanisms. This is particularly crucial in autonomous cars, financial trading bots,
robotics, and Al-powered healthcare tools, where evolving errors lead to real-world damages.

2 Methodology
The study adopts a qualitative, doctrinal, analytical, and comparative methodology to fully explore the
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subject matter.

Firstly, a doctrinal study was conducted to examine statutory laws, regulatory guidelines, judicial
decisions, and constitutional principles relevant to Al governance in India. This covers in-depth analyses
of the Information Technology Act, 2000; the Digital Personal Data Protection Act, 2023; NITI Aayog's
Responsible Al Principles; the India AI Governance Guidelines (2025); and sector-specific norms issued
by regulators such as the RBI, SEBI, TRAI, UGC, and the Ministry of Health.
Secondly, a comparative legal analysis was done by studying global regulatory models comprising the EU
Al Act, OECD Al Principles, U.S. NIST AI Risk Management Framework, and algorithmic security
regulations of China. This methodological step allows the research to compare India's approach with
global best practices.

Thirdly, the study adopts a technical approach to analyze the inner working of Al systems: data
dependency, neural networks, adversarial vulnerabilities, model drift, explainability challenges, and
security threats. That would also make certain that the proposed legal framework is technically founded
and not merely conceptual.

It analyzes real-world failures and risks of Al systems using case study methodology. The case examples
include misdiagnosis and biased medical Al tools, errors of facial recognition leading to wrongful arrests,
discriminatory recruitment algorithms, deepfake misuse in elections, and accidents with autonomous
vehicles. These empirical illustrations point out the existence implications of regulatory gaps.
Fifthly, the approach adopted is normative and prescriptive in nature. Based on the identified gaps in the
existing laws of India, the research presents a detailed regulatory model for risk-based classification,
certification and audit processes, transparency obligations, data governance mechanisms, institutional
structures, and their harmonization with international standards.
Collectively, these methodologies makes sure a holistic, interdisciplinary, evidence-based study.

3 Ethical & Legal Challenges and Current Legal Regulatory Landscape

3.1 Accountability and Liability for AI-Caused Harm

This is the most challenging and one of the debate issue that modern technology law is accountable and
liable for damage caused by Al. As artificial intelligence systems become increasingly capable of making
independent decisions, predicting, classifying information, and acting independently, application of the
traditional notion that one human actor is accountable is increasingly difficult. The nature of the damages
caused by Al often emanate from a complex and cumulative process involving several decisions made by
developers, data scientists, suppliers, the businesses using the Al, and the end users relying on it. This is
not to say that responsibility would not logically fall on a number of actors-for example, when an
autonomous vehicle causes harm or a diagnostic algorithm makes an incorrect medical assessment. Did
the developer fail to take adequate care? Did a manufacturer failed to update a model? Was the training
data biased or insufficient? Or did the user fail to understand the limitations of the system? These questions
illustrate the well-recognized problem that Al often operates as a "black box," and even experts cannot
trace with certainty how the system produced a harmful result. This lack of transparency makes it very
difficult for courts to apply traditional legal concepts-such as negligence, foreseeability, or duty of care-
in their usual way. For these reasons, many legal scholars conclude that liability rules designed for human
controlled activities are no longer adequate. Various solutions have been proposed, including shared
liability across the Al supply chain, mandatory risk assessments, strict liability for high risk Al systems,
and more stringent documentation requirements for developers. The main aim is to initiate the fair and
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expected schemes so that victims should get remedy, companies should get reason to support high safety
standards, and innovation proceeds without paralyzing legal uncertainty. As Al becomes more deeply
engaged in healthcare, transport, and public government, accountability mechanisms will be vital to
maintaining public trust and responsible technological development.

3.2 Data Privacy and Surveillance Concerns

Al nowadays depends on tons of data, honestly way more than most of us even realize. A lot of it is
personal stuff—Ilike things we do online, CCTV footage, biometrics from random machines, etc. As Al
keeps getting bigger, it demands even more detailed data, and half the time people don’t even know what
all is being taken. The so-called “consent” we click is mostly just us scrolling and pressing accept without
even reading, so it doesn’t really feel like actual consent in real sense.

Another issue that keeps popping up is this thing called re-identification. Even when companies say the
data is “anonymized”, modern Al can match it with other random datasets and again figure out who the
person is. So people basically get exposed without even knowing. And then that opens doors for profiling,
discrimination or even just silent monitoring that no one asked for. So yeah, anonymized data isn’t as safe
as everyone pretends.

Al based surveillance stuff—facial recognition, predictive policing, etc.—just adds more worries. Facial
recognition has been blamed everywhere because it messes up a lot, shows bias, and kind lets authorities
track people without permission. Predictive policing sounds fancy but it just repeats the same biases
already present in past crime data, so it ends up targeting poorer or marginalized groups more. These tools
can easily become more like over-policing than “safety”.

In India, because of the huge population and how everything is turning digital super fast, these issues are
even bigger. Facial recognition is being used in public spaces, events, stations, and nobody really knows
how much is too much. Big databases like Aadhaar, when mixed with Al, can honestly turn into heavy
surveillance if not handled properly. The Digital Personal Data Protection Act, 2023 is aimed to protect
privacy monitor regulate data collection, but still it gives a lot of exemptions to the government, which
lead to makes people wonder if it actually protects citizens enough.

After it overall privacy and survilliance problems like the big challenges controlling Ai.no clear rules and
transparency ,system can change very quickly from being useful tech to something that keeps watching
people all the time.

3.3 Bias, Discrimination, and Unfairness in Algorithms

So, one of the biggest issues people keep bringing up with Al is basically how the algorithms end up being
biased, even when no one is trying to make them biased on purpose. Al learns from the data we feed it,
and honestly that data is already full of old social problems — like gender bias, caste stuff, race issues,
financial background, region, all of that. So when the Al trains on it, it picks up those patterns and then
repeats them, sometimes even worse. And this becomes a huge mess when these systems are used in
serious things like hiring or police work or who gets a loan or some govt. scheme.

People have made different “fairness metrics” to check this, like demographic parity or equal opportunity,
etc. These basically try to see if the Al is treating groups somewhat fairly. But the funny part is that no
single metric works for everything. Like if you fix fairness for one group, suddenly the accuracy goes

down for another group.. Which means this whole fairness thing isn't only a coding issue — it’s like a
social and legal tension at the same time and nobody has a perfect answer.

We already have plenty of examples where things go wrong. In hiring, Al trained on old company data
tends to prefer people similar to the ones they already hired before, which obviously pushes down women
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or minorities or even people from less “fancy” backgrounds. In banking or credit scoring too, people from
certain areas get marked as risky even when they’ve never missed a payment or anything. So they get
denied loans or insurance for no good reason except the area they live in. In policing, predictive tools keep
flagging the same localities as “high-risk” because the old data was biased, so police go there more, find
more cases simply because they’re already looking more, and the cycle just repeats endlessly.

Overall, all this bias stuff shows why we seriously need transparent data, routine checks for discrimination,
some actual accountability (not just on paper), and strong legal rules. Otherwise Al looks neutral but
quietly keeps passing on unfairness to real people who don’t even know why they’re being judged like
that.

3.4 Autonomy vs Human Control — The Black Box Problem

With the increasing sophistication of Al systems, many of them are intended to function largely
autonomously-that is, without continuous human supervision-in making decisions or taking actions. While
this does introduce great benefits related to speed and efficiency in such areas as medical diagnosis,
autonomous driving, financial trading, or automated content moderation, it also raises very serious legal
and ethical issues. If a decision is made entirely by an Al system, it becomes difficult to determine who is
responsible when something goes wrong. This problem becomes even more complicated with deep
learning models, functioning as "black boxes": they produce outputs through processes so complex that
even the developers cannot fully explain how the system arrived at a particular decision.
With no transparency, there are some huge risks when humans are “out of the loop.” For instance, whether
it is an autonomous vehicle making a split-second decision that leads to a crash or a medical Al incorrectly
flagging a patient as low-risk, the internal logic leading to that outcome may simply be incomprehensible.
Without clear explanations, accountability becomes muddled at best. Who should be responsible the
developer, the company deploying the system, or the Al itself? This uncertainty extends into both legal
regulation and public trust. There is also concern on ethical grounds: overdependence on independent
systems may reduce human judgment and critical thinking in such high-risk situations where human
intervention is essential.

Consequently, debates around autonomy versus human control revolve around the need for explainability,
transparency, and meaningful human oversight. As per experts, Al should keep in mind human decision-
makers and not put them entirely. This makes sure that humans remain "in the loop" or at least "on the
loop" that help avoid robotizing decisions from becoming either unquestionable or dangerous. As Al
systems still carry on to progress, making in notice balance between efficiency and accountability is
critical for developing safe, trustworthy technology that respects both human rights and societal values.
3.5 Intellectual Property Rights & AI-Generated Works

The rise of generative Al has honestly shaken up the old-school ideas of intellectual property, because the
whole system was built assuming humans make creative stuff. But now Al can spit out music, drawings,
articles, code, product ideas and even some scientific concepts with very little human effort. So the big
confusion comes up — like, who actually owns these things? Most countries’ copyright laws still say there
has to be a human author. Since Al isn’t a “legal person”, it can’t have rights. So what ends up happening
is either the person who gave instructions to the Al gets the rights, or sometimes the work doesn’t get any
copyright at all because the human input was too tiny. This makes things super confusing for industries
that rely on automated content, because they don’t really know how much legal protection their Al-made
stuff actually gets.

Things get even more tricky when we talk about patents. Patents require a real human inventor who
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actually contributed to the inventive idea. But now AI models can design drug molecules, engineering
solutions, layouts, everything. So who’s the real inventor — the human who clicked buttons or the Al that
actually figured out the new thing? Patent offices in places like the US, UK, Europe, India all have said
straight-up that Al can’t be listed as an inventor. Only natural people can. That creates a weird problem:
if Al is genuinely doing a big part of the invention work, but the law refuses to recognize it, then how do
you protect that invention? Some experts say the rights should go to whoever trained or supervised the Al,
while others think the law itself has to change because the old definitions clearly don’t fit anymore.
Overall, the whole debate around Al and intellectual property honestly shows how slow laws move
compared to technology. As generative Al grows, the line between what is “human-made” and what is
“machine-made” is going to get even more blurry. So we’ll need clearer rules to avoid legal fights, give
fair credit, and still support innovation without totally messing up the core principles of IP law.

3.6 Weaponization and Military Al

The use of Al in military stuff has honestly become one of the most hot and kinda scary topics right now.
Armies around the world are testing these autonomous weapons (people even call them “killer robots™),
which can pick and attack targets on their own without a human actually pressing the final button. Sure,
supporters say it makes decisions quicker and keeps soldiers safer, but the fear is that humans lose control
in actual life-or-death moments. Like, what if the machine reacts in a way nobody expected? Without a
human stopping to check the situation, even a small mistake could turn into a major conflict or end up
harming normal civilians who weren’t even involved.

Another big worry is this whole “dual-use” thing. A lot of Al tech that is meant for normal civilian uses
can easily be changed for military purpose. Like drones used for farming or rescue operations can be
reprogrammed for spying or even attacks. Same with facial recognition — one minute it’s used in malls
or airports, next thing it’s suddenly used on a battlefield to pick out targets. And because these technologies
overlap so much, it becomes harder to regulate them properly. Something that helps in daily life can also,
without much effort, be turned into a weapon. This makes the risk of misuse or even an Al-related arms
race real.

There is also serious question in international humanitarian law (ihl).IHL says that we should have to
clearly tell civilian side from combatants and make the decision that is proportional and right, but if a
machine makes fast decisions, can it really do that? And if something goes wrong—say a robot attacks
civilians—then who’s blamed? The commander? The programmer? The manufacturer? No one knows for
sure, and that gap in accountability is one of the main reasons so many experts and human rights groups
are asking for strong international rules or even a full ban on fully autonomous weapons. They argue that
machines simply can’t understand moral judgment or the value of a human life the way humans do.

So overall, weaponizing Al is a weird mix of “it can help” and “it might make everything worse.” As
countries keep adding Al into defence systems, we really need strong rules, clear responsibility, and global
cooperation so that military tech doesn’t end up crossing ethical lines or threatening peace.

3.7 Legal Framework of India

India has not yet enacted a single legislation exclusively for artificial intelligence, while its regulatory
approach to Al essentially depends upon a number of existing legal instruments, sectoral policies, and
emerging governance frameworks. This hybrid model is essentially premised on a view that much of the
existing legislation, with carefully crafted policy guidelines, can be repurposed to address many of the Al-
specific challenges.
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3.7.1 Information Technology Act, 2000

The Information Technology Act, 2000 is one of the earliest digital laws in India, and while it was not
created with Al in mind, it has been the backbone of tech regulation in India. In general, the Act deals
with the electronic record, cyber security, cybercrimes, and civil liability for unauthorized access and
misuse of computer resources. Now, in relation to Al the IT Act becomes relevant because many Al
systems deal with large volumes of data, automated decision-making, and digital infrastructure. Provisions
concern to data security, intermediary liability, and misuse of computer systems may put in situations
where Al systems causes harm or are used to spread wrong information, commit fraud and can violate
user's privacy. On the other side, the Act is limited in that it does not address issues related to Al, such as
algorithmic accountability, automated decision-making, and autonomous system liability, immediately,
thus calling for further updated frameworks that are Al-aware.

3.7.2 Digital Personal Data Protection Act, 2023

The Digital Personal Data Protection (DPDP) Act, 2023, was India's recent act which was made to protect
the personal data of every individual in this rapid growing digitizing society. The law takes on further
significance with regard to the governance of Al because Al systems are deeply dependent on personal
data for training, prediction, and analysis. This Act introduces a consent-based model of data processing,
requiring organizations to clearly inform the individuals how their data will be used. Indeed, it gives rights
to data correction, erasure, consent withdrawal, and grievance redressal. DPDP Act further imposes
obligations upon the data fiduciary for ensuring security safeguards and responsible data management.
Nevertheless there was a major concern which was viewed that the Act gave broad exemptions to
government agencies that may have a diluting effect on privacy protections, particularly when Al-powered
surveillance tools such as facial recognition or predictive analytics come into use. Still, the DPDP Act
forms the foundational framework for ethical Al by enforcing transparency, purpose limitation, and
accountability in data handling.

3.7.3 Policy Frameworks and National Al Strategy

India made different policies for AI which was notably directed by NITI Aayog's "National Strategy for
Artificial Intelligence," popularly referred to as the Al for All vision. The strategy areas which Al can
bring maximum public benefit, including healthcare, education, agriculture, mobility, and smart cities. It
recognized ethical concerns related to fairness, transparency, privacy, and accountability. It had been on
the track of "Principles of Responsible AI" by NITI Aayog, where it highlights the safety, inclusiveness,
unbiasness, and respect for human values. None of these policy creates any legal obligation, but they
initiate as the commanding principles for both government and industry to adopt ethical Al practices.
These also disclose India's commitment to maximizing Al effectively for social good without causing
harm or discrimination.

3.7.4 Recent Governance Guidelines — India AI Governance Guidelines (November 2025)

A major stride toward structured Al regulation came with the release of the India AI Governance
Guidelines in November 2025. The guidelines provide for a risk-based and balanced approach, rather than
a rigid, stand-alone law on Al The guiding philosophy here is the need to foster innovation, but it also
controls high-risk applications of Al It focuses on the comprehensive Al lifecycle of development,
deployment, and monitoring, designating responsibilities at all levels: developers, deployers, data
providers, and end-users. The proposed guidelines also set up institutional mechanisms through the Al
Governance Group, the Technology Policy Expert Committee, and the Al Safety Institute for oversight,
evaluation, and risk assessment. Instead of centralizing power, India’s framework merely relies on sector-
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specific regulators, such as those for health, finance, and transport, to apply Al norms according to their
domain's needs. This flexible model allows India to responsibly regulate Al without slowing down
technological innovation.

3.8 International Models And Comparative Perspective

The way different countries are trying to regulate Al is honestly all over the place, and each place has its
own style, so it looks like a patchwork instead of one global system. The EU’s Al Act is probably the most
detailed and structured one right now. It uses this risk-based style where Al systems are put into different
categories like unacceptable, high, limited, and minimal risk. Stuff like social scoring or manipulative Al
is basically banned straight away. And for high-risk things like healthcare, hiring, finance or law
enforcement, the EU makes companies follow a bunch of rules — like using good quality data, being
transparent, keeping proper documentation, having humans oversee the system, strong cyber security, all
that.

On the other side, the OECD Al Principles are softer. They are accepted in many countries across the
globe but not legally binding it. They mainly focus on broad idea like human-centric Ai, fairness,
transparency and corporation. So they guide countries but don’t force anything.

The U.S. is doing something totally different. There’s no single Al law there. They mostly rely on old
sector-wise laws and let agencies like NIST create frameworks about risk management.

Their whole vibe is more about encouraging innovation and giving industries freedom, so the regulation
is lighter and more market-driven.

China, on the other side having a very centralized and strict model system. The government keeping tight
control over the area, algorithms, generative Ai tools, in short everything basically. They require security
checkups, approval, and make sure Al stays aligned with state values. It’s a security-first approach, very
different from the EU or U.S., so being flexible and innovation-heavy, China being state-controlled and
security-obsessed, and the OECD giving more like ethical guidelines—you can see how different the
global landscape actually is. This variety makes things confusing for international companies and also
plays a big role when countries like India try to form their own balanced regulatory model.

transparency, data

voluntary

finance,

Aspect EU (EU AI Act) OECD Principles | United States China

Regulatory Style Strict, Soft-law, non- | Decentralized, Highly
comprehensive, binding, ethical | sector-specific, centralized, state-
right-based principles innovation-driven | controlled

Core Approach Risk-based system | Human-centric, Existing laws + | Security-first
(banned, high-risk, | responsible Al | agency guidelines | regulation + state
limited risk) guidelines (no single Al law) | oversight

Banned Practices Yes (e.g., social | Not binding; does | No explicit bans; | Implicit bans via
scoring, not ban practices | decisions left to | political controls;
manipulative Al agencies content
biometric mass restrictions
surveillance)

High-Risk Strict Encourages Sector-specific Mandatory

Obligations requirements: similar values but | duties  Shealth, | security reviews,

algorithm filing,
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quality, discrimination real-name
documentation, laws) verification
human oversight,
cybesecurity
Transparency Strong-Al must be | Encouraged but | Varies by sector | Mandatory  for
Rules explainable  and | not enforceable (e.g., consumer | government;
documented disclosures) restricted
disclosure for
public
Human Oversight | Required for high- | Recommended Encouraged but | Oversight
risk Al uniformly applied | primarily by the
state
Focus Areas Fundamental Ethical Al, | Leadership in | Social stability,
rights, safety, | international innovation, national security,
consumer cooperation competition state ideology
protection
Regulatory Bodies | EU Commission + | OECD  member | FTC, NIST, sector | Cbyerspace
national authorities | coordination regulators Administration of
China (CAC)
Industry Impact High compliance | Low burden; | Lot-to-moderate | High burden;
burden; stronger | guidance focused | burden; flexible strong state
trust involvement
Global Influence Very high (sets | High ethical | High due to tech | High in Asia;
global standard) influence leadership growing  global
influence

Tablel.1 Comparative Table: Global AI Regulatory Approaches

3.9 Judicial and Sectoral Perspectives

Courts and different industries around the world have been setting the tone for how Al should be handled,
even before any proper Al laws actually existed. Judges have been especially important in cases dealing
with privacy, automated decisions, and who’s responsible when something goes wrong. For example,
courts in the EU and UK have actually stopped the use of certain facial recognition systems because they
were basically being used without proper legal checks. The courts basically said you can’t just put people
under some secret tech surveillance without strong protections.

In India too, cases in the Supreme Court and different High Courts—mostly related to privacy, misuse of
data, and algorithm-based decisions—have slowly shaped how Al can be used. Even though the courts
didn’t talk directly about “Al regulation,” their rulings draw the boundaries of what is allowed and what’s
not.

On the industry side, some sectors like finance and healthcare are already under tighter rules because their
decisions affect people instantly and sometimes very seriously. .Regulators like RBI and SEBI in India
required company to be using automated credit scoring system, trading algorithms, or fraud and proper
audit trails. Basically main aim is to that machines aren’t discriminating or messing with the market

In healthcare, authorities and medical bodies want Al tools to go through strict testing and accuracy checks
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before being used in hospitals. They also expect ethical safeguards because wrong diagnoses or predictions
can literally be life-threatening. So even without a full Al law, these sectors already have guardrails that
force human supervision and accountability.

So, when you put all this together—court rulings plus sector-specific rules—they sort of create an evolving
regulatory environment. It’s not perfect or complete, but it fills a lot of gaps until countries come up with
a proper, full Al law in the future.

3.10 Gaps and Shortcomings

In spite of the rapid recent growth of Al technologies, existing legal frameworks are still struggling to
cope with how modern Al systems work in practice. Partly, this is because many laws were drafted before
the emergence of self-learning or continually evolving systems that may change their behaviour over time,
without new human programming. This makes it complicated to attribute responsibility when an Al system
acts out of character, in a way that was not anticipated, or causes some kind of harm. The second serious
deficiency concerns global data flows. Al models rely on large cross-border datasets, but many countries
have different standards for privacy, data storage, and consent, triggering regulatory conflicts which
existing laws can only partly resolve. For the third, there is as yet no clarity on liability for Al-driven
decisions: should the blame lie with developers, companies deploying the Al, data providers, or the system
itself? And this uncertainty is then rendered even more serious in high-risk sectors—healthcare and
finance—where Al mistakes are often life-altering. In India, for example, while legislation such as the IT
Act and the DPDP Act cover the regulation of activities in the digital space and safeguarding data
protection, they do not explicitly address issues of algorithmic transparency, biased outputs, autonomous
decision-making, or accountability for harm caused by Al. As of today, India lacks a dedicated Al law
and thus suffers from a big regulatory vacuum amidst accelerating industry-wide Al adoption. These gaps
underpin very strongly the need for a more comprehensive, future-ready legal framework that can keep
pace with the rapid evolution in Al.

4. Regulating Intelligent Systems: A Unified Approach to Legal Standards, Technical Controls,
and Policy Reform in India

4.1 Risk-Based Regulatory Model

The whole idea here is basically that not all Al is equal, so we shouldn’t treat it like it is. Some Al systems

are honestly too dangerous to even mess with — like creepy surveillance tools or stuff that manipulates

people’s minds or just directly violates basic rights. Those should just be banned, no long debate, because

you can’t really “fix”” something that’s harmful by design.

Then there are the high-risk ones — like Al used in hospitals, finance, police work, transport, education,

all that. One tiny mistake in these areas can literally change someone’s life or mess with fairness or

security. So these systems need strict checks: safety testing, bias tests, humans watching over decisions,

tons of paperwork, real-time monitoring — basically everything so the system doesn’t go rogue without

anyone noticing.

Meanwhile the low-risk or “meh-risk” systems (like random customer chatbots or simple automation stuff)

don’t need heavy rules. The point is to protect people from dangerous Al but not kill innovation for the

small harmless stuff.

4.2 Certification & Audit Regimes

Before a high-risk Al gets into the real world, it needs like a “permission slip” — a certification. This

checks whether it’s accurate, whether the data has hidden bias, whether it behaves safely, and whether it
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can survive cyberattacks. No point releasing a system that falls apart as soon as someone pokes it.

But after it’s released, we still can’t trust it blindly. Al changes with new data and updates, so regular
audits are needed to catch problems early — like bias creeping in, weird behaviour, misuse, or system
drift. Independent audits basically act like the adult in the room making sure nothing goes off track.

4.3 Data Governance & Transparency Mechanisms

Al is only as good as the data it gets, so if the data is messy, biased, incomplete — the Al will also behave
messy and biased. That’s why companies need to document where data came from, how they got consent,
whether privacy rules were followed, etc. They also need to check if the dataset actually represents the
population — otherwise the Al will make nonsense decisions.

Transparency is another huge thing. People should know (in simple words) how the system works, what
data it relies on, and what its limits are. Keeping audit logs of everything — input, process, output — helps
figure out what went wrong when things go wrong. It just makes the whole thing more trustworthy instead
of a total black box.

4.4 Algorithmic Impact Assessments (AIAs)

Before using any high-risk Al, organizations should do an AIA — like a reality check for the system. It
forces them to think: could this system discriminate? Could it violate privacy? Could it treat some groups
unfairly? Does it need more human oversight, etc.

The AIA also includes a “fix-it plan” telling what the organization will do to reduce harm — like
improving data quality, adding human review, redesigning the model, whatever is needed. Basically it
makes companies think about social and legal impacts and not just brag about technical accuracy.

4.5 Regulatory Sandboxes

A regulatory sandbox is like a safe ground which can be used by the companies to test their Al without
risking chaos in real world.it supervised, control and if something get fail then no one is harm.

A regulatory sandbox is like a safe playground where companies can test their Al without risking chaos
in the real world. It’s supervised, controlled, and if something fails, no one gets harmed.

Regulators love it because they learn what new tech is coming and what new problems it might create. So
it’s a win-win: innovation continues, safety stays intact.

4.6 Incorporation of Technical Standards

Technical standards like ISO/IEC basically give everyone the same rulebook. They explains us how to
manage risk and handle the data even the document the system and test it properly, keep it secure, etc. If
companies follow these, regulators don’t have to guess — they already know what to expect.

So standards work like a bridge between legal rules and actual engineering practices.

4.7 Enforceable Ethics & Governance Codes

Ethics shouldn’t be optional “nice-to-haves.” They should be binding. AI must follow fairness, non-
discrimination, accountability, transparency, respect for user rights — not just as posters on a wall, but as
actual rules. That means no discrimination on caste, gender, religion, disability, etc. And big decisions
must come with explanations, especially in hiring, loans, or healthcare.

If ethics are enforceable, companies can be punished for messing up — which means they’ll take it
seriously instead of using it as PR lines.

4.8 Institutional Structures & Regulatory Bodies

India honestly needs a dedicated Al authority — one proper body that handles everything related to Al
This authority would classify systems by risk, give certifications, run audits, handle complaints, enforce
rules, and coordinate with RBI, SEBI, TRAI, health regulators, etc.
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It would also monitor new technologies and make long-term policies.

4.9 Establishing a Unified AI Regulatory Authority

Right now India has different rules in every sector — banking has its own style, healthcare has another,
telecom has something else — so when Al systems work across multiple areas it just becomes super
confusing. That’s why India really needs one central Al authority that handles everything related to Al,
instead of this scattered approach. This authority should basically be the “main boss” for Al rules: classify
systems by risk, give certification to the high-risk ones, set safety + transparency requirements, and
actually keep an eye on how these systems behave once they’re deployed.

It should also investigate complaints, do audits, and fine companies if they break rules — otherwise the
rules are just words on paper. And this body shouldn’t work alone; it has to collaborate with RBI, TRAI,
SEBI, health regulators, etc., so sector-specific tweaks are still possible. If India sets up such an institution,
industries will finally know what rules they’re supposed to follow, and we’ll have a cleaner system for
safe Al growth nationwide.

4.10 Harmonizing Legal & Technical Frameworks

Al doesn’t sit neatly inside one law — it overlaps with data protection, IT laws, cyber security, consumer
rights, competition law... basically everything. Al rules have to fit smoothly with the DPDP Act 2023, IT
Act, cyber security rules, consumer rights laws, and the guidelines of different regulators.

For example, if an Al system uses financial data, it shouldn’t confuse whether it follows Al standards or
RBI cyber security guidelines — it has to follow both at the same time. Harmonizing everything closes
loopholes, makes enforcement easier, and gives companies a clear idea of what’s expected. A coordinated
system is honestly the only way Al can be both innovative and safe at the same time.

4.11 Building Technical, Legal & Regulatory Expertise

Al regulation is pointless if the people making or enforcing the rules don’t even understand how Al works.
India really needs to build proper expertise inside government, regulatory bodies, courts — everywhere.
Policymakers and regulators should know how algorithms behave, what biases look like, how to check if
an Al model is safe, etc.

This means India has to create training programs, university courses, certification modules on Al ethics,
auditing, cyber security, digital policy, and so on. Industry + academics + government should work
together to build a pipeline of skilled people. Even judges need training because more and more court
cases involve algorithmic decisions, explainability issues, and digital evidence. If India invests now, the
whole regulatory system won’t fall behind technology.

4.12 Public—Private Collaboration & Open Ecosystem

Al grows best when everyone — Government, researchers, startups, big tech companies — work together.
If these groups collaborate, India can develop shared datasets, open testing tools, audit frameworks, and
best practices everyone can use.

Open ecosystems also help startups, because they usually don’t have the giant resources big companies
do. Sharing tools and knowledge keeps innovation fair and not limited to only those with money.
Collaboration makes sure Al in India develops responsibly and not just for profit motives.

4.13 International Collaboration & Global Integration (super messy human version)

Al basically doesn’t care about borders — data is flying around globally, models are trained on stuff from
everywhere, and companies operate in like 10 countries at the same time. So India really can’t just sit
alone and make rules in a vacuum, it would just backfire later. We kind of have to stay in sync with what’s
happening worldwide. That means actually keeping an eye on big global frameworks like the EU Al Act,
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OECD principles, Singapore’s Al model thing, the U.S. guidelines, etc., so we don’t end up with rules
that feel outdated the moment they’re written.

If India aligns with these global norms, then Indian companies won’t run into random export problems or
compliance issues when they try to work outside India. Plus, international teamwork is honestly the only
way to sort tough stuff like cross-border data, shared audits, algorithm, transparency, whatever. So yeah,
being part of global Al discussions basically helps India stay in the game and makes our systems fit
properly with international markets instead of being weirdly isolated.

4.14 Adaptive & Future-Proof Regulation (super messy human version)

Al changes so fast that it is becoming crazy — something that was “cutting-edge” last month suddenly
feels old. If our laws stay stiff or stuck in old thinking, they are going be useless pretty quick. India needs
rules that can bend and update whenever required. Things like regulatory sandboxes, frequent reviews,
updating what counts as “high-risk” when new tech appears... all that stuff basically keeps the law from
becoming outdated overnight. And seriously, waiting for a disaster before fixing laws is not the best idea.
Future-proofing also means thinking a bit ahead — like, not just worrying about today’s Al but also the
next wave: advanced robotics, AGI-ish systems, super powerful generative models, fully autonomous
tech, etc. If we only react once a big mess happens, it’ll be too late. A proactive approach helps India stay
safe in the long run but also lets innovation grow without everyone freaking out. It’s kind of a balance
between “don’t hold back progress” and “don’t let the tech run wild.”

5. Case Study

5.1 Al in Healthcare — Diagnostic Al, Misdiagnosis Risk, Data Privacy, and Regulatory Analogies
(Humanized + imperfect version)

Al is being used a lot now in hospitals for reading X-rays, MRIs, checking risks, doing triage and even
suggesting treatments. It definitely speeds things up and helps places where doctors are short, but it also
comes with pretty real risks. Misdiagnosis is the biggest one — like if the Al misses a disease (false
negative) or says someone has something they actually don’t (false positive). Both can create a whole
chain of problems... wrong treatments, stress, huge expenses, etc. And things get worse when doctors
follow Al results blindly or when the system was trained on data that doesn’t match the Indian population
or whichever place it's being used in.

Healthcare data is super sensitive too — medical history, genetic details, biometrics — and if any of this
leaks or someone gets re-identified, it’s not something people can fix later in life. So privacy has to be
very tight.

Because healthcare stakes are so high, policymakers often treat medical Al like medical devices. So they
expect things like pre-market testing (something like clinical trials), post-market monitoring to check if
it’s still behaving properly, and strict rules about data quality and consent. They also want explainability
where possible and very clear documentation so doctors still make the final call.
5.2 Al in Law Enforcement — Facial Recognition, Predictive Policing, Privacy, Fairness, and
Accountability (Humanized + imperfect)

Police departments all over the world have start using Al tool like facial recognition and predictive
policing. These system sounds efficient on paper and faster identifications more over focused patrols, etc.
In real lot of privacy and fairness issues have been brought up. Large-scale facial recognition basically
means constant tracking of people without them even knowing. And the tech isn’t perfect: it’s known to
misidentify women and people of colour more, which can lead to wrongful stops or even arrests.
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Predictive policing has its own problems. It uses old crime data, and if certain areas were over-policed
earlier, the Al keeps pointing cops back to those same areas. So it kind of loops the bias again and again
instead of actually reducing crime.

Accountability is also super fuzzy. Police sometimes treat these algorithmic alerts as “intelligence” rather
than evidence, which makes it hard to know who’s responsible when something goes wrong. And since
many algorithms are built by private companies, even figuring out how the system works can be difficult.
Due to this, experts wanted to have strict limitations or complete bans on certain Al uses in policing.
People also call for transparency rules, independent audits, approval processes like warrants for intrusive
surveillance, and clear human oversight so officers don’t just rely blindly on machine outputs. Basically,
law enforcement Al needs very tough guardrails if we want to protect fairness and public trust.
5.3 AI in Employment & Education — Automated Recruitment, Grading Algorithms, Bias, and
Human Oversight (Humanized + imperfect)

Workplaces and schools are using algorithms more and more — for resume screening, scoring candidates,
analyzing interviews, predicting student performance, grading essays, basically everything. These tools
save time but they also tend to repeat whatever bias already existed in the system. In schools, automated
grading systems may not understand different writing styles or cultural differences and end up marking
some students unfairly.

A big issue here is the lack of actual human review. Organizations use these tools to cut costs, then they
stop double-checking decisions. That removes fairness, makes appeal difficult, and people don’t even
know why they were rejected.

Expert suggest that like telling applicants that when an algorithm is being use giving simple explanations
of how decisions can be made like doing regular bias tests ,and making sure that humans still can be
checked the important decisions.

5.4 Global Incidents of AI Misuse — Deepfakes, Autonomous Vehicle Accidents, System Failures,
and Regulatory Needs (Humanized + imperfect)

People have used them to defame others, impersonate leaders, mess with elections, and spread
misinformation. Then there are accidents with autonomous cars and other safety-critical systems. Even if
errors are rare, one single mistake on the road can cause crashes, injuries, or worse.
We’ve also seen a bunch of system failures in the real world — like trading algorithms suddenly behaving
weird and crashing markets, recommendation systems accidentally pushing harmful stuff to millions of
people, or even Al messing with important infrastructure in ways nobody predicted. These incidents
basically show that Al failures aren’t tiny glitches; sometimes they spread fast and hit whole systems
before anyone even realizes what’s happening.

And because of all this, experts keep saying we need some strong rules in place — things like proper
incident reporting so problems don’t get hidden, strict testing before any big Al system goes live, safety
features like kill switches, tough stress tests (red-team style), and clear liability so people who get harmed
actually get compensated. There also has to be emergency planning for when tech goes off the rails. One
of the most important things governments can do is invest in public awareness, particularly around
deepfakes, and response teams when something blows up online. Essentially, Al fraud isn't a single thing;
it needs a mix of laws, technical safety checks, and proper institutions working together.

Conclusion
As we come to the end, we know that Al presents an unprecedented opportunity and a multifaceted
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regulatory challenge for India. While Al may improve the delivery of healthcare, enhance the efficiency
of governance, enhance financial systems, and support national security, if it is deployed without proper
legal oversight, it could pose some serious risks. The research, therefore, proves that the current legal
landscape in India is fragmented, archaic, and incapable of dealing with newer emerging risks related to
Al algorithmic discrimination, misuse of data, non-transparency in decision-making processes,
cybersecurity vulnerabilities, manipulative deepfakes, and finally, ambiguity in liability in cases when
autonomous systems cause damage.

Comparing with leading jurisdictions, comprehensive Al laws with categorization on grounds of risk, firm
obligations within high-risk systems, requirements for transparency, and strict enforcement mechanisms
have already been implemented by the European Union. On the other hand, India’s regulatory landscape—
though evolving—remains dependent on general digital laws and voluntary guidelines rather than binding,
Al-specific legislation.

These case studies discussed in the research indicate that Al systems, when unregulated, result in wrongly
diagnosed patients, biased law enforcement practices, unjust hiring processes, compromised privacy,
market instability, and even physical harm regarding autonomous vehicles or military applications. These
incidents further reveal a strong need for stringent, enforceable safeguards.

In this respect, the research underlines that India should be fittingly aligned with one single, future-ready
Alregulatory framework combining legal principles with technical standards, including risk classification,
algorithmic audits, certification mechanisms, clear liability rules, data governance norms, explainability
requirements, as well as the creation of a dedicated national Al authority. By doing so, India can ensure
continuous responsible innovation while protecting citizens' rights, public safety, and constitutional
values. After all, Al governance is not just responsible for meeting technological needs but also about
fulfilling democratic imperatives for India's future.
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