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Abstract

India’s banking landscape has undergone a rapid digital transformation over the past decade, driven by
large-scale public digital infrastructure (UPI), identity and onboarding innovations (Aadhaar-based e-
KYC and paperless e-KYC), and the rise of technology-first challengers commonly called neobanks. This
paper synthesises recent data (2024-2025), policy shifts, industry developments, and academic/industry
literature to evaluate how these three pillars interact to improve payment efficiency, expand financial
inclusion, and create regulatory and operational challenges. Key findings: UPI continues to scale to record
monthly volumes and values, Aadhaar e-KYC remains central to low-friction customer onboarding, and
neobanks are proliferating but face evolving RBI directions that balance innovation with consumer
protection. The paper concludes with policy recommendations to strengthen data privacy, interoperability,
cyber resilience, and sustainable business models for digital banking services.

1. Introduction

Digital transformation in banking involves reimagining the delivery of financial services through digital
infrastructure, identity systems, and software-first firms. In India, three elements stand out: (1) the Unified
Payments Interface (UPI), which has become the backbone of retail digital payments; (2) Aadhaar-enabled
electronic Know-Your-Customer (e-KYC) and paperless e-KYC that drastically reduce onboarding
friction; and (3) neobanks — lean, app-centric banking providers built on APIs and partnerships with
licensed banks. Together, these technologies and business models promise greater convenience, lower
costs, and deeper financial penetration — but they also introduce concerns around regulation, privacy,
cybersecurity, and commercial sustainability. This paper examines the recent evidence and policy
environment (with emphasis on 2024-2025 developments to assess impacts, bottlenecks, and policy
options.

2. Methodology

This is a qualitative/secondary-data research paper. Sources include official statistics (NPCI, UIDAI),
central bank communications, reputable national press, industry analyses, and contemporary explainer
pieces about neobanks. Where available, the paper cites official monthly statistics and RBI/UIDAI press
releases from 2024-2025 to ground claims about scale and policy change. The approach combines
descriptive data synthesis, comparative discussion, and policy analysis.

3. Background & literature overview

3.1 UPI: architecture and growth

Launched by NPCI (National Payments Corporation of India) in 2016, UPI is an interoperable instant-
payment layer that routes transactions between banks and third-party apps using Virtual Payment
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Addresses. UPI’s design — low friction, real-time settlement, and open access to third-party apps — drove
explosive adoption. By October 2025, NPCI reported ~20.7 billion UPI transactions in a single month
with a value exceeding 227 lakh crore, underscoring UPI’s status as India’s dominant retail payments rail.
NPCI+1

3.2 Aadhaar, e-KYC, and onboarding

Aadhaar serves as a foundational identity layer for many digital services in India. UIDAI’s e-KYC
mechanisms — including paperless offline e-KYC options — enable near-instant customer identity
verification for account opening and other KYC needs, lowering the cost and time for onboarding. UIDAI
reported hundreds of crores of authentication requests in recent years, and e-K'YC volumes remain material
to fintech onboarding flows. UIDAI+1

3.3 Neobanks: business model and evolution

Neobanks are technology-first banking services, typically partnering with licensed banks to offer deposit,
payment, and expense management services via apps and APIs. Indian neobanks like Niyo, Open,
RazorpayX (business-facing), Jupiter, Fi (consumer), and others have focused on niche segments (SMEs,
gig workers, youth) and monetisation via value-added services rather than traditional interest margins.
Industry lists and analyses show a growing roster of neobanks in 2025, though the space is still
consolidating. BankBazaar+1

4. Findings and analysis

4.1 Scale and economic impact of UPI

UPD’s transaction volumes and values demonstrate it is not niche — it is the primary digital payments
mechanism for retail India. Monthly record volumes in 2025 (20.7 billion transactions; value ~X27.28 lakh
crore in October 2025) suggest deep consumer adoption across urban and increasingly rural geographies.
The scale reduces transaction costs and increases velocity of commerce (particularly for small merchants
and gig economy workers), enabling microtransactions that were previously uneconomical.
ETBFSI.com+1

Policy discussion has shifted to sustainability (merchant economics). In 2025 Indian authorities and
industry stakeholders debated the reintroduction of a Merchant Discount Rate (MDR) on large merchants
for UPI transactions to ensure long-term viability of payment processors and enable further investment in

infrastructure. Reuters reporting noted the government and regulators considering MDRs for large

merchants in 2025. Reuters

4.2 e-KYC: enabling low-friction onboarding, with caveats

Aadhaar-linked e-KYC dramatically lowers customer acquisition costs: paperless onboarding enables

instant account opening with minimal physical KYC. UIDAI press releases show Aadhaar authentications

ran into the hundreds of crores per year and e-KYC transactions were significant in 2024-2025 —

supporting fintech and neobank growth via scalable onboarding. UIDAI+1

However, dependence on a single national identity system raises concerns:

e Privacy and consent: Paperless e-KYC systems rely on user consent mechanisms, but ambiguous
consent design or downstream data sharing by intermediaries can erode privacy guarantees.

o Biometric reliability & exclusion: Biometric authentication may fail for some demographics (manual
laborers with worn fingerprints, elderly), risking exclusion unless alternative KYC paths are preserved.

o Regulatory oversight: Misuse risks require robust audits and clear responsibility between banks,
KYC service providers and UIDALI.
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4.3 Neobanks: innovation, partnerships, and regulatory headwinds

Neobanks in India typically operate as platforms that partner with sponsor banks (which hold deposits and

are regulated). They provide front-end UX, APIs, analytics, and value-added services (expense

management, payroll automation, merchant services). Industry roundups in 2025 show an expanding list

of players targeting both consumer and business segments

At the same time, RBI updated its supervisory stance in 2024-2025 to better govern digital banking

channels. The Digital Banking Channels Authorisation Directions (drafts and communications in 2025)

and related guidance aim to ensure consumer choice (banks cannot force customers into digital channels),

operational resilience, and accountability for digital offerings. The RBI’s 2025 directions clarify

authorisation requirements and responsibilities for digital banking services, seeking to close regulatory

gaps around digital lenders and channel providers.

4.4 Interactions & ecosystem effects

o Positive feedback loop: UPI lowers payment friction — more merchants accept digital — neobanks
build services on top — e-KYC lowers user acquisition costs — overall digital financial penetration
increases.

o Concentration risk & platform dependence: Heavy reliance on NPCI-managed rails and UIDAI
identity can create systemic single-points-of-failure and political/regulatory leverage.

o Competition vs public goods: While private fintechs innovate rapidly, the public nature of UPI and
Aadhaar means policy choices (e.g., MDR, privacy rules) shape the entire sector’s business models.

5. Challenges and risks

5.1 Consumer protection & forced digitisation

RBI’s 2025 guidance reiterated that customers must not be forced into purely digital channels for core
banking services; this preserves choice and combats exclusion. However, practical enforcement and
monitoring will be key, as banks and fintechs may design incentives that effectively nudge customers away
from physical channels.

5.2 Data privacy and governance

Aadhaar-linked e-KYC enables rapid onboarding but centralises identity information. India’s data
protection framework continues to evolve; gaps in operational data governance can expose customers to
privacy harms. Policymakers must tighten consent, purpose limitation, storage minimisation, and
accountability standards for KYC data holders.

5.3 Cybersecurity & operational resilience

The rapid digitalisation of payments and banking increases attackers’ incentives. RBI’s directions
emphasise operational resilience and security controls, but implementation across many small fintechs and
neobanks is uneven. A systematic resilience framework and industry incident reporting are needed.

5.4 Commercial sustainability for neobanks

Many neobanks pursue user growth over near-term profitability, relying on partnerships with banks and
third-party fees. If UPI revenues compress (or MDR shifts), fintech monetisation may be strained —
threatening long-term viability. The potential imposition of an MDR on large merchants would materially
affect players’ economics.

6. Policy recommendations
1. Strengthen data protection around e-KYC: Implement strict purpose-limitation rules for e-KYC
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tokens and enforce short retention windows; mandate auditable consent records for every e-KYC
invocation.

2. Tiered KYC alternatives: Preserve and scale robust alternative onboarding mechanisms (in-person,
supervised video KYC, verified documents) to avoid biometric exclusion.

3. Sustainable merchant economics: Design MDR or alternate fee models that are targeted (e.g., only
very large merchants) to fund infrastructure, while protecting small merchants and consumers from
price shocks.

4. Resilience & minimum security baselines for neobanks and fintechs: RBI should formalise
minimum cyber resilience standards, incident reporting timelines, and testing (including third-party
vendor oversight).

5. Regulatory sandboxing + clear sponsor-bank rules: Continue supporting innovation via sandboxes,
but make sponsor-bank responsibilities explicit (including compensation for losses arising from third-
party UX failures).

6. Financial literacy & dispute redressal: Scale consumer awareness campaigns about digital
payments, consent, and recourse mechanisms; strengthen ombudsman access for fintech customers.

7. Conclusion

India’s digital banking transformation — powered by UPI’s payments rail, Aadhaar e-KYC’s onboarding
efficiencies, and neobanks’ product innovation — has meaningfully increased access, reduced friction,
and reshaped how consumers and businesses transact. The 2024-2025 period shows both continued scale
(historic UPI monthly volumes and values) and an evolving regulatory posture from the RBI and UIDAI
to balance innovation with consumer protection. To sustain gains, policymakers must address data
governance, cyber resilience, commercial viability, and inclusion simultaneously. If managed well, India
can continue to lead globally in building interoperable, inclusive, and resilient digital banking systems.
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