
 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com    ●   Email: editor@ijfmr.com 

 

IJFMR250662246 Volume 7, Issue 6, November-December 2025 1 

 

Edge-Cloud Hybrid Architecture for IoT 

Systems 

Eeshan Sharma1, Anuj Saini2, Dimpy Singh3 
 

1,2B.Tech. CSE Student, Dept. of Computer Science and Engineering, JECRC University, Jaipur, 

India 

3Assistant Professor, Dept. of Computer Science and Engineering, JECRC University, Jaipur, 

India 

 

 

Abstract 

Edge-Cloud Hybrid Architecture has emerged as a transformative computing paradigm for modern 

Internet of Things (IoT) systems. With billions of interconnected devices, traditional cloud-centric systems 

struggle with latency and bandwidth overload. Hybrid architectures integrate edge intelligence for real-time 

decision-making with cloud infrastructure for global analytics. This paper explores the evolution of hybrid 

IoT models and presents a structured implementation pipeline. We analyze performance trade- offs 

involving latency, accuracy, and energy consumption using mathematical models. Furthermore, we 

outline optimization strategies including edge inference and adaptive workload balancing. 

Keywords — IoT, edge computing, cloud computing, hybrid architectures, real-time analytics, bandwidth 

optimization. 

 

I. INTRODUCTION 

The exponential rise of IoT devices has redefined distributed computing at an unprecedented scale. IoT 

systems collect data for applications like healthcare, smart agriculture, and autonomous vehicles. While 

cloud architectures are dominant, they are bottlenecked by high latency and bandwidth consumption. Edge 

computing addresses these limitations by enabling localized processing close to data sources. Hybrid 

Edge-Cloud architectures combine the strengths of both, distributing computation based on resource avail- 

ability and workload characteristics. 

 

II. METHODOLOGY 

The research methodology integrates architectural design, system modeling, and prototype evaluation for 

hybrid IoT systems. 

• Taxonomy: We categorize architectures from basic device-cloud pipelines to hybrid multi-layer 

models. 

• Reference Pipeline: A layered architecture supporting device-level sensing, edge preprocessing, 

and cloud analytics is designed. 
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• Implementation: The prototype includes an MQTT-based sensor network and cloud processing 

using AWS Lambda and DynamoDB. 

 

III. TOOLS AND FRAMEWORKS 

Developing hybrid IoT systems requires coordinated software and hardware support. Software 

development uses Node-RED, Python, and SDKs for ESP32 and Raspberry Pi. Cloud integration relies 

on AWS IoT Core, while serverless optimization is handled by AWS Lambda. MQTT is the preferred 

communication protocol for low-power telemetry. 

IV. SYSTEM REQUIREMENTS AND MATHEMATICAL MODELS 

A. Mathematical Formulation 

Hybrid architectures rely on analytical models to optimize workload distribution: 

 

𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝑒𝑑𝑔𝑒 + 𝐿𝑛𝑒𝑡𝑤𝑜𝑟𝑘 + 𝐿𝑐𝑙𝑜𝑢𝑑       (1) 

𝐵𝑠𝑎𝑣𝑒𝑑 =
𝐵𝑟𝑎𝑤−𝐵𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑

𝐵𝑟𝑎𝑤
× 100    (2) 

𝐸𝑑𝑒𝑣𝑖𝑐𝑒 = 𝑃𝑐𝑜𝑚𝑝𝑢𝑡𝑒 · 𝑡𝑝𝑟𝑜𝑐 + 𝑃𝑡𝑥 · 𝑡𝑠𝑒𝑛𝑑       (3) 

 

V. IMPLEMENTATION SUMMARY 

The implementation integrates three main sub-systems: 

• Device Layer: Handles raw data acquisition and lightweight Tiny ML models. 

• Edge Layer: Performs rule-based filtering, event detection, and protocol conversion. 

• Cloud Layer: Manages large-scale analytics, dashboards, and global orchestration. 

 

Figure 1: Edge-Cloud Hybrid IoT Architecture Diagram 
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VI. RESULTS AND DISCUSSION 

Performance was evaluated against cloud-only models, showing significant improvements. 

 

Table I: Comparison of IoT Architectures and Performance 

Architecture Latency Bandwidth Use Intelligence Level 

Cloud-only High High Centralized 

Edge-only Low Low Localized 

Hybrid Very Low Optimized Distributed 

 

Figure 2: Hybrid IoT Workflow Overview 
 

 

 
 

 

Hybrid architectures significantly improve IoT performance by balancing computation across the network. 

Edge analytics reduces round-trip delays, while cloud scalability supports long-term learning and 

centralized updates. The hybrid model reduced response time from 210ms to 42ms and optimized 

bandwidth by 68%. 
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VII. CONCLUSION AND FUTURE SCOPE 

The study demonstrates that a modular hybrid approach allows for easy component upgrades. Future 

research includes Federated Edge Learning for on-device training and Blockchain-enabled authentication 

for secure registration. 
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