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Abstract 

Manual proctoring in large written exams often misses subtle cheating and overloads invigilators, while 

many AI proctoring tools raise concerns about privacy, bias, and opaque decisions. This study develops 

and evaluates an ML-assisted intelligent surveillance proctoring and cheating detection system for 

physical examination halls. The system uses Android devices and IoT cameras to capture student activity, 

applies on-device Google ML Kit detectors for head, hand, and object tracking, and sends selected frames 

to Google Gemini for higher-level behavioral analysis and explanation. The research follows an Agile 

software development life cycle and a quantitative Structured surveys using ISO/IEC 9126  design, 

including pilot deployment at the University of Science and Technology of Southern Philippines, 

structured ISO/IEC 9126 quality surveys with 49 teachers, and quantitative feedback on usability and trust. 

Results show an overall software quality rating of 3.9/5, with strong scores in reliability (4.2/5) and 

efficiency (4.3/5), and a 40–60% increase in detection of suspicious behaviors compared with manual 

proctoring alone. The system also preserves student privacy by keeping raw video on device and using 

incident-focused evidence logs, while keeping proctors in the decision loop. The core takeaway states: 

well-designed, policy-aligned AI support strengthens academic integrity in written exams while respecting 

student rights and supporting fair, documented decisions by human educators 
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1. INTRODUCTION 

Academic integrity sits at the heart of higher education, while academic dishonesty has grown into a 

widespread concern across systems worldwide. Universities and colleges report rising levels of cheating 

and plagiarism, a trend linked to rapid advances in technology and the broad move toward digital learning 

spaces. During the COVID-19 pandemic, remote assessment spread quickly, and institutions started to 

search more urgently for proctoring solutions designed to protect academic integrity while safeguarding 

student rights. 
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Prevalence and Nature of Academic Dishonesty 

Academic dishonesty appears in many forms, including exam cheating, plagiarism, contract cheating, and 

data falsification. Recent systematic evidence points to striking prevalence rates. Taken together, 45 peer-

reviewed articles published between 2018 and 2022 suggest that cheating is now an acute and steadily 

growing concern across higher education institutions in different regions (Sozon et al., 2024). In Sub-

Saharan Africa, quantitative findings report exam cheating at 95.5 percent, plagiarism at 78.2 percent, and 

data falsification at 47.3 percent among university students (Ndungu & Chepsergon, 2024). Contract 

cheating, where students hire third-party services to complete assignments, has grown into a major 

institutional problem, and estimates place the contract cheating industry above USD 1 billion each year 

(Liyanagamage et al., 2025). 

Academic misconduct has shifted from a background concern to a pressing problem in recent years. At 

the level of the individual student, the situation feels especially tangled. Strong competition over grades 

keeps pressure high, and many students move through institutional integrity policies and conduct codes 

without a firm sense of what those rules expect from their work (Sozon et al., 2024). On the organizational 

side, easy access to digital tools meets institutional systems which have not fully adjusted, while limited 

resources restrict prevention-focused work, so the broader environment ends up nudging students toward 

shortcuts. Weaknesses in detection deepen the problem once more, because enforcement with little bite 

sends a quiet message where academic dishonesty appears to carry only minor consequences (Ndungu & 

Chepsergon, 2024). 

The Dual Role of Generative AI in Academic Assessment 

The spread of generative AI, especially tools such as ChatGPT, has reshaped how scholars and educators 

think about academic dishonesty. In many accounts, these systems appear almost paradoxical, since they 

make misconduct easier while at the same time supporting stronger safeguards against it. 

In day-to-day assessment, these tools allow students to generate convincing answers for exams and 

coursework with limited genuine effort of their own. Whole pieces of writing emerge in minutes and look 

acceptable on the surface, even when the student has engaged only lightly with the underlying material. 

At the same time, many systems produce text in ways which slip past traditional plagiarism checkers, 

turning detection into a constantly shifting task. Scholarship in higher education increasingly links such 

unethical uses of AI to rising levels of student misconduct, whether through straightforward text 

generation submitted as original work or through more complex forms of contract cheating where students 

hand over their assignments to others entirely. 

Yet here's where things get interesting: the same AI technology that facilitates cheating also enables 

substantially more sophisticated detection. Advanced AI-based plagiarism detection and proctoring 

systems have demonstrated real capacity to identify suspicious work and discourage would-be cheaters. 

Institutions now face a genuine dilemma as they grapple with this duality-how to harness AI's detection 

capabilities while managing its role as a misconduct enabler. This tension shapes virtually every decision 

they make about assessment design and integrity protocols. 

Assessment Integrity in Online and Distance Learning Environments 

As online and distance learning have expanded, the usual parameters for assessment and expectations 

around proctoring have shifted. Remote examination settings bring specific difficulties, since students 

often keep mobile devices and other tools within reach, giving easy access to unauthorized materials, and 

in these unsupervised contexts verification of genuine student authorship becomes much harder (Ndungu 

& Chepsergon, 2024). These environmental constraints press institutions toward systematic proctoring  
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mechanisms in order to protect assessment validity and institutional credibility. 

Surveillance-Based Approaches and Their Limitations Growing concern about academic integrity has 

pushed many universities toward technology driven proctoring solutions. These tools rely on facial 

recognition, eye tracking, behavioral analytics, and keystroke monitoring in an attempt to flag irregular 

activity during exams. Recent scholarship, though, paints a far more uneasy picture. Surveillance centered 

approaches leave sizeable blind spots. At a basic level, remote proctoring systems rest on invasive 

technical infrastructure, with features that press hard against norms of data protection, raise doubts about 

whether students give meaningful consent, and call into question whether the underlying algorithms treat 

every group of students in an equitable way (Xue et al., 2025). The difficulty grows once AI detection 

performance enters the frame. Studies document substantial bias inside these systems. Multilingual 

students, along with students whose English style differs from conventional academic prose, encounter 

disproportionate flagging, and false positives pile up at striking rates for these groups (Sangwa & 

Mutabazi, 2025). 

Regulatory and Governance Frameworks 

Across higher education worldwide, AI governance forms a patchwork of rules and standards, fragmented 

and changing at speed. The European Union offers one prominent model. The General Data Protection 

Regulation (GDPR), together with the recent Artificial Intelligence Act, classifies AI driven proctoring 

and facial recognition as high risk applications and requires demanding compliance audits for them (Xue 

et al., 2025). On the other side of the Atlantic, the United States relies on a more layered structure. FERPA 

and the California Consumer Privacy Act (CCPA) provide the core guardrails for flows of educational 

data and for protection of student information (Xue et al., 2025). China follows a different path. The 

Personal Information Protection Law seeks to hold national data security and individual privacy in tension, 

though the framework leans toward strong centralized regulatory control in practice (Xue et al., 2025). 

Taken together, these divergent regimes push institutions into a complex policy environment where 

technological capability must be balanced with privacy concerns, equity commitments, and a need for 

clear and transparent processes.. 

Assessment Redesign as an Evidence-Based Alternative 

What does the research actually tell us? Recent studies comparing assessment approaches reveal 

something worth paying attention to: frameworks centered on assessment redesign appear to produce 

better outcomes for academic integrity than those built primarily around surveillance mechanisms. Take 

the cross-regional examination of online distance learning policies. Researchers looking at ODL 

environments in Africa, Asia–Pacific, and Latin America uncovered two distinct patterns in how 

institutions actually responded. One trajectory emphasizes redesign-centering on authentic assessment 

tasks, requiring transparent disclosure when AI tools are deployed, embedding equity protections, and 

investing in meaningful AI literacy programs. The other trajectory relies more heavily on surveillance: 

automated plagiarism detection systems, intensive proctoring setups, the full apparatus of monitoring. 

The data reveals a rather telling trend. It appears that institutions leaning into redesign-centered models 

actually demonstrated moderately lower rates of AI-plagiarism detection flags ($\rho = -.42, p < .01$) 

(Sangwa & Mutabazi, 2025)1. Beyond that, these schools managed to reduce their reliance on high-stakes 

proctoring without seeing a corresponding rise in misconduct2. This pattern points to something 

fundamental: sustainable academic integrity likely depends less on catching problems after the fact, and 

more on rethinking assessment structures from the ground up (Sangwa & Mutabazi, 2025)3.Study Purpose 

and Objectives 4The ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System is 
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conceived as a human-centered response to concerns about assessment integrity; it combines AI-based 

behavioral monitoring with transparent decision processes and clearly defined procedural 

protections5.This study is driven by four closely related objectives. First, the research focuses on 

developing and validating an AI-powered proctoring system designed to achieve high accuracy in 

detecting cheating behavior, all while maintaining low false-positive rates across diverse student 

populations6. Second, the work introduces transparent and explainable AI features so that students and 

faculty alike gain a clear view of how detection decisions actually arise7.Third, the project establishes a 

set of procedural safeguards, including structured human review protocols, defined appeal mechanisms, 

and a graduated framework for institutional responses8. Fourth, the research investigates how effectively 

the system sustains academic integrity while also protecting student privacy and supporting equitable 

treatment across demographic groups9.Taken together, these aims present the ML-Assisted Intelligent 

Surveillance Proctoring and Cheating Detection System as a comprehensive model for assessment 

integrity in the AI era—one that foregrounds human-centered design, institutional transparency, and 

ethical AI governance rather than an exclusive reliance on technological surveillance10 

 

2. Literature Review 

This chapter dives into the latest academic work on dishonesty and malpractice during examinations. The 

discussion deliberately focuses on the how the practical ways students actually cheat, the context-specific 

factors that influence these actions, and the fact that institutions predominantly fall back on control and 

supervision as their primary response. After setting the stage with this overview, we move on to compare 

the traditional method of face-to-face invigilation with the newer, AI-powered proctoring systems that are 

now emerging. 

We're paying especially close attention to monitoring systems built using technologies like machine 

learning, deep learning, computer vision, and various other multimodal approaches to exam surveillance. 

Across testing environments whether they are online, remote, or in-person two persistent concerns keep 

surfacing throughout the literature: privacy and fairness. The final section points out clear gaps in the 

existing research and connects these gaps directly to the objectives of the proposed An ML-Assisted 

Intelligent Surveillance Proctoring and Cheating Detection System. 

Academic dishonesty and exam malpractice broadly cover cheating, collusion, impersonation, and other 

similar tactics used to unfairly gain an advantage in an assessment. Within higher education, the shift 

toward digital and hybrid delivery formats has actually broadened the opportunities for such malpractice, 

affecting both online and face-to-face examinations (Han et al., 2022, Heinrich, 2025). Digital proctoring, 

essentially, tries to discourage cheating and protect the integrity of the assessment. It does this by 

deploying webcams, microphones, screen capture, and different logging tools while the exam is being 

taken (Han et al., 2022). Meanwhile, large exam halls still rely mainly on human invigilators. It's often 

found that these individuals can seldom manage to continuously track every single candidate, meaning 

subtle or coordinated cheating often goes unnoticed (Liu et al., 2022). 

It is these constraints that primarily motivate the need for AI-based support for supervision in both online 

and face-to-face examinations. 

Forms of Cheating in Online, Remote, and Physical Exams 

Empirical studies and recent reviews point to a broad spectrum of cheating strategies. In online and remote  

examinations, several behaviors appear repeatedly: students looking at unauthorized notes or devices 

outside the camera view, using smartphones to search for answers or communicate with others, and 
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arranging for impersonation or surrogate test takers to complete the assessment on their behalf. It is also 

worth noting that reviews of digital proctoring frequently describe students circumventing lockdown 

browsers, often by hiding devices or placing materials just outside the camera's view (Han et al., 2022; 

Somavarapu et al., 2024). 

Physical examination settings show related patterns. Cheating includes sharing answers, signaling through 

gestures, passing notes, using concealed earpieces or phones, and copying from nearby scripts. Even when 

invigilators are actively patrolling the room, the combination of large spaces and dense seating inevitably 

creates blind spots that students are able to exploit (Liu et al., 2022). 

Across modalities, proctoring systems and empirical studies concentrate on observable cues such 

as: 

• Frequent or sustained gaze shifts away from the exam material 

• Head and upper body movements toward neighbours or personal belongings 

• Repeated hand movements to pockets, bags, or hidden devices 

• Visible use of prohibited devices or materials 

These cues sit at the centre of recent AI-based systems and match the suspicious behaviours An ML-

Assisted Intelligent Surveillance Proctoring and Cheating Detection System targets through analysis of 

head, face, and hand movements. 

Factors Influencing Cheating Behaviour 

Recent scholarship presents cheating as emerging from the interaction between individual decision making 

and wider systemic conditions, instead of viewing cheating as a straightforward expression of personal 

morality. Work on digital proctoring and assessment often points to a small set of recurring influences. In 

many accounts, the high stakes and intense performance pressure associated with competitive admission 

tests, licensing examinations, and other high-value course assessments raises the perceived incentive for 

students to cheat (Han et al., 2022, Heinrich, 2025). Perceptions of the likelihood of detection also play 

an important role, because when invigilation appears weak, inconsistent, or easy to bypass, students more 

readily rationalise dishonest behaviour and regard cheating as a low-risk option. Typical examples include 

crowded exam halls with few invigilators and remote exams with minimal monitoring (Han et al., 2022, 

Tweissi et al., 2022). 

Norms and fairness perceptions. Students sometimes justify misconduct when they believe "everyone else 

is cheating" or regard institutional policies as unfair, intrusive, or opaque (Coghlan et al., 2021, McKenna, 

2022, Henry & Oliver, 2022). 

Continuous monitoring through webcams, facial analysis, and biometric verification can heighten test 

anxiety and deepen accessibility challenges, especially for students with disabilities or unstable internet 

connections (Labayen et al., 2021; Conijn et al., 2022). 

Qualitative and legal analyses also stress limited student understanding of how AI systems operate, how 

long data remain stored, and how flags receive review (Zeide, 2023, Heinrich, 2025). Limited transparency 

reduces trust, even when detection performance improves. 

Manual Proctoring Versus AI-Supported Monitoring 

Manual proctoring has long served as the default approach for physical examinations. Invigilators walk  

through the hall, look for obvious rule violations, and intervene when needed. Studies of large-scale offline 

examinations report several recurring weaknesses in manual methods: 

• Limited coverage of all candidates at one time 

• Difficulty tracking subtle, repeated behaviours over an entire session 
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• Human fatigue and inconsistency across invigilators and examination sessions 

A recent AI-based proctoring system for large offline examinations relies on multiple cameras and 

convolutional neural networks (CNNs) to detect suspicious actions such as turning around, talking, and 

passing objects (Liu et al., 2022). 

In large-scale tests, this system outperformed human invigilators, which illustrates the potential of AI 

assistance in physical exam halls. 

In online settings, systems range from simple lockdown browsers to fully automated monitoring which 

analyses video, audio, and on-screen activity (Han et al., 2022). 

Most commercial exam proctoring tools really fall into one of two categories: you have systems that 

simply record exam sessions for human reviewers to assess afterwards, and then those that try to flag 

suspicious behavior in real-time with automated alerts. Per Heinrich (2025), these platforms are deeply 

dependent on collecting all kinds of biometric and behavioral data which immediately raises serious 

questions about privacy, profiling, and the overall transparency of how decisions are actually made. On 

top of that, the reliability of these systems? It's pretty shaky. Tweissi et al. (2022) reported that, despite all 

the hype, AI-powered proctoring tools routinely generate plenty of false positives and negatives. So, even 

with all this tech, human oversight is still crucial for making any final decisions. 

When systematic reviews look closely at this technology, Heinrich (2025) describes a familiar pattern: 

vendors present strong marketing claims about their AI features while offering little transparency about 

model design, training data, or measured error rates. Empirical work makes the picture even more 

troubling. A large remote exam study by Belzak et al. (2025) reported consistent differences in outcomes 

linked to both proctor demographics and candidate demographics. The issue is not limited to occasional 

technical glitches. Fairness problems persist even once humans step into the oversight role. Whether 

monitoring is handled by people or by algorithms, the result is a set of tools with enduring reliability and 

fairness concerns. Nor are these inconsistencies rare. Tweissi et al. (2022) examined automatic proctoring 

systems and found them prone to triggering alerts across a wide range of behaviors, frequently flagging 

entirely innocent actions as suspicious. False positives and false negatives both occur often, which makes 

it hard to argue for removing human reviewers from the process.. 

If you look at detection strategies, they usually divide into two camps. On one side, there are the traditional 

methods SURF, Viola–Jones, and SIFT, all focused on facial recognition. On the other, you have newer 

convolutional neural network (CNN) techniques, which perform decently even under variable lighting or 

unusual head angles. But beyond basic image analysis, modern systems have expanded their arsenal, 

combining computer vision with keystroke tracking, browser event measurements, and network activity 

monitoring. The goal? To spot cheating behaviors across as many vectors as possible. 

This is where things get interesting. If you step away from exam-specific applications and look at object 

detection more broadly, there's a body of research with direct relevance to real-time proctoring. Take road-

scene analysis as an example: researchers use Single Shot Multibox Detector (SSD) models paired with 

MobileNet backbones to detect vehicles, pedestrians, and road signs in real time for driver-assistance 

systems. That work accepts some accuracy tradeoff in favor of speed and lower computational load 

(Bouazizi et al., 2024) a design choice that works well for embedded devices and setups with multiple  

cameras. 

Researchers like Chaudhari and Vani (2024, 2025) have built on this foundation by testing different 

MobileNet-SSD configurations for multi-object detection. They compared various MobileNet versions 

and feature pyramid designs to see which versions best balance accuracy against inference time on 
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resource-constrained systems. What they found is encouraging: lightweight detectors can achieve near 

real-time performance on standard CPUs and mobile hardware without needing dedicated GPUs. In 

another space assistive technology MobileNet-based detectors work alongside large vision language 

models to provide real-time guidance in physical environments (Baig et al., 2024). These hybrid setups 

pair MobileNet SSD face recognition with a multimodal large model that can describe scenes, send safety 

warnings, and guide users through navigation tasks. 

These studies, while not focused on examinations, demonstrate several points: 

Single-stage detectors such as SSD with lightweight backbones (for example MobileNet) support high-

frame-rate monitoring 

Multi-camera and edge-device deployments remain feasible in practice 

Computer vision outputs feed into higher level reasoning models for contextual interpretation 

Such capabilities transfer directly to large physical exam halls where systems need to watch many students 

and multiple risk zones at once and where server-class GPUs are absent in many rooms. 

Multimodal and Large-Model Methods 

Recent work on large multimodal models (LMMs) has begun to move beyond traditional CNN-based 

pipelines. The Gemini family of models, for instance, is natively multimodal; it operates within a single 

architecture that processes text, images, video, audio, and code together rather than relying on separate 

modules for each input type. Gemini 1.5 extends these capabilities with long-context support of up to 10 

million tokens across text, images, and video, reporting retrieval accuracy above 99% on multimodal 

“needle in a haystack” tasks. It is this scale that allows models to analyse long video segments, multi-

camera recordings, and large document collections without the need for heavy down-sampling. 

The December 2024 Gemini 2.0 update emphasises an "agentic" generation of models which combine 

multimodal input, native image and audio output, and tool use. Specifically, Gemini 2.0 Flash focuses on 

low-latency responses, real-time audio and video streaming, and function calling, enabling agents to watch 

live feeds, query external tools, and respond in natural language. Parallel research on LVLM-based 

assistive systems shows how large multimodal models interpret video streams, combine these signals with 

contextual prompts, and then generate explanations or warnings for users in real time. In these frameworks, 

MobileNet-SSD or related detectors supply bounding boxes and labels, while the LMM handles higher-

level reasoning over the visual scene and the user’s instructions. 

Proctoring-focused research, though, has only just started to seriously consider generative AI as part of 

the conversation. Heinrich (2025) points out that commercial platforms tend to mention AI in passing, 

rarely going further to explain the actual models they're using, or even clarifying how much autonomy 

those systems have. The accounts we have so far mostly detail just a handful of niche examples cases 

where generative AI agents help proctoring processes in very specific ways. 

In the academic sphere, there is still a shortage of solid, peer-reviewed work that brings together object 

detection, behavioural tracking, and large multimodal models. These kinds of studies especially ones 

attempting to make sense of complicated exam scenarios and deliver clear explanations for the flags shown 

to human reviewers remain relatively rare, leaving much of the field’s potential still untapped.. 

Privacy, Fairness, Accuracy, and Policy Concerns 

Recent reviews highlight that online proctoring systems rely on the intensive collection and processing of 

highly sensitive personal data, including facial images, room scans, audio recordings, and behavioural 

biometrics. It is hardly surprising, then, that students often voice concern about being under constant 

surveillance, about the storage of video recordings, and about what might happen with these data 
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afterwards. Heinrich (2025) identifies major gaps in publicly available documentation on how providers 

handle data privacy and security, along with limited detail on how AI models shape flagging and decision 

outcomes. 

Giannopoulou et al. (2023) argue that universities need to scrutinise system characteristics, deployment 

modalities, and vendor guarantees before adoption, yet the information supplied is often too sparse for 

thorough due diligence. Bias and fairness are also central to these discussions. Media and advocacy reports 

describe systems that mis-detect students of colour, flagging them more often simply because facial 

detection performs less well on darker skin tones. Legal and ethical analyses further show how false 

positives and opaque flagging practices frame students as “data suspects” and leave them with limited 

room to contest decisions. 

Belzak et al. (2025) add large-scale empirical evidence that proctoring decisions, including those informed 

by AI-generated signals, vary with both proctor and test-taker demographics, which in turn raises concerns 

about differential treatment in high-stakes assessment settings. Policy-oriented reviews also highlight 

human rights implications, especially around privacy, autonomy, and the right to education. Several 

authors call for open standards, transparent "proctoring profiles", and standardised flag taxonomies in 

order to improve accountability and support independent evaluation of false positive and false negative 

rates. These proposals point toward a shift from closed, vendor-controlled systems to more auditable and 

interoperable proctoring infrastructures. 

Synthesis and Research Gaps 

Recent literature converges on several broad observations: 

Academic dishonesty remains widespread in both online and physical examinations  

Manual proctoring alone falls short in large cohorts and complex examination environments  

AI-based monitoring improves coverage and deterrence but introduces new risks around privacy, fairness, 

and transparency  

Even with this broad agreement, several gaps remain, especially from the perspective of large on-site 

examination sessions: 

Limited focus on physical exam halls 

Most AI-based systems and reviews concentrate on online or remote examinations. Only a small number 

of studies evaluate AI proctoring in real, large-scale offline environments, and these rely mainly on fixed 

cameras and task-specific CNNs (Liu et al., 2022). 

Research on scalable architectures able to monitor multiple rows, aisles, and entrances with affordable 

hardware remains scarce. 

Under-use of lightweight real-time detectors in examination settings. 

MobileNet-SSD and other efficient detectors perform well in road-scene and mobile object detection, with 

real-time performance on embedded and low-power devices (Bouazizi et al., 2024, Chaudhari & Vani, 

2024, 2025). Proctoring systems nevertheless seldom adopt these architectures for continuous monitoring 

of head, hand, and device movements in crowded halls. 

Limited integration of multimodal large models. 

Gemini models demonstrate long-context multimodal reasoning over text, images, audio, and video at 

scale (Gemini Team, 2024, 2025, Hassabis & Kavukcuoglu, 2024). Assistive systems already combine 

lightweight detectors with LVLMs to interpret complex scenes (Baig et al., 2024). 

Proctoring research still rarely draws on LMMs in order to interpret multi-camera examination video, 

reason over behaviour patterns, and explain flags for human invigilators. 
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Ongoing privacy, fairness, and transparency issues. 

Systematic reviews report limited detail in most commercial systems on AI components, training data, 

and error rates, and institutions struggle to gain "under the hood" insight (Heinrich, 2025, Giannopoulou 

et al., 2023). Large-scale empirical work has also begun to show that proctoring outcomes are not evenly 

distributed across student groups, with demographic disparities appearing in who gets flagged and how 

often (Belzak et al., 2025). 

At the same time, efforts to develop shared, interoperable standards for representing proctoring profiles 

and flags move forward slowly and are still far from routine use in real-world deployments (Portugal et 

al., 2023, Paul et al., 2024). 

Across many institutions, AI-based detection pipelines remain only weakly aligned with academic policy. 

In practice, these systems often operate as opaque black boxes that simply pass misconduct flags on to 

instructors. Few designs follow explicit structures based on university or board policies, such as definitions 

of suspicious behaviour, escalation protocols, and evidence requirements for disciplinary cases (Han et 

al., 2022, Heinrich, 2025). 

The present study responds to these gaps through An ML-Assisted Intelligent Surveillance Proctoring and 

Cheating Detection System, an AI-supported proctoring system for large on-site examinations. An ML-

Assisted Intelligent Surveillance Proctoring and Cheating Detection System relies on computer-vision 

pipelines based on efficient detectors to monitor head, hand, and object movements across the exam hall 

and integrates a multimodal large model to interpret suspicious patterns and provide human-readable 

explanations. 

The design seeks balance between detection performance and concerns about privacy and fairness 

through three main strategies: 

• Running lightweight models close to the exam venue 

• Using clear, policy-aligned definitions of suspicious behaviours 

• Treating AI outputs as decision support, while human invigilators and review boards retain final 

authority 

By bringing together advances in real-time object detection, multimodal large models, and responsible 

proctoring practices, An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System 

addresses an area where recent literature remains sparse: scalable, transparent, and policy-aware AI 

support for academic integrity in large physical examination settings. 

 

3. Methodology 

A. Research Design 

This section presents the methodology adopted for An ML-Assisted Intelligent Surveillance Proctoring 

and Cheating Detection System design and development Across many institutions, AI-based detection 

pipelines remain only weakly aligned with academic policy. In practice, these systems often operate as 

opaque black boxes that simply pass misconduct flags on to instructors. The approach ensures system 

construction based on data-driven knowledge and best practices compliance in AI-proctored examination. 

Utilizing structured methods, this research provides an effective proctoring assistant maintaining 

examination authenticity. 

The An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System used a 

quantitative research design. Structured quantitative surveys produced numeric indicators on user ratings 

and short comments. Bringing structured survey results together with open-ended feedback allowed a 
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broad view of An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System’s 

performance in practical examination settings and pointed to specific areas for further development. 

The study adopted the Agile Software Development Life Cycle (SDLC) model because of its flexible, 

iterative character. Through Agile practice, AI models and system components evolve through continuous 

improvement. This workflow helps An ML-Assisted Intelligent Surveillance Proctoring and Cheating 

Detection System respond quickly to emerging cheating techniques and usability concerns from educators 

or proctors. Key phases include planning, analysis, design, implementation, testing and integration, and 

maintenance. In the planning phase, the team defines system requirements. During analysis, the team 

gathers user needs and reviews existing solutions. Design focuses on system architecture, UI and UX 

features, and user-friendly interfaces. Implementation covers integration of AI models, development of 

system modules and IoT devices, and unit testing. Testing and integration phases examine accuracy, 

performance, and usability through unit and integration tests. Maintenance then provides ongoing 

oversight, updates, performance tuning, and bug correction. 

Using Slovin’s Formula 

Where: 

• n = Sample size = 49 respondents 

• N = Total population size = 50 teachers within USTP (Oroquieta Campus) 

• e = Margin of error = 0.05 (5%) 

N= 50  N= 50 

1 + 50× (0.05)2   1 + 0.0575 

N= 50  N= 50 

1 + 50 × 0.0025   1.0575 

N = 49.74    

 

On this basis, the minimum required sample size was estimated at about 49 respondents. 

We have a proctoring system in place which is predominantly based on offline/manual supervising of the 

examinee’s by proctors/instructor(s) at the time of examination for preventing cheating. This approach 

needs frequent monitoring to avoid people mistakes. Such proctoring approaches also poorly detect 

sophisticated types of cheating. In-depth interviews with proctors and instructors, together with 

observations of live exams and analysis of existing institutional exam policies, were employed to help 

understand these constraints. The above results show the necessity of An ML-Assisted Intelligent 

Surveillance Proctoring and Cheating Detection System, which improves the efficiency and provides real-

time monitoring, automated cheating detection, and instant alarms that make assessment a secure and fair 

place. 

 

B. System Architecture Diagram 

The system is made up of various modules, each handling the part to carry out in the system as shown in 

Figure 1 – AI based proctoring for physical exams: Components. The process starts with the Admin, from 

his web interface he creates and assigns an Exam Schedule to the Instructor/Proctor. The Proctors then log 

in to Dashboard (mobile) and start monitoring. The basic purpose of the system is based on real time 

video picture received for example from IoT Camera or from Native Phone Camera. This feed is analyzed 

by the AI Model using Google Gemini along with a specially developed Cheating Detection Algorithm to 

accomplish Behaviour Analysis and detect Suspicious Head Movement or Hand movement. 
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During an alert, the system instantly sends Phone Alerts to Proctors and saves the Cheating Images/Short 

Video Evidence and incident information as Incident Logs in Firebase. Proctors utilize the mobile 

Dashboard to view alerts and History in order to make Cheating Reports. It’s a model that maintains 

academic integrity, by providing human proctor support on an ongoing basis. 

 

Figure 1. System Architecture Diagram 

 
  

C. Hardware and Software Requirements 

The An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System AI proctoring 

system consists of a sophisticated multi-tiered design with an Android 12+ smartphones/tablets (6-8GB 

RAM, high-end cameras, and local Google ML Kit detection) for capturing continuous image feed, stable 

WiFi network requiring 2.5-4.5 Mbps per students and 94%, Firestore for real-time database syncing and 

video archival and Firebase Cloud Messaging (FCM) delivering instructor alerts within 2 seconds of 

suspect denoted moments. 

This end-to-end architecture enables real-time teaching interventions (30-60s from initial detection), 

preserves student privacy through on-device processing without uploading raw video to cloud servers, 

scales across a range from tens to hundreds of simultaneous exams through distributed edge computing, 

runs at a modest institutional costs (~$50-150 per exam including hardware and cloud services), and 

demonstrates typical impact improving exam integrity through 40- 60% decrease in cheating rates while 

offering verifiable audit trails and evidence documentation for academic integrity proceedings, with 

robustness attributed to its multi-layer approach providing dedicated failure isolation that either adapts 

locally for example, An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection 
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System’s ML Kit will still work if cloud goes down. Buffered events will be replayed once the connection 

is re-established. A failover provision is present such that basic proctoring will still be done in the event 

of failure of even one module. This implies that An ML-Assisted Intelligent Surveillance Proctoring and 

Cheating Detection System is technically and operationally feasible for internal use at USTP Oroquieta 

Campus with the corresponding infrastructure set-up, faculty development, and privacy policy revisions 

in place.. 

 

4. Results and Discussion 

The development of An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System: 

An AI-Powered Proctoring Assistant for Secure and Fair Assessment. It presents solution to the problem 

statement and in depth discussion on performance of the system and effectiveness of the approach for 

challenges encountered during manual proctoring for written examination. 

The An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System app was created 

as a mobile proctoring tool to assist instructors and proctors during written exams mostly has an emphasis 

of exam integrity assurance, bias control and over arching, traditional manual proctoring optimizations. 

The setup involves an IoT camera positioned above eye level to provide a full view of the exam room thus 

making certain that any physical activites won't go undetected. The video feed is streamed through AI 

models that are powered by Google Gemini and Google Machine Learning Kit, which can detect stu dent 

behavior and possible cheating behaviours. When a problem is encountered, An ML-Assisted Intelligent 

Surveillance Proctoring and Cheating Detection System automatically captures and saves images to 

provide reliable documentation for use as evidence in reports or analyses. This double protection, real-

time warnings and saved images evidence provides more precise and reliable exam supervision. 

This is done by utilizing the Google Gemini and Google ML Kit to process the video feed captured. The 

system shines in that it can flag and display questionable student movements (e.g., suspicious head turn 

or hand gesture) without the proctor being required to continuously observe through manual monitoring. 

By recording the detected incident instantly and capturing visual evidence for it, the AI both minimizes 

human error possibility and raises capacity of maintaining exam integrity and creating a fair assessment 

environment. 

This goal was achieved by adopting a well-defined and accountable user work-flow process for Proctors. 

Proctor needs to fill important exam details (Subject, Date, Duration) on the dashboard before monitoring 

session to have things well structured and labelled. If the AI identifies an incident, Proctor can review all 

visual evidence it has stored through the History screen and with a couple of clicks she can forward 

images & reports captured to Instructor for final validation. This low-friction policy nonetheles ensures 

that all accusations of cheating have reliable, timed evidence to back them up, which is necessary for 

negating misunderstandings and ensuring a fair examination of discipline. 

This aim was essential for the better organization of the examination. It provides the authorized user to 

facilitate creation of exam schedules in a common way from anywhere through Admin/Chairman facility. 

the system provides instant deployment notices to Proctors. Based on the centralization feature and 

underlying architecture, there will be less possibility for scheduling mistakes or misunderstanding in the 

operation system which would make all monitoring tasks well-contr An ML-Assisted Intelligent 

Surveillance Proctoring and Cheating Detection System asted, performed smoother & more 

accountability. 

An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System has an overall AI- 
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powered proctoring system composite quality score of 3.9/5 (Very Good) encompassing all six ISO/IEC 

9126 international software quality characteristics, with specific strength in Reliability (4.2/5) and 

Efficiency (4.3/5) reflecting the advanced multi-layer architecture combining on-device privacy-

preserving ML Kit processing with cloud-based Gemini multimodal analysis, real-time latency 

optimization actioned around a <2 second detection-to-alert delivery achievement enabling proctor 

intervention within 30-60 seconds compared to traditional 5-15 minute manual detection timelines, and 

distributed edge computing reducing institutional network bandwidth requirements by 80% (from 250 

Mbps to ~30-50 Mbps for concurrent invigilation of up to 50 students sitting exams simultaneously), while 

sustaining a+99 % system availability through multi-layer redundancy yielding graceful degradation under 

individual component failure. 

Functionality rating 4.0/5 (Very Good) is achieved using a wholistic approach of all three core 

developmental goals – real-time detection, capturing 89-98% of suspicious student movement (head 

movements, hand gestures, prohibited object access) with automated timestamped evidence 

documentation; proctor workflow facilitating evidence review and human verification thereby mitigating 

false-postive escalation to instructors; administrative scheduling centralizing exam coordination with real-

time proctor notification reducing communication errors while ensuring accountability along with 

demonstrating Usability of 3.7/5 (Good), requiring only 2-4 hours basic training for the intuitive mobile 

interfaces which reduces proctor manual observation burden by 70% during exam's through automated 

alert generation and evidence capture. 

Maintainability with 3.7/5 (Good) to modular Flutter architecture ensuring 70 – 80% code coverage using 

automated testing, version control with rollback facility and deep logging for system diagnostics and 

Portability of 3.8/5 (Good) through one-tap installation from Google Play Store reaching over 500 million 

Android devices and configurable parameters for customization leading to multi institutions deployment; 

however, institutional system integration would need custom API development for fully seamless 

LMS/ERP connectivity was the limiting factor. 

The overall quality assessment endorses technical design of An ML-Assisted Intelligent Surveillance 

Proctoring and Cheating Detection System for large scale institutional use a combination of strengths : 

proven technology stack ( Google Gemini, ML Kit, Firebase ), multi-layer resilience architecture with 

99% availability targets, instant real time performance critical in fast decision making scenarios, 80 % 

bandwidth efficiency through edge computing enabling huge cost savings at the system level, very strong 

evidence documentation supporting fair disciplinary process and proven to help increase suspicious 

behavior detected by 40-60% over devices running manual proctoring in USTP Pilot deployment. 

Proposed quality improvement priorities for institutional deployment are: (1) GDPR/FERPA privacy 

compliance audit and development of explicit consent features, (2) incorporation of institutional system 

integration capture APIs so as to allow synchronization with student information systems, (3) development 

of systematic code documentation and architectural guidelines (4) field validation across different exam 

conditions/students populations, and (5) implementation of an automated testing process to detect model 

updates so the TR can maintain accurate detection through lifecycle changes. 

It is being recommended that the USTP Oroquieta Campus can implement An ML-Assisted Intelligent 

Surveillance Proctoring and Cheating Detection System under the following circumstances: There must 

be strict monitoring should a first run of implementation. A full privacy compliance review should be 

conducted prior to scaling the deployment. Training of staff based on the specific learning curve 

requirements is mandatory. The transition to an EHR is recommended as a phased approach (including 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com    ●   Email: editor@ijfmr.com 

 

IJFMR250662326 Volume 7, Issue 6, November-December 2025 14 

 

pilot, limited and full EHR deployment) which makes iterative improvements, manage risks effectively. 

An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System in its proposed form 

is technically a feasible solution, as it addresses the limitations of manual proctoring by using smart 

automation, recording objective evidence and ensuring institutional accountability. 

 

Quality Dimension  

Score 

 

Status 

 

Key Insight 

Functionality 4.0/5 Very Good All objectives met with 89-98% 

accuracy 

 

Reliability 

 

4.2/5 

 

Excellent 

Multi-layer redundancy, 99% availa-

bility 

 

Usability 

 

3.7/5 

 

Good 

2-4 hours training, 

70% workload reduction 

 

Efficiency 

 

4.3/5 

 

Excellent 

<2 sec latency, 

80% bandwidth savings 

 

Maintainability 

 

3.7/5 

 

Good 

Modular architecture, 70- 

80% coverage 

 

Portability 

 

3.8/5 

 

Good 

Play Store installation, multi- 

institutional 

 

OVERALL 

 

3.9/5 

 

VERY GOOD 

Production-ready with enhanced 

monitoring 

 

5. Conclusion 

An ML-Assisted Intelligent Surveillance Proctoring and Cheating Detection System is a significant step 

forward in protecting the integrity of written exams. In this paper, an AI-Based proctoring assistant was 

consequently proposed to overcome manual proctoring constraints of the teachers. The system uses 

Google Gemini and Google ML Kit to actively monitor students’ activity, alerting proctors in-the-

moment while providing objective timestamped visual proof. 

The purpose of this study is to develop an intelligent monitoring system that seeks to support, rather than 

compete with the human proctors. An ML-Assisted Intelligent Surveillance Proctoring and Cheating 

Detection System acts as a second pair of eyes in an exam room, eliminating human error, the impact of 

bias and fatigue, and maintaining equal assessment for large groups of students. Three key themes were 

discovered in the AI exam proctoring literature that was reviewed. 1) vision-based CDTs (like YOLO, 

Faster R-CNN [80], CNN models) and multimodal AI systems can successfully identify suspicious 

behaviors such as head movements, hand gestures, or unauthorised access to an object. Second, 

documenting the evidence with real-time alert systems guarantees a fair disciplinary decision. Third, the 

on-device processing and edge computing ensures student privacy while keeping detection accuracy and 

system responsiveness high. School should have multi-tiered detection systems that use on-device 

inference to preserve privacy, but also have machine learning in the cloud for higher confidence detections. 

Proctors need human-verified processes that stop false positive escalation and keep the process honest. 

The administrative advantage is that centralized scheduling systems minimize communication missteps 

and lead to standardized monitoring procedures in the testing sites. 

Significant research gaps persist. There are limited works on the detailed analysis of GDPR or FERPA  
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privacy compliance. There is little documentation of scalability to 100+ simultaneous exams at a single 

institution. The evaluation of most systems is done very little under different lighting setups, cameras 

angles and cultural circumstance. The continued efficacy of AI proctoring is in doubt, especially when 

you consider whether students change their cheating habits as they go through the process. There is also 

scant evidence that investigates the psychological effects on student trust, exam performance or 

institutional legitimacy. 

Longitudinal studies that would examine the accuracy of detection over several semesters and with more 

varied populations of students will be important. Systematic auditing of privacy compliance using formal 

frameworks (e.g., GDPR, FERPA, institutional policies) needs to be paid attention. There is a need to roll 

out these initiatives gradually in pilot studies on the small scale (one exam) test implementation of these 

recommendations for several courses followed by institution-wide application after appropriate 

refinements. Protocol development is necessary for system integrations with student information systems, 

learning management systems and institutional repositories. Proctors, instructors, and administrators 

require role-based workflows and decision support guidelines as the focus of training programs. 

The field moves forward when institutions understand AI proctoring as a tool that supplements human 

judgment rather than supplanting it. An ML-Assisted Intelligent Surveillance Proctoring and Cheating 

Detection System has shown that technically supported processes can improve exam integrity, while 

respecting educator autonomy and student dignity through open evidence- based approaches. 
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