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Abstract: 

These days, human error is often the scapegoat for cybersecurity breaches, overshadowing technical 

issues. Even with advancements in firewalls, encryption, and AI-driven intrusion detection systems, 

organizations still find themselves vulnerable due to behavioural slip-ups and psychological blind spots. 

This study dives into various threats like phishing, internal negligence, and poor password practices, 

shining a light on the human factor behind cybersecurity failures. By analyzing previous research and 

real-life case studies, we explore the psychological triggers—such as cognitive biases, security fatigue, 

and risk perception—that lead to risky user behaviours. Additionally, we evaluate how effective security 

awareness training is, the role of company culture, and the impact of emerging technologies on 

consumer choices. Our findings suggest that achieving lasting cyber resilience hinges on addressing the 

human aspect, even though technical defenses are crucial. The research underscores the importance of 

culturally informed policies, behaviour-focused training, and flexible strategies that go beyond mere 

compliance to foster genuine security awareness. 
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Introduction: 

In today’s world, where our lives are deeply intertwined with digital infrastructure, the importance of 

cybersecurity cannot be overstated. Protecting data integrity and confidentiality is vital for everything 

from our financial systems to medical records. Traditionally, cybersecurity strategies have focused 

heavily on technical defences. However, recent high-profile breaches reveal a concerning trend: many 

incidents stem from human error rather than technical glitches [1]. This study aims to shine a light on the 

behavioural, psychological, and organizational factors that lead to these system failures, specifically 

targeting human-centred threats that undermine cybersecurity. The goal of this paper is to explore the 

psychological influences on consumer choices, evaluate the effectiveness of current awareness and 

educational programs, and provide actionable steps to mitigate the risk of human-driven cyberattacks. 

 

Literature review: 

Human Mistakes in Cybersecurity: 

Research indicates that human error is responsible for over 80% of security incidents [1]. These mistakes 

can range from improperly configured systems to falling victim to phishing scams or neglecting to 
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install software updates. Highlighting the complex nature of human reliability in digital environments, 

Parsons et al. (2014) point out that even well-trained individuals can make errors when under pressure or 

due to lapses in attention. 

 

 
 

Social Engineering and Dishonest Tactics: 

Social engineering cleverly exploits the weaknesses in human thinking, allowing attackers to bypass 

technical safeguards. Hadnagy [2] highlights various psychological tricks that these attackers use, such 

as leveraging authority, creating a sense of scarcity, and playing on the principle of reciprocity. Mitnick 

and Simon [3] further emphasize this by showing how curiosity and trust can be manipulated to gain 

unauthorized access. Recent studies also indicate a growing trend in “hybrid threats,” which blend 

technical assaults with psychological manipulation. 

 
 

Risk Perception and Behavioural Misjudgements: 

Risk perception plays a crucial role in whether users adhere to cybersecurity protocols. Factors like 

optimism bias and the illusion of control often lead individuals to underestimate their personal risk. 

Slovic (2000) found that risks that are unfamiliar and uncontrollable tend to be perceived as more 

threatening, which ironically makes people overlook dangers that feel “familiar,” such as reusing 

passwords or falling for phishing emails. 
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Effectiveness of Training and Behavioural Change: 

According to Bada et al. [6], many awareness campaigns focus too much on compliance and fail to drive 

real behavioural change. Effective training should be context-driven, interactive, and continuous. 

Approaches like gamified learning systems have shown potential in boosting engagement and helping 

people remember security practices [8]. Additionally, well-crafted interventions that are informed by the 

COM-B model (Capability, Opportunity, Motivation—Behaviour) can make a significant difference. 

 

Organizational Culture and the Human Firewall: 

The security culture within an organization greatly influences individual behaviour. Strong leadership 

and effective reinforcement strategies can help businesses foster safer habits among their employees [5]. 

By empowering staff to recognize, report, and mitigate threats—transforming their role from passive 

observers to active defenders—we can truly embrace the concept of the “human firewall.” 

 

Challenges with Shadow IT and BYOD: 

Policies surrounding unauthorized IT usage and Bring Your Own Device (BYOD) practices can expand 

the attack surface. Employees using unregulated apps might unintentionally create backdoors into the 

company’s network. Research shows that a lack of visibility and control over these assets increases 

vulnerability, especially when traditional security policies don’t account for these tools [1]. 

 

Automation, Artificial Intelligence, and Human Oversight: 

These days, cybersecurity solutions are increasingly incorporating advanced technologies like artificial 

intelligence (AI) and machine learning. However, relying too heavily on automated systems can lead to 

complacency and a drop in essential human oversight. As users start to overlook false alarms or assume 

that AI will catch every threat, their personal responsibility tends to wane. 

 

Human-centric threats and behaviours: 

When it comes to cybersecurity, human-centric threats primarily stem from the actions, behaviours, and 

decisions of individuals within a system or organization. These risks often arise from human mistakes, 

negligence, or manipulation through social engineering tactics like phishing, baiting, or pretexting. 

Unlike technical vulnerabilities, human-centric threats exploit psychological weaknesses such as trust, 

curiosity, or urgency, making them tough to mitigate with technology alone. Common risky behaviours 

include using weak passwords, clicking on dubious links, ignoring security updates, or inadvertently 

sharing sensitive information. Building a strong cybersecurity culture, promoting awareness through 

continuous training, and encouraging responsible digital practices are crucial steps to tackle these issues. 

Ultimately, cybersecurity is more of a human challenge than just a technical one; it requires a blend of 

awareness, accountability, and knowledge. Human behaviour is one of the most unpredictable and 

vulnerable aspects of cybersecurity in our digital world. Cyberattackers often use tactics that deceive 

users into compromising security, such as phishing emails or fake phone calls, targeting individuals 

rather than systems. Insider threats—whether intentional or accidental—also pose a significant risk, as 

employees often have authorized access to sensitive systems and data. Significant violations can stem 

from simple mistakes, like misconfiguring cloud settings or getting tricked by social engineering scams. 

On top of that, the increasing use of personal devices for work and the blending of our professional and 

personal digital lives make security even more complicated. To effectively address these human-centered 
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risks at every level of an organization, we need a proactive strategy that includes user education, strict 

security policies, and fostering a culture of responsibility. 

 
 

Psychological and Sociocultural Dynamics: 

When it comes to cybersecurity incidents, many people often point to technical errors as the main 

culprit. But to really get to the heart of these issues, we also need to consider the human psychological 

factors at play. How individuals perceive and react to the security measures in place significantly shapes 

how these systems are designed. There are various sociopsychological mechanisms that influence user 

decision-making and their exposure to risk. 

 

Cognitive Biases: 

Cognitive biases are essentially patterns of error in our thought processes that can affect how we make 

decisions or assess situations. In the realm of cybersecurity, one of the most common biases is optimism 

bias. This is the tendency to believe that we are less likely to face negative events compared to others. 

Unfortunately, this misjudgement often leads users to overlook basic security practices, like using strong 

passwords or enabling multifactor authentication, because they think cyber threats are aimed at someone 

else. Another relevant example is confirmation bias, where users seek out information that aligns with 

their beliefs, ignoring the reality of valid security alerts that contradict those beliefs. Additionally, when 

everything seems to be running smoothly, users might hesitate to take necessary precautions against 

clear early signs of breaches, which is a classic case of normalcy bias. 

 

Security Fatigue: 

Dealing with a constant stream of decisions every day can really wear you down, leading to what we call 

security fatigue. From juggling complex passwords to deciphering tricky email cues, the pressure can 

quickly become overwhelming. The never-ending cycle of security alerts, policy changes, and 

compliance requirements only adds to this mental drain. This issue is especially common in corporate 

environments, where employees are bombarded with updates, notifications, and new policies all the 
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time. The result? A kind of cognitive overload that can cause people to overlook important alerts, 

carelessly click on unsafe links, or recycle passwords. This gradual decline in cyber-safety awareness 

can seriously undermine security practices, leading to some pretty reckless mistakes. 

 

Risk Perception: 

The gap in risk perception often stems from psychological factors intertwined with our social and 

emotional connections. People frequently make irrational judgments about cyber threats, viewing them 

as risky mainly because they feel familiar and give a false sense of control. For instance, someone might 

use a seemingly safe platform that’s actually misleading. This false sense of security can create a 

confusing trust in new protective measures. Conversely, things that genuinely seem threatening can feel 

overwhelmingly daunting, leading to a distorted sense of control. The irrationality that emerges from 

these mental shortcuts can be quite persistent. 

 

Training, Awareness, and Culture: 

Limitations of Conventional Knowledge Campaigns: 

Often, security awareness programs miss the mark by prioritizing rule-following over genuine 

understanding. While these compliance-focused initiatives might lead to some short-term changes in 

behaviour, they don’t foster lasting engagement or encourage risk-aware decision-making. Bada et al. [6] 

point out that many users find this kind of training to be dull or pointless, which ultimately leads to 

disengagement. 

Growing the Human Firewall: 

Creating a robust human firewall—essentially, employees who can effectively recognize and respond to 

threats—requires more than just annual training sessions. It demands a workplace culture that values 

security, supported by leaders who model safe behaviours and engage in consistent, meaningful 

communication. According to Furnell and Esmael [5], ongoing reinforcement paired with psychological 

engagement significantly boosts security-related behaviours. 

Just-in-Time Learning and Simulated Phishing: 

When combined with quick, personalized feedback, simulated phishing exercises serve as powerful tools 

for enhancing threat awareness. Instead of punishing mistakes, these activities shine as coaching 

moments that help users recognize deceptive patterns in real-life situations [1]. By delivering just-in-

time prompts right when risky behaviour occurs, users are more likely to absorb the lessons and make 

safer choices. 

Methods for lasting behavioural change: 

Achieving lasting change requires a solid foundation rooted in behavioural science. A key player in this 

is the COM-B model (Capability, Opportunity, Motivation—Behaviour), which emphasizes that 

individuals need the right motivation, a supportive environment, and the necessary skills to act safely. To 

enhance engagement and retention, training programs should be interactive, scenario-driven, and tailored 

to specific job roles. 

Emerging Technologies and the Human Touch: 

Innovative technologies like artificial intelligence (AI), machine learning, behavioural analytics, and 

zero-trust architectures are transforming cybersecurity defense systems. However, their effectiveness is 

closely tied to the human element—both as a potential weakness and as a vital line of defense. 
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Human-AI Collaboration: 

AI-driven threat detection systems have the capability to sift through vast amounts of data, spot 

anomalies, and respond to threats in real-time. Yet, AI can't fully replicate human judgment, contextual 

understanding, or ethical considerations. Relying too heavily on AI can lead to “automation 

complacency,” where users might overlook or fail to question alerts, assuming the system is infallible. 

Effective cybersecurity hinges on a partnership between humans and AI, where human oversight and 

critical thinking enhance machine performance rather than replace it. 

 

Training, Awareness, and Culture: 

Limitations of Conventional Knowledge Campaigns: 

Often, security awareness programs miss the mark by prioritizing rule-following over genuine 

understanding. While these compliance-focused initiatives might lead to some short-term changes in 

behaviour, they don’t foster lasting engagement or encourage risk-aware decision-making. Bada et al. [6] 

point out that many users find this kind of training to be dull or pointless, which ultimately leads to 

disengagement. 

Growing the Human Firewall: 

Creating a robust human firewall—essentially, employees who can effectively recognize and respond to 

threats—requires more than just annual training sessions. It demands a workplace culture that values 

security, supported by leaders who model safe behaviours and engage in consistent, meaningful 

communication. According to Furnell and Esmael [5], ongoing reinforcement paired with psychological 

engagement significantly boosts security-related behaviours. 

Just-in-Time Learning and Simulated Phishing: 

When combined with quick, personalized feedback, simulated phishing exercises serve as powerful tools 

for enhancing threat awareness. Instead of punishing mistakes, these activities shine as coaching 

moments that help users recognize deceptive patterns in real-life situations [1]. By delivering just-in-

time prompts right when risky behaviour occurs, users are more likely to absorb the lessons and make 

safer choices. 

Methods for enduring behavioural change : 

When it comes to making lasting changes in behaviour, having a solid framework rooted in behavioural 

science is key. A crucial part of this is the COM-B model, which stands for Capability, Opportunity, and 

Motivation—Behaviour. This model emphasizes that for individuals to act safely, they need to have the 

right motivation, a supportive environment, and the necessary skills. To make training more effective 

and memorable, courses should be engaging, based on real-life scenarios, and tailored to specific job 

roles. 
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Emerging Technologies and the Human Element: 

New technologies like artificial intelligence (AI), machine learning, behavioural analytics, and zero-trust 

architectures are transforming cybersecurity defense systems. However, their effectiveness is closely tied 

to the human element—acting both as a potential vulnerability and a vital line of defense. 

Human-AI Partnership: 

AI-driven threat detection systems have the capability to sift through massive datasets, spot anomalies, 

and respond to threats in real-time. Yet, AI can't fully replicate human judgment, contextual 

understanding, or ethical considerations. Relying too heavily on artificial intelligence can lead to 

“automation complacency,” where users might overlook or fail to question alerts, assuming the system is 

infallible. To achieve effective cybersecurity, we need a partnership between humans and AI, where 

human oversight and critical thinking enhance machine performance instead of replacing it. 

Privacy Concerns and Behavioural Biometrics: 

Non-intrusive authentication methods that adapt to consumer behaviour include techniques like 

keystroke dynamics and mouse movement patterns. While these technologies hold great potential, they 

also bring up important issues around data privacy, user consent, and surveillance. If not managed 

properly, these concerns can erode trust. 

Adaptive Security Interfaces: 

These are innovative interfaces that adjust based on user behaviour or context—like increasing 

authentication requirements when risky behaviour is detected. This approach can help reduce friction 

and improve compliance. However, poor design or excessive sensitivity can frustrate users and lead 

them to find workarounds, highlighting the importance of user-centered design once again 

Cultural Shifts and Zero-Trust Architectures: 

Zero-trust models treat every user and device as untrusted by default, challenging the traditional 

perimeter-based security approach. While technically robust, the success of these models relies heavily 

on user acceptance and minimal disruption to existing workflows. Without proper education and cultural 

adaptation, users may resist or even undermine zero-trust policies. 

Case studies and real-world failures: 

One of the most significant cybersecurity breaches in recent years was the 2017 Equifax data breach. 

This incident exposed the personal information of nearly 147 million people, including Social Security 

numbers, birthdates, and addresses. The breach was linked to a vulnerability in the Apache Struts web 

application framework, which Equifax failed to patch despite being warned months in advance. Their 

slow response and lack of effective vulnerability management revealed serious flaws in Equifax’s 

cybersecurity systems, leading to widespread public outrage and regulatory scrutiny. 

One of the most notable events was the 2014 Sony Pictures hack, which really opened people's eyes to 

just how damaging cyberattacks can be. Believed to be linked to North Korea, hackers infiltrated Sony’s 

systems, stealing sensitive employee information, unreleased films, and some pretty embarrassing 

internal memos. This attack was reportedly a form of retaliation for the planned release of a comedy 

about the North Korean leader. It underscored the growing trend of using cyberattacks as tools for 

political and ideological warfare. 

Then there was the Colonial Pipeline ransomware attack in 2021, which exposed just how vulnerable our 

critical infrastructure can be. After the attackers gained access using stolen credentials, the pipeline—

which provides nearly half of the fuel for the East Coast—was shut down for several days. The company 

ended up paying $4.4 million in ransom to regain control, highlighting how ransomware can disrupt 
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essential services and have a serious economic impact. This incident prompted the government to pay 

more attention to cybersecurity for the nation’s infrastructure. 

In 2018, we learned about the Marriott International data breach that affected around 500 million guests, 

even though it had been happening since 2014. Hackers accessed the Starwood hotel reservation 

database, stealing passport numbers and credit card details. The fact that this breach went unnoticed for 

so long raises serious questions about how effective large corporations are at monitoring and auditing 

their cybersecurity systems. It also sparked new calls for better transparency and data protection 

practices. 

These real-world failures highlight just how crucial it is to have proactive cybersecurity systems, timely 

patch management, and ongoing monitoring in place. They also illustrate the far-reaching consequences 

that can stem from vulnerabilities, whether they’re technical glitches or human errors. Each incident has 

led to financial losses, damage to reputations, and stricter regulatory demands, underscoring the need for 

robust and adaptable cybersecurity measures in our increasingly interconnected world. 

 

Discussion: 

This issue isn’t just about a lack of knowledge; it also reflects how cognitive limitations, corporate 

cultures, and systemic design flaws can work together to hinder safe practices. Human behaviour is part 

of the system, not merely a flaw within it. Every day, often under stress, distraction, or fatigue, users 

interact with security protocols. In these situations, behavioural science shows that people tend to rely on 

heuristics—mental shortcuts that can compromise security. This insight helps explain why phishing 

attacks continue to succeed and why weak passwords are still common, even in organizations with solid 

training programs. 

A key takeaway from the research is the tension between human factors and security design. Security 

measures are often implemented without considering user experience, leading to conflicts that encourage 

rule-bending or workarounds (like Shadow IT and password reuse). For example, employees might opt 

to save passwords in an insecure way just to manage a barrage of logins—a rational choice in an 

irrational environment. Another critical factor is security fatigue, which leads users to overlook best 

practices and ignore important alerts. This burnout stems from constant exposure to rigid procedures and 

a lack of perceived relevance or reward for following them. In such an environment, even well-meaning 

staff can become liabilities. 

Relying too much on automation can give businesses a false sense of security. Sure, machine learning 

and artificial intelligence can detect anomalies faster than humans, but they can't replicate our intuition, 

awareness of context, or moral judgment. That's why technology should enhance the human aspect of a 

cybersecurity strategy, not replace it. Essentially, organizations need to shift from a tech-focused 

approach to one that puts people at the center. This means building systems that are empathetic, using 

insights into human behaviour, and fostering environments where safe practices become second nature 

rather than an afterthought. In the twenty-first century, our cyber resilience will hinge on our self-

awareness and our coding skills. 

 

Conclusion: 

Cybersecurity has evolved into a deeply human issue, not just a technical challenge. Many breaches 

stem from predictable human behaviours, cognitive biases, and organizational weaknesses rather than 

flaws in the systems themselves, as this study points out. Despite significant advancements in defensive 
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strategies, human error remains the weakest link in the security chain. To tackle this issue, we need more 

than just punitive measures or broad awareness campaigns. 

Companies should cultivate a culture of shared responsibility, where safe behaviours are ingrained in 

daily routines and reinforced through ongoing engagement. Training must be tailored to specific 

contexts, informed by psychology, and flexible enough to adapt to new threats. Additionally, systems 

should prioritize usability to minimize resistance and promote safer outcomes. Looking ahead, the future 

of cybersecurity depends on adopting a comprehensive strategy that blends technological innovation 

with an understanding of human behaviour. By investing in customized interventions, real-time feedback 

systems, and behavioural nudges, we can empower individuals to become active defenders instead of 

passive vulnerabilities. This way, companies can create more resilient, adaptable, and genuinely secure 

digital environments by aligning security policies with human behaviour instead of working against it. 
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