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Abstract

The rapid proliferation of the Internet of Things (IoT) has enabled seamless interconnection of billions
of heterogeneous devices across domains such as healthcare, smart cities, industrial automation,
agriculture, transportation, and education. While IoT improves efficiency, automation, and decision-
making, it also introduces critical security and privacy challenges due to device heterogeneity, resource
constraints, large-scale deployment, and continuous data exchange over open and often insecure
networks. This paper presents a systematic review of major security issues in [oT systems. The review
categorizes security threats across different IoT layers, analyzes common attacks, surveys existing
security mechanisms, and identifies open research challenges. The objective is to provide researchers,
academicians, and practitioners with a comprehensive understanding of IoT security concerns and future
research directions.
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1. Introduction

The Internet of Things (IoT) refers to a network of interconnected physical objects embedded with
sensors, actuators, software, and communication technologies that enable data collection and exchange
over the Internet. IoT has transformed traditional systems into smart systems by enabling automation,
real-time monitoring, and data-driven decision-making. Applications of IoT can be found in smart
homes, healthcare monitoring, industrial automation, intelligent transportation systems, smart
agriculture, and environmental monitoring [1], [6], [7].

Despite its rapid growth and widespread adoption, IoT faces serious security and privacy challenges.
Many IoT devices operate with limited processing power, memory, and battery life, making it difficult to
deploy conventional security mechanisms [2], [3]. Additionally, IoT devices are often deployed in
unattended or hostile environments, increasing their vulnerability to physical and cyber-attacks [4], [16].
Security breaches in [oT systems may lead to sensitive data leakage, service disruption, financial loss,
and even threats to human safety [5], [12]. Several studies emphasize the need for comprehensive loT
security frameworks [11], [17], [18].

2. Research Methodology

This study follows a systematic literature review (SLR) approach. Research articles were collected
from IEEE Xplore, SpringerLink, Elsevier ScienceDirect, and the ACM Digital Library. Keywords such
as “IoT Security,” “Internet of Things Attacks,” and “IoT Privacy” were used. Peer-reviewed
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publications between 2014 and 2024 were considered. After screening and filtering, 45 high-quality
research papers were selected for detailed analysis.

3. IoT Architecture Overview

A typical IoT architecture consists of multiple layers, each introducing unique security challenges [1],
[6]. The layered model is widely adopted due to its modularity and scalability [7], [17].

3.1 Perception Layer

The perception layer includes sensors, RFID tags, and actuators that interact directly with the physical
environment. Due to physical accessibility and limited tamper resistance, this layer is vulnerable to node
capture, fake node injection, physical tampering, and side-channel attacks [3], [18].

3.2 Transport Layer

The transport layer handles data transmission using wired and wireless technologies such as Wi-Fi,
Bluetooth, ZigBee, LoORaWAN, and cellular networks. Common threats include eavesdropping, replay
attacks, and man-in-the-middle attacks due to insecure communication channels [2], [9].

3.3 Processing Layer

The processing layer performs data storage, processing, and analytics using cloud or edge computing
platforms. Attacks at this layer may result in large-scale data breaches, malware injection, and cloud
service exploitation [12], [14], [20].

3.4 Application Layer

The application layer provides application-specific services to end users. Weak authentication, improper
access control, and insecure APIs often lead to unauthorized access and data leakage [5], [15], [17].

4. Security Requirements in IoT

For secure 10T operation, several fundamental security requirements must be satisfied across all layers
(3], [11]:

o Confidentiality: Protecting sensitive data using encryption mechanisms [4], [9].

o Integrity: Ensuring data is not altered during transmission or storage [2].

e Availability: Maintaining continuous service access even under DoS attacks [8].

o Authentication: Verifying device and user identities to prevent impersonation [13].

o Authorization: Restricting access based on predefined policies [15].

e Privacy: Safeguarding user data and personal information [5], [16].

5. Security Threats and Attacks in IoT

IoT systems are vulnerable to a wide range of attacks targeting different architectural layers [11], [18].
5.1 Perception Layer Attacks

Node capture attacks, fake node injection, physical tampering, and side-channel attacks exploit hardware
vulnerabilities and physical exposure of devices [3], [9].

5.2 Transport Layer Attacks

Eavesdropping, man-in-the-middle attacks, denial of service (DoS), and replay attacks target insecure
routing and communication protocols [2], [8], [11].

5.3 Processing Layer Attacks

Processing layer attacks include malware and ransomware injection, data breaches, and exploitation of
cloud services, affecting large-scale loT deployments [12], [14], [20].
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5.4 Application Layer Attacks
Application layer attacks involve unauthorized access, data leakage, injection attacks, and cross-site
scripting due to weak authentication and insecure design [5], [17].

6. Existing Security Mechanisms

Several security mechanisms have been proposed to mitigate [oT threats [4], [11].

6.1 Cryptographic Techniques

Lightweight encryption algorithms such as AES-CCM and Elliptic Curve Cryptography ensure
confidentiality and integrity while considering resource constraints [9], [16].

6.2 Authentication Protocols

Mutual authentication protocols verify the legitimacy of devices and servers before data exchange,
reducing spoofing and impersonation attacks [13], [15].

6.3 Access Control Mechanisms

Role-based and attribute-based access control models restrict unauthorized access to IoT resources and
services [5], [17].

6.4 Intrusion Detection Systems

Intrusion Detection Systems (IDS) monitor network traffic and device behavior to detect anomalies and
malicious activities [8], [10].

6.5 Blockchain-Based Security

Blockchain-based solutions provide decentralized, tamper-resistant mechanisms for secure data sharing,
device authentication, and trust management [13], [19].

7. Comparative Analysis of IoT Security Issues

IoT Layer | Common Attacks Security Solutions Limitations
Perception | Node capture, | Secure hardware, | Cost, energy consumption
tampering encryption
Transport | DoS, MITM Secure routing, TLS Communication overhead
Processing | Data breaches Cloud security frameworks | Scalability issues
Application | Unauthorized access Authentication, access | User management
control complexity

8. Open Challenges and Future Research Directions

Despite extensive research, several challenges remain [11], [18]: designing ultra-lightweight security
mechanisms [9], [16]; ensuring scalability and interoperability [6], [17]; achieving end-to-end security
across heterogeneous layers [3], [12]; balancing security, energy efficiency, and performance [4]; and
enhancing privacy preservation [5], [16]. Future research should focus on Al-driven intrusion detection,
adaptive security frameworks, zero-trust IoT architectures, blockchain-enabled trust models, and
standardized global security protocols [10], [13], [19], [20].

9. Conclusion

This paper presented a systematic review of security issues in Internet of Things systems by analyzing
IoT architecture, security requirements, threats, and existing solutions reported in the literature [1]-[20].
The review highlights that IoT security remains a critical and evolving research challenge. A holistic,
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layered, and adaptive security approach is essential for the safe and reliable deployment of IoT
applications.
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