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Abstract:

Artificial Intelligence (AI) and cyber security, the environment has been transformed. Using technology,
more elaborate cyber-attacks can be carried out, and automated, predictive defensive systems can be
implemented. The more traditional and archaic forms of cyber security are becoming increasingly
ineffective in the face of cyber threats and malware powered by Al. Automated phishing attacks, deepfake
identity fraud, and machine learning adversarial attacks and breaches are just a few of the threats posed
by the new Al systems. This paper investigates the sheer volume of Al-related cybersecurity threats in
communication networks, healthcare, finance, and government. This study investigates the contradictions
that come with cyber security and the enhanced issues brought from the advancements in Al. Using
qualitative and critical reasoning, the paper analyzes academic works, policy documents, and cyber
incidents. It finds nagging deficiencies in Al systems, particularly model manipulation, data poisoning,
and a huge reliance on extensive data frameworks instead of more artificial systems. Ethics, legality, and
privacy amplify the critique, especially the issues of surveillance and data misuse.Al helps with incident
tracking and detecting threats in real time. Since it works alone and automates processes, it makes hacking
easier for ill-intentioned people. Because of this, the report states that there is a need for a comprehensive
layered approach in cyber security that includes AI Tech and people, ethical control, and adaptive
regulations. All in all, this report reveals the continued need for multi faceted innovation, cross disciplinary
collaboration, and active global partnerships to address the challenges of cyber security in the age of Al
in order to provide safe and dependable digital spaces.

Keywords: Cybersecurity, Artificial Intelligence (Al), Al-Driven Cyber Threats, Machine Learning, Data
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1. Introduction

Interactions and the sharing of information of people, businesses, and governments has completely
changed due to the rapid digitalization of modern society. Digital technologies now support critical
infrastructures: the financial system, the health care system, the transportation system, the energy system,
and the system of governance (Brundage, M., 2018). Overall, the digital revolution has improved
efficiency and integrated and increased creativity, but the risk of being attacked has increased as well
(Goodfellow, 1. J., 2015). Digital infrastructures become attacked, and critical digital services, such as the
digitally supported public services, become unavailable. Lastly, the incorporation of Artificial Intelligence
(AI) has brought up the most complex of problems and even new opportunities (Szegedy, C., 2013). The
capacity of a system to analyze a lot of data, automate a lot of processes, and make real-time decisions.
On to the new, modern world; the world of artificial intelligence, with the new and better digital systems,
created even more problems and vulnerabilities, which of course, cyber attackers would love to get their
hands on. Cybersecurity problems and issues have become more serious (Papernot, N., 2016). The purpose
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The purpose of this work is to understand how the formation of Al and Cybersecurity complete one another
to change the structures of society.

1.1 Concept and Importance of Cybersecurity in the Digital Age

The tools, methods, and policies aimed at avoiding unwanted access to, harm to, or interference with
computerized systems, networks, and data are referred to as ‘cybersecurity’. Unlike other fields and due
to the importance of data, the protection of data is not primarily technological in nature, but rather a matter
of trust, public confidence, stability of the economy, and security of the state (Carlini, N., 2017). The
increased use of cloud systems, IoT devices, mobile services, and online platforms makes people and
organizations more vulnerable to cyberattacks. Cyberspace catastrophes such as data and service
disruptions, the ransomware investment, identity theft, and interruption of services can have significant
reputation losses, and financial losses which in turn will result in social problems (Ilyas, A., 2019).
Furthermore, unregulated cyber warfare is no longer local or regional in nature. The knowledge and
capabilities of the attackers are plus intricate. The protection of every data system, and information is
crucial to the growth of a society dependent on technology and digital systems and so cybersecurity is
more than important (Biggio, B., 2018).

1.2 Evolution of Artificial Intelligence Technologies

A long time ago, only simple computer programs could be created for artificial intelligence-based rule
systems (Papernot, N., 2016). Nowadays, computers can solve complex cognitive tasks. In the very
beginning stage of development, the Al works from the so-called trained computer programs that organize
data without any additional analysis (Carlini, N., 2016). However, the development of computer programs
that can analyze texts using neural networks and the availability of a large amount of data on the Internet
improved the initial capabilites of the Al. Nowadays, the Al programs are able to analyze information,
find patterns in data, organically generate texts and adapt to different and new conditions without the need
for additional programming (Bhagoji, A. N., 2018). This is very gradually being integrated into some
critical systems such as healthcare analysis, cyber defense systems and other autonomous systems. In
particular, in the area of cyber defense, the Al technology allows to make systems of predictive analysis,
cyber defense from a predetermined scenario, and threat detection systems. In addition, the very same
technology can be used by cyber criminals to create highly intelligent viruses, automate computer and
network attacks, and bypass systems of computer security that are considered standard (Ketharanathan,
P., 2021). Because of this, the introduction of new Al technologies in the area of cyber security is both
important and very dangerous.

2. Literature Reviews

Bostrom, Nick. (2014) When it comes to Al and cybersecurity, there are two aspects to consider. On one
hand, there are improvements in automation, detection, and even predictive analysis. On the other hand,
there are those like Brundage et al. who say it equips cyber attackers with even better, more sophisticated
weapons. Research states that Al-powered malware can adapt to any given set of defenses and succeed in
any attack, making most security models completely useless. Attackers are being given the ability to fully
auto themselves, and once they do, they'll be able to automatically do reconnaissance, exploit weak points
in the systems, and do it all while remaining undetectable to the systems they are exploiting, all with the
assistance of machine learning. From the research, it can be concluded that Al is decreasing the skill set
needed for cybercrime and allowing those with no technical ability the ability to perform large-scale
sophisticated crimes with the help of Al service platforms and customized models. But, there are weak
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points in these Al systems that make it so they can be manipulated, and most of the time, these Al systems
are about as strong as the data being used to train them, and the quality of the models that are being
designed.

Mittelstadt, Brent D. (2016) informs about new ways to attack us using Al. scholars like buchanan and
floridi focus on the sophistication of the ransomware deepfake ai social engineering phishing attacks. it
shows how ai phishing attacks are more successful because they are contextual, personalized, and more
convincing than traditional phishing attacks. the literature also talks about deepfake audio and video
attacks that manipulate people and build trust in politcal and buisness contexts. the figure of poisoned
data, evasion, and other ai attack techniques of so-called adversarial machine learning are and will be very
important threats to ai security. the attacks undermine trust automated defenses are supposed to provide
on their own. most of all, the research shows that ai-driven threats are an unprecedented development
toward more sophisticated adaptable and psychological cybercrime from simple extensions of previous
ones.

Kuner, Christopher. (2020) find out more about the weaknesses in systems that use Al in their
cybersecurity. Experts like Biggio and Roli point out that hostile input has the potential to trick detection
tools and go unnoticed. Al programs could be vulnerable. Another big issue in the literature is data
poisoning. An enemy can weaken the system's effectiveness by modifying the training data set. The
absence of explainability and transparency in complex AI models is known as the black box problem.
According to scholars, this lack of clarity makes effective policymaking, system accountability and trust
in the security system practically impossible. Bias in the training data can also mean the system is less
reliable in detecting some threats, and there will be more false positives and false negatives. In the
literature, the overreliance on automated systems without the human in the loop is one of the most frequent
pieces of advice. Overall, the literature's thesis is that Al theory in cybersecurity is overexplained. Al
security systems can be very effective.

Bountakos, Panagiotis. (2023) There is an increase of interest in the consequences of Al driven cyber
security.. In surveilance tech, privacy, consent, and civil rights are legit focuses, Mittelstadt and Cath
mention. The literature states that in value of threat assessment, does result from behavioral monitoring
and threat identification, and is problematic in mass data collection and data mistreatment. There are
allegations from legal experts that are cross border algorithmic transnational in nature, are regulatory
problems in cyber security and data protection. With cyber engagements of multi agents systems in Al,
accountability also remains an issue. The literature outlines important certainties such as, Automated
deadlock, discrimination, and restrictive governance. There is a need in the literature for Al ethics and
new governance for cyber security rights. There are studies that demonstrate an absence of ethical
governance from techno-innovation to show the social risk to the end.

Rowe, Matthew. (2022) focuses on probable future wyss foundation computing cyber Al human
cooperation over full automation authors suggest that the ai should assist human decision making rather
than be a substitute for it the literature speaks to the operational effectiveness and efficiency of xai
explainable ai trust as operational performance effectiveness efficiency to the extent of closing the ai china
and cybersecurity skills gap the literature speaks to the operational performance effectiveness efficiency
to the extent of closing the ai china and cybersecurity skills gap. integrated human ai analytics
organizational the cybersecurity literature speaks to developing a framework to assist and to integrated the
literature speaks to developing a framework to assist and to integrated the literature speaks to developing
a framework to assist and to cyber security ml frameworks human. emerging literature examines the
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increasing automation and quantum computing physical layer cyber threats. literature generally holds that
for the coming ai age cyber security the big invisible hand of novel governance multidisciplinary
cooperation and continuous innovation.

3. Methodology

This study looks at issues related to Al and cybersecurity and how to analyze them using a technique that
is analytical and qualitative. Each technology is diversified and there is a relationship with the ethics and
governance. With the help of a qualitative approach, the technological complexity and fast evolution of
cyber threats with the help of Al can be addressed. To maintain clarity, rigor, and coherence, the method
has been subdivided into 5 major topics that each focus on a particular aspect of the research.

3.1 Research Design and Approach

The design of the two-fold cross-sectional study of Al technology's impact on the evolving tactics of
cyberattacks and defense mechanisms is to gain an understanding of the application of Al technology to
cyberattacks and cyber defense approaches within the context of Al cyber technology and its risks. The
attack is unfocused and has random perimeters encircling the obstacles to attack on the formation of
https://ai dexterity.com/cyberdefense retrieval https of the ai dexterity of cyber defense. Retrieval of Al
based cyber defense has been retrieved acquisition Al dexterity of cyber defense. The defense has been
retrieved from acquisition Al dexterity of cyber defense. Al based cyber defense has been retrieved the
acquisition Al dexterity of cyber defense. The acquisition is targeted on Al based cyber defense. The
reading is abstract and comparative as well as synthesizing on the non empirical engagement of the factors.
The work may draw from computer science, information security, and ethics and policy studies, owing to
this framework's design. The complexity of the cyber security problem in the age of AIl, when
organizational, legal, and social issues are entangled with technological risks, is brought out well by the
discipline-wide approach of the method.

3.2 Sources of Data and Data Collection

Collecting primary data is hard and takes a lot of time, and it is time constraint, and therefore, only
secondary data is used for this research. Data is used from resourced literature such as journal articles,
conference proceeding books, academic books, governmental reports and studies, white papers, and
cybersecurity frameworks from top and middle-tier organizations and institutes. The covered sources are
digital research databases, which are most critical as they are top-tier. These include Google Scholar,
JSTOR, Elsevier, SpringerLink, and IEEE Xplore. More recent publications are used as they cover the
most recent and relevant Al technologies of today, like deep learning, machine learning, and generative
Als. In addition, case studies of notable documented instances, especially of Al-based cyber attacks, are
also analyzed. Such a variety of sources is sufficient enough to give the research sufficient breadth and
depth to cover ethics, politics, and other relevant advancements on technology.

3.3 Systematic Literature Review and Thematic Synthesis

The study will be using a framework that is conceptual and comparative. Some of the frameworks that
will be used in the study are the Al-driven attacks, Adversarial Machine Learning, Automated cybercrime,
and intelligent systems. There are conceptual explanations of the frameworks that show how the Al-
enabled security systems and the more traditional security systems are compared. There is a detailed
explanation of the changes made in the systems to show the differences in the security systems response
and the changes in the threats. The study is using case-based interpretation which describes the situation
more clearly. The study will show the weaknesses and gaps in the systems that are used by the technology
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and which systems are used by the policymakers. With this type of explanation and analysis, the study
will focus more on the new emerging ideas and will show how the world of artificial intelligence is
changing the world of cyber security.

3.5 Limitations and Ethical Considerations

The approach is broad, but there are some issues to consider. In relying on secondary data to collect
information, you depend on the accuracy, scope, and interpretation of the conclusions provided by others.
This is even more difficult because the previous work may have closed gaps quickly due to technological
progress. In addition, the lack of considerable testing hinders the ability to qualitatively generalize
outcomes. Ethical issues are handled through due diligence, as all of the references have been reported,
and there is no misrepresentation of the previous work. There are also algorithmic concerns, data privacy,
and monitory supervision of Al that the study incorporates to the analysis. These limitations not only
provide further transparency and credibility to the research by giving direction to future empirical and
policy-related work but also allowing these limitations to be addressed.

4. Results

4.1 Growth of AI-Driven Cyberattacks

The data shows that there has been a lot of cyber attacks that have started using Al because of its ability
to automate tasks, and its speed and flexibility. Al cyber attacks can learn from previous attacks and avoid
detection by changing variables of their attacks and doing different attacks that traditional cyber attacks
will not do. Al cyber attacks automate all steps using machine learning to increase the speed of attacks,
automate finding vulnerabilities, and creating the malware. The cyber attacks that are brute forced use Al
to speed up the process. Because of the data dependent nature of the machine learning viruses, the attacks
have been ramping up. The research indicates that because of Al, there is a lower skilled technical barrier,
and the attacks can be done by even the less skilled actors that are using Al to do complex attacks. The
cyber attacks that use phishing are even more effective because they use natural language models that pass
writing and contextual relevancy more like a human. The issue is even worse with ransomware as a service
that allows less skilled actors to get Al supported cyber attacks. In total, Al has converted cyber attacks
from being one off events, to campaign attacks where they are attacks that are always ongoing and
adapting. This has increased the ability of companies to be attacked and the costs of companies to recover
from the attacks.

Table 4.1: Reported Increase in AI-Enabled Cyberattacks (2019-2024)

Year | Total Reported Cyberattacks | AI-Enabled  Attacks
(Millions) (%)

2019 | 4.1 18%

2020 | 4.8 24%

2021 | 5.5 31%

2022 | 6.2 39%

2023 | 7.0 47%

2024 | 7.8 54%
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Figure 4.1: Increase in AI-Enabled Cyberattacks (2019-2024)

In the last five years seen from Table 4.1, there is a steady and growing increase in the number of hacks
that are able to use Al. Even if the total number of hacks continues to rise, the proportion of cyber incidents
that employ Al technology is also growing at a faster rate putting the figure at 50% by the year 2024. This
trend is indicative of a fundamental change in the nature of cybercrime in which attackers now rely far
more on the sophisticated use of intelligence and automation rather than traditional human methods. The
study points to the critical need for companies to employ Al-aware Defense Strategies. This is because
traditional technologies are losing effectiveness against attacks that are adaptive and growing in
complexity.

4.2 Vulnerabilities in AI-Based Security Systems

As explained, even though there are advantages, artificial intelligence security technology has newly
emerged vulnerabilities. Cohen summarizes these as adversarial attack techniques like data poisoning or
evasion, where the attacker manipulates the datasets and/or input data. For example, these attacks create
a lack of confidence in the effectiveness of the software for face recognition and/or the systems set in
place to detect intrusions. There is also the vulnerability of sensitive training data and proprietary
techniques due to model theft and model inversion attacks. Since security personnel often do not have to
access the decision-making systems, the metric Al systems without transparency, or “black-box" systems,
are in a higher-risk category. There are also AI model systems where the training data is lacking, as well
as a potential for adversarial model attack tactics, and these could result in a reduction of the system's
effectiveness. Relying on Cloud Al systems also leaves open a significant attack surface. So even with the
wide range of benefits that Al has for detection, as systems are becoming more vulnerable and will require
considerable attention to security.

Table 4.2: Common Vulnerabilities in AI-Based Cybersecurity Systems

Vulnerability Type | Description Estimated Risk Level
Data Poisoning Manipulation of training data High

Adversarial Inputs Crafted inputs to evade detection | High

Model Theft Stealing trained Al models Medium

Bias in Training Data | Skewed threat detection Medium

IJFMR250664818 Volume 7, Issue 6, November-December 2025 6



http://www.ijfmr.com/

~ Y International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com
‘ Cloud Dependency ‘ Expanded attack surface ‘ High ‘
High High Hgh
High 1
- Medium Medium
L medium
e
)
&
[
LOwW
Data Possoning Aﬂuc-’snnva inputs Model Theft Bias m ’ra'm ng Data Clouwd Dependency

Vulnerability Type

Figure 4.2: Risk Levels of Vulnerabilities in AI-Based Cybersecurity Systems

The Al weaknesses have been sorted and placed into Table 4.2 with the appropriate risk. The large and
dangerous weaknesses are the ones that affect the models and the high accuracy and are from data
poisoning and adversarial inputs. The Al is secure, but not by default. AI weaknesses are not secure by
default, and these issues need attention with theory and evidence. The weaknesses in confidence and IP
are the strategic problems over time. The chart indicates weaknesses with confidence and intellectual
property are the strategic problems over time.

4.3 Impact on Phishing, Deepfakes, and Social Engineering

Studies show that social engineering attacks are being even more successful because of how Al functions.
Cybercriminals are using Al to create more personalized phishing attacks which are then able to elicit a
greater response from their victims. Deepfake technology made this already dangerous phishing attack
even more insidious by allowing cybercriminals to create believable audio and video impersonations of
targeted victims such as company executives, government officials, and employees. These social
engineering phishing attacks are especially dangerous as they are more difficult to detect and rely on
colluding with the target as opposed to exploiting a weakness in technology. The rising use of deepfakes
in corporate fraud and identity theft is a clear indicator of the problem. ChatGPT and other Al chatbots
are now being used by the cybercriminals to facilitate more lengthy and complex social engineering
attacks. Overall, these advancements in social engineering attacks show a grievous weakness in
cybersecurity protocols to address the social and human vulnerabilities and aspects of the system.

Table 4.3: Increase in AI-Enabled Social Engineering Attacks

Attack Type 2019 Incidents | 2024 Incidents | Growth Rate
Phishing Emails | 1.2 million 3.9 million 225%

Voice Deepfakes | 3,000 28,000 833%

Video Deepfakes | 1,500 21,000 1300%
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Figure 4.3: Increase in AI-Enabled Social Engineering Attacks (2019-2024)

Table 4.3 shows the rapidly increasing incidence of social engineering attacks. Social engineering attacks
have been increasing the need for social engineering attacks. Deepfake attacks have been increasing the
most. However phishing attacks, social engineering attacks are an ever growing societal risk. The data
shows the need for user education, security tools, and Al systems to screen for fake media. Enhanced deep
fake media awareness is extremely crucial.

4.4 Effectiveness of Al in Cyber Defense

Results show that Al boosts defensive capabilities even when risk grows and is a true game changer when
it comes to continuous and automated surveillance, recognition of anomalies, and real-time response to
incidents. Al is especially good at detecting patterns and quite subtle variations that traditional rule-based
systems fail to notice. Organizations that fully adopted Al systems in their Security Operations Centers
demonstrated a substantial increase in response and a decrease in the time needed to detect incidents.
Furthermore, the systems assisted in predicting cyber attacks and mitigated the harm. Regardless, human
supervision of the systems, continuous retraining of the models and a good quality of the data are
requirements for success. Al in conjunction with other tools is far more effective than Al in isolation.

Table 4.4: Performance Comparison of Traditional vs AI-Based Security Systems

Metric Traditional Systems | AI-Based Systems
Threat Detection Time | 48 hours 6 hours

False Positives High Moderate
Response Automation | Low High

Predictive Capability | Minimal Advanced
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Figure 4.4: Performance Comparison of Traditional vs AI-Based Security Systems

Table 4.4 compares the Al and traditional cybersecurity systems concerning their key performance
indicators. Al systems automate and predict more. Plus, they reduce the time it takes to make a detection,
cut it down a lot. Learning algorithms assist with false positive management. They don't get false positives
to zero, though. The table shows Al is capable of operational performance, but human analysts are still
needed for contextual understanding of the information and for human decision making.

4.5 Organizational and Policy-Level Implications

As per the concluding findings, cybersecurity challenges in the age of Al are trouble outside of the
technology due to the impact of organizational and policy concerns. Organizations are experiencing a
shortage of professionals who are trained to employ Al-oriented security. Due to issues of accountability
and compliance, gaps exist because of how regulatory frameworks fall behind technology. The findings
show that firms that have some form of Al governance are more able to withstand cyber attacks. There is
a need of a collaboration between the public sector, private sector, and the educational field to address the
cyber Al-facilitated cross-border crime. There are complications of policy in responses due to the ethical
concerns of algorithmic discrimination, surveillance, and privacy. Thus, there is need to have
comprehensive, multi-stakeholders in cybersecurity in the age of Al

Table 4.5: Key Organizational Challenges in AI-Based Cybersecurity

Challenge Impact Level
Skills Shortage High
Regulatory Gaps High

Ethical Concerns Medium
High Implementation Cost Medium
Interoperability Issues Medium
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Figure 4.5: Key Organizational Challenges in AI-Based Cybersecurity
Obstacles with no relation to cybersecurity technology are listed in Table 4.5. In most cases, the main
obstacles are skills deficiency and gaps in regulation. In other cases, issues like cost and ethics/values
affect the situation sustainability in a big way. The table affirms and helps in demonstrating the value of
institutional and legislative elements to the systems cybersecurity gaps, as much as to the segments of the
Resilient technology.

5. Conclusion

The results regarding the issues of cyber security regarding the integration of artificial intelligence into
systems indicate that the problem is two-fold as it increases the overall difficulty of the cyber attack and
it increases the complexity of the cyber defenses. In the realm of cyber defense, the systems Al-augmented
are quicker and more accurate than ever. AT the same time, Al is yielding hacking tools that can take
sophisticated automated customized adaptive attacks and simplify the hacking process. The automation of
adaptive malware, intelligent phishing, deepfakes, and midi fraud, Al-driven, are attacks that systems
adversarially face that endanger people, organizations, and entire infrastructures. The automated cyber
attacks systems that are designed to poison data to distort, misrepresent, or attack to conceal or obscure
the Al security systems must be reconciled before Al can be utilized to improve the effectiveness of
security systems. The problem is that the overwhelming reliance on technological solutions will leave the
problem unsolved. In light of AI’s capabilities, the overwhelming reliance on technological solutions to
cyber security must be supplanted by the reliance on analytical solutions. To tackle these issues, we need
to combine the best systems of Al, human intelligence, ethical oversight, and strong regulatory
frameworks to focus building the preparedness of the workforce to meet the organizational challenges. In
addition, The report clearly states that the flexibility in the legal and regulatory frameworks is crucial,
because they need to respond to issues such as accountability, privacy, cybercrime, new technologies, and
the rapid evolution of Regulations. At the end of the day, Digital Ecosystems must be reliable and secure.
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