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ABSTRACT

Intrusion Detection Systems (IDS) play a critical role in protecting modern network infrastructures
against a range of evolving threats. This work develops a sophisticated deep learning-based intrusion
detection system that uses Firefly optimized Artificial Neural Network (FFO-ANN) for accurate attack
classification. First, raw traffic data is pre-processed, this includes classifying category variables as data
encoding and numerical variables as z-score normalization, to normalize feature scaling so that no one
feature is to be more prominent than the others. For feature selection, Exploratory Data Analysis (EDA)
is conducted to extract relevant information. The FFO-ANN model is then able to classify the best
possible accuracy, dynamically adapting to network patterns (training without the computational
complexity), but is still able to increase accuracy. The FFO-ANN model produced more realistic
intrusion detection capability, with an improvement in accuracy of 0.964, precision of 0.963, recall of
0.962, FI-Score of 0.9625 and specificity of 0.9655, compared to traditional models developed through
python. The results provided evidence that the proposed model is a practical application for an intrusion
detection system for cybersecurity.

Keywords: Intrusion Detection System,Data preprocessing, FFO-ANN, Exploratory Data Analysis.

1. INTRODUCTION

In today's connected digital world, protecting and maintaining the integrity of networked systems is of
utmost importance [1]. Due to the rise of cyber threats and more sophisticated intrusion techniques, the
need for strong Network Intrusion Detection Systems (NIDS) is further intensified [2].The vulnerability
of networking systems and the security of network infrastructure are frequently overlooked and make
them attractive targets for cyber- attack. The CNCERT/CC report of 2020 supported the issue of a high
volume of serious cybersecurity risk, needing immediate attention to the enhancement of defence
technologies [3]. The report also indicated that Indonesia was ranked 6th in Southeast Asia and 84th
worldwide in regards to cybersecurity, therefore, it is imperative to develop cyber defence technologies
in Indonesia [4]. A view of the architecture of Intrusion Detection Systems (IDS) is presented in figure
1.
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Figure 1: Diagram of IDS

INTRUSION DETECTION SYSTEM

The IDSs provide essential support in protecting networks, as they continuously monitor networks for
signs of malicious activity. However, IDS may exhibit limitations as many IDS inaccurately classify
some normal user activity as an attack and this leads to numerous instances of false negatives being
generated [5]. This results from working with imbalanced dataset, where the proportion of attack
samples to normal user activity is not equal. To address this, the proposed architecture employs a
modified version of the First-Order Feed-Forward Artificial Neural Network [6]. The first step of the
proposed architecture consists of performing Preprocessing, where the raw data are converted into an
encoded and normalised format such that the data are uniform and usable for further modelling purposes
[7]. Once the data have been transformed into a uniform numerical form, Exploratory Data Analysis
(EDA) can be performed to determine the leading indicators, factors, and anomalies that dictate the
model selection and parameter adjustment processes. The processed data is then fed to the classification
stage to accurately differentiate between normal and abnormal attacks [8-9].

Table 1: Related works of classification for high accuracy IDS

SI. | Author | Methodolog | Merits Demerits Evaluation
N |/Year |y metrics
(0]
1. | Mourad | SVM SVM is capable of | Training SVMs are | It attains the
Benmal performing well | computationally accuracy of
ek et al when available | expensive, 0.9496,
[2024] labeled intrusion | especially in the | precision of
[10] data is limited. case of datasets that | 0.9595,
are very large in | recall of
size of mnetwork | 0.9494 and
traffic Fl-score of
thatsystemstypicall | 0.9596
y experience in
real-time IDS.
2. | Ghansh | KNN KNN can identify | KNN performance | KNN
yam et small differences in | could be negatively | achieves an
al network traffic, thus | impacted if the | accuracy,
[2024] improving anomaly | dataset contains | precision,
[11] detection, based on | features with | recall  and
analysis of the local | different scales or | FI- score of
neighborhoods. irrelevant and noisy | 0.927, 0.871,
features, unless | 0.942  and
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normalization and | 0.905
feature subset
selection takes
place first.

3. | Hafiz Naive Bayes | Naive Bayes is | NB not perform | The metrics
Muham computationally well in scenarios | of NB IS
madSan efficient and easy to | with  imbalanced | 0.86 of
aullahB implement, making | data as it tends to | accuracy,
adaret it suitable for a light- | favour the majority | 0.84 of
al weight idioms | class and result in | precision,
[2025] detection  systems | very low detection | 0.81 of recall
[12] with low resource | rates for rare or | and 0.85 of

consumption. novel attacks Fl-score.

4. | Nawaf | Random Random Forest is | RF is expensive in | The
Abdual | Forest capable of handling | computation time, | performance
azizAl a large number of | especially ~ when | metrics  of
molhis features, which is | dealing with very | RF is 0.95 of
et al not unusual in | large datasets or a | accuracy,
[2025] intrusion  detection | large number of | 0.93 of
[13] systems, with each | trees are being | precision,

network packet or | constructed. 0.92 of recall
system log and
potentially  having precision.
many attributes.

5. | Adenus | Logistic LR is easy to use and | In detecting | LR attains
iDauda | Regression computationally intrusions often | the accuracy
Adeite efficient. This | involves complex, | of  0.934,
et al property allows it to | non-linear precision of
[2024] quickly process | relationships 0.936, recall
[14] network traffic. between features. of 0.934 and

Fl-score of
0.935.

A challenge with most current IDS is their inability to detect subtle intrusions patterns because they have
to operate efficiently in terms of computing resources. To solve these limitations, a new method has
been developed FFO-ANN, which uses firefly optimization on the ANN training parameters.

OBJECTIVES:

The main objectives of this research includes,

e To clean, encode, and scale the network traffic for efficient feed into the FFO-ANN, providing the
required preprocessing and normalization of the data.

e To increase classification accuracy by applying the Firefly optimization algorithm to fine-tune the
neural network’s parameters and enhance classification performance for network intrusion detection.

e To label the traffic as either Normal or Attack to identify and address security issues in real-time.
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2. PROPOSED SYSTEM DESCRIPTION

The proposed system, FFO-ANN aims to address issues with recognizing malicious network activity in a
rapid and accurate manner. The system employs a solid FFO-ANN model based on the Firefly algorithm
that optimizes the parameters of an ANN to facilitate quick and reliable classification of network traffic.
The block diagram of the proposed work is illustrated in figure 2.

Figure 2: Block diagram of the proposed model
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Raw traffic data is collected during the initial data-preprocessing stage and then refined by cleaning,
restructuring, and formatting it into structured form for analyses. After the data has been cleaned and
reformatted into a structured format, it will then undergo encoding and normalization so that all
categorical variables are converted into numeric form, and all feature values are scaled to be within the
same range so that all input data can be fed into the Neural Network. Exploration of the Data will take
place through Exploratory Data Analysis (EDA) which will aid in the interpretation of the data to
develop as well as discover new possible relationships between the variables and patterns that exist
within the data, which will aid further in determining the classification of the data. The core of the
system is based on the Firefly Optimization algorithm's (FFO) function in helping to tune the parameters
for the Artificial Neural Network (ANN) classification model. Additionally, utilizing an FFO-ANN
classification model optimally will assist the user in classifying traffic as either Normal or an Attack
allowing for the timely detection and accurate identification of all security intrusions by a system.
Utilizing this type of model will enable the system to classify network behavior in real-time allowing it
to be able to react defensively to new potential threats and optimize its processing requirements.The
method is scalable, flexible, and can process through large volumes of data, suitable for many different
networked settings and environments.

3. PROPOSED SYSTEM MODELLING

A) DATA PREPROCESSING:

The preprocessing of data is of great importance for preparing raw network traffic data for intrusion
detection. The data is normalized and passes through a series of preprocessing changes to prepare the
dataset for training/testing with the Firefly-Optimized Artificial Neural Network. Normalization is
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applied first to ensure that the data all is on the same scale and allows the model to converge faster and
improve the overall training performance. The data is cleaned and dependent features are selected to
remove unrelated/noisy data, so only output features are placed into the model dataset. Cleaning of the
model helps reduce the dimensionality of the model, along with reducing model overfitting as it
navigates the training set towards an output without managing a complex dataset. After the dataset was
processed it is split into training and testing datasets, usually 80% and 20%, to provide a training dataset
and testing dataset that measures model generalization once trained on the training dataset.

B) ENCODING AND NORMALIZATION:

A data encoding method was used to convert the raw network traffic datasets obtained from the open-
access networks, NSL-KDD and UNSW-NBI15, into numeric data for processing and inference with the
neural network. In this case, min—max scaling was used to rescale the datasets from the original range of
0 to 1. Normalization of the data to this range also standardizes the feature values and helps ANN
convergence during training. Normal and attack instances of the datasets are mapped to 0 and 1 (attack).
In a one-class classification task, to ensure class balance between normal and attack samples, apply an
underdamping technique so there are equal clean and attack samples in the training and testing datasets.
A training dataset will allow the FFO-ANN model to learn the classification boundaries with minimum
confusion between normal and attack instances.

The normalization technique is employed, in which the normalized value Z,,0f a feature is calculated

as,

Z_Zmin
lnew =5—— X (Amax - Amin) + Amin (1)

Zmax~Zmin

In this case, Z is the individual's feature value, Z;pand Zp,,care the minimum and maximum
feature values, respectively, while Amin and Amax establish the target range for the model (in this case 0
to 1). This normalization standardizes the inputs received by the FFO-ANN model, enhancing the
efficiency, accuracy, and stability of the IDS.
C) EXPLORATORY DATA ANALYSIS:
Exploratory Data Analysis (EDA) is an essential process for understanding the structure, distribution,
and the quality of the network traffic data prior to using the data to train the neural network. EDA has
several purposes: identify patterns, discover anomalies, evaluate the importance of features, and assist in
preprocessing steps like feature selection and normalization.
During EDA, the distribution for each feature is examined for skewness, outliers, or other unusual
patterns that could change model performance. Histograms, boxplots, and scatter plots are useful
visualizations to discover relationships between features and the target labels (normal and attack). For
categorical features, frequencies and bar charts are useful to determine if certain classes of features are
underrepresented, which is exceptionally important for an intrusion detection system where normal
traffic usually over-represents the dataset. EDA also allows the determination of correlation between
features. Features that are highly correlated may be redundant, and therefore can be removed, especially
if computational complexity is a factor, or to prevent overfitting the model. Features that have a strong
and predictive relationship with the target labels will be kept as input features for the model to ensure the
FFO-ANN model receives the most informative features.
D) CLASSIFICATION- FFO-ANN:
ANNs are effective methods for high-accuracy intrusion detection, based on their capacity to model
complex, non-linear relationships in the data. In network security, ANNs can detect malicious activity
by examining the data of network traffic, where each data instance has several features such as the
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packet length, protocol type, and behavior of communication. An ANN to detect an intrusion typically
has an input layer, several hidden layers, and an output layer. The structure of ANN is shown in figure 3.

Figure 3: Structure of ANN
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The neurons in each layer are connected by weighted edges, with the strength of the connections
adjusted in training by the weights assigned to them, and with training, they are adjusted to minimize
errors in prediction. The neuron output in an ANN is the function of a weight factorization of the input,

y = f(¥i; wix; + b) (2)

Herex;denotes the input features (such as characteristics of network traffic), w; represents the weights of
the connections, b is the bias, and f is the activation function such as ReLU or sigmoid, which adds non-
linearity to the model. The non-linearity is important for the network to learn the complex relationships
among features that are typicalin normal or malicious traffic.

Table 2: Optimized values of FFO

SLLNO PARAMETER VALUE
l. Number of fireflies 30

2. Maximum iterations 50

3. Attractiveness (beta) 1.0

4. Absorption coefficient 0.6

5. Randomness (alpha) 0.25

6. Alpha reduction factor 0.97

7. Batch size 32

8. Learning rate 0.001

The objective during training is to minimize the gap between the predictions made by the network and
the corresponding actual values, which is initially accomplished using back proliferation and
optimization methods such as gradient descent. In the case of classification problems (normal traffic vs.
attack traffic), a common loss function is cross-entropy loss. Cross-entropy is defined as,

Cross — Entropy Loss = — XiL, y; log(§;) + (1 — y3) log(1 — §;) 3)
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Where, y; is the true class label (0 for normal, 1 for an attack) and §; is the predicted probability of the
instance belongingto the attack class. The weights are updated to minimize this loss function,
whichsubsequently improves the accuracy of the intrusion detection system.

Pseudo Code: FFO

1. Initialize number of fireflies n

2. Initialize parameters a, 0, y, MaxIter

3. Generate initial population of fireflies Xi randomly
4. Evaluate objective function f(Xi) for each firefly

5. FOR iteration = 1 to MaxIter DO

6. FORi=1tonDO

7. FOR j=1ton DO

8. IF f(Xj) is better than f(Xi) THEN

9. Compute distance rij between firefly i and j
10. Compute attractiveness p = p0 * exp(-y * rij?)
11. Move firefly i towards j using p and a

12. ELSE

13. Keep firefly i in its current position

14. ENDIF

15. ENDFOR

16. Update o = a * 6 (randomness reduction)
17. Evaluate new solutions f(Xi)

18. IF best solution improved THEN

19. Save current best firefly

20. ELSE

21. Continue with next iteration
22. ENDIF

23. ENDFOR

24. Return the best firefly solution
25. Print optimized value

26. Print final accuracy or minimized error
27. END

Achieving high accuracy during intrusion detection is reliant on several critical considerations. These
considerations include the quality and diversity of the training data, activation functions, prevention of
overfitting, and hyperparameter tuning. With careful design and training, ANNs can be taught to detect
both known and unknown attacks, making them an invaluable part of modern cybersecurity defense. To
enhance the parameters of ANN, FFO algorithm is implemented.

FFO is used to quickly move through a large search space of multiple dimensions, leading to a good
solution while using fewer iterations, making it an ideal algorithm for NP-hard optimization problems
like intrusion detection, where it is computationally demanding to identify the optimal set of
discriminative features and the parameters for an ANN. The block diagram of FFO-ANN block diagram
is depicted in figure 4.
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Figure 4: Flowchart of FFO-ANN
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FFO is inspired by the natural flashing behavior of fireflies, and models the attraction mechanism that a
firefly has for another firefly on the basis of brightness which corresponds to the classification accuracy
acquiring from evaluating the ANN in the occasion of the intrusion detection. Fireflies that display
higher brightness attract the weaker counterparts to guide the population to an optimal solution. As is
typical in empirical, conventional FFO we consider that fireflies are unisex and are attracted to each
other based on brightness only; the attraction is proportional to the brightness and the fireflies with the
most extreme intensity move points to allow exploration. The brightness intensity of each firefly, which
in our case is the objective function value corresponding the ANN model encoded by the firefly is given
by at the outset,
Int(S) = Int(r)S? 4)
Here,Int(S) refers to the intensity of the light source at a distance of s, while Int(r) represents the base
intensity of the light source. The attractiveness of a firefly depends on the total brightness and also on
the absorption coefficient for light from all objects in the firefly's surrounding environment. The amount
of attraction depends on the relationship between the two factors above:

Int = Intoe_QSZ (5)
Once the brightness has been calculated, the Euclidean distance between two fireflies is calculated based
on their respective feature subsets (IDS) or configurations of ANN

S = [l = ] = {35010 — 332)°®

The dimensionality of the intrusion detection feature space is defined as r. The movements of Fireflyi

particles toward brighter Firefly j's are based ony, which represents the attraction of Fireflyitoj's,
EUR;represents random exploration at iteration u. The damping coefficient, which decreases
randomness to facilitate convergence, is calculated through the following formula,
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Y=7Y,0%,0<0<1 (8)

Iterative processes of the FFOdevelops high-quality feature subsets through optimizing ANNs
and increase detection performance. The resulting IDS is based on the minimum percentage of both false
positives and false negatives, increasing its ability to differentiate between normal and intrusions types.
Trust-aware optimization provides a robust and adaptive blackout for intrusion detection in dynamic
networks.

4. RESULT AND DISCUSSION

The proposed FFO-ANN improves the accuracy of IDS. This framework has been trained and validated
on the Network Intrusion Detection Dataset consisting of 25,192 records and 44 Features with 43
attributes (input) used to describe connection behaviour, with an output label, indicating the class of
each connection. The data set is partitioned into an equal amount of training (80%) and testing (20%) to
ensure accurate modelling of the ANN and valid performance measurements against previously unseen
network traffic.

Figure 5:a) Class patterns in network traffic and b) protocol usage patterns across network traffic
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Figure 5 displays class patterns in network traffic and protocol usage patterns across network traffic. The
data that appears in these charts indicates that the ratio of normal (53.4%) and attack (46.6%) instances
is about equal. The great majority of the connections were created using the TCP protocol; considerably
less were created using UDP and ICMP.

Figure 6: a) Patterns in identical service requests and b) Flagship services leading to network
traffic
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Figure 6indicates that in terms of identical service requests this will generally happen at a very low rate
and the number of requests will taper off dramatically as the rate continues to increase. The data also
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indicates that the flow of any network is primarily different services that fall under two categories,
specifically http and private; with every other service represented as falling far below.

Figure 7: a) Analysis of the five most common flags and b) Encoded mapping of services and flags
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Figure 7specifies that SF is the dominant network flag, while FL and DNS having a lower representation
compared to SF and a smaller number of service flags. Additionally, the data shows that while the flag
values are clustered in a close range, the service encoding values are more widely distributed.

Figure 8: a) Feature interrelationships across dataset and b) Train Vs Test Split distribution

duration
protacol_type
service

flag
src_bytes
dst_bytes
land

wrong_fragment

Feature Interrelationships Across Dataset

mum 010 007 008 001 0.00 0.01 0.00 0.00

0.04 REIN 003 009 0.00 0.00 0.00 018 0.00 0.01

010 no:m-oan 001 001 001 009 001 .06
0.07 009 -o‘aum-u.m 003 0.01 007 000 0.07
008 0.00 0.01 nmm 000 0.00 0.00 0.00 0.00
001 000 001 003 000 EELN 000 0.00 0.00 0.00
0.00 -0.00 0.01 0.01 0.00 -0.00 REIN .0.00 0.00 0.00
£0.01 018 009 007 .00 -0.00 -0.00

(KLY 000 001

10

Train Test Split Distribution

20153

urgent
ho

000 0.00 001 000 900 000 .00 a.oam 000 -

000 001 .06 007 000 0.00 0.00 0.01 000 KN

2

g

E
B
k]

duration
service
src_bytes
urgent

dst_bytes

protocol

Test
Dataset

b)

wrong_fragment

a)

As shown in figure 8, the heatmap, correlations between each attribute in the data and the attributes
relate to one another. Most of the correlations are weak, with only a few moderate correlations
appearing. The right bar chart shows the results for the train and test dataset splits, where 20,153
instances are in the training dataset and 5,039 instances in the test dataset.

Figure 9: a) Convergence curve of FFO and b) Training performance of FFO-ANN
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Figure 9evident that the Firefly Optimizer enhances the results of the model and causes a rapid increase
in accuracy as well as a steady mode of convergence. The ANN that was optimally trained using F.O.,
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also demonstrates that it trained on data rapidly and provided very accurate predictions in addition to
having low/stable training and validation losses.

Table 3: Comparative analysis of accuracy for various methods

METHODS ACCURACY
KNN [11] 0.92
NB [12] 0.86
RF [13] 0.95
LR [14] 0.93
Proposed 0.96

Table 3 compares the overall accuracy rates from the various methods, it is clear that our approach
outperforms the existing methods we evaluated. The proposed method has achieved 0.96 accuracy,
which is much better than KNN, NB, RF, or LR.

Figure 10: a) Performance metrics of FFO-ANN and b) Confusion matrix of FFO-ANN

FIREFLY OPTIMIZED ARTIFICIAL NEURAL NETWORK CONFUSION MATRIX FOR FFO-ANN
CLASSIFICATION PERFORMANCE METRICS 2500
2263 102 2000
1500

78 2596

10 09643 0.9630 0.9620 0.9655 0.9625

Attack Normal
Accuracy Precision Recall Specificity F1 Score Predicted

a) b)

Metric Value
=] =1 =] =] k=1
=) (X = o "
Actual
Mormal Attack

Figure 10shows that the performance of the Firefly-optimized ANN, in terms of classification
performance, is outstanding and balanced with almost equal scores for Accuracy, Precision, Recall,
Specificity, and F1-Score all being approximately equal to 0.96 and proving reliable predictions for both
classes. Among the two class predictions, this model produced a high number of correct predictions
while also yielding a low number of misclassifications, demonstrating overall effectiveness of the
model.

Figure 11: ROC curve for FFO-ANN
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In figure 11, the ROC curve indicates that the FFO-ANN achieved a high true positive rate and low false
positive rate, thus providing strong evidence of the classification effectiveness of the FFO-ANN.

Figure 12: Comparative analysis of proposed and existing methods
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Figure 12indicates that the proposed approach achieves overall better results compared with the
alternative approaches as it relates to precision, recall, and F1-score.

5. CONCLUSION

The proposed system allows the system to accurately identify and classify different attacks. The system
initially pre-processes the data by using a systematized approach to eliminate noise created while
collecting the data and converts the input into a clean single comparison of the data. The system further
prepares the features for analysis by providing the same encoded and normalized format. Through an
EDA, data patterns fully understood by identifying anomalies that are associated with malicious
behaviour. The final classification of an FFO-ANN uses the optimized parameters of a neuron's
activation. As of this optimization the FFO-ANN is able to differentiate between normal activity and
intrusion attempts precisely, which ultimately allows the proposed system to perform efficiently,
accurately and trustworthily under all circumstances as a credible intrusion detection solution and
significantly enhance the security of the network. The proposed system is implemented in python and
attains the accuracy of 0.964, precision of 0.963, Recall of 0.962, FI-Score of 0.9625 and specificity of
0.9655.
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