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Abstract 

As mankind have explored much more about the space technology but there is very less concerned is given 

to underwater research. So, this paper is about underwater security with amalgamation of wireless sensor 

network and artificial intelligence. Here, we have shown a simulated project to detect unidentified object 

underwater. 
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1. INTRODUCTION 

In the current era, the world is covered with 80% of water so, the communication in underwater wireless 

sensor networks is essential for human to avoid electromagnetic fields. In underwater wireless sensor 

networks security is the major concern to do the communication in secure way. To improve the security 

and authentication in underwater, artificial intelligence will be used to understand the components, or 

what sort of object will be there to cause any harm and wireless sensor network will be used to send the 

message to the base which will help to alert others. 

As there are still research going on underwater communication, our motive is to help underwater military 

basement from enemies. Our work will help to detect what type of object is following them, as we all know 

that in radar we can only detect that some object is following towards the basement but the object type 

cannot be detected. So, artificial intelligence will help in figuring out the object type and an alert message 

will be send to the basement by underwater wireless sensor network (UWSN). 

In [1] this research paper working on underwater wireless sensor network for routing difficulties in 

underwater as nodes are dynamic and stability is low. So, decentralized communication is used in 

underwater wireless sensor network (UWSN) to figure out theinterfaces between attackers and 

defenders and the game theory approach is very useful  in decentralized communications. 

In [14], the paper is on acoustic channel which is highly variant because of unique challenges example- 

narrow bandwidth, long propagation delays, speed of sound, etc. All these challenges creates problem 

regarding media access control protocols which have two categories-scheduled protocols and contention-

based protocols. 

In [15], the paper describes about wireless sensor network where large number of sensor nodes are 

deployed and networked to monitor or survey targeted area, such that interested data can be sensed, 

processed, stored and collected. Through WSNs, we can build bridge between the physical world and the 

cyber space, which composes the foundation for developing new smart applications 
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2. LITERATURE STUDY OF EXISTING SYSTEM 

In [4] the paper provides with three research works towards intelligent and secure UWA communication 

networks exploiting machine learning and signal processing. A RL-based adaptive transmission 

framework was proposed for point-to-point UWA communication networks. A RL-based adaptive 

trajectory planning of multiple AUVs for water parameter field reconstruction was developed in the under-

ice environment. A signal alignment method was designed for underwater coordinated multipoint (Comp) 

transmissions to secure a legitimate user against eavesdropping. The transmission schedule, the active 

DAE, and the transmission power were determined to degrade the decoding performance of the 

eavesdropper. The machine learning techniques offer a new perspective to rethink about research 

problems in UWA communication networks. In this dissertation, the RL framework wasexploited to 

study the sequential decision-making problem for underwater applications which operatein the long 

term. It showed that applying machine learning techniques to UWA communication networks significantly 

improved their system performance. About UWA network security, due to large sound prorogation delay 

in water, conventional security mechanisms designed for terrestrial radio networks cannot be applied 

directly to UWA networks, and many algorithms were proposed to overcome that delay challenge. 

In [5] the paper focuses on analyzing a measured sea trial dataset by using a rule-based strategy (i.e., 

three- dimensional analysis, modulation-wise analysis, and a fixed-SNR strategy) to find the suitable link 

adaptation procedure depending on the channel quality. Due to non-reversibility limitation of rule- based 

strategy, the work further extends to use machine learning (ML) algorithms to classify the MCS levels by 

investigating the channel characteristics. Boosted regression tree, from among the four ML algorithms we 

adopted for the analysis, shows formidable accuracy of 99.97% in classifying MCS levels. This ensemble 

of trees learns from the uplink data of the buoy and the base station and relates the MCS levels to channel 

metrics and signal characteristics especially subject to SNR (Signal to Noise Ratio) and BER (Bit Error 

Rate) constraints. 

In [6] the paper provides with a combination of max-RGB method and shades of grey method is applied 

to achieve the enhancement of underwater vision, and then a CNN (Convolutional Neutral Network) 

method for solving the weakly illuminated problem for underwater images is proposed to train the 

mapping relationship to obtain the illumination map. After the image processing, a deep CNN method is 

proposed to perform the underwater detection and classification, according to the characteristics of 

underwater vision, two improved schemes are applied to modify the deep CNN structure. In the first 

scheme, a 1 ∗ 1 convolution kernel is used on the 26 ∗ 26 feature map, and then a down sampling layer is 

added to resize the output to equal 13 ∗ 13. In the second scheme, a down sampling layer is added firstly, 

and then the convolution layer is inserted in the network, the result is combined with the last output to 

achieve the detection. Through comparison with the Fast RCNN,Faster RCNN, and the original YOLO 

V3, scheme 2 is verified to be better in detecting underwater objects. The detection speed is about 50 FPS 

(Frames per Second), and MAP (mean Average Precision) is about 90%. The program is applied in an 

underwater robot; the real-time detection results show that the detection and classification are accurate 

and fast enough to assist the robot to achieve underwater working operation. 

In [7] the author provides with underwater acoustics sensing networks (UWASN) have the potential 

and ability to explore the ocean, underwater acoustics networks can facilitate us in many applications. 

Underwater acoustic (UWA) channels have large temporal variations, abundance of transmission paths, 

and wide property in nature. For underwater wireless communication system, acoustics waves area used 

as the primary carrier due to their relatively low absorption in underwater environment, the complexity of 
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underwater acoustic transmission medium and low propagation speed of sound in water, regarded as the 

most challenging task for communication. Along with this challenge a wide range of underwater 

exploration and applications have emerged. The PAPR reduction techniques which are mainly considered 

in underwater acoustic channels are coding technique, probability technique, and signal predistortion 

technique. The characteristics of OFDM signal is stated with the system model in underwater acoustic 

OFDM communication. The PAPR lowering strategies and PTS method is described and the power 

efficiency thorough partial transmit sequence is derived. MATLAB simulation and numerical results are 

analyzed. Partial Transmit sequence method gives the better outcome in terms of PAPR reduction 

performance. 

In [8], the paper focuses on security in underwater wireless communication networks which are vulnerable 

to malicious attacks due to high bit error rates, large and variable propagation delays and low bandwidth 

of acoustic channels. In this paper a complete survey for security for UWCN’s is presented. The paper 

explains the particular characteristics of UWCN’s compared with their ground based counterparts. Here, 

the author also introduced about double attacks and counter- measures square measure. At last, the paper 

provides the analysis challenges involving secure time synchronization, localization and routing square 

measure summarized. 

In [9], the paper is presented on underwater drone with panoramic camera for automatic fish recognition. 

The drone is equipped with fisheye lenses and with the function of a 360 degree panoramic camera for 

taking images by using an image generation algorithm. The design is based on the open source hardware 

and will be shared as an open-source for contributing to the innovation of manufacturing including drone. 

The drone focuses on fish recognition for investigating fish species. Fish recognition is based on deep 

learning. In the paper the experimental results show that the function of the underwater drone achieved at 

diving in the leak automatically. Fish recognition achieved 87% accuracy by deep learning. 

In [10], the authors mentioned about autonomous underwater monitoring system in which computer vision 

cloud services is used for detecting life on the seabed. Here author mentioned about an AUV model system 

designed to overcome latency challenges in the supervision and tracking process by using edge computing 

in an IoT 

gateway. The IoT gateway is used to connect the AUV control system to the internet. It highlighted the 

cloud and edge architecture performances and indicated a hybrid cloud/edge architecture to ensure a real-

time control loop for better latency .Here the author proposed an algorithm to autonomously track the 

target species by integrating the object detection system into the AUV without human intervention. 

In [11], the author mentioned about the security challenges and applications for UWSN .Here the author 

mentioned about the different UWSN applications like environmental and infrastructure monitoring, 

border petrol and security monitoring, seismic monitoring etc. The paper summarized the challenges 

grouped in terms of general and in terms of research like extraction of data, localization, distributed clock 

synchronization, power conservation topology design etc. while implementing the UWSN devices. 

In [12], this paper focuses on gathering recent developments in UWSN applications and deployments. 

Here, the underwater applications are classified into five main classes namely, monitoring, disaster, 

military, navigation, and sports. These applications are again divided into relevant subclasses. The paper 

also shows the challenges and opportunities faced by the deployments of UWSN. 

In [13], this paper focuses on gathering recent developments in UWSN applications and deployments. 

Here, the underwater applications are classified into five main classes namely, monitoring, disaster, 

military, navigation, and sports. These applications are again divided into relevant subclasses. The paper 
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also shows the challenges and opportunities faced by the deployments of UWN. 

 

3. PROPOESD SYSTEM 

The existing system will be studied thoroughly and then identify the pros and cons of the system. 

Project implementation scope will be identified. 

Then simulation and implementation of the proposed algorithm. 

Testing and analysis of the results. 

At last, documentation. 
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The goal of this project is to identify the unidentified objects in underwater with the help of wireless 

sensor network and artificial intelligence. So, the above block diagram is about how the system is going 

to process. Firstly, some sensor nodes will be installed inside water and those nodes will collect the data 

from their surroundings. The nodes will process the data to check the unidentified objects, if yes then the 

data will be routed to the base station, else again the data will be collected from the sensors. Now, after 

receiving the data the base station will first compare the data with their trained data along with the features 

as mentioned in the figure. Once data is matched the machine learning algorithm will help to identify the 

object, if the received data is not matching with the trained data, the information will be proceed to the 

predictive model where machine learning algorithm will help to identify the object. 

 

4. IMPLEMENTATION 

SIMULATION ENVIRONMENT 

Here NS-2 simulator is used to implement the network topology, including nodes (7, 20, 32), links, created 

some UDP connections, called Agents, and attach them to nodes. The simulation runs for the designated 

amount of time and generates packets for transmission from one node to another. The nodes are segregated 

from each other and communication links shows the communication between the nodes while data 

transferring which is then communicated to the base administrative node. The scripting interface for ns-

2 uses the language Tcl. 

Simulation Table 

PARAMETERS VALUES 

Channel Type Wireless channel 

Radio-propagation model Two Ray Ground 

Network interface type Wireless Phy 

MAC 802.11 

Interface queue type Drop tail/ PriQueue 

Link Layer type LL 

Antenna model Omni Antenna 

Max packet in ifq 50 

Number of mobile nodes 7 

Routing protocol AODV 

X dimension of topography (meters) 500 

Y dimension of topography (meters) 500 

Simulation time (seconds) 2.0 
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Figure (1):- 7 NODES NETWORK TOPOLOGY 

 

 
Figure (2):- 7 NODES NETWORK TOPOLOG 

 

The implemented network topology is been modified with more number of nodes, links, created more UDP 

connections and attached them to nodes. The simulation runs for 2 seconds of time and generates packets 

for transmission from one node to another. The nodes are segregated from each other and communication 

links shows the communication between the nodes while data transferring. 
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Figure 3:- 20 NODES NETWORK TOPOLOGY 

 

 
Figure 4:- 20 NODES NETWORK TOPOLOGY 

 

The network topology simulation program generates a NAM trace file that is going to be used as an input 

toNAM and a trace file for storing whole information in a network called "in.tr" that will be used for our 

simulation analysis. 
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Figure 5: Trace File 

 

Trace file Analysis 

To analyze the trace file we will be using AWK scripts. AWK scripts are very good in processing the 

datafrom the trace files which we get from NS2. 

1. We used an AWK script to analyze the trace and calculate throughput for the network topology 

of source and destination nodes. 

 
Figure 6: Average throughput 

 

Here, in comparison to network topology of 7 nodes the average throughput is less than the network 

topology with 20 nodes. 
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2. We used an AWK script to calculate the packet delivery ratio for the network topology of source 

and destination nodes. 

 
Figure 7: PDR (7 nodes) 

PDR: 0.600000 

 
Figure 8: PDR (20 nodes) 

PDR: 0.666667 

 

Here, packet delivery ratio for network topology with 7 nodes (=0.600000) is less than the PDR of network 

topology with 20 nodes (= 0.666667) 

 

3. To calculate the energy of the nodes we used an AWK script. 

 
Figure 9: Energy 
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4. For analyzing the trace for instant throughput of the nodes we used an AWK script. 

 
Figure 10 

The instant throughput for the network topology with 7 nodes. 

 
Figure 11 

 

This is the instant throughput for the network topology with 20 nodes. 

As we will deploy sensor nodes underwater there will be no external backed power if due to some reason 

packet loss ratio is increasing the throughput will decrease and the nodes will be dead or will be out of 

order so, for this reason we have to keep on checking the performance metrics of the network. 

(32 NODES NETWORK TOPOLOGY) 

We have deployed all the sensor nodes and one mobile node that will depict as unidentified object with 

one base station node which will receive the data from the sensor nodes and thus implemented the overall 

network topology. 
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Figure 12:- 32 NODES NETWORK TOPOLOGY 

 

 
Figure 13:- 32 NODES NETWORK TOPOLOGY 

 

 
Figure 14:-32 NODES NETWORK TOPOLOGY 
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Figure 15:- 32 NODES NETWORK TOPOLOGY 

Image Classification 

Deep learning is a kind of convolutional neural network (CNN) that has deep layers consisting of 

convolution layers , polling layers and fully connected layers is used to classify recognize and process 

unknown inputs. The most commonly used structure of a neural network is formed in three layers called 

the input layer, hidden layer and output layer. 

 

Dataset and Data Augmentation 

We picked four kinds of marine animals namely fish, dolphin, turtle, seal and one fish shape drone for the 

dataset. There are 20 to 60 images of each kind from Google search engine and various other creative 

commons sources. 

As 200 images are not enough for image classification and because size and the quality were not even 

we augmented the dataset size to prevent overfitting. We applied some augmented parameters like rotation, 

zoom, horizontal- flip etc. 

Our dataset is divided into train and test. We performed an 80-20 split with the train folder having 113 

images and the validation folder has 74 images. This data would be used to train our machine about the 

different types of images we have. Validation data set would contain 5–10% of the total labeled data. This 

will test how well our machine performs against known labeled data. 

 

Building Image classification Model 

We will be importing the required libraries where will be using the keras library for creating our model 

and training it. We also use Matplotlib for visualizing our dataset to gain a better understanding of the 

images we are going to be handling. 

http://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR260167523 Volume 8, Issue 1, January-February 2026 13 

 

 
Figure 16 

 

We will be loading our data and define the path to our data then we perform some Data Preprocessing and 

Data Augmentation before we can proceed with building the model. 

 
Figure 17 
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Figure 18 

 

Then we define a simple CNN model with 3 Convolutional layers followed by max-pooling layers. A 

dropout layer is added after the max pool operation to avoid overfitting. Then we 

Compile the model using Adam as our optimizer and Categorical Cross entropy as the loss function. Then 

we will train our model for 10 epochs. 

 

 
Figure 19 

Then plotting our training and validation accuracy along with training and validation loss. 
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Figure 20 

 

 
Figure 21 

The accuracy is only about 56% with our custom model .So, we use transfer learning technique as our 

dataset is small and by using a pre-trained model on similar images can achieve high performance. 

 

Our Second model with VGG16 

The VGG-16 is one of the most popular pre-trained models for image classification. The model is 

sequential in nature and uses lots of filters. At each stage, small 3 * 3 filters are used to reduce the number 
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of parameters all the hidden layers use the ReLU activation function. 

We will import all the necessary libraries and then defining dimensions and location images. 

 

 
Figure 22 

 

Importing VGG16 it comes with pre-made neural networks and other necessary components that we would 

otherwise have to create. 

Now, we will create our model. After that we add our layer, create a model object and view the structure of 

the model. Then after we have created and compiled our model, we fit our training and validation data. 

 

 
Figure 23 
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Here we got the accuracy of 84% and loss of 45% .The accuracy is 20% higher than the custom CNN model 

. Then plotting our training and validation accuracy along with training and validation loss. 

 

 
Figure 24 

 

 
Figure 25 
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