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Abstract 

The rapid growth of digital commerce in India has fundamentally transformed consumer behavior and 

market structures. However, the digital marketplace has also become fertile ground for manipulative 

practices known as dark patterns, which subtly coerce consumers into making unintended choices. The 

Consumer Protection Act, 2019, together with the Central Consumer Protection Authority (CCPA) and the 

2023 Guidelines for Prevention of Dark Patterns, represents India’s most ambitious attempt to address 

digital deception. This paper critically examines the adequacy of the existing legal framework in protecting 

consumers against deceptive online design strategies. It analyses statutory provisions, regulatory powers, 

judicial interpretations, and emerging challenges, and proposes reforms for strengthening consumer digital 

rights in India. 
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1. Introduction 

The digital revolution has redefined the nature of commerce by transforming how consumers interact with 

goods and services. In India, the exponential growth of internet usage and smartphone penetration has led 

to the emergence of a vast digital marketplace, with e-commerce platforms, mobile applications, and social 

media advertising becoming integral to everyday economic life. While this transformation has 

democratized access to markets and empowered consumers with choice and convenience, it has also 

created an environment in which deception has become increasingly subtle, complex, and technologically 

embedded. 

Unlike traditional marketplaces, where deception is often visible and verifiable, the digital environment 

enables businesses to influence consumer behaviour through design-based manipulation. These 

practices, commonly referred to as dark patterns, involve the strategic use of interface elements, visual 

cues, and algorithmic nudging to guide users toward predetermined outcomes. Such techniques exploit 

psychological vulnerabilities, including fear of missing out, default bias, and social validation, thereby 

undermining the principle of free and informed consent. 

India’s earlier consumer protection framework, particularly the Consumer Protection Act, 1986, was 

largely designed to address tangible goods and localized service providers. It was ill-equipped to respond 

to the complexities of digital commerce, including cross-border transactions, data-driven personalization, 

and online intermediaries. Recognizing this regulatory gap, the Indian legislature enacted the Consumer 
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Protection Act, 2019, introducing comprehensive reforms such as product liability, e-commerce 

regulation, mediation mechanisms, and the establishment of the Central Consumer Protection Authority 

(CCPA). 

The legal recognition of digital deception was further strengthened through the Guidelines for Prevention 

of Dark Patterns, 2023, which explicitly identified manipulative design practices as a form of unfair trade 

practice. These developments signal a paradigm shift in Indian consumer jurisprudence, moving from a 

reactive dispute-resolution model to a proactive regulatory framework that seeks to protect consumer 

autonomy in digital spaces. 

This research situates dark patterns within the broader discourse on consumer rights and technological 

governance. It aims to analyse whether India’s existing statutory and judicial mechanisms are adequate to 

address the emerging challenges posed by digital deception and to explore the evolving role of consumer 

protection law in safeguarding the dignity, autonomy, and informed choice of consumers in the digital age. 

 

2. Concept of Dark Patterns and Digital Deception 

Dark patterns are digitally engineered design strategies that deliberately manipulate users into making 

decisions that they would not make if presented with neutral and transparent choices. Unlike traditional 

deceptive advertisements, which rely on false claims, dark patterns exploit behavioural psychology, 

cognitive biases, and interface architecture to subtly influence consumer behaviour. 

The defining feature of dark patterns is that they operate invisibly. They do not merely misinform; instead, 

they reshape the decision-making environment, causing consumers to believe that they are acting freely 

when in fact their choices are being structurally constrained. This phenomenon has been described as 

coercive choice architecture. 

Common forms include false scarcity (“only 1 item left”), hidden costs revealed at checkout, forced 

continuity through auto-renewal subscriptions, confirm-shaming, disguised advertisements, and basket 

sneaking. These practices erode the doctrine of free and informed consent, which is the foundation of 

consumer autonomy. 

The OECD (2022) defines dark patterns as digital designs that “subvert or impair consumer choice.” India 

formally acknowledged this concept through the Guidelines for Prevention of Dark Patterns, 2023, 

recognizing such practices as a new form of unfair trade practice. 

Thus, digital deception represents a shift from overt misrepresentation to systemic behavioural 

manipulation, requiring a reconceptualization of consumer rights in the digital era. 

 

3. Evolution of Consumer Protection Law in India 

The development of consumer protection law in India reflects a transition from a grievance-redress 

mechanism to a rights-based regulatory framework. 

3.1 Consumer Protection Act, 1986 

The 1986 Act focused on defective goods, deficiency of services, and unfair trade practices in traditional 

markets. It provided a three-tier consumer dispute redressal system. However, it failed to anticipate the 

complexities of digital commerce, algorithmic pricing, online platforms, and cross-border transactions. 

3.2 Consumer Protection Act, 2019 

The 2019 Act represents a legislative paradigm shift, introducing structural reforms: 

• Establishment of Central Consumer Protection Authority (CCPA) 

• Regulation of misleading advertisements 
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• Introduction of product liability 

• Recognition of e-commerce consumers 

• Digital filing through E-Daakhil 

• Consumer mediation cells 

The Act redefines consumer rights in the digital economy and embodies the transformation from caveat 

emptor to caveat venditor. 

 

4. Statutory Framework Addressing Dark Patterns 

Although the term “dark pattern” is not expressly used in the Consumer Protection Act, 2019, its 

provisions are broad enough to regulate such practices. 

4.1 Unfair Trade Practices 

Section 2(47) defines unfair trade practices to include deceptive methods likely to mislead consumers. 

Dark patterns fall within this scope as they distort consumer choice. 

4.2 Misleading Advertisements 

Section 21 empowers the CCPA to penalize misleading advertisements, including digital promotions that 

conceal material facts. 

4.3 Powers of CCPA 

Under Section 18, the CCPA may: 

• Order recall of goods 

• Direct discontinuation of unfair practices 

• Impose penalties 

• Initiate investigations 

4.4  (2023 Guidelines on Dark Patterns) 

These guidelines prohibit: 

• Basket sneaking 

• Drip pricing 

• False urgency 

• Forced continuity 

• Confirm-shaming 

They mark India’s first formal recognition of design-based deception as a consumer rights violation. 

 

5. Role of Judiciary in Protecting Consumer Digital Rights 

The Indian judiciary has played a crucial role in expanding consumer jurisprudence through purposive 

interpretation. 

5.1 Rights-Based Interpretation 

In Lucknow Development Authority v. M.K. Gupta (1994), the Supreme Court held that consumer laws 

must be liberally interpreted to advance social justice. 

5.2 Expanding Scope of Services 

In Indian Medical Association v. V.P. Shantha (1995), medical services were brought within consumer 

protection, emphasizing accountability. 

5.3 Digital Accountability 

In Amazon Seller Services Pvt. Ltd. v. Amway India (2020), the Delhi High Court held that e-commerce 

platforms have a duty to prevent misleading representations. 
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5.4 Constitutional Dimension 

Consumer rights are increasingly viewed as part of Article 21 – Right to Dignity and Informed Choice. 

Courts have begun recognizing that deceptive digital design violates personal autonomy. 

 

6. International Legal Perspective on Dark Patterns and Consumer Protection 

The global legal community has begun recognizing dark patterns as a serious threat to consumer autonomy. 

Various jurisdictions have adopted proactive regulatory models that provide comparative insights for 

India. 

6.1 European Union 

The Digital Services Act (2022) explicitly prohibits manipulative interface designs that distort user choice. 

The General Data Protection Regulation (GDPR) also restricts consent obtained through deceptive design, 

reinforcing the principle of free and informed consent. 

6.2 United States 

The Federal Trade Commission (FTC) has imposed heavy penalties on companies engaging in 

subscription traps and misleading online interfaces. In FTC v. Epic Games (2022), the court penalized 

deceptive in-app purchase designs. 

6.3 OECD Framework 

The OECD Report on Dark Commercial Patterns (2022) defines dark patterns as deceptive design 

strategies that impair consumer autonomy. It urges member states to integrate design-based deception into 

consumer law frameworks. 

6.4 Comparative Significance for India 

India’s 2023 Guidelines align with global trends but lack binding statutory force. Unlike the EU and US, 

Indian enforcement mechanisms are still in their formative stage. 

 

7. Challenges in Enforcement of Consumer Digital Rights in India 

Despite the progressive architecture of the Consumer Protection Act, 2019 and the 2023 Guidelines for 

Prevention of Dark Patterns, enforcement in the digital marketplace remains institutionally and 

technologically constrained. The regulatory ambition of the statute is frequently undermined by structural 

and operational barriers. 

7.1 Technological Asymmetry and Algorithmic Opacity 

Digital platforms employ complex algorithms that personalize prices, advertisements, and product 

recommendations. These algorithms function as proprietary “black boxes,” making it extremely difficult 

for regulators to trace how consumer behaviour is manipulated. This opacity creates an information 

asymmetry, where consumers and enforcement authorities remain unaware of the mechanisms influencing 

decision-making. 

7.2 Jurisdictional Limitations 

Most e-commerce platforms operate across national borders. When digital deception originates from 

servers located outside India, the enforcement of domestic consumer law becomes legally complicated. 

Mutual legal assistance treaties and cross-border regulatory cooperation are still underdeveloped in the 

field of consumer protection. 

7.3 Institutional Capacity Deficit 

The Central Consumer Protection Authority (CCPA) is empowered to investigate and penalize unfair trade 

practices, yet it lacks specialized technological divisions capable of auditing digital design structures, user  
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experience manipulation, and artificial intelligence systems. 

7.4 Low Consumer Awareness 

A large segment of Indian consumers remains unaware of their digital rights, grievance mechanisms, or 

the existence of dark patterns. This results in under-reporting and minimal deterrence. 

7.5 Evidentiary Challenges 

Unlike traditional fraud, dark patterns leave no tangible proof. Establishing deception requires forensic 

UX analysis and behavioural data, which current procedural laws do not adequately address. 

 

8. Suggested Reforms 

• Explicit statutory recognition of dark patterns 

• Mandatory algorithmic audits 

• UX transparency certification 

• Consumer digital literacy campaigns 

• Real-time grievance redress portals 

 

9. Conclusion 

Dark patterns signify the most subtle yet powerful form of consumer exploitation in the digital age. While 

the Consumer Protection Act, 2019 and the 2023 Guidelines represent progressive reforms, enforcement 

gaps and technological complexities continue to challenge their effectiveness. 

To preserve consumer dignity and autonomy, India must strengthen institutional capacity, integrate 

technological expertise into enforcement mechanisms, and recognize digital manipulation as a 

constitutional concern linked to Article 21 – the right to informed choice. 

The future of consumer protection lies not merely in regulating transactions, but in safeguarding the 

architecture of choice itself. 
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