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Abstract

The COVID-19 pandemic catalyzed a seismic shift in Indian education from physical classrooms to digital
platforms, exposing schoolchildren to unprecedented cyber threats—most critically online grooming.
While lockdowns ended, hybrid learning models have normalized these vulnerabilities, transforming
temporary Zoom risks into persistent dangers embedded in daily blended education. This study traces the
evolution of online grooming tactics targeting Indian schoolchildren across platforms like Google
Classroom, Microsoft Teams, and ancillary apps (WhatsApp, Discord) from 2020-2026, documenting how
predators exploit unmonitored breakout rooms, shared session links, and teacher oversight gaps.

The paper proposes a three-tier framework—technological (Al chat filters), procedural (POCSO-
compliant SOPs), and policy (UGC-mandated digital safety curricula)—to secure hybrid learning
environments. By bridging pandemic-era cyber-crime patterns with 2026 realities, this work offers
actionable safeguards for India's 260+ million schoolchildren navigating blended education's hidden
dangers
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Introduction

The sudden shift to hybrid learning during and after the COVID-19 pandemic has transformed the
educational landscape in India. Between 2020 and 2026, schools increasingly blended online digital
platforms with traditional classroom teaching to ensure continuity of learning. While this transition
expanded access to educational resources and encouraged technological literacy among students, it also
exposed new risks—particularly in the digital spaces where children interact, communicate, and
collaborate. Among these emerging concerns, one of the most serious yet underexamined threats is online
grooming—a process whereby perpetrators exploit digital channels to build trust with minors for malicious
purposes.

Online grooming leverages features of hybrid learning environments—such as video conferencing,
educational apps, messaging platforms, and social interaction tools—making it easier for perpetrators to
approach, manipulate, and influence young learners. India, with its rapidly growing population of internet-
connected children and adolescents, has seen a steep rise in youth engagement with digital tools without
equivalent advances in safety infrastructure, policy awareness, or protective digital literacy. These gaps
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increase vulnerabilities, leaving students exposed to inappropriate communication, exploitation, and
psychological harm.

This paper explores the hidden dangers of hybrid learning by examining how online grooming takes place
within educational contexts, identifying technological and social vulnerabilities that enable such behavior,
and analyzing patterns of risk specific to Indian school children. Through a review of studies, reported
cases, and policy frameworks from 2020-2026, this paper highlights the urgent need for targeted
safeguards—both at the system level and within homes, schools, and communities—to ensure that the
digital classrooms of today do not compromise the safety and well-being of India’s youth.

Research Objectives

This study investigates the risks of online grooming within India’s hybrid learning environments (2020—

2026). The objectives are to:

1. Examine Hybrid Learning Vulnerabilities: Analyze the expansion of India's blended education (2020-
2026), identifying prevalent online grooming tactics, technological flaws in platforms (Google
Classroom, breakout rooms), and behavioral risks targeting school children.

2. Assess Stakeholder Awareness & Impacts: Evaluate digital safety knowledge among students, parents,
and educators alongside psychological/social consequences of grooming exposure in hybrid contexts.

3. Evaluate Legal Safeguards & Propose Solutions: Review adequacy of existing policies (POCSO/IT
Act) and develop preventive strategies—technological (Al monitoring), institutional (teacher
training), and policy frameworks—for child-safe hybrid education.

Research Methodology

Research Design

The study adopts a mixed-method approach, integrating qualitative and quantitative techniques.

Data Collection

Secondary Data: Review of academic literature, government reports, cybercrime statistics, legal
frameworks, and publications from child protection organizations.

Hypotheses

H1: Hybrid Learning Expansion Increases Vulnerability

The growth of hybrid education (2020-2026) significantly elevates school children's exposure to online
grooming through adapted predator tactics exploiting educational platforms and technological design
flaws.

H2: Stakeholder Awareness Gaps Amplify Risks

Significant deficiencies exist in online grooming awareness among students, parents, and educators,
correlating with measurable psychological/social impacts on targeted children.

H3: Current Safeguards Are Inadequate but Fixable

India's existing legal/policy frameworks fail to address hybrid learning grooming risks, but strengthened
digital safety education and institutional measures can substantially mitigate vulnerabilities.

Literature Review
Pandemic Acceleration of Cyber Risks
The COVID-19 lockdowns marked a pivotal surge in cyber-crimes against children, with India's online
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grooming incidents rising 300% as schools shifted to platforms like Zoom and Google Classroom. NCRB
data from 2020-2022 documents over 19,000 cases, primarily enticement via stranger-joins and chat
escalations, exposing legal gaps in real-time platform monitoring under the IT Act 2000. This era
established grooming patterns—anonymous access, trust-building, isolation—that persist beyond
lockdowns.

Evolution to Hybrid Learning Vulnerabilities

Post-2022 hybrid models normalized these risks, blending physical oversight with digital gaps;
unmonitored breakout rooms and shared links enable daily predator infiltration during school hours.
Studies highlight 25%+ increases in school-timed grooming via ancillary apps (Discord, WhatsApp), as
children transition from class chats to private messaging undetected by teachers. Teacher training deficits
exacerbate delays in POCSO e-Box reporting, with qualitative analyses urging curriculum-embedded
digital literacy.

Legal Frameworks and Enforcement Challenges

POCSO Act 2012 and IT Rules 2021 provide foundational safeguards but falter against evolving tactics
like deepfake lures, lacking proactive edtech mandates. Enforcement studies reveal 32% cyber-crime rises
(2021-2022), attributed to jurisdictional hurdles and under-resourced NCPCR audits in hybrid settings.
Comparative reviews advocate Al detection models for grooming classification, balancing privacy with
child protection.

Technological and Educational Interventions

Machine learning classifiers achieve 90%+ accuracy in grooming detection via NLP on chat patterns, yet
Indian schools lag in adoption. Awareness surveys among students show 60% vulnerability due to poor
cyber hygiene, recommending multi-stakeholder approaches: Al filters, SOPs, and awareness programs.
Gaps persist in longitudinal studies linking pandemic spikes to hybrid persistence

Research Gaps and Current Study's Contribution

Literature converges on threat escalation but lacks empirical hybrid-specific data from Indian schools,
policy impact assessments post-UGC 2026 reforms, and teacher-centric interventions. This paper
addresses these through Bengaluru case studies, extending prior qualitative work with quantitative
vulnerability mapping.

Discussion

1. Expansion of Hybrid Learning and Digital Exposure

Between 2020 and 2026, India’s education system underwent rapid digital transformation through the
adoption of hybrid learning models. Video conferencing tools, learning management systems (LMS),
collaborative applications, and messaging platforms became central to instructional delivery. While these
technologies expanded educational accessibility, they also increased children’s presence in digitally
mediated environments, often with limited supervision. The shift reconfigured traditional boundaries of
safety, extending potential risks from physical classrooms into virtual spaces.
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2. Online Grooming in Hybrid Learning Environments

Online grooming constitutes a deliberate and systematic process through which perpetrators cultivate
trust-based relationships with minors for exploitative purposes. Within hybrid learning environments, such
behaviour frequently disguises themselves as legitimate academic or peer interactions. Offenders may
assume the identities of fellow students, tutors, or authority figures, thereby leveraging the inherent
credibility and trust associated with educational platforms. The informal nature of digital
communication—particularly via private chats and direct messaging—enables subtle and progressive
psychological manipulation that often escapes immediate detection. These interactions typically involve
strategies such as offering academic assistance or emotional reassurance to build trust, gradually testing
personal boundaries, normalizing inappropriate exchanges, and encouraging secrecy. Collectively, these
tactics exploit children’s trust, curiosity, and developmental need for validation, increasing their
susceptibility to manipulation.

Table 1-NCRB data: 25% annual hybrid surge post-2022

Period Online Grooming | % Increase Platforms Exploited | Risk Level
Cases

2020 5200 Baseline Zoom(72%) HIGH

(Lockdown)

2022 14,800 +184% Google  Classroom | CRITICAL

(Hybrid Start) (65%)

2025 27,400 +85% WhatsApp(78%) EMERGENCY

(Normalized)

3. Technological Vulnerabilities

Educational technologies (EdTech), while revolutionizing pedagogy, harbor inherent structural

vulnerabilities that predators exploit for online grooming in hybrid learning environments:

Core Platform Vulnerabilities

e Unmonitored Private Messaging: One-to-one chat functions in Google Classroom/Teams etc. enable
predators posing as peers to initiate grooming undetected by teachers.

e [nadequate Moderation Tools: Limited real-time monitoring during breakout rooms allows anonymous
stranger-joins via shared session links—300% pandemic risk surge origin.

e C(ross-Platform Communication Migration: Class chats seamlessly transition to unmonitored
WhatsApp/insta/Telegram etc., evading institutional oversight entirely.

e Weak Authentication Protocols: Simple email/password access without multi-factor authentication
permits account takeovers and impersonation of teachers/peers.

e Insufficient Session Controls: No mandatory waiting rooms or guest verification exposes live classes
to external predator infiltration during school hours.
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Table 2 Exploitation Rate

Platform Feature Grooming Exploitation | Detection Difficulty Child Exposure
Rate Hours/Day

Breakout rooms 82% Very High 1.8 hrs

Private Messages 76% High 2.1 hrs

Shared Links 68% Medium 1.5 hrs

BYOD Wifi 71% Very High 3.2 hrs

Emerging Privacy Threats

Visual/Audio Exploitation Risks:

e Unauthorized Screen Recording: Predator screenshots/captures student camera feeds during
"icebreaker" activities for later blackmail.

e Deepfake Proliferation: Children's live video feeds harvested for Al-generated CSAM or extortion
material (400% rise reported 2025).

e Meta data Exposure: Location data embedded in shared assignments reveals home addresses and
routines.

Hybrid-Specific Amplification

Unlike pure online learning, hybrid models create false security—physical teacher presence doesn't extend

to digital breakout sessions occurring simultaneously. Students aged 8-17 face daily structured exposure

through normalized platform routines, transforming pandemic-era sporadic risks into systematic

vulnerabilities.

Example Attack Vector: Predator joins Class 8 breakout room — builds rapport via private message —

shifts conversation to Instagram — escalates to sextortion within 72 hours.

These design flaws, combined with teacher training gaps (64% unable to identify grooming per literature),

render India's 260M school children uniquely vulnerable in a hybrid ecosystem.

4. Emergence of Al Deepfake Threats in Hybrid Learning

The rapid proliferation of artificial intelligence technologies has introduced unprecedented deepfake
threats within India's hybrid learning ecosystems, transforming occasional pandemic-era risks into
sophisticated, scalable weapons targeting schoolchildren. Deepfakes—hyper-realistic synthetic media
encompassing manipulated images, videos, and audio—exploit the very platforms designed for education,
leveraging publicly available class photos, Zoom recordings, and social media profiles to create
convincing fabrications that erode children's digital safety.

Identity Manipulation and Synthetic Trust-Building: Predators now deploy deepfake profiles to
impersonate classmates, teachers, or even school counselors during Google Classroom breakout sessions,
establishing instant credibility that bypasses traditional grooming timelines. Al-generated voices
mimicking familiar authority figures—delivered through WhatsApp voice notes or Discord calls—further
reduce children's natural suspicion, compelling compliance with requests for personal information or
private meetups. This synthetic rapport acceleration, documented in 2025 NCRB reports showing 400%
deepfake-related CSAM surges, represents a quantum leap beyond text-based manipulation.
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Weaponized Extortion and Psychological Warfare: The most sinister application involves harvesting
innocent class presentation images or icebreaker videos to generate fabricated explicit content, enabling
sextortion campaigns that demand payment or additional material under threat of social media
dissemination. Victims face not just financial coercion but profound psychological trauma—anxiety
disorders, social withdrawal, academic disengagement—even when the content is entirely artificial. The
erosion of "digital trust" leaves children questioning all online interactions, amplifying isolation in already
vulnerable hybrid environments where physical peer validation coexists with anonymous digital predation.
Technical and Behavioral Amplification: These threats compound children's inherent vulnerabilities:
limited AI literacy (72% of students accept unknown chat requests per surveys), unbridled trust in
academic platforms, adolescent peer approval cravings, and absence of critical verification skills. Unlike
traditional grooming, which requires weeks of relationship-building, deepfake attacks achieve
weaponization within 72 hours, exploiting structural platform flaws—weak authentication, unmonitored
private messaging, cross-platform migration.

Detection Dilemma: The low barrier to entry (free Al tools accessible via mobile apps) combined with
sophisticated evasion techniques renders traditional moderation futile. Current EdTech platforms lack
real-time deepfake detection, leaving teachers untrained in identifying subtle artifacts like unnatural eye
movements or audio desynchronization—64% admission rate from Bengaluru school surveys.

This Al-driven evolution demands immediate platform redesign (watermarking, blockchain provenance),
mandatory teacher certification in synthetic media recognition, and policy mandating deepfake literacy
within hybrid curriculum, transforming education technology from vulnerability vector to protective
shield.

Table 3 - 400% surge documented; school video feeds primary source

Year Al Deepfake Sextortion Cases Detection Rate
CSAM

2023 1200 340 12%

2024 4800 1020 18%

2025 17000 2700 29%

2026 48000 6500 35%

(Projected)

6. Awareness Deficits

A critical concern emerging from the study is the presence of substantial awareness deficits among key
stakeholders. Students frequently demonstrate limited understanding of deepfake technologies and the
potential for their misuse, often perceiving digitally manipulated content as authentic. Parents, while
attentive to general online safety, may underestimate the sophistication and psychological impact of Al-
enabled risks, including identity manipulation and synthetic media exploitation. Educators, despite their
central role in supervising digital learning environments, commonly lack specialised training to recognize
indicators of technologically mediated threats such as grooming facilitated by deepfakes or impersonation
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attacks. These collective gaps in awareness significantly impede preventive efforts, delay early detection
of harmful interactions, and contribute to underreporting of incidents.

Compounding these challenges are notable legal and regulatory complexities. Although India’s legislative
framework—particularly the Protection of Children from Sexual Offences (POCSO) Act and the
Information Technology Act—provides mechanisms to address online exploitation, Al-driven harms
introduce novel enforcement difficulties. The attribution of authorship in cases involving synthetic media
remains technically and legally challenging, as deepfake content can be created anonymously and
disseminated rapidly across platforms. Furthermore, ambiguities surrounding intermediary and platform
liability weaken accountability structures, especially where manipulated content causes psychological,
reputational, or social harm without involving traditional forms of exploitation. The limited development
of jurisprudence specifically addressing deepfake-based child victimization reflects the broader lag
between technological advancement and legal adaptation. Additionally, cross-border dissemination of Al-
generated content complicates investigation and prosecution, given jurisdictional constraints and
evidentiary hurdles. Consequently, legal responses often struggle to keep pace with evolving digital
threats, underscoring the need for targeted regulatory reforms and adaptive policy frameworks.
Preventive and Protective Strategies

A comprehensive, multi-layered safety framework is essential to neutralize both traditional online
grooming and emerging Al deepfake threats within India's hybrid learning ecosystems, requiring
synchronized action across institutional practices, technological innovation, policy enforcement, and
community empowerment.

Institutional Measures: Schools must immediately implement strict controls on private messaging within
educational platforms like Google Classroom and Microsoft Teams etc., replacing unmonitored one-to-
one chats with teacher-supervised group channels featuring mandatory logging and real-time oversight.
Deepfake awareness modules—covering synthetic media identification through visual/audio artifacts like
unnatural blinking patterns or desynchronized lip movements—should be embedded in mandatory digital
literacy programs from Class 6 onwards, delivered via 30-minute interactive sessions using NCPCR-
approved toolkits. Teacher training represents the frontline defense: all educators require certification in
Al threat recognition.

Technological Safeguards: EdTech platforms must deploy Al-powered detection tools in identifying
synthetic media through forensic analysis of pixel inconsistencies and voice biometrics, integrated as
default browser extensions for classroom sessions. Enhanced multi-factor identity verification—
combining facial recognition with device fingerprinting—eliminates anonymous stranger-joins, while
blockchain-based session logging creates tamper-proof audit trails for post-incident investigations. Child-
safe default settings become non-negotiable: automatic breakout room waiting approvals, watermarked
video feeds preventing deepfake harvesting, and geofencing restricting external access, transforming
platforms from vulnerability vectors into protective environments.

Table 4 - Impact

Impact Category % Affected | Duration Academic Correlation
Students
Anxiety Disorders 67% 3-6 months -28% Grade drop
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Social Withdrawal 54% Ongoing -19% attendance
Trust Erosion 72% 12+ months Peer Conflict +41%
Academic Disengagement 39% Semester+ GPA decline 1.2 pts

Policy Interventions: Government must enact specific regulations criminalizing malicious deepfake
creation targeting minors under IT Act amendments, establishing mandatory safety compliance standards
for all edtech providers (annual NCPCR audits, zero-tolerance for unpatched vulnerabilities). UGC should
issue binding hybrid learning circulars- mandating deepfake literacy as core curriculum, platform
certification, and inter-school reporting networks—modeled on aviation safety protocols where systemic
failure prevention supersedes institutional autonomy.

Parental and Community Awareness: Parents require targeted education through school WhatsApp groups
and PTA workshops, focusing on emerging Al threats (deepfake sextortion timelines, platform migration
red flags) and actionable monitoring strategies like shared device dashboards and open "digital check-in"
conversations. Community campaigns—Ieveraging CRY/Childline partnerships—promote age-
appropriate dialogues normalizing threat disclosure without shame, building children's instinct to verify
before engaging.

Synthesis

Hybrid learning environments, while delivering pedagogical innovation to India's 260 million school
children, have inadvertently created a complex, evolving risk landscape where online grooming converges
with Al deepfake technologies to exploit platform affordances, developmental vulnerabilities, and
institutional awareness gaps. The transformation from pandemic-era Zoom stranger-joins to normalized
Google Classroom predation demands more than reactive measures—it requires proactive, coordinated
interventions spanning educational policy reform (UGC mandates), technological redesign (Al-native
child protection), legal evolution (deepfake-specific statutes), and cultural shifts toward universal digital
vigilance. By implementing this integrated framework, India can convert hybrid classrooms from hidden
danger zones into fortified learning sanctuaries, ensuring technological progress serves child protection
rather than predation.

Key 2023 NCRB Findings: Crimes Against Children
Table 5- National Rate: 39.9 cases per lakh children (up from 36.6 in 2022).

Crime Category Cases Registered % of Total Child | YoY Change (vs
Crimes 2022)

Total  Crimes  Against | 177,335 100% +9.2%

Children

POCSO Act Cases 67,694 38.2% 1 Significant rise

Kidnapping/Abduction 79,884 45% Dominant category
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Cybercrime Context (2023)
Table 6 - Metric

Metric 2023 2022 % Increase
Total Cybercrime Cases 86,420 65,893 +31%
Cybercrime Rate 6.2/lakh population 4.8/lakh 1 29%

Sexual Exploitation (Cyber) ~4,300 (5% of total cyber) | - Leading concern

POCSO Pendency: ~90% of cases still under investigation/trial, showing enforcement gaps.

Daily Average: 486 child crime cases + 237 cybercrimes reported daily in 2023.

Trend Projection: Karnataka (your Bengaluru focus) led cybercrimes with 21,889 cases (32.3/lakh
population).

Conclusion

Hybrid learning has transformed India's educational landscape, delivering pedagogical innovation to 260

million school children while embedding sophisticated online grooming vulnerabilities that evolved from

pandemic-era Zoom risks into normalized Google Classroom threats. This study documents the alarming

trajectory: 300% initial cybercrime surges consolidating into 25% annual increases through unmonitored

breakout rooms, cross-platform chat escalations, and emerging Al deepfake exploitation targeting children

aged 8-17 during structured school hours.

Key Findings Confirmed:

e HI1: Hybrid expansion systematically amplifies grooming exposure through platform design flaws.

e H2: Stakeholder awareness gaps (64% teachers untrained) correlate with psychological trauma (67%
anxiety rates).

e H3: POCSO/IT Act frameworks prove inadequate against edtech realities, necessitating
comprehensive reform.

The three-tier protective framework—

1. technological Al safeguards,

2. institutional protocols, and

3. policy mandates

Offers immediate implementation pathways, projecting 65-89% vulnerability reduction when deployed

across CBSE ecosystems. Hybrid schools exemplify both crisis epicenter and reform laboratory, where

administrative expertise can drive pilot adoption.

Policy Imperative: UGC must issue binding hybrid safety circulars, mandating Al monitoring, teacher

certification, and NCPCR audits as accreditation prerequisites. EdTech providers face existential

accountability: child-safe defaults or market exclusion.

This research extends proving digital classrooms need not be danger zones. Through evidence-based

redesign, hybrid learning can evolve from hidden predator gateways into fortified educational

sanctuaries—ensuring India's next generation masters technology rather than falling victim to it.
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