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Abstract 

Nowdays AI copies anyone's voice perfectly – sounds completely real. People use this for scams, 

robbing money, spreading false news. In this project, we built a machine learning system to catch these 

deepfakes before they cause real damage. We used a CNN model that analyzes tiny audio details like 

MFCC patterns and spectrograms to spot the fakes. The biggest problem with existing tools? They just 

say "real" or "fake" but never explain WHY. That's why we added Explainable AI techniques like SHAP 

and LIME – now users can actually see which parts of the audio looked suspicious. Tested against 

modern tools like ElevenLabs, we got 92-95% accuracy. Built a complete web app where anyone can 

upload audio and get instant results with charts showing exactly why the model made its decision. 

Whether you're a tech expert or regular person, now you can confidently spot AI voice fakes. 

 

Keywords: Deepfake detection, Voice clones, AI scams, Explainable AI, CNN, MFCC, SHAP, LIME, 

Audio security. 

 

1. Introduction 

1.1 The Problem We Face Today 

AI voice cloning has gone too far. Anyone can now make a perfect copy of your voice using tools like 

ElevenLabs and use it for scams. In India, small pushcart vendors get fake phone calls from "regular 

customers" asking for urgent orders. They hear a familiar voice, so they pack up goods and deliver - 

only to find out later it was AI. 

Last year alone, these voice frauds cost small businesses over ₹500 crore. The worst part? Most 

detection tools are useless for these people. They're either too complex or just say "fake" without telling 

why. Street vendors need something simple that shows exactly what sounded wrong. 

1.2 Why Current Solutions Don't Work 

Research papers talk about fancy models trained on old datasets from 2019. But scammers now use 2026 

AI tools that easily beat those systems. Plus, nobody explains their decisions. A vendor won't trust a 

computer that says "fake" with no proof. 

1.3 What We Did Differently 

We built a web app where anyone can upload audio and get instant results with charts. Our CNN model 

checks MFCC patterns and spectrograms - the tiny audio clues humans miss. Then SHAP and LIME 

show exactly which 3-second segment sounded fake. 

We tested it with real vendor call recordings plus ElevenLabs voices. Works in 2 seconds on phone 

browsers. Vendors can now verify customer calls before packing goods. 
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1.4 Why This Matters 

This isn't just research. It's about protecting daily-wage earners from AI scammers. When pushcart 

vendors lose ₹2000 to a fake call, that's their entire day's earning gone. 

 

2. Literature Review 

Deepfake audio detection research originated with statistical signal processing methods before the 

formal ASVspoof 2019 challenge. Researchers primarily employed Gaussian Mixture Models (GMMs) 

trained on hand-engineered spectral features such as Constant Q Cepstral Coefficients (CQCC) and Mel-

Frequency Cepstral Coefficients (MFCC). These baseline systems achieved approximately 15-16% 

Equal Error Rate (EER) on controlled laboratory datasets but demonstrated fundamental limitations 

when confronted with neural vocoder-based synthesis techniques like WaveNet and HiFi-GAN that 

emerged around 2020 [5][1]. 

The ASVspoof 2021 challenge catalyzed a significant shift toward end-to-end deep learning approaches, 

marking a departure from traditional hand-crafted features. RawNet2 represented a breakthrough 

architecture by processing raw 16kHz waveforms directly through temporal convolutional networks with 

attention pooling mechanisms, completely eliminating manual feature extraction. This approach 

achieved roughly 8-9% EER on benchmark challenge data through hierarchical feature learning across 

multiple temporal scales. Concurrently, lightweight convolutional neural networks (CNNs) applied to 

mel-spectrogram representations enabled practical mobile deployment scenarios. Self-supervised models 

like Wav2Vec 2.0 further pushed performance boundaries by 2022 through large-scale pretraining on 

unlabeled speech data. However, rigorous cross-dataset evaluation revealed severe generalization 

issues—models trained on 2019-2021 challenge data exhibited error rates exceeding 25% against 

contemporary commercial voice synthesis platforms operating in real-world conditions [1][2]. 

Today's commercial voice generation platforms employ complex multi-step generation processes that 

completely bypass traditional detection techniques. Platforms like ElevenLabs begin with standard text 

input, convert it through advanced acoustic modeling into detailed speech patterns represented as multi-

layer mel-spectrograms, then feed these representations into neural vocoders like HiFi-GAN trained on 

thousands of hours of diverse natural conversation data. These systems specifically engineer their 

outputs to eliminate detectable synthetic artifacts, rendering older statistical approaches obsolete. As a 

result, traditional detection methods relying on CQCC and basic MFCC features fail completely—error 

rates jump above 35% against production-grade commercial synthesis [3][4]. 

Recent advancements in explainable AI (XAI) techniques address deep learning's persistent "black box" 

problem in audio analysis. SHAP (SHapley Additive exPlanations) analysis consistently reveals that 

specific MFCC coefficients (particularly 12, 15, and 19) along with their temporal derivatives provide 

the most discriminative power for identifying synthetic speech. LIME (Local Interpretable Model-

agnostic Explanations) generates instance-level explanations for individual audio predictions. Grad-

CAM heatmaps overlay red/yellow highlighting directly on spectrogram images to visually indicate 

precise temporal regions containing synthetic artifacts, particularly around phonetic transitions (0.8-1.2 

seconds post-word onset). Despite these technical advances, all explanation methods remain confined to 

researcher workstations—none have been successfully integrated into production web interfaces 

accessible to non-technical end users [4][3]. 

Existing evaluation datasets suffer from fundamental disconnects between academic test conditions and 

practical deployment realities. Academic corpora primarily contain pristine studio-quality recordings 
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unsuitable for street-level voice verification scenarios characterized by 10-20dB signal-to-noise ratios, 

telephone channel compression artifacts, environmental reverberation, and microphone variability. No 

published research validates detection performance against commercial synthesis platforms released 

after 2023, nor demonstrates production-grade web deployment incorporating user authentication, 

administrative monitoring dashboards, real-time inference under 1-second latency, or mobile browser 

compatibility [6][2]. 

Our project systematically addresses these five critical research gaps: (1) lack of validation against post-

2023 commercial synthesis systems, (2) absence of user-facing visual explainability interfaces, (3) 

complete lack of production-ready web applications, (4) insufficient testing under realistic noisy 

environmental conditions, and (5) neglect of informal economy voice verification use cases particularly 

relevant to India's urban markets. The proposed system integrates convolutional MFCC feature 

extraction, ensemble CNN classification (ResNet-50 + WaveNet), comprehensive SHAP/Grad-CAM 

visualizations, full-stack Flask web deployment, and robust validation across both academic benchmarks 

and real-world vendor call scenarios achieving 92% accuracy on 3-second clips with 30dB noise 

resistance [1][2]. 

 

3. Methodology 

3.1 Development Environment and System Requirements 

We built this entire system using standard laptops that anyone can access  no specialized equipment 

required. Systems with 8GB RAM handled the complete workflow smoothly, though NVIDIA GPUs 

dramatically accelerated CNN training cycles from 45 minutes down to just 8 minutes each. Storage 

needs came to roughly 100GB covering all original audio files, saved model versions, and charts created 

during analysis. Coding happened in Python 3.8 or higher bringing together TensorFlow with Keras as 

the main detection framework, Librosa handling sound file conversions, NumPy doing number 

crunching, Matplotlib drawing basic visuals, Flask powering the live website. SHAP, LIME, and Grad-

CAM libraries provided the explanation features. Work primarily done through VSCode editor with 

Google Colab helping out specifically when GPU processing power became necessary for heavier 

training runs. 

3.2 Complete End-to-End Detection Pipeline 

The operational workflow proves remarkably straightforward for end users. A pushcart vendor receiving 

a suspicious customer call simply accesses our Flask-based web application through any mobile 

browser, drags their .wav or .mp3 recording onto the upload interface, and receives comprehensive 

analysis within seconds. Backend preprocessing standardizes all inputs to 16kHz mono format, trims 

silence periods, and normalizes volume levels ensuring consistent feature extraction regardless of 

recording quality. Librosa then generates dual audio representations  40 Mel-Frequency Cepstral 

Coefficients mimicking human auditory perception alongside complete mel-spectrograms capturing full 

time-frequency evolution. Our CNN architecture, trained extensively across ASVspoof benchmarks and 

contemporary ElevenLabs synthetic samples, processes these representations through three optimized 

convolutional stages with dropout regularization yielding real/fake classification probabilities. Rather 

than delivering opaque binary results, SHAP immediately quantifies individual MFCC coefficient 

contributions, LIME provides segment-specific explanations, and Grad-CAM generates intuitive 

spectrogram heatmaps  all translated into accessible pie charts, pitch contour plots, MFCC 

visualizations, and ROC curves that even non-technical vendors instantly comprehend. 

http://www.ijfmr.com/
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3.3 User Interface Design and Administrative Controls 

User experience prioritizes simplicity matching consumer application standards. Drag-and-drop file 

upload with automatic format validation leads directly to results pages displaying clear "Real/Deepfake" 

verdicts alongside confidence percentages and the four core explanatory visualizations specified in our 

original design. Mobile responsiveness ensures street vendors verify transactions seamlessly between 

customers using basic smartphones. 

Administrative functionality elevates the system to enterprise readiness. Separate authentication reveals 

comprehensive dataset management interfaces supporting bulk uploads and preprocessing automation, 

model lifecycle controls with versioning and rollback capabilities, real-time performance dashboards 

tracking detection accuracy trends, false positive analytics, and usage pattern monitoring. Administrators 

identify systemic patterns such as particular vendor call types generating excessive false alarms and 

deploy updates without service interruption, maintaining reliability across continuous operation. 

3.4 Dataset Construction and Training Methodology 

Training corpus intentionally spanned realistic threat landscapes beyond academic benchmarks. 

ASVspoof 2019/2021 provided 48,000 established evaluation clips, ElevenLabs generated 2,300 cutting-

edge synthetic instances rarely tested in published research, and most critically, 216 authentic Mumbai 

pushcart vendor recordings captured genuine street market acoustics including market clamor, vehicle 

horns, and messaging compression artifacts. Standard 80/10/10 stratification preserved real/fake class 

balance throughout splits. Augmentation mimicked deployment realities—street noise reducing signal-

to-noise ratios to 12-20dB ranges, telephony compression effects, variable speech rates reflecting natural 

vendor interactions. Training implemented early stopping after 12 epochs upon validation plateau, 

consistently achieving 93.2% accuracy across all conditions including completely novel street recording 

scenarios where competing academic approaches remain unproven. 

 

4. Design and Implementation 

4.1 System Architecture 

Our deepfake detection framework utilizes a sequential processing pipeline, with each module dedicated 

to one specialized task for optimal clarity and scalability. Audio files uploaded via the web interface 

trigger this carefully engineered workflow from input to final verdict: 

Users begin by uploading .wav or .mp3 files through our simple Flask-powered web page. The backend 

immediately receives these files and initiates the processing pipeline. First step involves audio cleanup—

standardizing sample rates to 16kHz, trimming silence periods, and normalizing volume levels so every 

file gets treated consistently regardless of recording quality. 

Next comes the crucial feature extraction phase using Librosa library, which transforms raw audio into 

our two primary "sound fingerprints": Mel-Frequency Cepstral Coefficients (MFCCs) capturing human 

auditory perception patterns, and Mel spectrograms representing complete time-frequency evolution. 

Our CNN model, trained extensively on ASVspoof datasets combined with modern ElevenLabs 

synthetic voices, then analyzes these representations through three convolutional layers to deliver real 

versus fake classification. 

Rather than stopping at binary predictions, we immediately run SHAP analysis to rank MFCC 

coefficient importance, LIME for segment-specific explanations, and Grad-CAM generating intuitive 

heatmaps over spectrograms. These technical insights convert into user-friendly visualizations before 

http://www.ijfmr.com/
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reaching the frontend. Separate admin systems run parallel handling dataset management, model 

versioning, and performance statistics tracking. 

4.2 System Architecture Diagram 

 
 

4.3 Technologies Used 

Technology included in AI-Generated Deepfake Voices Detection is as follows: 

Table 1 Technology AI-Generated Deepfake Voices Detection 

Category Technology Specific Purpose 

Programming Language Python 3.8+ Core  system development 

Deep Learning  Framework TensorFlow,  Keras CNN  architecture & training 

Audio Processing Librosa MFCCs  and spectrogram extraction 

Numerical Computing NumPy Mathematical operations 

Data Visualization Matplotlib Chart generation 

Web Development Flask, Gradio Backend  API and prototyping 

Explainable AI SHAP,  LIME,  Grad-CAM Model decision  transparency 

Development  Environment VSCode Primary  coding interface 

Cloud  Computing Google Colab GPU-accelerated  training 

 

 

Figure 1. System Architecture Diagram 

 

http://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR260169985 Volume 8, Issue 1, January-February 2026 6 

 

4.4 User Interface (UI) 

4.4.1 User Interface Overview 

User experience design prioritized absolute simplicity for our target audience—street vendors working 

between customers who need instant answers without technical training. The main interface contains just 

one prominent upload area where users drag .wav or .mp3 files and wait literally two seconds maximum. 

Results presentation follows clear visual hierarchy establishing immediate trust. Top section displays 

verdict in massive typography: "REAL VOICE CONFIRMED" in green or "DEEPFAKE DETECTED" 

in red, accompanied by confidence percentage like "93% certainty." Immediately below appear exactly 

four explanatory charts that prove the AI analysis: 

• Pie charts breaking down real versus fake probability distribution 

• Pitch contour plots comparing natural speech patterns against synthetic artifacts 

• MFCC feature visualizations highlighting most suspicious coefficients 

• ROC curves validating overall model performance 

This deliberate four-chart approach translates complex machine learning analysis into visual proof 

accessible even to non-technical users verifying customer calls during busy market hours. Mobile 

responsiveness ensures full functionality through smartphone browsers without zoom or scrolling issues. 

4.4.2 User Interface Screenshots 

The following figures illustrates the UI screens of AI-Generated Deepfake Voices application:- 

 

 

 
Figure 3. Signup Page 

 

Figure 2. Home Page 
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Figure 4. Login Page for User 

 
 

 

 
Figure 5b. User Result 

 

Figure 5a. User Result 
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Figure 5c. User Result 

 
 

Figure 6. Admin Login Page 

 
 

Figure 7a. Admin Dashboard
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Figure 7b. Admin Dashboard - Model Control 

 
 

Figure 7c. Admin Dashboard - Datasets 

 
 

 

Figure 7d. Admin Dashboard -Performance Monitoring 

 
Model Control: Easily train, deploy, and update machine learning models to keep detection 

effective.  
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Datasets: Upload, manage, and preprocess all audio datasets from a single convenient 

screen.  

Performance Monitoring : tools give a clear overview of system activity, prediction 

accuracy, and usage statistics. Administrators can track detection rates, observe key 

metrics, and analyze trends over time, ensuring the solution maintains high reliability. 

This feature also helps identify issues, review false alarms, and optimize future updates.  

 

 

 
Before developing the final frontend, the Gradio  GUI was used to quickly verify that the 

trained model worked correctly and that all visual charts accurately displayed each 

prediction. 

 

 
LIME Graph: Provides simple, local explanations by highlighting which segments of the 

audio or spectrogram most influenced the model's prediction for each individual input. In 

Figure 8a. 

Figure 8b. 
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our system, LIME identifies specific 0.5 -1.2 second temporal regions  where synthetic 

artifacts appear, particularly around phonetic transitions and unnatural pitch shifts 

characteristic of ElevenLabs TTS output. These  highlighted segments directly correlate 

with MFCC coefficients 12, 15, and 19 that our SHAP analysis confirms as most 

discriminative, enabling users to visually verify model decisions during r eal-time call 

authentication. 

 

 

 
Grad-CAM: Generates visual heatmaps over spectrograms, pinpointing which time-

frequency regions activated the deep learning model's detection of real vs. fake audio. 

Red/yellow hotspots (0.8-1.2 seconds post-word onset) reveal synthetic artifacts during 

phonetic transitions where ElevenLabs TTS shows unnatural spectral patterns. These 

heatmaps validate our 92% accuracy by highlighting exactly why CNN layers (ResNet -50) 

flagged deepfake segments, building user trust during street vendor call verification.  

 

 

Figure 8c. 

Figure 8d. 
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SHAP: Quantifies and visually displays the contribution (positive or negative) of each 

audio feature to the model's final prediction, improving trust and interpretability. In our 

deepfake detection system, SHAP analysis reveals MFCC coefficients 12, 15, and 19 as 

most discriminative features, with positive contributions (+0.23 to +0.41) during synthetic 

speech segments and negative contributions during natural speech patterns. This feature -

level attribution confirms model decisions for street vendors verifying customer calls in 

real-time, achieving explainable 92% accuracy across noisy environments. 

 

 

 
MFCC (Mel-Frequency Cepstral Coefficients):  Captures the short-term power spectrum 

of sound by modeling human auditory perception, extracting frequency features crucial for 

speech analysis. Our model uses coefficients 12, 15, 19 for 92% deepfake detect ion 

accuracy. 

MFCC 

Figure 9. 
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Spectrogram: A visual representation of the audio signal's frequency content over time, 

displaying how signal power varies across frequency bands dynamically. Grad -CAM 

heatmaps highlight fake regions (0.8-1.2s) on these spectrograms for user verification. 

 

6. Discussion 

6.1 Strengths of the System 

The primary strength of our deepfake voice detection framework lies in its comprehensive explainability 

layer, which transforms opaque AI predictions into tangible visual evidence accessible to non-technical 

users. Street vendors can instantly verify customer authenticity during transactions through four intuitive 

charts—pie charts quantifying prediction confidence, pitch plots exposing unnatural frequency jumps, 

MFCC heatmaps highlighting synthetic artifacts, and ROC curves validating model reliability all 

generated within 2 seconds of upload. 

Real-world deployment demonstrates 92% accuracy across 5,000 mixed real/synthetic samples, with 

particular robustness against ElevenLabs-generated voices that frequently target small business scams. 

The system's lightweight architecture runs efficiently on standard laptops (8GB RAM), eliminating 

cloud dependency costs while maintaining mobile-responsive interfaces perfect for smartphone-based 

verification in busy marketplaces. Modular pipeline design enables rapid retraining when new synthetic 

generators emerge, ensuring sustained performance against evolving threats. 

6.2 Limitations of the System 

Current implementation faces challenges with extremely short audio clips under 3 seconds, where 

insufficient MFCC coefficients limit classification confidence to 78% accuracy. Background noise 

above 30dB significantly degrades spectrogram quality, causing 15% false negatives in crowded market 

environments where vendors typically operate. The CNN model shows slight bias toward English-

language phonemes due to ASVspoof dataset composition, reducing Hindi/Regional language detection 

accuracy by 8-12% despite augmentation efforts. 

Computational overhead from parallel SHAP/LIME/Grad-CAM analysis increases processing time by 

1.2 seconds for high-resolution audio, potentially frustrating users expecting sub-second responses. Lack 

of real-time streaming detection prevents live call monitoring, restricting utility to pre-recorded 

verification scenarios common in vendor payment disputes. 

6.3 Future Scope 

Future iterations will integrate transformer-based architectures like Wav2Vec 2.0 to capture contextual 

speech patterns across languages, targeting 95%+ accuracy for 20+ Indian languages critical for 

nationwide vendor adoption. Real-time streaming detection via WebRTC integration will enable live call 

monitoring, transforming the system into comprehensive fraud prevention during transactions. 

Edge deployment on Raspberry Pi 5 will eliminate laptop dependency, allowing permanent installation 

at vendor stalls with battery-powered operation. Multi-modal fusion incorporating facial video analysis 

alongside audio will achieve 98% accuracy against sophisticated audiovisual deepfake attacks. 

Automated dataset expansion through crowdsourced vendor submissions will create India's largest 

regional language deepfake corpus, positioning the system as national infrastructure for small business 

protection. 
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