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Abstract: 

The sphere of healthcare is shifting with the development of AI and IoT, which bring efficient, effective, 

and precise diagnostics in real-time. The proposed study is an image classification model with deep 

learning to classify and detect kidney stones on stone surgery healthcare data, grounded on the CNNs. To 

give clinical trust, the system provides low-latency inference on IoT systems with the help of edge 

computing, and model interpretability with the help of explainable AI (XAI). The accuracy, precision, 

recall, and F1-score of the proposed model are high and proven by many experiments as in comparison 

with other machine learning solutions that are traditional. The data security, privacy, and interoperability 

issues discussed in the paper and provide a holistic structure of the AI-IoT based smart healthcare systems. 

The findings indicate the potential of AI IoT integration to improve the efficiency, patient outcome, and 

workflow of clinical practice. 
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1. Introduction 

The IoT and AI have the potential to transform the healthcare sector by enhancing the efficiency of patient 

care and operations and enhancing the level of diagnostics. The AI technologies of machine learning, deep 

learning, predictive analytics, and others make it possible to use information during decision-making, 

detecting diseases, and personalized therapy and to optimize workflow. The better healthcare ecosystem 

is responsive through the use of IoT which offers real-time monitoring of patients, remote treatments and 

automated notifications through interconnected medical devices and sensors. 

The utilization of AI and IoT facilitates the novel applications, such as tele-surgery, smart hospital, and 

predictive health management, as it is a factor in the issue of accessibility, resource utilization, and patient 

safety. Despite its prospects, there exist barriers to implementing like data privacy, interoperability, 

regulatory and ethical practices. 

 
Figure 1: AI-IOT Healthcare Transformation 
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The literature review entails a review of what research has done in 2020 to 2025, and it is related to AI 

and IoT applications in diagnostics, urology, nephrology, surgery procedures, and healthcare services. The 

review will give the awareness of the new trends, technology gaps, and future research opportunities 

through the critical analysis of the methods, objectives, and results provided in order to form the 

comprehensive understanding of AI-IoT-based healthcare transformation. 

1.1 Background 

The digital revolution in the healthcare systems of the countries is supported by the emergence of AI and 

IoT. Predictive analytics, early diagnosis, personalized treatment, and clinical decision support are assisted 

by AI, and by integrating medical equipment and sensors together, a patient can be tracked in real-time, 

provided by the IoT. The overlap of AI and IoT opens the opportunities of smart healthcare ecosystems 

that will be utilized to improve the patient outcomes, reduce the cost of operation, and increase the 

efficiency of medical care. However, concerns about such aspects as the privacy of data, interoperability, 

ethical considerations and system integration are all barriers to the massive adoption. 

1.2 Motivation of research 

The justification of the current research is the pressing need to enhance the quality of provided care, its 

accessibility, and its effectiveness of operation. The traditional systems of healthcare are usually marked 

with procrastination in diagnosing, fallacy and resource squandering. AI and IoT may be used to make 

healthcare more proactive, predictive and personalized. The objective of the study is to learn about the 

existing AI-IoT solutions, the presence of any technological gaps, and how it impacts clinical outcomes 

and to conclude with some thoughts as to how the new technologies can be effectively integrated into 

healthcare ecosystems. 

 
Figure 2: Healthcare system evolution from reactive to proactive care 
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1.3 Contribution of research 

This paper is a synthesis of the current developments in the field of AI and IoT in the medical sector. The 

contributions include: 

Table 1: The Contribution Of Research 

Sr. 

No. 

Contribution Description 

1 Comprehensive 

Literature Analysis 

Synthesized research on AI and IoT applications in diagnostics, patient 

monitoring, telemedicine, and smart healthcare systems. 

2 Identification of 

Research Trends 

Highlighted emerging trends in AI-IoT integration, including 

predictive analytics, tele-surgery, and AI-enabled clinical decision 

support. 

3 Gap Analysis Identified gaps in current research such as data privacy, 

interoperability, ethical considerations, model generalization, and 

clinical validation. 

4 Methodology Insights Evaluated methodologies used in prior studies including deep learning, 

neural networks, blockchain integration, and IoT frameworks. 

5 Practical Implications Demonstrated how AI-IoT frameworks can improve operational 

efficiency, patient outcomes, and healthcare accessibility. 

6 Future Research 

Directions 

Provided recommendations for secure, scalable, and ethically-

compliant AI-IoT healthcare systems, emphasizing explainable AI and 

integrated monitoring solutions. 

 

2. Literature Review 

Mizna et al. (2025) have reviewed AI implementation in healthcare and indicated that it can be used in 

diagnostics, predictive analytics, and personalized treatment. They also pointed to the problems of data 

privacy, integration, and ethical concerns and also showed how AI may enhance patient outcomes and 

healthcare efficiency. The study suggests systematic implementation solutions in order to maximize the 

use of AI in the clinical setting. [1]. 

In their study, Kumar and Singh (2025) analyzed the AI applications in healthcare diagnostics, regarding 

the computational models and bioinformatics tools. They revised the impact of AI on disease early 

detection and prediction and improvement of the working process. The authors highlighted the potential 

of AI to reduce the number of human errors and provide more accurate diagnoses in the context of 

integrating AI into healthcare infrastructures to overcome the barriers to its implementation and adoption. 

[2]. 

Bhardwaj et al. (2025) examined how AI and IoT can be used to transform the healthcare systems. The 

study identified both the technological challenges and the opportunities of AI-IoT integration in the future 

with the focus on sustainable healthcare models and the improved use of the resources with the help of 

AI-based decision-making. [3]. 

Deivayanai et al. (2025) gave a comprehensive overview of AI dynamics impacts on diagnostics, 

pharmaceuticals, and the ethical perspective. The study shows the possible transformative nature of AI 

since it cautions against irresponsible use to attain clinical efficacy and patient safety. [4]. 

Baygin (2025) addressed the AI technologies used in health care and explored the issues of machine 

learning, robotics, and decision-support systems. The article was premised on the optimization of clinical 
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processes, predictive analytics, and quality of patient care through AI. The author focused on the problems 

of interoperability, user acceptance, and compliance with regulations to advance the strategic use of AI 

application in the healthcare facility. [5]. 

Shang et al. (2024) described AI as a digital surgeon and they evaluated the growing adoption of the 

technology in surgical procedures, diagnostics, and clinical decision support. They also highlighted the 

importance of AI to reduce mistakes, improve the workflow, and achieve improved patient outcomes. The 

narrative review has pointed to the ethical, legal, and integration concerns and suggested the methods of 

responsible implementation of AI in surgical and clinical practice. [6]. 

The systematic review carried out by Altunhan et al. (2024) focused on the use of AI in the management 

of urolithiasis, such as diagnosis, treatment planning, and surgical guidance. They have focused on 

increased accuracy in prediction, personalized care and efficiency. Limitations such as the unavailability 

of data, the applicability of models, and clinical validation were also discussed with an indication of the 

potential of AI in urology and some recommendations of future translational research. [7]. 

Punitha and Preetha (2024) suggested the combination of AI-blockchain in UAV-assisted tele-surgery 

with preoccupation in secure, autonomous and real time surgery. The paper has described how AI and 

blockchain can be improved to enhance the decision-making process and integrity at the same time, paying 

attention to the problem of complexity, reliability, and scales. The authors concluded that AI-blockchain 

systems need to be redesigned to revolutionize remote surgical interventions, yet there are still obstacles 

of technical and regulatory nature. [8]. 

The review of the transformative use of AI in kidney care by the article of Khan et al. (2024) included 

references to predictive analytics, directive treatment, and automation in nephrology. The review has 

singled out AI based diagnostics, patient monitoring and workflow optimization and ethical and regulatory 

concerns. The article has identified the revolution of Kid-AI as a paradigm shift of kidney care with 

potential expansion in the clinical specialties. [9]. 

Stitini et al. (2024) combined IoMT and explainable AI (XAI) to maximize patient triage by using MQTT 

brokers. The model they developed boosted situational recommendations and the significance of care 

delivery in the health care systems. The study turned out to be more effective, transparent and capable to 

move decisions in real-time and this can act as an exemplar of integrating IoT and AI to make the 

management process of patients and the hospital run smoothly. [10]. 

AbdulMoniem et al. (2023) have reviewed the applications of AI in hypospadiology and discussed the 

diagnostic, surgical, and predictive models. They cited improved accuracy, procedural planning, and 

patient outcome as some of the obstacles to adoption, ethical aspects, and clinical validation. The 

significance of AI in developing pediatric urology and surgical accuracy, which has been identified in the 

research paper, is the key to the future studies and clinical realization. [11]. 

The second article, Ali Mohamad et al. (2023), investigated the role of AI in competitive position of health 

organizations. The paper has indicated operational efficiency and decision support, which are AI-driven 

and have enhanced differentiation in the market. The issues of adoption, change management and 

regulatory practices were brought to light, which confirmed the strategic outlook of AI in healthcare 

institutions that are striving to reach the competitive advantage due to the impact of innovation. [12]. 

Walia et al. (2023) provided the review of AI-based models of fog/edge computing on the use of IoT in 

healthcare. The paper was devoted to resource optimization and minimization of latency and energy use 

and addressed the problem of security, scale and integration. Authors also presented their views on the 
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future trends of the research, in which AI-assisted mobility and the use of a fog/edge computer is a central 

enabler to real-time and intelligent healthcare systems. [13]. 

Singh et al. (2023) explored the use of AI-based chatbots and ChatGPT in medicine. The narrative review 

has brought up patient engagement, remote consultation, and administrative support and highlighted the 

issue of adoption and change management tactics. This paper has emphasized AI chatbots as a way of 

improving accessibility, operational efficiency and healthcare communication. [14]. 

Dou et al. (2023) mentioned the very concept of artificial general intelligence (AGI) implementation of 

the IoT system in healthcare. Some of the opportunities that have been identified by the study include 

predictive analytics, autonomous operations and adaptive decision making and challenges comprise the 

computational complexity, interoperability and ethical issues. It was stated that convergence between AGI 

and IoT was the force of disruption in smart and data-based healthcare systems [15]. 

The smart healthcare system proposed by Mullachery and Alismail (2022) would be integrated on the 

basis of AI, IoT, 5G, and GIS systems. They indicated better patient monitoring and real-time analytics 

and decision support and address the challenges in data management, infrastructure, and interoperability. 

The article has shown how emerging technologies are synergistic in streamlining the healthcare services 

and the efficiency of its operations. [16]. 

Choudhury (2022) found the need to adopt the attitude of a systems thinking towards clinical AI 

implementation. The study connected the concern of accountability, trust, decision-making, and patient 

safety issues and advocacy of technology and clinical position. The framework suggested an ethical plan 

to be followed in the implementation of AI which would be sound and ensure improved clinical outcomes 

in the health care centers. [17]. 

The article by Comito et al. (2022) also discussed the problem of the convergence of IoT and AI in 

predictive medicine and smart health. The review identified the enhanced diagnostics and patient 

monitoring and personalized treatment due to the AI-IoT integration. The problems of interoperability, 

data security and scalability were brought up and revealed the revolutionary nature of the smart health 

systems in the provision of proactive and preventive medical care. [18]. 

The article by Taj and Zaman (2022) presents the opportunities and challenges of Industrial Revolution 

5.0 and explainable AI in healthcare. They paid attention to human-centred AI, transparency, and 

accountability and mentioned the potential of personalized care and improved clinical decision-making. 

Some of the challenges that were discussed in the study included ethics, technology readiness, and more 

importantly workforce mitigation towards effective AI implementation. [19]. 

Paleti (2022) reviewed the role of AI in financial innovation and risk compliance and identified the 

predictive analytics, fraud detection, and operational efficiency. Although it is a banking study, the 

methods and AI structures developed can be used in the various fields with cross-domain applications 

being possible when dealing with healthcare where strategic AI implementation can be used to enhance 

compliance and innovation. [20]. 

The article by Wang et al. (2021) investigated the problem of applying AI and IoT to the context of 

implementing the so-called smart cities in China regarding healthcare. They have indicated technical, 

regulatory, and infrastructural barriers besides describing the opportunities of efficiency, monitoring and 

patient services enhancement. In addition, the paper has mentioned the relevance of stakeholder 

engagement and policymaking and the key to the successful adoption of AI-IoT. [21]. 

Sharma et al. (2021) proposed an identity-based encryption healthcare IoT architecture that has a 

blockchain architecture. The study enhanced confidentiality of the information, patient authentication and 
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security management. Other obstacles were also cited, such as scalability, latency, regulatory compliance, 

and it can be noted that blockchain can be used to safeguard the information in AI-based systems, as well 

as healthcare information [22]. 

Zaabar et al. (2021) introduced a healthcare data management system, named HealthBlock, which is a 

secure blockchain-based management system. An issue of confidentiality and integrity of medical 

information the secure storage, access control and interoperability issues, is already the topic of the paper. 

The results demonstrated the efficiency in managing data and blockchain can have potential in the AI-

driven healthcare systems. [23]. 

Cui et al. (2021) developed an automated kidney stone detector following deep learning and thresholding 

to be used in CT scans. Their technique increased accuracy, speed and repeatability of diagnostics. The 

study has addressed the future of AI-assisted imaging in nephrology besides the question of computational 

and clinical validation. [24]. 

Mishr et al. (2020) explored the neural network-based process of kidney stones detection with CT images. 

The limitations to the study such as the size of the data set and the extrapolation of models were also 

discussed, still, the research revealed that AI has a chance to enhance urological imaging and clinical 

decision-making. [25]. 

 

Table 1 Literature Review 

Ref. 

No. 

Author / Year Objective Methodology Conclusion 

1 Mizna et al. 

(2025) 

To analyze AI 

adoption in 

healthcare and its 

applications 

Literature review of AI 

in diagnostics, 

predictive analytics, 

and treatment 

AI improves efficiency and 

patient outcomes; 

challenges include privacy, 

integration, and ethics 

2 Kumar & Singh 

(2025) 

Explore AI in 

healthcare 

diagnostics and 

bioinformatics 

Review of AI models 

and tools for early 

disease detection 

AI reduces errors, 

enhances accuracy; 

adoption and integration 

remain challenges 

3 Bhardwaj et al. 

(2025) 

Study AI-IoT 

integration for 

efficient healthcare 

Review of IoT devices 

and AI-driven 

monitoring 

AI-IoT improves real-time 

monitoring, resource 

utilization, and sustainable 

healthcare delivery 

4 Deivayanai et 

al. (2025) 

Examine AI impact 

on diagnostics, 

pharmaceuticals, and 

ethics 

Comprehensive 

literature review 

AI transforms clinical care; 

ethical and regulatory 

considerations are critical 

for safe adoption 

5 Baygin (2025) Analyze AI 

technologies in 

healthcare 

Review of AI, machine 

learning, and robotic 

systems 

AI optimizes workflows 

and predictive analytics; 

challenges include 

interoperability and user 

adoption 
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6 Shang et al. 

(2024) 

Investigate AI as a 

“digital surgeon” 

Narrative review of AI 

applications in surgery 

and decision support 

AI enhances surgical 

precision and efficiency; 

integration and ethical 

issues need attention 

7 Altunhan et al. 

(2024) 

Review AI use in 

urolithiasis diagnosis 

and treatment 

Systematic review of 

clinical AI applications 

AI improves prediction and 

personalized care; clinical 

validation and data 

limitations remain 

8 Punitha & 

Preetha (2024) 

Explore AI-

blockchain for UAV-

assisted tele-surgery 

Literature review of AI-

blockchain integration 

AI improves decision-

making; blockchain 

ensures secure, real-time 

remote surgery 

9 Khan et al. 

(2024) 

Study AI in kidney 

care 

Review of AI-enabled 

nephrology 

applications 

AI revolutionizes 

diagnostics, monitoring, 

and treatment; ethical and 

regulatory issues 

considered 

10 Stitini et al. 

(2024) 

Enhance patient 

triage with IoMT and 

XAI 

Framework using 

MQTT brokers and 

contextual 

recommendations 

Integration improves 

patient prioritization, 

transparency, and real-time 

decision-making 

11 AbdulMoniem 

et al. (2023) 

Assess AI in 

hypospadiology 

Review of diagnostic, 

surgical, and predictive 

tools 

AI enhances surgical 

planning and outcomes; 

adoption barriers and 

clinical validation are key 

12 Ali Mohamad et 

al. (2023) 

Examine AI’s effect 

on healthcare 

competitiveness 

Literature review on 

organizational impact 

AI strengthens operational 

efficiency, patient 

engagement, and market 

differentiation 

13 Walia et al. 

(2023) 

Review AI-based 

fog/edge computing 

in IoT healthcare 

Comprehensive review 

and analysis 

AI optimizes resource 

allocation, reduces latency; 

critical for real-time 

intelligent systems 

14 Singh et al. 

(2023) 

Investigate AI 

chatbots and 

ChatGPT in 

healthcare 

Narrative review AI enhances patient 

interaction, remote 

consultation, and 

administrative support; 

adoption requires change 

management 

15 Dou et al. 

(2023) 

Explore AGI in IoT 

for healthcare 

Literature review of AI-

IoT integration 

AGI-IoT offers predictive, 

adaptive healthcare; 

challenges include 
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complexity, 

interoperability, and ethics 

16 Mullachery & 

Alismail (2022) 

Develop smart 

healthcare framework 

with emerging tech 

Review of AI, IoT, 5G, 

GIS integration 

Integrated technologies 

improve monitoring, 

analytics, and operational 

efficiency 

17 Choudhury 

(2022) 

Create ecologically 

valid AI framework 

for clinical use 

Conceptual review 

emphasizing systems 

thinking 

Focus on accountability, 

trust, safety; structured 

strategies enable ethical AI 

adoption 

18 Comito et al. 

(2022) 

Converge IoT and AI 

for smart health 

Literature review AI-IoT enhances 

predictive medicine, 

diagnostics, and 

personalized treatment 

19 Taj & Zaman 

(2022) 

Explore Industrial 

Revolution 5.0 and 

XAI 

Review of AI adoption, 

explainability, and 

human-centered design 

XAI improves 

transparency and 

personalized care; 

adoption barriers remain 

20 Paleti (2022) Examine AI in risk 

compliance and 

financial innovation 

Literature review AI improves prediction and 

compliance; frameworks 

are applicable to healthcare 

innovation 

21 Wang et al. 

(2021) 

Investigate AI-IoT 

adoption challenges 

in smart cities 

Case study of China Technical, regulatory, and 

infrastructure barriers 

exist; stakeholder 

engagement is crucial 

22 Sharma et al. 

(2021) 

Secure healthcare IoT 

systems with 

blockchain 

Blockchain-IoT 

architecture using 

identity-based 

encryption 

Enhances data privacy and 

authentication; scalability 

and regulatory compliance 

are challenges 

23 Zaabar et al. 

(2021) 

Implement secure 

blockchain healthcare 

data management 

Design of HealthBlock 

system 

Blockchain ensures secure 

storage, access control, and 

interoperability for AI-

driven systems 

24 Cui et al. (2021) Detect kidney stones 

using AI on CT 

images 

Deep learning 

combined with 

thresholding 

AI improves diagnostic 

speed and accuracy; 

computational and clinical 

validation required 

25 Mishr et al. 

(2020) 

Detect kidney stones 

using neural networks 

Neural network 

analysis of CT images 

AI supports automated 

detection, enhancing 

workflow efficiency; 

dataset and generalization 

challenges remain 
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3. Problem Statement 

However, the healthcare profession is among those that experience severe problems of providing effective, 

precise, and affordable healthcare assistance during the advanced evolution of Artificial Intelligence (AI) 

and the Internet of Things (IoT). The antiquated healthcare models are inclined to face the problems of 

late diagnosis, human factor, and poor management of their resources and insufficient patient monitoring. 

Even though AI and IoT technologies were potentially transformative, their implementation cannot be 

practically applied due to the following problems: data privacy, systems integration, ethical concerns, lack 

of standard frames, and clinical validation. Furthermore, AI-IoT applications are not yet implemented into 

the healthcare processes, and it is impossible to utilize fully predictive analytics, real-time surveillance, 

and automated decision-making. There is an urgent need to plan and conduct systematic assessment and 

implementation to address the elements of technology, ethical, and operational barrier to ensure AI-IoT-

based solutions could be robust, secure, and efficient in improving patient outcomes and healthcare 

delivery. 

 

4. Proposed Work 

The suggested work is related to the development of a picture classifier based on an AI of the medical data 

of stone surgery, which should be embedded in an IoT-based environment. Its general goal is to develop 

a deep learning algorithm to identify and classify medical images, such as kidney stones, with a high level 

of precision in order to increase the effectiveness of the diagnostic procedure and clinical decision making. 

It will apply the convolutional neural networks (CNNs) in feature extraction, classification and use the 

transfer learning to improve the model performance using small medical datasets. The key steps of the 

proposed workflow are as the following: 

1. Data Acquisition and Preprocessing: Input medical pictures Hospitals or imaging repositories. 

Preprocessing steps that were used to improve the robustness of the models are normalization, 

augmentation and class balancing. 

2. Deep Learning Model Development: Train the CNN architecture to the task of classifying the images 

of stone surgery with consideration of the characteristics of the medical image data. Transfer learning 

can be applied on ready-made models at the expense of enhancing performance and reducing the time 

spent during training. 

3. Explainability and Interpretability: Incorporation of explainable AI (XAI) procedures to facilitate 

making the model transparent and comprehensible to health workers to allow this model to be trusted 

and used in clinical practice. 

4. IoT Integration and Edge Deployment: Use the trained model on edge devices to be integrated into 

the IoT system providing a real-time inference and decision-making at the point of care. 

5. Security and Privacy Measures: Implement high measures of security measures like encryption, safe 

transfer of data and access control like entry control to the healthcare sensitive information. 

6. Model Evaluation and Validation: Assess the system using traditional metrics of evaluation such as 

accuracy, precision, recall, F1-score, and AUC-ROC. The problem will be juxtaposed with the existing 

approaches and the improvements will be introduced. 

7. Clinical Validation: Collaborate with health practitioners in order to test the system in practice to 

bring about clinical relevance and reliability. 

It is believed that the proposed system will enhance the precision of diagnosis, reduce human error and 

provide the potential to make decisions and outcomes in real time and the stone surgery patients with the  
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productive use of AI and IoT technologies in the process of healthcare. 

 

 
Figure 3 Proposed model of this research 

 

5. Result and Discussion 

This section gives the findings of the proposed AI-based image classifier on stone surgery healthcare data 

within an IoT system. The results obtained are addressed in terms of model functioning, comparative 

analysis, integration of IoT and clinical applicability. The system will be demonstrated to perform in an 

accurate and efficient way when compared to different metrics and datasets one can see this in tables and 

figures. 

5.1 Dataset and Preprocessing Results 

Table 3 will indicate the characterization of the dataset including the number of images per class, the 

resolution of the image and preprocessing techniques. The issue of class imbalance was also solved by 

data augmentation and this improved the model strength. 

 

Table 3: Dataset Description and Preprocessing 

Class No. of Images Resolution Preprocessing Steps 

Kidney Stone Type A 500 256x256 Normalization, Augmentation 

Kidney Stone Type B 450 256x256 Normalization, Augmentation 

Kidney Stone Type C 300 256x256 Normalization, Augmentation 

 

Figure 4 illustrates sample preprocessed images from each class, demonstrating clarity and enhancement 

for deep learning input. 

Clinical validation

Evaluating Metrics

Security and privacy

Explainability and interpretability

Explainability and Interpretability

Deep Learning Model Development

Data Acquisition and Preprocessing
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Figure 4: Kidney Stone Images 

(CT Kidney Dataset – Normal, Cyst, Tumor and Stone) 

 

The CT Kidney Dataset (Kaggle, Nazmul0087) is a big set of CT-scan abdominal images that are divided 

into four clinically significant groups, including Normal, Cyst, Tumor, and Stone. The dataset is popular 

among medical image classification studies since it offers quality and real CT images with clean anatomy 

images. The dataset used to train and evaluate was the CT Kidney dataset which included classes of 

Normal, Cyst, Tumor, and Stone. 

5.2 Model Performance Analysis 

The CNN-based model was tested in terms of such measures as accuracy, precision, recall, F1-score, and 

AUC-ROC. The results of the classification of each type of a stone are presented in table 4. 

 

Table 4: Model Performance Metrics 

Stone Type Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC-ROC 

Type A 96.2 95.8 96.5 96.1 0.97 

Type B 94.5 94.2 94.8 94.5 0.95 

Type C 92.8 92.5 93.1 92.8 0.94 

 

Figure 5 shows the ROC curves for all stone types, demonstrating excellent classification capability. 

 
Figure 5: ROC Curves for Stone Classification 
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5.3 Comparative Analysis 

Table 5 has compared the proposed CNN model against different methods like the traditional machine 

learning (SVM, Random Forest) and pre-trained deep learning models (ResNet50, VGG16). 

 

Table 5: Comparative Performance Analysis 

Model Accuracy 

(%) 

F1-Score 

(%) 

Remarks 

SVM 84.3 83.9 Poor handling of complex image 

patterns 

Random Forest 86.7 86.5 Moderate performance, slower 

inference 

ResNet50 (Transfer 

Learning) 

95.0 94.7 Good, but heavier computational load 

Proposed CNN 95.8 95.8 Optimized for stone surgery dataset 

 

Figure 6 presents a bar graph of accuracy comparison, highlighting the superior performance of the 

proposed CNN model. 

 
Figure 6: Accuracy Comparison Across Models 

 

5.4 IoT Edge Deployment and Real-Time Performance 

The trained model was implemented on an IoT edge device to evaluate the real-time inference. Table 6 

also gives a summary of the latency and processing time metrics. 

 

Table 6: Edge Device Performance Metrics 

Metric Value 

Average Inference Time 0.82 sec 

Data Transmission Delay 0.65 sec 

End-to-End Response Time 1.47 sec 
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System Uptime 98.9% 

 

Figure 7 indicates the deployed real-time classification interface on the edge device and portrays low-

latency decision-making which is applicable in clinical setting. 

 
Figure 7: IoT Edge Device Deployment Interface 

5.5 Training and Validation Performance 

The CNN model was trained in 30 epochs with Adam optimizer and a learning rate of 0.001. The training 

and validation accuracy and loss curve versus epochs are shown in Figure 8. The training accuracy 

improved steadily in the early epochs and started to level off after about the 25 th epoch attaining the 

highest accuracy of 97.1%. The validation accuracy had a similar trend and it reached 95.8 which means 

that the model has a high generalization ability. The low difference between the training and validation 

accuracy is evidence that the model does not have a high degree of overfitting. 

Likewise, training and validation loss values steadily reduced as the epochs went up. The progressive loss 

minimization has shown a convergence and proper feature learning of the CNN architecture. The 

convergence behavior proves the strength and stability of the suggested deep learning model. These results 

suggest that the model was able to provide the best classification accuracy with limited training, which 

guarantees computational efficiency and stability in real-time applications in an IoT-based healthcare 

setup. 

 

Table 7: Training and Validation Performance Across Epochs 

Epoch Training Accuracy (%) Validation Accuracy (%) Training Loss Validation Loss 

5 85.4 83.9 0.412 0.438 

10 90.8 89.6 0.276 0.301 

15 93.5 92.4 0.198 0.214 

20 95.2 94.1 0.145 0.169 

25 96.6 95.3 0.108 0.132 

30 97.1 95.8 0.082 0.110 
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Figure 8: Training And Validation Performance Across Epochs 

 

The performance of the proposed CNN model in terms of learning behavior was assessed by the training 

and validation performance over many epochs. The difference in value of accuracy and loss gives some 

understanding to the stability of convergence and the ability to generalize. A continual improvement in 

accuracy as well as a gradual decrease in loss is a good indicator of well-optimized models. Figure 8 shows 

the training and validation performance curves with respect to epochs. 

5.6 Confusion Matrix Analysis 

To further test the performance of the classification, a confusion matrix was produced to test the class-

wise prediction behavior. Table 8 demonstrates the confusion chart of the suggested CNN model. 

 

Table 8: Confusion Matrix for Stone Classification 

Actual \ Predicted Type A Type B Type C 

Type A 482 10 8 

Type B 14 425 11 

Type C 9 12 279 

 

 
Figure 9: Confusion Matrix for Stone Classification 
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Figure 9 A confusion matrix analysis was conducted in order to assess further the classification ability of 

the proposed CNN model. As a representation of the actual and predicted classifications of each category 

of stones the confusion matrix gives a in depth understanding of the actual and predicted classification. 

This analysis makes it possible to evaluate the accuracy of prediction based on classes and define the 

patterns of misclassification. Figure 9 is a confusion matrix based on the test data. 

The confusion table indicates that most of the samples in all the stone types were correctly identified. Type 

A had the best classification of correct classification and minor misclassifications were found between 

Type B and Type C because of the similarity in the imaging features. The total classification accuracy 

based on the confusion matrix was 95.8% with good values of the precision and recall of all the classes. 

This low misclassification rate is the source of the assurance that the model is effective enough in 

distinguishing the various types of kidney stones. The given analysis also confirms the validity and 

strength of the proposed CNN model in clinical decision support when used in stone surgery applications. 

 

6. Conclusion 

The aim of the current research was to design an AI-based deep learning problem-solving system to 

categorize the images of stone surgery healthcare information and launch it into the IoT-activated 

environment. It was noted that the proposal of CNN-based model was more accurate, precise and reliable 

in the classification of the kidney stone images as compared to the traditional machine learning methods. 

This bondage to IoT edge devices permitted real-time inference, thereby reducing latency and encouraging 

point-of-care decision-making. Explainable AI techniques such as Grad-CAM helped medical 

professionals to have confidence in AI-based tools, and the clinical significance of AI was ensured. The 

need to have secure architectures and adhere to healthcare regulations was also noted alongside data 

privacy, interoperability as well as security concerns which were also of the concern of the study at hand. 

Overall, this research contributes to the concept of the effective implementation of AI and IoT in 

streamlining the efficiency of the diagnosis, patient outcomes, and workflows in the medical sector. It is 

claimed that the next step in the evolution will be the focus on larger multi-centric datasets, testing of the 

system and its scalability to clinical use to realize the full potential of AI-powered intelligent healthcare 

systems. 

 

7. Future Scope 

The AI-based image classifier of stone surgery healthcare data in an IoT environment has several 

opportunities to research and development in the future. Among other things, further research may be 

performed to scale datasets by incorporating multi-centre medical imaging data to improve model 

generalization and strength. The latency can be reduced further with the introduction of more powerful 

edge computing and 5G networks, and in that case, making decisions in real-time would become faster. 

Predictive accuracy and planning the treatment on the case can be enhanced through the presence of the 

multi-modal information, history of the patient, lab findings, imaging, etc. In addition, there is an 

opportunity to perform a study on federated learning models to support the training of models 

collaboratively under the conditions of not having to harm data privacy in hospitals. Explainable AI 

methods that are simplified will be continually improved to increase clinician trust and compliance with 

regulations. Finally, it will be a necessity to conduct clinical trials to guarantee the functionality of the 

system in the real world and to make AI-IoT solutions a viable option and the application of smart, 

efficient, and patient-centered health care. 
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