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Abstract:

The adoption of Artificial Intelligence (Al) in regulated banking environments has rapidly expanded
beyond traditional use cases into fraud detection, anti-money laundering (AML), cybersecurity analytics,
credit decisioning, and generative Al-driven customer interaction systems. While Al enhances operational
efficiency and predictive capabilities, the use of Al introduces systemic risks in highly regulated financial
institutions because Al models and their resulting decisions must be explainable, auditable, fair, and
defensible under supervisory review. There are currently many existing responsible Al frameworks that
emphasize governance principles such as transparency, fairness, and human oversight but often lack
implementation-level clarity across enterprise roles. This paper proposes a persona-driven responsible Al
control framework that distributes accountability across enterprise stakeholders including developers,
platform engineers, security teams, operations personnel, and business decision-makers. The framework
embeds enforceable control planes within enterprise architecture, transforming governance from policy
documentation into measurable execution. By integrating data governance, model lifecycle controls,
identity enforcement, runtime observability, and operational resilience mechanisms, the framework
bridges governance policy with engineering implementation in multi-account regulated cloud
environments. The approach provides financial institutions with a structured, auditable pathway for
scalable and compliant Al adoption.
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I. INTRODUCTION

Artificial Intelligence has become foundational to modern banking operations. Financial institutions use Al
for real-time fraud detection, transaction anomaly scoring, anti-money laundering surveillance,
cybersecurity monitoring, credit risk modeling, document processing, and increasingly, generative Al—-
driven conversational systems and knowledge assistants.

Unlike consumer-facing technology domains, banking institutions operate within strict regulatory
frameworks. Supervisory agencies that have established regulations require that automated decision-
making models must meet the following principles [1] [3] [4] of:

. Fairness and non-discrimination
. Transparency and explainability
. Auditability and traceability

. Data protection and privacy

. Human accountability
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As a result, Al in Banking has many dimensions when it comes to assessing risk. A model may achieve
high predictive accuracy while simultaneously exposing the institution to regulatory violation,
discriminatory outcomes, or operational instability [4] [5].

Responsible use of Al systems in a regulated environment is much more than being able to validate the
precision of a model. It must include integrating the required governance controls into the bank’s enterprise
technology stack as part of the Al lifecycle, consistent with structured Al risk management guidance [1]
[6]. The challenge is not defining principles, in fact the principles have already been identified and
documented but it is about operationalizing them in a manner that is enforceable, measurable, and aligned
with enterprise roles.

This paper introduces a persona-driven responsible Al control framework designed to close the gap between
governance theory and operational execution.

II. GOVERNANCE GAP IN CURRENT RESPONSIBLE Al APPROACHES
Industry frameworks and regulatory guidelines highlight the importance of responsible Al through high-
level principles [1] [3] [6]. These typically include fairness, accountability, transparency, robustness, and
human oversight [1] [2]. However, when it comes to actual implementation in regulated organizations,
there are some structural gaps that exist. These gaps are as follows:

A. Policy-Execution Disconnect
Governance principles are defined at leadership or risk committee levels but is typically not directly linked
to actual engineering workflows [4] [5].

B. Ambiguous Accountability
Development, deployment and monitoring of the Al systems is commonly achieved by multiple teams.
However, lack of persona-level understanding, blurs the accountability for enforcement [6].

C. Risk of Over-Automation
There is a significant risk when institutions automate high-impact decisions without clearly defined
boundaries, hence increasing systemic exposure [1] [3].

D. Fragmented Control Layers
Data governance, identity management, monitoring, and operational processes often function
independently rather than as an integrated system [1] [4].

In summary, responsible ethical Al will need to be redefined in your enterprise as a cross-functional
engineering architecture versus a checklist for compliance.

IIT. CONTROL PLANE ARCHITECTURE FOR RESPONSIBLE Al
The proposed framework is structured in a way that the enforcement of responsible Al is performed through
five control planes that function in an integrated manner to form the enterprise architecture. This lifecycle-
oriented structuring aligns with internationally recognized Al risk management approaches [1] [2]. Each
plane addresses a distinct risk dimension.

A. Data Control Plane

The Data Control Plane governs the sourcing, preparation, and use of datasets throughout the training and
inference processes [1] [3] [5]. The core functions of the Data Control Plane include, but are not limited to:
. Data classification and tagging

. Data Lineage tracking

. Consent validation
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. Enforcing minimization of data used

. PII detection and masking

. Analyzing the datasets for bias

In regulated banking, improper data usage can result in severe regulatory penalties. Ensuring traceability
from the original data source to the model input is essential to defending against regulatory penalties
imposed by supervisory bodies [3] [4].

B. Model Control Plane

The Model Control Plane governs the life cycle of Al artifacts between the time they are first created as
prototypes until they are deployed into production [1] [2] [6]. The core functions of the Model Control
Plane include, but are not limited to:

. Bias testing and fairness validation
. Model validation workflows

. Explainability tooling integration

. Version control and reproducibility
. Testing for adversarial robustness

. Approval gating prior to release

This plane provides a level of assurance that the predictive accuracy is not prioritized at the expense of
fairness or regulatory compliance [1] [3].

C. Identity and Access Control Plane

This plane governs strong enforcement of identity and access control measures to protect the Al systems
effectively [1][3]. The core functions of this plane include, but are not limited to:

. Role-based access control

. Enforce Least-privilege policy
. Service End-Point Segmentation
. Isolation among Environments
. Cross-account governance policy
. Conditional invocation control

This control plane aims to protect against unauthorized access and mitigates the risk of insider threats,
especially in multi-account cloud environments common in regulated banking [4].

D. Observability and Audit Plane

The Observability and Audit Control Plane governs the requirement of runtime transparency for responsible
AI [1][4]. The core functions of the Observability and Audit Plane include, but are not limited to:

. Centralized logging

. Capturing Inference Outputs

. Telemetry data collection

. Detecting Model Drift

. Hallucinations monitoring (for generative systems)
. Audit artifact aggregation

This control plane ensured that the organizations could justify Al-driven decisions during audits or
investigation of incidents [3].

E. Operational Resilience Plane

The Operational Resilience Plane defines the boundaries of automation and specifies fail-safe protocols
[1][3]. The core functions of the Operational Resilience Plane include, but are not limited to:

. Human-in-the-loop approvals

. Escalation protocols

. Rollback triggers
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. Risk-tiered automation policies
. Override mechanisms

The Operational Resilience Control Plane ensures that Al compliments rather than replace responsible
human decision-making in significant contexts [4][5].

IV. PERSONA DRIVEN ACCOUNTABILITY MODEL
A distinguishing characteristic of this framework is the explicit mapping between control planes and
enterprise personas.

A. Developer Persona
Developers sit at the very starting point of Al risk, because even small design shortcuts or overlooked
assumptions at this stage can quietly scale into enterprise-wide issues. Their responsibility includes:

. Implementing secure coding practices

. Validating data selection

. Applying Prompt engineering safeguards (for generative Al)
. Integrating tests to eliminate bias

. Validating output logic

The primary risks associated with developer responsibility includes data leaks, prompt injections, and
unvalidated model updates [1] [2].

B. Platform / Cloud Engineer Persona

Although platform engineer largely operate behind the scenes, but the strength or weakness of these
architectural foundations determines whether Al systems operate securely or remain vulnerable to systemic
failure. Their responsibility includes:

. Provisioning infrastructure

. Network segmentation

. Configuring private endpoint

. Implementing continuous integration enforcement gates
. Applying immutable infrastructure policies

The primary risks associated with platform engineering responsibility includes public exposure of Al
services and environment misconfiguration [3] [4].

C. Security and Compliance Persona
Security, risk and compliance teams act as the institutional safeguard to allow for innovative opportunities
to proceed without legal, ethical and supervisory violations occurring. Their responsibility includes:

. Compliance with the regulatory requirements
. Performing baseline risk assessments

. Policy documentation

. Ensuring audit evidence readiness

. Managing exception approval workflows

The primary risks associated with security and compliance team’s responsibility include regulatory non-
compliance and incomplete documentation trails [3] [5].

D. Operations Persona
As the Al behavior evolves over time, operations teams are often the first to detect early warning signals
before small issues evolve into customer-impacting incidents. Their responsibility includes:

. Monitoring runtime performance
. Drift detection

. Incident response

. Anomaly alerting
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. Building resiliency in systems
The primary risks associated with operations team’s responsibility include silent model degradation and
unmonitored hallucinations [1].

E. Business Decision-Maker Persona

In all instances, regardless of how advanced the technology becomes, accountability for financial decisions
still rests upon human judgment and that is where business stakeholders as decision-makers step in. Their
responsibility includes:

. Validating context
. Acknowledging risk
. Oversight of high-impact Al-assisted decisions

The primary risks associated with business stakeholder’s responsibility include blind trust in automation
and over-delegation of authority to Al systems [1] [3].

V. PERSONA-TO-CONTROL MATRIX
This matrix transforms governance into measurable responsibility. It operationalizes lifecycle-based Al risk
management expectations described in established governance frameworks [1] [2] while translating
supervisory oversight requirements into enforceable architectural layers [3] [4].

TABLE-PERSONA-TO-CONTROL MATRIX

Persona Primary Risk Control Plane Control Mechanism
Bias, Prompt — . .
Developer Injection, Data Data & Model Vahdgtlon Testing, Blas
Audit, Secure Coding
Leakage
Platform Engineer Service Exposure Identity & Ops Private Endp omts,. Network
Segmentation
Secur.lty/ Regulatory Breach All Planes Policy Enforcement, Audit
Compliance Logging
. Model Dirift, o Monitoring, Alerting,
Operations Hallucination Observability Rollback
Business Analyst Over-Reliance on Al Oper.a.t ional Human-in-the-Loop Review
Resilience

Fig. 1: Persona-driven accountability model for responsible Al in regulated banking
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VI. GOVERNANCE LIFECYCLE
Responsible Al development should be viewed as an ongoing and practical lifecycle, rather than a one-time
approval before going into production [1] [2]. The lifecycle has four essential steps:

A. Policy Definition

This stage sets the foundation by clearly defining acceptable risk levels, regulatory obligations,
documentation requirements, and where human oversight is mandatory. It ensures everyone understands
the operating boundaries of Al systems prior to the deployment and execution of AI models [1] [3].

B. Control Implementation

At this stage, governance moves from theoretical approach to a practical approach as policies developed in
the previous steps are translated into technical controls embedded in infrastructure, deployment pipelines,
access policies, and approval workflows so that compliance is enforced automatically rather than manually
monitored [2].

C. Monitoring and Telemetry

Once systems are live, continuous monitoring is critical for identifying all incidents of runtime behavior,
performance drift, unexpected results from Al systems, and anomalies to detect early signs of routine or
significant operational or regulatory issues [1] [4].

D. Feedback and Improvement

Using the insights gathered during the monitoring phase, models are retrained, controls are adjusted, and
automation limits are refined to allow the evolution of Al systems in a responsible manner that aligns with
the changing business and regulatory expectations [1] [4].

Fig. 2: Governance lifecycle with persona ownership

VILENTERPRISE CASE STUDY: REGULATED MULTI-ACCOUNT CLOUD ENVIRONMENTS
Real-world banking institutions offer practical insight into how responsible Al governance works in
production environments. For example, DBS Bank has provided public insight into how they implemented
and scaled Al in their fraud detection and risk management processes [7]. According to the bank, as Al
transitioned from a pilot system to the operational systems of fraud and scam detection, measurable
improvements were made in their ability to detect scams and fraud [7]. In addition, the governance
framework around the successful implementation of Al into the bank's operational processes has been well
defined, including strong model validation, disciplined data controls, and appropriate levels of oversight of
critical decisions [7].
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Similarly, HSBC has deployed Al to assist with suspicious transaction monitoring and compliance
screening [8]. While these systems are able to flags unusual activity in real-time, however, the ultimate
accountability for these transactions or accounts remains with the human team. Ongoing structured
oversight, documentation practices, and collaboration with regulators are essential parts of this process [8].
In multi-account cloud environments, these principles translate into private Al endpoints, centralized
observability, identity segmentation, and mandatory human review gates for credit or account-level actions.
The persona-driven mapping clarified ownership across engineering, security, and business teams,
governance becomes practical rather than procedural, reducing ambiguity and improving audit readiness.

VIII. AUTOMATION BOUNDARY AND RISK MANAGEMENT
A core principle of responsible Al is defining what should not be automated.

TABLE-AUTOMATION LEVELS ACROSS BANKJNG USE CASES

‘ Use Case H Automation Level ‘
‘ Fraud alert detection H Automated ‘
‘ Account suspension H Human approval required ‘

Credit  scoring

. Al-assisted
recommendation

‘ Final loan approval H Human decision ‘

Over-automation increases systemic financial and reputational risk. Explicit automation boundaries reduce
this exposure.

IX. ORIGINAL CONTRIBUTION

This paper contributes a practical and structured approach to operationalizing responsible Al in regulated
banking environments. It introduces a control-plane architecture where governance is embedded into the
technology stack as opposed to a more independent oversight role. The framework further promotes
accountability by mapping enterprise personas to specific enforcement layers, so that there is clarity
regarding who is responsible across development, infrastructure, security, operations, and business teams.
Additionally, this paper presents a governance lifecycle that maps to the current workflows in the
engineering disciplines as well as defining specific automation boundaries concerning the high-impact
financial decisions. By aligning policy and architecture, this approach eliminates the long-standing gap of
governance intent versus operational execution.

X. CONCLUSION

Responsible Al in the banking industry that is subject to regulation, demand more than ethical guidelines.
It must be embedded into the way in which the systems are designed, deployed, and monitored every day.
That means clear ownership across teams, technical controls that are enforced, visibility into how models
behave in production, and well-defined limits on what can and cannot be automated.

When control planes are aligned with real enterprise personas, accountability becomes practical instead of
theoretical. This persona-driven approach helps financial institutions scale Al confidently as well as stay
compliant, resilient, and prepared to withstand regulatory scrutiny within an increasingly complex financial
environment.

[JFMR260272558 Volume 8, Issue 2, March-April 2026 7



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijffmr.com e Email: editor@ijfmr.com

REFERENCES:

[1] NIST, “Artificial Intelligence Risk Management Framework (Al RMF 1.0),” National Institute of
Standards and Technology, 2023. [Online].Available:_https://www.nist.gov/itl/ai-risk-
management-framework

[2] ISO/IEC, “ISO/IEC 42001:2023 — Artificial intelligence management system,” International
Organization for Standardization, 2023. [Online]. Available:
https://www.iso.org/standard/81230.html

[3] European Parliament and Council, “Regulation (EU) 2024/1689 (Artificial Intelligence Act),”
EUR-Lex, 2024. [Online]. Available: https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng

[4] Bank for International Settlements (BIS), “Governance of artificial intelligence adoption in
central banks,” 2024. [Online]. Available: https://www.bis.org/publ/othp90.pdf

[5] Monetary Authority of Singapore (MAS), “Consultation Paper on Proposed Guidelines on
Artificial Intelligence Risk Management,” 2025. [Online]. Available:
https://www.mas.gov.sg/publications/consultations/2025/consultation-paper-on-guidelines-on-
artificial-intelligence-risk-management

[6] FINOS, “Al Governance Framework (AIR),” 2023. [Online]. Available: https://air-governance-
framework.finos.org/

[7] DBS Bank, “DBS named World’s Best Al Bank,” 2025. [Online]. Available:
https://www.dbs.com/newsroom/DBS_named Worlds Best AI Bank 2025

[8] HSBC, “HSBC and AI,” HSBC Holdings plc, 20242025 (page actively maintained). [Online].
Available:https://www.hsbc.com/who-we-are/hsbe-and-digital/hsbc-and-ai

[JFMR260272558 Volume 8, Issue 2, March-April 2026 8



https://www.ijfmr.com/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.iso.org/standard/81230.html
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
https://www.bis.org/publ/othp90.pdf
https://www.mas.gov.sg/publications/consultations/2025/consultation-paper-on-guidelines-on-artificial-intelligence-risk-management
https://www.mas.gov.sg/publications/consultations/2025/consultation-paper-on-guidelines-on-artificial-intelligence-risk-management
https://air-governance-framework.finos.org/
https://air-governance-framework.finos.org/
https://www.dbs.com/newsroom/DBS_named_Worlds_Best_AI_Bank_2025
https://www.hsbc.com/who-we-are/hsbc-and-digital/hsbc-and-ai

