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Abstract

The rapid advancement of image editing tools and artificial intelligence has led to a significant increase
in sophisticated image forgeries, raising serious concerns regarding the credibility of digital media,
forensic analysis, and information security. Traditional image forgery detection techniques based on
handcrafted signal processing features often lack robustness against geometric transfor-mations,
compression, and post-processing operations. Conversely, deep learning—based approaches, although
effective in learning high-level semantic representations, commonly suffer from dataset de-pendency,
high computational complexity, and limited generalization to unseen forgery types.

To address these challenges, this paper proposes a hybrid image forgery detection framework that
integrates signal processing—based features with deep learning features to exploit their comple-mentary
strengths. In the proposed approach, low-level statistical and multi-resolution features are extracted
using signal processing techniques to capture subtle manipulation artifacts, while high-level
discriminative features are learned using a convolutional neural network to model complex structural and
semantic information. The extracted features are fused into a unified representation and refined using
dimensionality reduction to reduce redundancy and improve computational efficiency. A su-pervised
classification model is then employed to distinguish between authentic and forged images.

Extensive experiments conducted on benchmark image forgery datasets demonstrate that the proposed
framework achieves an average detection accuracy of 98.2%, with precision, recall, and F1-score values
of 97.9%, 98.4%, and 98.1%, respectively. Moreover, the proposed method shows strong robustness
against post-processing attacks, including JPEG compression, scaling, and noise addition, with less than
2% performance degradation under challenging conditions. Cross-dataset evaluation further confirms
improved generalization, outperforming existing classical and deep learning—based methods by 3—-6% in
accuracy. These results validate that hybrid signal processing and deep feature fusion provides an
effective, robust, and reliable solution for real-world image forgery detection.

1 Introduction

The widespread availability of digital cameras and smartphones has led to an exponential increase in
digital images shared over the internet [29]. With this growth, malicious image manipulations, including
copy-move, splicing, retouching, and inpainting, have become more frequent [7]. Such forgeries pose risks
to media integrity, legal evidence, and public trust [1].

Traditional image forgery detection methods exploit low-level inconsistencies in pixel values or com-
pression artifacts [2]. Block-based matching techniques detect duplicated regions by comparing fixed-size
patches [19]. Keypoint-based methods use invariant features, such as SIFT or SURF, to identify moved or
replicated areas [5]. Frequency-domain analysis, including discrete cosine transform (DCT) and wavelet-
based features, captures artifacts introduced by manipulation [20]. Sensor pattern noise (SPN) techniques
analyze unique noise signatures of imaging devices to detect tampering [27]. Despite their effectiveness,
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these methods are sensitive to post-processing operations like rotation, scaling, and JPEG compression
[8]. They also struggle to detect sophisticated forgeries involving multiple editing operations or semantic
content manipulation [9].

The advent of deep learning has revolutionized forgery detection [3]. Convolutional neural networks
(CNNs) automatically learn hierarchical features, capturing both low-level artifacts and high-level se-
mantic inconsistencies [4]. Residual networks (ResNet) and Inception architectures have been widely
employed for feature extraction in forensic tasks [21, 22]. However, deep models often require large
labeled datasets for effective training, which may not be available for all types of manipulations [10].
Moreover, they are prone to overfitting and may fail to generalize across different datasets or unseen
manipulation techniques [12].

To improve robustness, researchers have explored advanced learning paradigms such as contrastive
learning, which emphasizes learning invariant features across transformations [25, 11]. Few-shot and
cross-domain adaptation approaches aim to reduce dependency on large annotated datasets while main-
taining detection accuracy [12, 13]. Vision Transformer (ViT) architectures have shown promise in
capturing global contextual relationships for forgery localization [23, 14]. Despite these advances, purely
data-driven approaches may fail to detect subtle manipulations that leave minimal semantic cues but
introduce low-level artifacts [6].

Hybrid frameworks combine the strengths of traditional signal processing methods with deep learning
models [17]. By fusing multi-resolution statistical features with deep convolutional embeddings, hybrid
systems can capture both local inconsistencies and global semantic information [18]. Deep feature fusion
techniques integrate multiple CNN feature maps or multi-level outputs to improve detection performance
[16]. State-of-the-art unified frameworks, such as TruFor, leverage multiple forensic cues, including noise
patterns, compression artifacts, and semantic inconsistencies, for more reliable detection and localization
[15].

Benchmark datasets play a key role in evaluating and comparing forgery detection algorithms [26, 27,
28]. CASIA provides a diverse set of splicing and copy-move manipulations for testing deep and
classical methods [26]. The Columbia dataset focuses on splicing detection and includes manually crafted
tampered images [27]. NIST datasets provide standardized evaluation protocols for image forensics and
allow reproducible comparisons across methods [28].

Recent research also explores multimodal approaches, integrating spatial, frequency, and noise-based
features with deep networks to enhance detection under challenging scenarios [10, 13]. Such methods
improve resilience against counter-forensic operations, including anti-forensic compression, resampling,
and subtle blending [5]. Additionally, transformer-based and attention-guided models have demonstrated
improved localization accuracy by capturing long-range dependencies and contextual clues across the
image [14].

Proposed Workflow

Motivated by the limitations of existing approaches, this work proposes a hybrid signal processing and
deep feature fusion framework for robust image forgery detection [16]. The workflow begins with image
preprocessing, including resizing, normalization, and artifact suppression to ensure uniform input qual-ity.
In the first feature extraction stage, handcrafted signal processing features are computed to capture low-
level statistical, frequency-domain, and noise-based inconsistencies [17]. Simultaneously, deep fea-tures
are extracted using a convolutional neural network to model high-level structural and semantic
information [18]. The handcrafted and deep features are then fused into a unified feature representa-tion,
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exploiting their complementary characteristics. To reduce feature redundancy and computational
overhead, dimensionality reduction is applied prior to classification. Finally, a supervised classification
model is employed to accurately distinguish between authentic and forged images.

Remainder of the Paper

The remainder of this paper is organized as follows. Section II describes the literature papers used for
the study. Section III describes the proposed hybrid feature extraction and fusion methodology in detail.
Section IV presents the experimental setup, benchmark datasets, and evaluation metrics. Section V
discusses the experimental results and comparative analysis with existing methods. Finally, Section VI
concludes the paper and outlines potential directions for future research.

2 Literature Review

Image forgery detection has evolved significantly over the past two decades, driven by the increasing
realism of image manipulation techniques and the growing need for reliable digital media authentication.
Existing research can be broadly categorized into signal processing—based methods, deep learning—based
approaches, hybrid feature fusion techniques, and recent advances focusing on robustness, generalization,
and evaluation protocols.

2.1 Signal Processing-Based Image Forgery Detection

Early image forgery detection methods primarily relied on handcrafted signal processing features to
identify statistical inconsistencies introduced during manipulation. One of the earliest works addressed
copy—move forgery by exploiting duplicated regions within an image using block-based analysis, demon-
strating the feasibility of detecting region cloning through correlation analysis [1]. Subsequently, more
robust duplication detection techniques were proposed by leveraging principal component analysis and
feature matching to expose repeated image regions under mild transformations [2].

Keypoint-based approaches further improved robustness against rotation and scaling by employing
invariant descriptors such as SIFT for detecting copy—move attacks [19]. In parallel, camera-based
forensic techniques emerged, utilizing sensor pattern noise to identify inconsistencies caused by image
tampering, thereby enabling source camera verification [20]. Higher-order statistical features were also
explored to detect photomontage by modeling statistical dependencies between image components [27].
Despite their interpretability and low computational cost, these traditional approaches are highly
sensitive to post-processing operations such as compression, blurring, and resizing, which limits their
effectiveness against modern sophisticated forgeries [29].

2.2 Deep Learning-Based Image Forgery Detection

The introduction of deep learning marked a paradigm shift in image forensics by enabling automatic
feature learning from data. A pioneering work proposed a constrained convolutional layer designed to
suppress image content and emphasize manipulation artifacts, achieving universal manipulation detection
across different attack types [3]. Later, richer feature representations were learned using deep convolu-
tional neural networks trained to capture subtle visual inconsistencies, significantly improving detection
performance on complex forgeries [4].

Camera model-based deep learning approaches further enhanced detection accuracy by extracting noise
residuals that act as intrinsic fingerprints of imaging devices, as demonstrated by the Noiseprint
framework [6]. Vision Transformer architectures were also explored to model long-range dependencies in
images, showing competitive performance in forgery detection tasks [14]. Additionally, large-scale
frameworks such as TruFor integrated multiple forensic cues, including noise, color, and semantic features, to

[JFMR260378331 Volume 8, Issue 3, May-June 2026 3



http://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

improve trustworthiness in real-world scenarios [15].

Although deep learning approaches achieve superior accuracy, they often require large labeled datasets,
exhibit high computational complexity, and struggle to generalize across unseen manipulation types and
datasets [7].

2.3 Hybrid Feature Fusion Approaches

To address the limitations of purely handcrafted or deep learning—based methods, hybrid approaches
combining signal processing features with deep features have gained increasing attention. Early hybrid
frameworks demonstrated that fusing low-level statistical features with learned representations signifi-
cantly enhances detection robustness [17]. Subsequent studies integrated handcrafted forensic cues with
CNN-based features, achieving improved performance under compression and geometric transformations
[18].

Recent works explored deep feature fusion strategies, combining multi-level representations extracted from
different network layers to capture both local artifacts and global semantics [16]. Multi-domain feature
learning further extended this concept by jointly modeling spatial, frequency, and noise domains, resulting
in enhanced robustness across diverse forgery scenarios [13]. These hybrid paradigms highlight the
complementary nature of traditional signal processing and deep learning features for reliable image
forgery detection [9].

2.4 Robustness, Generalization, and Learning Strategies

To overcome dataset dependency and poor cross-domain generalization, recent research has focused on
advanced learning strategies. Contrastive learning techniques have been employed to learn forgery-
invariant representations, improving robustness under unseen manipulations [11]. Few-shot and cross-
domain adaptation methods further addressed data scarcity by enabling effective detection with limited
labeled samples [12]. Transfer learning using large-scale pretrained models such as ResNet, Inception,
and Vision Transformers has also been shown to improve feature generalization [21, 22, 23].

Multimodal and language-supervised pretraining frameworks have opened new directions by learning
transferable visual representations across diverse domains [24]. Self-supervised contrastive frameworks
further reduced reliance on annotated data while maintaining competitive detection performance [25].

2.5 Datasets, Evaluation Protocols, and Benchmarks

Reliable evaluation of image forgery detection systems depends on standardized datasets and protocols.
Publicly available datasets such as CASIA provide benchmark resources for evaluating tampering de-
tection algorithms [26]. NIST forensic datasets have been widely used to assess detector robustness
under realistic forensic conditions [28]. Large-scale evaluation studies systematically compared splicing
localization algorithms, revealing significant performance gaps under real-world distortions [5].

Recent benchmarking efforts emphasized the importance of unified evaluation metrics, cross-dataset
testing, and reproducible protocols to ensure fair comparison among competing methods [10]. Compre-
hensive surveys further summarized trends, challenges, and future research directions in image forgery
detection, highlighting the growing need for robust and generalizable solutions [8, 9].

2.6 Summary

In summary, existing image forgery detection research demonstrates a clear progression from handcrafted
signal processing techniques to deep learning and hybrid fusion frameworks. While traditional methods
offer interpretability, deep models provide superior representational power, and hybrid approaches effec-
tively combine both strengths. However, challenges related to robustness, generalization, and real-world
deployment remain open, motivating the development of hybrid, adaptive, and evaluation-aware forgery
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detection systems.

3 Proposed Methodology

This section describes the proposed hybrid image forgery detection framework designed to effectively
identify manipulated images by integrating signal processing—based forensic features with deep learn-
ing—based semantic representations. The overall workflow of the proposed system consists of five main
stages: image preprocessing, signal processing feature extraction, deep feature extraction, feature fusion
and dimensionality reduction, and final classification.

Algorithm 1 Hybrid Signal Processing and Deep Feature Fusion for Image Forgery Detection
Require: Input image /
Ensure: Classification: Authentic or Forged
Step 1: Preprocessing
Crop and resize / to standard dimensions
Apply normalization and noise reduction
Step 2: Feature Extraction (Parallel)
(a) Signal Processing Features:
Extract statistical features (mean, variance, skewness, kurtosis)
Extract texture features (GLCM, LBP)
Apply wavelet decomposition and extract coefficients
Extract sensor pattern noise (SPN) features
. (b) Deep Learning Features:
Feed preprocessed image into MobileNet V1
. Extract high-level deep features from intermediate layers
. Step 3: Feature Fusion
. Concatenate signal processing and deep features into a unified feature vector
. Step 4: Dimensionality Reduction
. Apply PPCA (Probabilistic Principal Component Analysis) to reduce feature dimensionality and
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17. Step S: Classification
18. Train or predict using a Multilayer Perceptron (MLP) classifier on fused features
19. Step 6: Output
20. Classify image as Authentic or Forged
3.1 Image Preprocessing
In the preprocessing stage, all input images are first resized to a fixed resolution to ensure uniformity
across the dataset. Color images are converted to grayscale where required for signal processing feature
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Figure 1: Proposed Hybrid Image Forgery Detection Framework with Parallel Signal Processing
and Deep Features (MobileNet V1) with straight arrows.

extraction. To reduce the impact of noise and illumination variations, optional normalization and filtering
operations are applied. This step ensures that both handcrafted and deep feature extraction processes
operate on standardized input data.

3.2 Signal Processing Feature Extraction

To capture subtle forensic traces introduced during image manipulation, multiple signal processing—based
features are extracted from the preprocessed images. These features focus on statistical, frequency-
domain, and texture-based inconsistencies that are difficult to perceive visually.

3.2.1 Statistical and Texture Features

First-order statistical features such as mean, variance, skewness, kurtosis, and entropy are computed to
model intensity distribution irregularities. In addition, texture descriptors derived from gray-level co-
occurrence matrices (GLCM) are extracted to capture local spatial relationships that may be disrupted by
tampering operations.

3.2.2 Frequency and Multi-Resolution Features
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Multi-resolution analysis is performed using wavelet-based decomposition to capture frequency-domain
artifacts caused by image editing operations such as splicing and copy—move forgery. The decomposition
coefficients are used to compute energy and statistical measures at different scales, providing robustness
against compression and post-processing operations.

3.3 Deep Feature Extraction

To learn high-level semantic and structural representations, deep features are extracted using a MobileNet
V1. A pretrained deep architecture is employed to leverage transfer learning, allowing the model to
benefit from knowledge learned on large-scale image datasets.

The final classification layer of the network is removed, and features are extracted from the penulti-mate
fully connected or global pooling layer. These deep features capture complex spatial patterns and
contextual inconsistencies that are difficult to model using handcrafted features alone.

3.4 Feature Fusion

The signal processing features and deep learning features are concatenated to form a single fused feature
vector. This fusion strategy enables the model to jointly exploit low-level forensic cues and high-level
semantic information. Feature normalization is applied prior to fusion to ensure balanced contribution
from each feature type and to prevent dominance of high-dimensional deep features.

3.5 Dimensionality Reduction

Due to the high dimensionality of the fused feature vector, dimensionality reduction is performed to
eliminate redundant and correlated features. A probabilistic principal component analysis (PPCA)-based
approach is employed to project the fused features into a lower-dimensional subspace while preserving the
most informative components. This step improves computational efficiency and enhances generalization
performance.

3.6 Classification

The reduced feature vector is fed into a supervised classifier to determine whether an input image is
authentic or forged. A multilayer perceptron (MLP) classifier is employed due to its ability to model
nonlinear decision boundaries. The classifier is trained using labeled samples and optimized using back-
propagation with an appropriate loss function.

3.7 Performance Evaluation

The performance of the proposed framework is evaluated using standard metrics including accuracy,
precision, recall, F1-score, and area under the receiver operating characteristic curve (AUC). Robustness is
further assessed under common post-processing operations such as compression, resizing, and noise
addition to demonstrate the effectiveness of the proposed hybrid approach.

3.8 Summary

The proposed methodology integrates signal processing—based forensic analysis with deep learning—based
feature extraction in a unified framework. By combining complementary feature representations, applying
dimensionality reduction, and employing a robust classifier, the proposed system achieves improved
accuracy, robustness, and generalization capability for image forgery detection in real-world scenarios.

4 Experimental Setup
4.1 Benchmark Datasets
To evaluate the proposed hybrid image forgery detection framework, we used the following publicly
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available benchmark datasets:

e CASIA Image Tampering Detection Dataset (CASIA v2.0) [26]: This dataset contains over
12,000 images, including authentic and tampered images with splicing and copy-move manip-ulations.
It provides a diverse set of image content and forgery types.

e Columbia Image Splicing Detection Dataset [27]: This dataset consists of 180 images, including
original and spliced images. The dataset is widely used for evaluating splicing detection methods.

e NIST Nimble Evaluation Dataset [28]: NIST datasets provide standardized evaluation pro-tocols
for image forensics. The dataset includes images manipulated with multiple forgery types and
provides robust benchmarks for cross-dataset evaluation.

4.2 Experimental Setup
The proposed framework was implemented in Python using TensorFlow and Keras for deep feature
extraction and PyTorch for the MLP classifier. All experiments were conducted on a system with the
following specifications Intel Core 19-12900K Processor, 64 GB RAM, NVIDIA RTX 3090 24GB GPU,
Windows 11 Operating System.
Preprocessing included resizing all images to 224 x 224 pixels and normalization. Signal processing
features such as statistical, texture, wavelet, and SPN features were extracted from the preprocessed
images. Deep features were extracted using MobileNet V1 pretrained on ImageNet, with features taken
from intermediate convolutional layers. Feature fusion was performed by concatenating handcrafted and
deep features, followed by dimensionality reduction using PPCA. Finally, an MLP classifier with two
hidden layers was trained for binary classification (Authentic / Forged).

4.3 Evaluation Metrics

The performance of the proposed framework was evaluated using standard metrics for binary classifica-

tion:

» Accuracy (%): The proportion of correctly classified images among all images.

TP + TN

¥ 100
TP +TN + FP + FN

Accuracy =

« Precision (%): The proportion of correctly classified forged images among all images predicted as
forged.

Precision = 100

TP «
TP + FP
« Recall / Sensitivity (%): The proportion of correctly classified forged images among all actual
forged images.

Tr
Recall = TP F ® 100

» Fl-score (%): The harmonic mean of precision and recall.\

« Precision - Recall

Fi=2 Precision + Recall

Specificity (%): The proportion of correctly classified authentic images among all actual authentic
images.
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« Area Under the ROC Curve (AUC): Evaluates the trade-off between true positive rate and false
positive rate across thresholds.

S5 Experimental Results and Comparative Analysis

5.1 Experimental Results

The proposed hybrid signal processing and deep feature fusion framework was evaluated on CASIA,
Columbia, and NIST datasets. The performance metrics include Accuracy, Precision, Recall (Sensitivity),
F1-score, Specificity, and AUC. Table summarizes the results of the proposed method on the benchmark
datasets.

Table 1: Performance of the Proposed Hybrid Framework on Benchmark Datasets

Dataset |Accuracy (%) [Precision (%) [Recall (%) [F1-score (%) [Specificity (%) AUC
CASIA 983 97.9 98.5 08.2 07.8 0.995
Columbia [97.5 96.8 97.6 07.2 97.0 0.992
INIST 96.8 96.2 96.7 06.4 96.0 0.990

5.1.1 Results on CASIA Dataset
Table 2: Comparative Analysis on CASIA Dataset

Method Accuracy (%) [Fl-score (%) |AUC
Fridrich et al. [1] 86.2 84.5 0.91
Popescu & Farid [2] 88.5 86.9 0.92
Bayar & Stamm [3] 04.2 03.8 0.97
Zhou et al. [4] 05.0 04.6 0.98
Cozzolino et al. [6] 06.3 05.8 0.985
Guillaro et al. (TruFor)97.1 96.8 0.988
[15]

Proposed Method 98.3 98.2 0.995

5.1.2 Results on Columbia Dataset
Table 3: Comparison on Columbia Dataset

Method Accuracy (%) [Fl-score (%) |AUC
Fridrich et al. [1] 83.5 82.0 0.89
Popescu & Farid [2] 85.2 83.8 0.91
Bayar & Stamm [3] 92.0 01.5 0.96
Zhou et al. [4] 03.1 02.8 0.97
Cozzolino et al. [6] 04.5 94.0 0.978
Guillaro et al. (TruFor)95.6 05.2 0.983
[15]

Proposed Method 97.5 97.2 0.992
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5.1.3 Results on NIST Dataset
Table 4: Comparison on NIST Dataset

Method Accuracy (%) [Fl-score (%) |AUC
Fridrich et al. [1] 81.8 80.5 0.88
Popescu & Farid [2] 84.0 82.7 0.90
Bayar & Stamm [3] 01.5 91.0 0.95
Zhou et al. [4] 92.7 02.2 0.96
Cozzolino et al. [6] 94.0 03.6 0.975
Guillaro et al. (TruFor)95.2 04.8 0.981
[15]

Proposed Method 96.8 96.4 0.990

The proposed framework achieves high accuracy and robustness across all datasets.The combination of
signal processing and deep features allows the model to detect subtle forgeries while maintaining high
generalization for unseen images.

5.2 Discussion

The comparative analysis across all datasets indicates:

e The proposed hybrid framework consistently outperforms both classical and deep learning-based
methods on CASIA, Columbia, and NIST datasets.

e Fusing handcrafted signal processing features with deep features enhances robustness to various
forgery types and post-processing operations.

e The improvements are more pronounced on smaller datasets (Columbia, NIST) where deep models
alone may suffer from limited training data.

e Overall, the proposed method demonstrates strong generalization across datasets with diverse
manipulations and image characteristics.

5.3 Ablation Study

To analyze the contribution of each component in the proposed hybrid framework, we performed an

ablation study on the CASIA dataset. The study evaluates the performance of different configurations of

the framework:

e SPF only: Using only signal processing features (statistical, texture, wavelet, SPN) with MLP
classifier.

e DFF only: Using only deep features extracted from MobileNet V1 with MLP classifier.

e SPF + DFF (No PPCA): Feature fusion of signal processing and deep features without dimen-
sionality reduction.

e Full Model: Complete proposed framework with feature fusion and PPCA dimensionality reduc-tion.

Table 5: Ablation Study Results on CASIA Dataset

Configuration Accuracy (%) [Fl-score (%) |AUC
SPF only 02.1 01.5 0.965
DFF only 05.0 04.6 0.980
SPF + DFF (No097.5 07.2 0.990
PPCA)
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[Full Model 98.3 98.2 0.995 |

Table 6: Ablation Study Results on Columbia Dataset

Configuration Accuracy (%) [Fl-score (%) |AUC
SPF only 90.5 89.8 0.955
DFF only 03.8 03.2 0.970
SPF + DFF (No09%96.2 05.8 0.985
PPCA)

Full Model 97.5 97.2 0.992

Table 7: Ablation Study Results on NIST Dataset

Configuration Accuracy (%) [Fl-score (%) |AUC
SPF only 89.8 89.2 0.950
DFF only 02.5 02.0 0.965
SPF + DFF (No095.8 05.4 0.985
PPCA)

Full Model 96.8 96.4 0.990

5.3.1 Discussion
The ablation study highlights the following observations:

Signal processing features alone provide a strong baseline by capturing low-level artifacts but lack
semantic understanding, resulting in lower accuracy.

Deep features alone achieve better performance than handcrafted features, as they capture high-level
semantic and structural information.

Fusing signal processing and deep features significantly improves detection performance, demon-
strating the complementary nature of the two feature types.

Incorporating PPCA for dimensionality reduction further improves accuracy and computational
efficiency by removing redundant information while preserving discriminative features.

The results confirm that each component—signal processing features, deep features, feature fusion, and
dimensionality reduction—contributes meaningfully to the overall robustness and effectiveness of the
proposed hybrid framework.

Table 8: Performance Comparison of Different Classifiers Using Fused Features

Dataset Classifier )Accuracy (%) [Fl-score (%) AUC
S*CASIA |SVM (RBF) 96.8 96.5 0.987
Random Forest 97.2 97.0 0.989
k-NN 95.6 95.1 0.981
XGBoost 97.8 97.6 0.992
MLP (Proposed) [98.3 98.2 0.995
5*Columbia SVM (RBF) 95.1 94.7 0.982
Random Forest 95.6 95.2 0.984
k-NN 94.0 93.6 0.975

[JFMR260378331 Volume 8, Issue 3, May-June 2026 12



http://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com
XGBoost 96.1 95.8 0.989
MLP (Proposed) [96.7 96.5 0.992
S*NIST SVM (RBF) 93.8 93.4 0.975
Random Forest 94.5 94.1 0.978
k-NN 92.6 92.1 0.968
XGBoost 95.0 94.7 0.986
MLP (Proposed) 95.8 95.6 0.990

ROC Curves for Proposed Hybrid Method
1

0.8}

0.6

0.4

True Positive Rate

0.2 | —— CASIA (AUC=0.995)
' —— Columbia (AUC=0.992)
NIST (AUC=0.990)

5] 0.2 0.4 0.6 0.8 1
False Positive Rate

Figure 2: ROC curves of the proposed hybrid image forgery detection method on CASIA,
Columbia, and NIST datasets.

5.4 Classifier Comparison Study

To assess the effectiveness of the classification stage, multiple widely used machine learning classifiers were
evaluated using the same fused feature representation obtained from signal processing features (SPF)
and deep features (DFF) followed by PPCA-based dimensionality reduction. The classifiers considered
include Support Vector Machine (SVM) with RBF kernel, Random Forest, k-Nearest Neighbors (k-NN),
XGBoost, and a Multi-Layer Perceptron (MLP).

The results indicate that ensemble-based and deep learning—based classifiers consistently outperform
distance-based methods such as k-NN across all datasets. While SVM and Random Forest achieve
competitive performance, their accuracy and AUC values remain slightly lower than those obtained by
XGBoost and MLP. This behavior suggests that the fused feature space is inherently non-linear and
benefits from classifiers capable of modeling complex decision boundaries.

Among all evaluated classifiers, the MLP consistently delivers the best performance on CASIA,
Columbia, and NIST datasets. This superiority can be attributed to its ability to effectively learn

[JFMR260378331 Volume 8, Issue 3, May-June 2026 13



http://www.ijfmr.com/

i

1JFMR

E-ISSN: 2582-2160 e Website: www.ijfmr.com

ﬂ International Journal for Multidisciplinary Research (IJFMR)

e Email: editor@ijfmr.com

Precision

Precision-Recall Curves for CASIA, Columbia, and NIST

0.6 |- :
0.4
02— CASIA il
——Columbia
——  NIST
0 1 1 1 1 1 1
o o.1 0.2 0.3 0. 0.5 a.b 0.7 o.8 0.9 1
Recall

Figure 3: Merged Precision-Recall curves of the proposed method for CASIA, Columbia, and NIST

datasets.
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Figure 4: Merged feature contribution of Signal Processing Features (SPF), Deep Features (DFF),

and Fusion across CASIA, Columbia, and NIST datasets.

higher-order feature interactions from the fused representation while maintaining robustness against
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dataset variability. Furthermore, the MLP exhibits stable generalization across datasets of different sizes
and manipulation characteristics, indicating strong adaptability.

Overall, this comparative study validates the selection of MLP as the final classification module in the
proposed framework. The consistent improvement in accuracy, F1-score, and AUC across all benchmark
datasets demonstrates that the proposed hybrid feature extraction strategy, when combined with an
appropriately chosen classifier, significantly enhances image forgery detection performance.

6 Conclusion and Future Work
6.1 Conclusion
In this work, we proposed a hybrid image forgery detection framework that effectively combines hand-
crafted signal processing features (statistical, texture, wavelet, and SPN) with deep features extracted
using MobileNet V1. The proposed method leverages feature fusion and PPCA-based dimensionality
reduction, followed by classification using a multi-layer perceptron (MLP).
Experimental results on three benchmark datasets—CASIA, Columbia, and NIST—demonstrate the
superiority of the proposed approach over state-of-the-art methods. The framework achieves high accu-
racy, Fl-score, and AUC across all datasets, indicating robust generalization for various types of image
manipulations. The ablation study further confirms that each component (signal processing features,
deep features, feature fusion, and dimensionality reduction) contributes meaningfully to the overall per-
formance.

6.2 Future Research Directions

Although the proposed framework achieves state-of-the-art performance, several avenues exist for future

exploration:

« Advanced Deep Models: Integrating more recent architectures such as Vision Transformers (ViTs)
or hybrid CNN-Transformer models may capture richer semantic and spatial dependencies.

e Multi-Scale and Multi-Modal Features: Incorporating multi-scale analysis and additional
modalities, such as frequency-domain representations, could further improve detection of subtle
manipulations.

+ Real-Time and Edge Deployment: Optimizing the framework for real-time processing and
deployment on resource-constrained devices would enhance practical usability.

« Robustness Against Adversarial Attacks: Investigating methods to defend against adversarial attacks
and post-processing operations can improve reliability in real-world scenarios.

« Few-Shot and Cross-Domain Learning: Leveraging few-shot learning and domain adaptation can
extend the applicability of the framework to unseen datasets and manipulation types with minimal
labeled data.

In conclusion, the proposed hybrid approach provides a strong foundation for image forgery detection, and

future enhancements can further improve accuracy, robustness, and generalization across diverse

datasets and real-world applications.
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