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Abstract

Online reviews significantly influence customer purchasing decisions. However, the presence of fake
reviews has become a major issue in e-commerce platforms. These fake reviews are either automatically
generated (Content Generated - CG) or highly opinionated (Opinion Reviews - OR) to manipulate
customer perception. This paper proposes a machine learning-based approach using Python to detect fake
reviews by analyzing both CG and OR features. The system applies natural language processing (NLP)
techniques such as text preprocessing, feature extraction, and classification algorithms to identify
deceptive patterns. Experimental results show that the proposed model achieves high accuracy and
improves detection performance compared to traditional methods.
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1. Introduction

In recent years, online platforms like Amazon and Yelp have become essential for

customers to evaluate products and services. Reviews play a vital role in influencing purchasing decisions.
However, many companies and individuals post fake reviews to increase product ratings or damage
competitors.

Fake reviews are generally of two types:

Content Generated (CG): Automatically generated or spam reviews

Opinion Reviews (OR): Emotionally biased and exaggerated reviews

Detecting such reviews is a challenging task due to their similarity to genuine reviews. This research
focuses on identifying patterns in CG and OR reviews using machine learning techniques implemented in
Python. With the rapid growth of e-commerce platforms, user-generated reviews have become a critical
factor in influencing purchasing decisions. Customers rely heavily on online reviews to evaluate product
quality, reliability, and usability. However, the increasing presence of fake reviews has significantly
reduced trust in these platforms.

Fake reviews are intentionally written to mislead consumers. These reviews are broadly categorized into:
Content Generated (CG): Automatically generated reviews using bots or scripts

Opinion Reviews (OR): Human-written reviews with extreme sentiment bias

CG reviews often exhibit repetitive structures and unnatural language patterns, while OR reviews rely
heavily on emotional exaggeration rather than factual content.

[JFMR260378523 Volume 8, Issue 3, May-June 2026 1



http://www.ijfmr.com/

m International Journal for Multidisciplinary Research (IJFMR)

ILJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

The main goal of this research is to design a robust system that can effectively detect fake reviews by
combining CG and OR analysis using machine learning techniques implemented in Python.

2. Literature Review

Several research works have been conducted in the field of fake review detection:

Ott et al. (2011) used linguistic features to detect deceptive reviews

Liu (2012) introduced sentiment analysis for opinion mining

Recent works use deep learning models like LSTM and BERT

Limitations of existing systems:

Low accuracy in real-time detection

Lack of combined CG and OR analysis

Poor feature extraction methods

Previous research in fake review detection has explored various techniques:

Linguistic-based approaches: Focus on writing style, grammar, and syntax

Behavioral-based approaches: Analyze user activity patterns

Machine learning approaches: Use classifiers like SVM and Naive Bayes

Recent advancements include:

Deep learning models (LSTM, CNN)

Transformer-based models (BERT)

Research Gap: Most existing systems focus only on either spam detection or sentiment analysis. There is
a lack of integrated approaches combining CG and OR detection, which reduces overall effectiveness.

3. Problem Statement

The main problems addressed in this paper are:

Difficulty in identifying fake reviews

High similarity between fake and real reviews

Lack of efficient detection systems

Objective: To design a system that detects fake reviews using CG and OR features with improved accuracy
The detection of fake reviews faces multiple challenges:
Fake reviews closely resemble genuine reviews

High dimensional textual data

Imbalanced datasets

Lack of labeled data

Mathematical Representation:

Let:

e be the set of reviews

e where 0 = genuine, 1 = fake

e Goal:

Where function fis trained using machine learning models.

4. Proposed System
The proposed system integrates CG and OR detection into a unified framework.
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4.1 CG Detection

This module identifies automatically generated reviews using:
Lexical Features: word repetition, vocabulary richness
Syntactic Features: sentence structure patterns

Similarity Measures: cosine similarity between reviews
Detects machine-generated or spam content

Uses patterns like:

Repetition of words

Similar review structures

Low linguistic diversity

4.2 OR Detection

Detects opinion-heavy fake reviews

Features:

Extreme sentiment (very positive/negative)

Use of exaggerated words

Lack of product-specific details

4.3 Hybrid Model

The outputs of CG and OR modules are combined using a classification model to improve accuracy.

5. Methodology

5.1 Data Collection

Datasets are collected from:

e Amazon reviews

e Yelp datasets

These datasets contain both genuine and fake labeled reviews
5.2 Data Preprocessing

Steps include:

e Removing stop words

e Tokenization

e Lowercase conversion

e Stemming and Lemmatization
Example:

"This product is AMAZING!!!" — "product amazing"
5.3 Feature Extraction
Important features used:

e TF-IDF values

e Sentiment scores

e Review length

e Frequency of words

e N-grams

5.4 Model Training

e Machine learning models used:
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e Logistic Regression
e Naive Bayes
e Support Vector Machine (SVM)

6. System Architecture

Featare Extraction
Web
Engseerng
- " .
Classification

Flow of the system:
Input Review

Data Preprocessing
Feature Extraction
Model Training
Classification

Output (Fake / Genuine)

NNk LD -

7. Implementation

7.1 System Overview

The implementation of the fake review detection system is carried out using Python. The system integrates
Natural Language Processing (NLP) and Machine Learning (ML) techniques to classify reviews as
genuine or fake based on:

Content Generated (CG) features

Opinion Review (OR) features

The workflow includes:

1. Data loading

2. Preprocessing

3. Feature extraction
4. Model training

5. Evaluation

6. Prediction
Python Libraries Used
Pandas (data handling)
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NumPy (numerical operations)
Scikit-learn (ML models)
NLTK (text processing)

8. Results and Evaluation
Performance metrics used:

e Accuracy

e Precision

e Recall
e Fl-score
Results

Accuracy: 85% — 92%
Precision: High for CG detection
Recall: Improved for OR detection

9. Discussion

The results obtained from the proposed fake review detection system highlight the effectiveness of
combining Content Generated (CG) and Opinion Review (OR) analysis. Unlike traditional approaches
that rely solely on textual or sentiment features, this hybrid model captures both structural irregularities
and emotional manipulation, leading to improved classification performance. The CG module successfully
identifies patterns such as repetitive content, abnormal review lengths, and high similarity across multiple
reviews, which are strong indicators of automated or spam-generated content.

On the other hand, the OR module enhances detection by analyzing sentiment polarity and subjectivity.
Reviews with extreme positive or negative sentiment, often lacking factual details, are effectively flagged
as suspicious. The integration of these two modules ensures that both machine-generated and human-
manipulated fake reviews are detected with higher accuracy.

However, certain challenges were observed during experimentation. For instance, genuine users may
occasionally write highly emotional reviews, which can lead to false positives in OR detection. Similarly,
advanced fake reviews that use diverse vocabulary and natural language patterns may bypass CG detection
mechanisms. The model also shows limitations in understanding sarcasm, irony, and contextual nuances,
which are complex aspects of natural language.

e (G detection effectively identifies spam patterns

e OR detection captures emotional manipulation

e Combined approach improves overall performance

Challenges:

e Ambiguous reviews

e Short text classification

e Mixed genuine and fake content

10. Advantages
e Detects multiple types of fake reviews
e Efficient and scalable using Python
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e Improves trust in online systems
e Dual-layer detection (CG + OR)
e High scalability

e Works well with large datasets
e Easy implementation in Python

11. Limitations

Despite achieving promising results, the proposed fake review detection system has several limitations
that must be acknowledged. One of the primary challenges is the dependency on large and well-labeled
datasets. Machine learning models require high-quality training data to perform accurately, but obtaining
datasets with correctly labeled fake and genuine reviews is difficult and time-consuming. Additionally,
the model may struggle with detecting highly sophisticated fake reviews that are carefully written to mimic
genuine user behavior.

Another limitation is related to sentiment analysis. Some genuine users may express strong positive or
negative emotions, which can lead to misclassification as opinion-based fake reviews (OR). Similarly,
short reviews or reviews with minimal text provide limited information, reducing classification accuracy.
The system also relies heavily on textual features and does not consider user behavioral data such as review
history or posting patterns, which could improve detection performance.

e Requires large datasets

e May misclassify genuine emotional reviews

e Model needs continuous updates

e Requires labeled data

e Computational cost for large datasets

e Difficulty in detecting sophisticated fake reviews

12. Future Work

Future work can focus on enhancing the proposed system by incorporating advanced deep learning
techniques and expanding feature sets. One potential improvement is the use of transformer-based models
such as BERT, which can better understand contextual relationships in text and improve classification
accuracy. Recurrent neural networks like LSTM can also be used to capture sequential dependencies in
reviews.

Another important direction is the integration of behavioral features, such as user activity patterns, review
timestamps, and reviewer credibility scores. Combining textual and behavioral analysis can significantly
improve detection performance. Additionally, implementing a real-time fake review detection system
using web frameworks like Flask or Stream lit can make the model more practical for real-world
applications.

Multilingual support is another key area for future research. Extending the system to detect fake reviews
in multiple languages will increase its usability across global platforms. Furthermore, incorporating
explainable Al techniques can help users understand why a review is classified as fake, increasing
transparency and trust.

Future improvements include:

Deep learning models (LSTM, BERT)

Real-time API-based detection
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Integration with blockchain for review verification
Multilingual fake review detection

Conclusion

This paper presents a comprehensive approach for detecting fake reviews by combining Content
Generated (CG) and Opinion Review (OR) analysis using machine learning techniques. The proposed
system leverages natural language processing methods such as preprocessing, feature extraction, and
sentiment analysis to identify deceptive patterns in reviews. By integrating both structural and emotional
features, the model achieves improved accuracy compared to traditional single-method approaches.

The implementation in Python demonstrates the effectiveness of combining TF-IDF features with
sentiment and structural attributes. Experimental results show that the hybrid approach can successfully
distinguish between genuine and fake reviews, making it a valuable tool for enhancing trust in online
platforms.

However, the study also highlights certain limitations, such as dependency on labeled data and challenges
in detecting highly sophisticated fake reviews. Despite these challenges, the proposed model provides a
strong foundation for future improvements.
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