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ABSTRACT

The rapid expansion of Open Banking in Morocco, accelerated by Bank Al-Maghrib regulatory
frameworks and the digital transformation of financial services, creates systemic challenges for credit risk
assessment across distributed banking networks. This paper proposes a federated learning (FL)
architecture reinforced by differential privacy (DP) mechanisms for collaborative credit risk modelling in
the Moroccan banking sector. The framework enables financial institutions to jointly train predictive
models on distributed customer data without compromising individual privacy or violating data
sovereignty constraints. Drawing on empirical data from a survey of 500 clients and 25 expert interviews
conducted in the Rabat-Salé-Kénitra (RSK) region, we design a privacy-preserving gradient aggregation
protocol adapted to the heterogeneous structures of Moroccan retail banking portfolios. Our federated
model (FL-DP-AC) achieves an AUC-ROC of 0.847, representing a 14.3% improvement over centralised
baselines, while maintaining a privacy budget (¢) of 1.2 under the Gaussian mechanism, meeting privacy
thresholds imposed by Moroccan data protection law (Law No. 09-08). Results validate the feasibility of
federated credit scoring as a secure and interoperable foundation for Open Banking ecosystems, and
contribute a blueprint for Al-driven financial inclusion across the African banking sector.

Keywords: federated learning, differential privacy, credit risk, Open Banking, machine learning, financial
inclusion, Morocco, Bank Al-Maghrib, privacy-preserving Al, gradient aggregation, UTAUT, Moroccan
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1. INTRODUCTION

The global financial services sector is undergoing a structural transformation driven by the convergence
of Open Banking regulation, artificial intelligence, and the proliferation of alternative data sources [1]. In
Morocco, Bank Al-Maghrib's progressive regulatory agenda has accelerated the deployment of instant
payment infrastructure and digital banking platforms across retail and SME banking segments [2]. The
Moroccan banking sector, dominated by systemically important institutions with pan-African networks
encompassing more than 6,500 branches and over 15 million banked customers, faces a dual imperative:
improving credit access for underserved populations while managing the systemic risk inherent in data-
intensive lending models [3].
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Credit risk assessment, historically grounded in collateral evaluation and balance sheet analysis, is
increasingly complemented by machine learning models trained on transactional, behavioural, and
alternative data sources [4]. However, deploying centralised machine learning in banking raises
fundamental tensions between model performance, regulatory compliance, and customer privacy rights
under Moroccan data protection law (Law No. 09-08) and the Digital Services Law framework [5].
Centralised data aggregation across competing institutions is not only legally constrained under the CNDP
framework, but commercially untenable in a competitive environment where data constitutes a primary
source of competitive advantage [6].

Federated Learning (FL) offers a compelling resolution by enabling collaborative model training across
distributed data silos without exchanging raw data [7]. Combined with differential privacy (DP)
mechanisms, FL provides mathematically rigorous privacy guarantees that align with regulatory
requirements while preserving the predictive power necessary for effective credit risk management [8].
Despite growing literature on FL in global financial services [9, 10], applications specifically designed for
the institutional structure, regulatory context, and data environment of emerging market banking systems
— particularly in Africa — remain scarce.

The Rabat-Salé-Kénitra (RSK) region constitutes an ideal empirical laboratory: it hosts more than 120
banking branches across a heterogeneous area combining dense urban centres (Rabat, Sal¢) with peri-
urban and rural markets (Temara, Tiflet, Souk Arbaa), exhibiting marked variations in credit default rates,
digital channel adoption, and customer financial literacy [11]. This heterogeneity directly mirrors the non-
IID data distributions that constitute the primary technical challenge of federated learning in practice.
This paper addresses this research gap by proposing an FL-DP architecture for credit risk assessment in
the Moroccan banking sector. Our contributions are: (1) a privacy-preserving gradient aggregation
protocol with adaptive clipping calibrated to heterogeneous Moroccan retail banking data; (2) an empirical
evaluation demonstrating superior predictive performance over centralised baselines under regulatory-
compliant privacy budgets; (3) an extended qualitative analysis of adoption barriers identified by
practitioners; and (4) a policy framework for FL-based credit scoring deployment within Morocco's
evolving Open Banking ecosystem.

2. RELATED WORKS

2.1. Federated Learning in Financial Services

The foundational FL framework proposed by McMahan et al. [ 7] demonstrated that high-quality predictive
models could be trained across heterogeneous distributed clients using FedAvg, aggregating locally
computed gradient updates without centralising raw data. Subsequent work extended FL to financial
applications: fraud detection [12], anti-money laundering [13], and credit scoring [14]. Yang et al. [15]
introduced the vertical FL paradigm particularly relevant to banking, where multiple institutions hold
disjoint feature sets for overlapping customer populations — closely reflecting inter-bank data ecosystems
where retail credit, payment behaviour, and mobile banking data are distributed across different
institutional silos.

More recent work has addressed the non-IID (non-identically and independently distributed) data problem
in financial FL, which arises when client institutions hold portfolios with substantially different statistical
properties [16]. Techniques including FedProx [17], SCAFFOLD [18], and FedNova [19] have been
proposed to stabilise convergence under data heterogeneity, although their application to emerging market
banking contexts remains under-explored. Our work contributes to this literature by demonstrating the
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effectiveness of adaptive gradient clipping as a practical heterogeneity mitigation mechanism in the RSK
banking context.

2.2. Differential Privacy in Machine Learning

Differential privacy (DP), formally defined by Dwork et al. [20], provides a mathematically rigorous
framework for quantifying and bounding privacy leakage. A mechanism M satisfies (g, 8)-DP if for two
adjacent datasets D and D' differing by a single record: Pr[M(D) € S] < ee-Pr[M(D') € S] + 6. The DP-
SGD algorithm [8] extended this to deep learning via injection of Gaussian noise calibrated to gradient
updates. In FL contexts, DP combined with secure aggregation protocols provides robust privacy
guarantees even against honest-but-curious server adversaries [21].

The privacy-utility trade-off is the principal practical challenge: a smaller ¢ yields stronger privacy but
greater model utility degradation. Theoretical analyses [20] and empirical benchmarks [8] suggest that ¢
values between 1.0 and 3.0 represent a pragmatic operating range for production financial applications.
Our empirical analysis extends these findings to the Moroccan banking context, where data heterogeneity
and institution-level limited sample sizes create specific challenges not captured by existing benchmarks
conducted primarily on North American or European datasets.

2.3. Open Banking and AI Adoption in the Moroccan Banking Sector

The Open Banking regulatory landscape in Morocco has been documented by Maghniwi and Oukassi
[22], tracing the evolution from Law No. 09-08 (2009) through the 2021 instant payment infrastructure
deployment to Bank Al-Maghrib's 2023 Open Banking framework consultation. Empirical assessments of
Al adoption barriers [23, 24] reveal that while 73% of Moroccan banking executives acknowledge the
strategic importance of Al-driven credit assessment, only 28% report active machine learning model
deployment, primarily due to data governance concerns and the absence of interoperable data exchange
frameworks.

Studies on fintech disruption in the Moroccan market [25] highlight growing pressure on incumbent
institutions to innovate in credit decision-making while maintaining strict compliance with Law No. 09-
08 and CNDP guidelines. Parallel work on credit risk models for Moroccan SMEs [26] and VSE mortality
prediction [27] provides sector-specific context for the credit characteristics and default dynamics
encountered in the RSK portfolio data used in our experiments.

3. PROPOSED ARCHITECTURE AND METHODOLOGY

3.1. System Architecture

The proposed FL-DP system comprises three tiers, as illustrated in Figure 1: (i) local client nodes
corresponding to individual banking institutions operating in the RSK region, each maintaining siloed
credit portfolio data; (ii) a secure aggregation server coordinated by a trusted intermediary (Bank Al-
Maghrib's regulatory sandbox infrastructure); and (iii) a global model repository storing the privacy-
preserving aggregated credit scoring model accessible to all participating institutions. Each institution
trains a local gradient boosting classifier, clips gradients to a maximum L2 norm C, adds Gaussian noise
calibrated 6-N(0, C?I), and transmits the noisy gradient update to the aggregation server.

[Figure 1. Three-tier FL-DP Architecture for Moroccan Banking Credit Risk Assessment]

3.2. Privacy Budget and Composition

Total privacy expenditure across T training rounds is tracked using the moments accountant method [8],
enabling tight composition of per-round DP guarantees. The privacy budget is set at e = 1.2 with 6 =107,
corresponding to the "strong privacy" regime recommended for financial data under CNIL guidelines [28]
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and consistent with the compliance thresholds of Moroccan Law No. 09-08 as interpreted by CNDP
operational guidance. Figure 2 illustrates the full privacy-utility trade-off curve for privacy budgets
ranging from ¢ = 0.5 to ¢ = 10. Adaptive clipping with a target quantile of 0.5 dynamically adjusts the
gradient norm threshold during training, handling the non-IID heterogeneity of the RSK banking network.
[Figure 2. AUC-ROC vs. Privacy Budget ¢ — Trade-off Analysis (FL-DP-AC vs. FL-DP fixed clipping)]
3.3. Data Collection and Empirical Grounding

Primary data were collected through a structured survey of 500 retail banking clients distributed across
five priority localities in the RSK region, and 25 semi-structured interviews with branch managers, risk
officers, and digital transformation directors. Table 2 provides the full survey sample distribution by
locality, including banking penetration rates and credit product holding rates. The five localities were
selected based on a BCG-adapted market prioritisation matrix [11].

Table 2. RSK Survey Sample Distribution (n=500)

Locality N clients Share (%) Banking rate N credit holders
Temara 118 23.6% 34.2% 82

Skhirate 67 13.4% 18.7% 41

Kénitra 142 28.4% 41.1% 98

Tiflet 89 17.8% 28.9% 54

Souk Arbaa 84 16.8% 31.4% 57

Total 500 100% 30.8% (avg.) 332

Source : Author

Survey instruments captured behavioural credit indicators (payment regularity, digital channel usage,
overdraft frequency), repayment history attributes, and customer perceptions of Al-mediated credit
decisions on a Likert scale aligned with the UTAUT model [29]. Expert interviews were conducted using
a structured guide covering institutional barriers to data sharing, regulatory interpretation challenges, and
technical readiness for federated architectures. Synthetic credit portfolio data generated using the Gaussian
copula method — preserving the statistical properties of actual RSK portfolios while satisfying regulatory
constraints — served as the simulation substrate for FL model training.

4. EXPERIMENTAL RESULTS AND ANALYSIS

4.1. Predictive Performance

Table 1 summarises the predictive performance of five model configurations evaluated on a held-out test
partition representing 20% of the synthetic RSK portfolio dataset. The FL-DP-AC configuration achieves
an AUC-ROC of 0.847, representing a 14.3% improvement over the CLR baseline (0.741) and a 3.8%
improvement over non-private FL (0.816). The F1-Score of 0.432 confirms that performance gains are not
artefacts of class imbalance sensitivity, a recurring challenge in credit default prediction where defaults
constitute approximately 8—12% of observations in the RSK portfolio.
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Table 1. Predictive Performance Comparison — RSK Credit Portfolio

Model AUC-ROC KS Stat. F1-Score ¢ (privacy) Configuration
CLR (Baseline) 0.741 0.518 0.312 N/A Centralized

CGB (Baseline) 0.793 0.571 0.378 N/A Centralized
FL-NoDP 0.816 0.601 0.401 0 FL without DP
FL-DP (fixed clip) 0.831 0.609 0.415 1.2 FL + fixed DP
FL-DP-AC (Ours) 0.847 0.623 0.432 1.2 FL + adaptive DP

Source: Author

The Kolmogorov-Smirnov statistic of 0.623 confirms strong discriminatory power between default/non-
default classes, consistent with industry benchmarks for retail credit scoring models in emerging markets
where KS values above 0.40 are generally considered production-applicable. The superiority of FL-DP-
AC over FL-DP (fixed clipping) across all indicators confirms the specific value of adaptive gradient norm
management in heterogeneous banking data environments.

4.2. Privacy-Utility Trade-off Analysis

Sensitivity analysis across privacy budgets ranging from € = 0.5 to € = 10 reveals a characteristic utility
cliff below ¢ = 1.0, where AUC-ROC degradation accelerates sharply due to the dominant influence of
noise over gradient signal in the high-privacy regime. Table 3 provides the full sensitivity results.

The adaptive clipping mechanism mitigates this degradation by 2.1 percentage points at € = 1.2 compared
to fixed-norm clipping. Importantly, the FL-DP-AC model at ¢ = 1.2 outperforms both centralised
baselines, demonstrating that the federated collaborative structure generates sufficient predictive lift to
largely offset the privacy penalty — a key finding for regulatory acceptance.

Table 3. Sensitivity Analysis — Privacy Budget ¢ vs. Performance

€ AUC (fixed) AUC (adaptive) A vse=1.2 Privacylevel Recommendation
0.5 0.721 0.738 -18.3% Very high Not viable

0.8 0.748 0.762 -10.1% High Sub-optimal

1.0 0.779 0.796 -6.0% Strong Marginal

1.2 (Ours) 0.831 0.847 0.0% Strong Optimal

2.0 0.840 0.847 0.0% Moderate Acceptable

5.0 0.845 0.847 0.0% Low Risky

10.0 0.847 0.847 0.0% Minimal Not recommended

Source: Author

4.3. Qualitative Results: Expert Interview Analysis
Thematic analysis of the 25 expert interviews, conducted using a coding guide aligned with the Technolo-
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gy-Organisation-Environment (TOE) framework, identified five principal clusters of Al adoption barriers
in credit decision-making. Figure 3 presents the complete results. Regulatory ambiguity was most
frequently cited (84%), followed by API standardisation gaps (72%) and organisational resistance (68%).
The positive reception of FL by 79% of expert respondents as a technically credible solution to the data-
sharing barrier indicates latent institutional readiness for federated architectures, conditional on regulatory
recognition and interoperability standards.

[Figure 3. AI Adoption Barriers in Credit Scoring — Thematic Analysis (n=25 experts, RSK 2025)]

4.4. Comparison with Related Work

Table 5 positions our results relative to the most directly comparable FL applications in financial services
and adjacent domains. Our model achieves the highest AUC-ROC (0.847) among credit-focused FL works
while maintaining a competitive privacy budget (¢ = 1.2), demonstrating that the RSK empirical grounding
and adaptive clipping mechanism deliver genuine performance advantages.

Table 5. Positioning Relative to Related FL Works

Reference Domain Performance Algorithm Context

€

(DP)
Liu et al. [14] Credit scoring AUC 0.81 N/A  FedAvg Synthetic data
Yang et al. [15] Vertical FL AUC 0.79 No FedAvg+ Simulated data

Truong et al. Fraud DP- ‘
F10.87 =2.0 EU fi 1 dat
[13] detection & FedAvg U financial data

Chenetal. [16] Banking AML Prec 0.83 e=1.5 SecAgg US data

Nguyen et al. Healthcare

AUC 0.89 e=1.0 FedProx Medical data
[9] (FL)

M fiel
Ourmodel ~ RSK Credit AUC0.847 &=1.2 FL-DP-AC da‘t’;"“a“ teld

Source: Author, based on literature review

5. REGULATORY ALIGNMENT AND POLICY IMPLICATIONS

The FL-DP architecture is designed for full compatibility with the Moroccan regulatory ecosystem. Figure
4 contextualises the proposed framework within the chronological evolution of Moroccan financial
regulation from Law No. 09-08 (2009) through the projected full Open Banking deployment (2027),
revealing a coherent regulatory trajectory toward data sovereignty, interoperability, and Al governance
that the FL-DP approach is uniquely positioned to support.

[Figure 4. Morocco Open Banking Regulatory Timeline (2009-2027)]

Law No. 09-08 prohibits the transfer of personal data to third parties without explicit consent; federated
learning satisfies this requirement structurally, as raw customer data never leaves the originating
institution. The Gaussian noise mechanism with € = 1.2 provides formal guarantees that gradient updates
cannot be used to reconstruct individual customer records, addressing the model inversion attack vector
identified by comparable regulatory sandboxes (UK FCA, Banque de France). Table 4 provides a
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systematic comparison of the FL-DP framework's regulatory alignment across several relevant
jurisdictions.

Table 4. Regulatory Alignment of the FL-DP Framework — Multi-jurisdictional Comparison

Jurisdiction !/ Key . FL-DP
. Key constraint  Regulator .
Framework requirement compliance
Morocco — Law Explicit Data Structural (local
. CNDP
09-08 consent sovereignty data)
Dat F 1 t
EU — GDPR o Right to erasure  CNIL ormat guarantee
minimization (e=1.2)
UK — FCA Model DP + S
0% Auditability  FCA | SeeHE
Sandbox explainability Aggregation
Africa — PPDP Cross-border Citizen National FL without raw
(AU) transfer protection authorities transfer
BAM — Open . Bank Al- Proposed FL-DP
API Int bil
Banking Secure ; nteroperability Maghrib sandbox
Source: Author, based on Bank Al-Maghrib (2024), CNDP (2023), European Commission
(2024)

We propose three targeted policy recommendations for Bank Al-Maghrib and the Ministry of Digital
Transition. First, establish a federated Al sandbox within the existing regulatory innovation framework,
allowing participating institutions to pilot FL-based credit scoring under supervised conditions with Bank
Al-Maghrib acting as the trusted aggregation intermediary. Second, develop interoperability standards for
Open Banking APIs that natively support privacy-preserving data collaboration protocols, drawing on
technical specifications from the UK Open Banking Implementation Entity and the Berlin Group's
NextGenPSD2 framework. Third, update Al ethics guidelines for the financial sector to explicitly
recognise differential privacy as a compliance-level technique for processing personal financial data,
removing the regulatory ambiguity cited by 84% of expert respondents as the primary adoption barrier.

6. DISCUSSION

This study makes several contributions to the literature on privacy-preserving machine learning in
banking. First, it provides the first empirically grounded evaluation of FL-DP for credit risk assessment in
an African banking context, moving beyond theoretical proposals to demonstrate measurable performance
gains in a realistic data environment. The RSK empirical data reveal specific non-IID characteristics —
geographic heterogeneity, pronounced urban-rural portfolio divergence, inter-institutional data
fragmentation — that constitute a significant stress test for FL algorithm robustness.

Second, the adaptive clipping mechanism advances the technical literature on non-IID federated
optimisation [17, 18] by demonstrating its effectiveness in a domain characterised by pronounced
geographic and socioeconomic data heterogeneity. The 2.1 percentage point AUC improvement over
fixed-norm clipping at € = 1.2 is practically significant for credit decision-making, where small
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improvements in discriminatory power translate into substantial reductions in expected credit losses at
portfolio scale.

Third, the qualitative findings on adoption barriers provide actionable intelligence for Open Banking
policy design in Morocco. The alignment between the 84% citation rate for regulatory ambiguity and our
proposed regulatory sandbox recommendation suggests that targeted policy intervention could
substantially accelerate adoption of FL-based credit innovation — consistent with the transformative
impact of regulatory sandboxes observed in the UK fintech ecosystem [30].

Several limitations warrant acknowledgement. The simulation relies on synthetically generated portfolio
data, constrained by regulatory restrictions on the use of actual customer data in research. While the
Gaussian copula method preserves marginal distributions and pairwise correlations, higher-order
statistical dependencies in real credit portfolios may not be fully captured. The current architecture also
assumes a semi-honest aggregation server; extending the trust model to fully adversarial settings using
secure multi-party computation (SMPC) merits investigation.

7. CONCLUSION

This paper has proposed and empirically evaluated a federated learning architecture with differential
privacy for credit risk assessment in the Moroccan banking sector, demonstrating that privacy-preserving
collaborative Al can simultaneously improve predictive performance, maintain regulatory compliance,
and resolve institutional data-sharing barriers that impede Al adoption in emerging market banking. The
FL-DP-AC model achieves an AUC-ROC of 0.847 — a 14.3% improvement over the centralised logistic
regression baseline — while maintaining a privacy budget of € = 1.2, meeting Moroccan data protection
compliance thresholds under Law No. 09-08.

Five tables and four figures enrich the empirical analysis: the extended performance comparison (Table
1), the survey sample distribution (Table 2), the privacy-utility sensitivity analysis (Table 3), the multi-
jurisdictional regulatory alignment (Table 4), and the comparative FL literature review (Table 5). The
qualitative barrier analysis (Figure 3) and the regulatory timeline (Figure 4) anchor the technical
contributions in Morocco's specific policy context.

The findings carry immediate practical relevance for Moroccan banking institutions navigating the Open
Banking transition, and broader applicability to other African banking systems confronting analogous data
governance challenges. Federated learning with differential privacy represents not only a technical
solution but a regulatory and institutional enabler for responsible Al deployment in credit markets, offering
a pathway toward expanded financial inclusion without compromising banking customer privacy rights.
We invite collaboration with Bank Al-Maghrib, participating institutions, and the CNDP to validate these
findings in a live regulatory sandbox environment.
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