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Abstract

The rapid proliferation of fake news across digital platforms poses serious challenges to public trust,
democratic processes, and information integrity. Although existing machine learning and deep learning
models demonstrate high accuracy on domain-specific datasets, they often fail to generalize across
unseen domains and are increasingly vulnerable to Al-generated misinformation. This paper proposes an
Al-driven Hybrid Transformer—Retrieval Architecture for robust cross-domain fake news detection. The
methodology integrates BERT-based contextual semantic encoding, retrieval-augmented factual
verification using Dense Passage Retrieval (DPR) and Retrieval-Augmented Generation (RAQG),
credibility-based source scoring, stance detection, and a fusion-based decision layer. The model is
trained on the Kaggle Fake News dataset and evaluated cross-domain on FakeNewsNet and GossipCop
datasets. Experimental results show that the proposed model achieves 97.8% accuracy on Kaggle while
maintaining 96.1% and 94.2% accuracy on FakeNewsNet and GossipCop respectively, representing a
27.4% improvement in cross-domain generalization over traditional machine learning and transformer-
only approaches. The novelty of this work lies in unifying semantic understanding, factual grounding,
and credibility reasoning into a single scalable framework for real-world misinformation detection.
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1. INTRODUCTION

Fake news has emerged as one of the most pervasive challenges in the modern digital information
ecosystem, influencing political outcomes, distorting public opinion, undermining scientific discourse,
and accelerating social polarization. The problem has intensified with the emergence of advanced large
language models capable of generating highly coherent and stylistically convincing synthetic
misinformation that closely resembles authentic journalism. As a result, distinguishing fabricated news
from legitimate reporting has become increasingly complex.

Early fake news detection systems relied on classical machine learning algorithms such as Naive Bayes,
Logistic Regression, Support Vector Machines, and Random Forests using handcrafted linguistic
features. While effective on controlled datasets, these approaches struggle with topic drift and
vocabulary variation. Deep learning models including CNNs, LSTMs, and GRUs improved semantic
representation but remain prone to overfitting and poor cross-domain transfer. Even transformer-based
models such as BERT and RoBERTa, despite their superior contextual understanding, primarily rely on
linguistic cues and lack explicit factual verification mechanisms.
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A critical unresolved challenge is generalizable fake news detection across unseen domains and Al-
generated content. To address this, this paper proposes a hybrid architecture that integrates
transformer-based semantic modeling with retrieval-augmented factual verification and credibility-aware
decision fusion.

The rest of the paper is organized as follows: Section 2 reviews related literature, Section 3 describes the
proposed methodology, Section 4 discusses experimental results and analysis, and Section 5 concludes
the paper with future research directions.

2. LITERATURE REVIEW

Fake news detection research has evolved from classical machine learning methods to advanced
transformer-based systems. Early work using Naive Bayes, Logistic Regression, SVMs, and Random
Forests demonstrated reliable performance on structured datasets; however, these models relied heavily
on handcrafted features and exhibited poor robustness to linguistic variability.

Deep learning architectures such as CNNs, LSTMs, and GRUs improved semantic understanding, with
studies like Kaliyar et al. achieving up to 98% accuracy on Kaggle datasets. Although deep networks
capture richer contextual cues, they still overfit to in-domain vocabulary and degrade significantly when
evaluated on cross-domain data such as FakeNewsNet or GossipCop.

Transformer-based models, including BERT, RoBERTa, and ALBERT, further improved contextual
comprehension through self-attention, outperforming earlier architectures. Yet, research by Rashkin et
al. and Zhou et al. showed that transformers lack explicit factual verification and may classify well-
written but false statements as real. Domain transfer experiments also revealed substantial performance
drops when these models encounter unseen topics.

To address factuality, retrieval-augmented models such as DPR and RAG provide evidence-aware
reasoning by retrieving supporting documents from external sources. While effective for claim
verification, these models have rarely been integrated into full-article misinformation classification
pipelines.

Credibility-based systems focusing on publisher reputation, user behavior, and propagation patterns have
also been explored. However, such approaches depend on platform-specific metadata and do not
generalize well across datasets.

Collectively, the literature reveals key limitations in existing approaches: reliance on linguistic patterns
alone, lack of factual grounding, poor domain transferability, and limited integration of credibility
signals. These shortcomings motivate the hybrid architecture proposed in this research.

3. RESEARCH GAP

Despite significant advancements in automated fake news detection, current research continues to
exhibit several fundamental limitations that hinder real-world deployment. Traditional machine learning
classifiers—relying on TF-IDF vectors, N-grams, or handcrafted linguistic features—perform well on
static datasets but fail to generalize across domains due to vocabulary drift and stylistic variations. Deep
learning architectures such as CNNs, LSTMs, and hybrid CNN-LSTM models capture richer semantics,
yet they remain dependent on dataset-specific patterns and often overfit to the distribution of the training
corpus. Even transformer-based models like BERT and RoBERTa, although demonstrating substantial
improvements in contextual understanding, still classify misinformation primarily based on linguistic
cues and lack mechanisms for factual verification.
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A critical gap in the literature is the lack of cross-domain robustness. Most existing systems are trained
and evaluated on a single dataset, achieving high accuracy in-domain but suffering severe performance
degradation when tested on independent datasets such as FakeNewsNet or GossipCop. This weakness
arises because misinformation varies significantly across politics, health, entertainment, and emerging
topics, making single-domain models brittle and unreliable.

Another major challenge is the increasing prevalence of Al-generated misinformation. Modern large
language models can produce coherent, grammatically flawless fake articles that closely resemble
professional journalism. Since existing detection systems rely heavily on stylistic patterns, they are
unable to reliably distinguish Al-generated fabricated content from legitimate news.

Furthermore, most current approaches lack external factual grounding. They classify articles based on
language patterns rather than verifying claims against authoritative evidence repositories. As a result,
statements that are factually incorrect but linguistically polished are often misclassified as real.
Retrieval-based verification methods such as DPR and RAG exist in the fact-checking literature, yet
they are rarely integrated into full-length news classification pipelines.

Additionally, credibility metadata—including publisher reputation, domain bias, and historical
reliability—is seldom incorporated into detection frameworks, even though it plays a critical role in real-
world misinformation assessment. The absence of such metadata prevents existing systems from
leveraging important contextual cues that differentiate trustworthy sources from unreliable ones.

Finally, current models do not effectively integrate linguistic semantics, factual evidence, source
reliability, and stance consistency into a unified decision process. The lack of a multi-dimensional
hybrid framework that combines these complementary signals leaves fake news detection systems
vulnerable to cross-domain drift, adversarial examples, and rapidly evolving misinformation patterns.
These limitations collectively highlight the need for a hybrid transformer-retrieval architecture
capable of combining semantic encoding, evidence retrieval, credibility scoring, and stance analysis to
produce robust, generalizable, and fact-aware fake news classification suitable for real-world
deployment.

4. METHODOLOGY

The methodology adopted in this research consists of three major stages, each contributing to the
overall objective of enabling robust cross-domain fake news detection. Unlike traditional approaches
that rely primarily on shallow text features, this study employs a hybrid transformer—retrieval
pipeline integrating contextual semantics, external evidence verification, and credibility-aware decision
fusion. The general structure of the proposed methodology is illustrated in Fig. 1, and the details of each
stage are described below.
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Fig 1: System architecture of the proposed Hybrid Transformer—Retrieval Fake News Detection
Model
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4.1. Pre-processing Stage

In most natural language processing tasks, raw textual data contain substantial noise such as HTML tags,
special characters, non-English symbols, advertisements, repeated punctuation, and inconsistent
formatting. These impurities hinder the extraction of meaningful semantic representations. Therefore,
the first stage of this study focuses on text normalization and cleaning.

Standard text cleansing procedures were applied, including the removal of URLs, HTML tags, emojis,
encoded entities, and extraneous whitespace. A Unicode normalization filter was used to eliminate
characters outside the English language range, ensuring compatibility with transformer tokenizers.
Instead of traditional stopword removal—which risks deleting context-critical words—this study
preserved all lexical items because transformer-based encoders (e.g., BERT) are trained on raw,
unfiltered corpora.

Tokenization was performed using the BERT WordPiece tokenizer, which breaks text into subword
units. This approach prevents out-of-vocabulary problems and ensures consistent encoding across
domains. The processed text serves as input to the semantic encoder in the next stage.

4.2. Feature Extraction Stage

The second stage transforms the cleaned text into dense semantic representations suitable for both
classification and retrieval.

1. Contextual Embedding Extraction (BERT Encoder)

The pre-processed article is passed through a BERT-base-uncased transformer model, fine-tuned on
the Kaggle Fake News dataset. BERT processes the text using bidirectional self-attention and generates
a 768-dimensional contextual embedding for each input article. This vector captures linguistic
patterns, semantic relationships, and contextual meaning beyond what traditional TF-IDF or N-gram
representations can offer.

2. Evidence Retrieval Encoding (DPR Query Vector)

To incorporate factual verification, the BERT embedding is fed into a Dense Passage Retrieval (DPR)
encoder, converting it into a query vector. DPR computes similarity scores with external knowledge
sources (Wikipedia abstracts, fact-checking repositories, news archives), retrieving the top-k most
relevant supporting or contradicting documents.

3. RAG-based Factual Consistency Scoring

Retrieved documents are analyzed using RAG (Retrieval-Augmented Generation), which evaluates
semantic alignment between the article and evidence. RAG outputs a factual consistency score
SragS {rag}Srag, estimating the probability that the claims in the article match real-world information.
4. Source Credibility Scoring

In parallel, a credibility assessment layer assigns the article a reputation score ScredS {cred}Scred in
the range 0—1 based on domain reliability, publisher history, and global bias ratings sourced from
MediaBiasFactCheck and curated datasets.

5. Stance Detection Encoding

A stance classifier determines whether retrieved evidence agrees, disagrees, discusses, or is unrelated
to the article. Stance probabilities are encoded as a vector SstanceS {stance}Sstance.

These extracted numerical features form the complete representation of the article used in the
classification stage.

4.3. Classification Stage

The final stage integrates semantic, factual, credibility, and stance information to classify each article as
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Real or Fake. Unlike conventional machine learning models that treat classification as a lexical pattern-
matching task, this study employs a fusion-based hybrid classifier.

1. Preliminary BERT Classifier Output

BERT produces a preliminary probability distribution:

Pbert(Fake),Pbert(Real)P_{bert}(Fake), \quad P_ {bert}(Real)Pbert(Fake),Pbert(Real)

2. Fusion Layer

The outputs from BERT, RAG, DPR, credibility, and stance modules are concatenated to form a
composite feature vector:

F=[Ebert,Srag,Scred,Sstance]F = [E {bert}, S {rag}, S {cred}, S {stance}]F=[Ebert,Srag,Scred
,Sstance]

A fully connected fusion layer learns optimal weighting for each component. This design prevents
overreliance on linguistic patterns and encourages fact-grounded reasoning.

3. Final Softmax Classification

The final decision is generated using a Softmax classifier:

Pfinal(Fake), Pfinal(Real)P_{final}(Fake), \; P_{final}(Real)Pfinal(Fake),Pfinal(Real)

4. Output

The model outputs the label with the highest probability.

5. RESULTS AND DISCUSSION

The proposed Hybrid Transformer—Retrieval Framework was evaluated on multiple benchmark datasets
to measure its effectiveness in detecting misinformation across diverse domains. Unlike traditional
classifiers that rely solely on textual patterns, the proposed model integrates contextual semantic
encoding, retrieval-augmented fact verification, credibility scoring, and stance detection. This section
presents the quantitative and qualitative results obtained after applying the hybrid architecture, followed
by a detailed comparative analysis with baseline models.

A. Evaluation of Baseline Transformer Models

Before integrating retrieval and metadata components, a baseline transformer model (fine-tuned BERT)
was evaluated on the Kaggle Fake News dataset. The model achieved an accuracy of 94.8%, consistent
with previous findings in transformer-based misinformation detection. However, when tested on the out-
of-domain datasets FakeNewsNet and GossipCop, accuracy dropped to 92.4% and 89.7%, respectively.
These results confirm that transformers alone struggle with cross-domain generalization, reinforcing the
need for retrieval-based factual grounding.

B. Retrieval-Augmented Verification Performance

The integration of Dense Passage Retrieval (DPR) and RAG significantly improved factual consistency.
The RAG module retrieved top-k evidence passages from Wikipedia and verified news sources. When
evaluated independently, the RAG classifier achieved:

e 95.6% accuracy on Kaggle

e 93.29% accuracy on FakeNewsNet

e 90.4% accuracy on GossipCop

The improvement over BERT-only results indicates that evidence retrieval provides critical support for
detecting fabricated and Al-generated misinformation, which often mimics real news writing style.

C. Credibility and Stance Contributions

The credibility model introduced domain reputation, publication bias, and historical reliability scores.
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While credibility alone produced moderate accuracy (88.7% on Kaggle), it proved highly effective when
fused with contextual and retrieval-based features.

Similarly, stance detection helped the system identify contradictions between article claims and retrieved
evidence. Stance-only accuracy was 91.3% on Kaggle.

Although neither credibility nor stance achieves high accuracy independently, both substantially enhance
final classification by providing contextual signals not captured by transformers.

D. Overall Performance of the Proposed Hybrid Architecture

Once all modules were fused using the decision-level integration layer, the proposed Hybrid
Transformer—Retrieval model achieved state-of-the-art performance:

Table I — Performance Comparison Across Datasets

Model Kaggle FakeNewsNet GossipCop Avg. F1
BERT (Fine-Tuned) 94.8% 92.4% 89.7% 92.3%
RAG Only 95.6% 93.2% 90.4% 93.0%
Credibility Only 88.7% 85.4% 82.1% 85.4%
Stance Only 91.3% 89.1% 86.8% 89.0%
Hybrid P d

Mf) dre‘l TOPOSEE 97 8% 96.1% 94.2% 96.0%

These results indicate that the hybrid model produces a 27.4% improvement in cross-domain
generalization compared to classical ML/DL techniques and significantly outperforms transformer-only
baselines.
E. Ablation Study
To measure the contribution of each module, components were removed individually while keeping the
rest of the architecture unchanged.

Table II — Ablation Study Results

Removed Component Accuracy Change
Without Retrieval (No DPR + RAG) 94.7%  —-3.1%
Without Credibility 95.9% —1.9%
Without Stance Detection 96.3% —1.5%
Without Fusion Layer 95.1%  2.7%
Full Hybrid Architecture 97.8%  —

The most significant performance drop occurred when retrieval was removed, demonstrating that
external evidence verification is the strongest contributor to real-world robustness.

F. Cross-Domain Generalization Analysis

One of the primary goals of this research was to improve performance on unseen domains. When trained
on Kaggle and tested directly on FakeNewsNet and GossipCop without fine-tuning, the proposed model
maintained:

e 96.1% accuracy on FakeNewsNet

e 94.29% accuracy on GossipCop

These results confirm that the system effectively handles domain drift, vocabulary variation, and stylistic
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differences — challenges that traditional ML, CNNs, LSTMs, and transformer-only systems fail to
address.

G. Error Analysis

Despite strong results, some misclassifications were observed under specific conditions:

1. Breaking news events lacking online evidence (early-phase misinformation).

2. Conflicting evidence retrieved for controversial topics (e.g., politics, health).

3. Extremely short articles where semantic signals were insufficient.

However, compared to BERT-only models, total error rate decreased by 42%, demonstrating the
effectiveness of retrieval and credibility modeling.

H. Comparison with Previous Studies

Unlike earlier works that achieved high accuracy but poor generalization due to heavy reliance on TF-
IDF vectors, N-grams, or CNN/LSTM models, the proposed architecture provides:

o Stronger factual grounding

o Greater resistance to Al-generated text

o Higher domain transfer performance

o Better reasoning from external knowledge

The proposed method outperforms all referenced classical ML and deep learning systems, including
AdaBoost (100% but overfitted to TF-IDF), CNN-LSTM (100% but domain-restricted), and traditional
SVM/REF pipelines.

6. CONCLUSION

This study presented a Hybrid Transformer—Retrieval Architecture designed to address persistent
limitations in automated fake news detection, particularly the lack of cross-domain generalization,
susceptibility to Al-generated misinformation, and absence of factual grounding in existing models.
Unlike traditional machine learning and deep learning classifiers that depend heavily on lexical patterns
or dataset-specific vocabularies, the proposed system integrates multiple complementary components—
contextual encoding through BERT, external evidence retrieval using DPR and RAG, credibility-based
metadata scoring, stance detection, and a fusion-based decision layer. Together, these components
enhance the model’s ability to understand, verify, and contextualize information beyond surface-level
linguistic cues.

Experimental results demonstrated that the proposed hybrid architecture significantly outperforms
classical ML/DL methods as well as transformer-only baselines. The system achieved 97.8% accuracy
on the Kaggle dataset, and, more importantly, maintained high cross-domain performance with 96.1%
accuracy on FakeNewsNet and 94.2% on GossipCop. This represents a substantial improvement in
domain robustness compared to earlier approaches. The ablation study further revealed that retrieval-
augmented verification contributed most strongly to the system’s performance, confirming that factual
grounding is essential for distinguishing credible news from fabricated or Al-generated misinformation.
Despite the strong results, some limitations remain. Retrieval performance is influenced by the
availability and quality of external evidence, and short news articles or emerging misinformation events
occasionally produce classification challenges. Future work may incorporate multi-hop retrieval,
temporal reasoning over news timelines, and multimodal verification using image and video forensics to
further enhance system reliability. Additionally, integrating generative adversarial evaluations could
help prepare models against evolving Al-generated misinformation threats.
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Overall, the proposed Hybrid Transformer—Retrieval Model offers a scalable, accurate, and practically
deployable framework for real-world misinformation detection. By combining deep contextual
understanding with factual verification and credibility modeling, this work represents an important step
toward building resilient and generalizable fake news detection systems suitable for modern digital

ecosystems.
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