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ABSTRACT

The exponential growth of digital technologies has transformed modern life, but it has also created new
vulnerabilities that fuel cybercrime. Offenses such as hacking, identity theft, ransomware, and online fraud
increasingly challenge traditional investigative approaches, making digital forensics indispensable in
contemporary law enforcement. Digital forensics refers to the systematic identification, preservation, and
analysis of electronic evidence from devices, networks, and online platforms. Its role extends beyond
criminal trials to national security, corporate protection, and incident response, thereby reinforcing trust
in digital systems.

This study explores the scope and significance of digital forensics in India, focusing on its methodologies,
tools, and legal frameworks. It examines how forensic experts employ specialized techniques—such as
data recovery, IP tracing, and metadata analysis—to uncover hidden evidence and ensure its admissibility
in court. The research also evaluates the effectiveness of current statutes, including the Information
Technology Act and provisions of the Indian Penal Code, in addressing cyber offenses. Despite these
frameworks, investigators face persistent challenges: encryption barriers, jurisdictional conflicts, massive
data volumes, and evolving anti-forensic tactics.

Through a qualitative design combining doctrinal and empirical methods, the paper highlights both the
strengths and limitations of existing practices. Interviews with law enforcement professionals reveal gaps
in standardized procedures and emphasize the need for enhanced training and technological upgrades.
Ultimately, the findings suggest that while digital forensics significantly improves the detection and
prosecution of cybercrimes, continuous innovation and legal reform are essential. Strengthening forensic
methodologies, harmonizing cross-border cooperation, and integrating advanced technologies such as
artificial intelligence will be critical to safeguarding digital justice in the future.

Keywords: Digital Forensics, Electronic Evidence, Cybercrime Investigation, Information Technology
Act, Cybersecurity

1. Introduction

1.1. Introduction

The rapid growth of digital technologies has changed how people, companies, and governments function
in today's more interconnected world. Although there are innumerable advantages to these advancements,
they have also led to the emergence of a fresh and expanding danger: cybercrime. The scope and
complexity of digital crimes are changing, ranging from ransomware attacks and data breaches to identity
theft and online fraud. Because of this, conventional investigation methods frequently fall short in
addressing the complexity of these crimes. Digital forensics, a specialist specialty devoted to locating,
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evaluating, and conserving digital evidence to aid judicial investigations, has emerged as a result of this

expanding issue.

In order to identify offenders, comprehend the tactics employed in cyberattacks, and guarantee that justice

is carried out through reliable and admissible evidence, digital forensics is essential. It entails the

methodical gathering and examination of data from networks, computers, mobile devices, and other digital

environments. There has never been a higher need for qualified experts and advanced forensic equipment

due to the increasing prevalence and technological complexity of cybercrimes. Digital forensics aids in

national defense, incident response, and corporate security in addition to criminal investigations.

The purpose of this paper is to examine the fundamental ideas, instruments, and procedures of digital

forensics as well as how it is used in different kinds of cybercrime investigations. It also draws attention

to recent difficulties and new developments in the area. In the future, digital forensics will remain an

essential tool for preserving cybersecurity and enforcing the rule of law in the digital era. The purpose of

this study is to increase understanding of its significance, promote advancements in forensic technologies,

and help create a more secure and safe digital future.

1.2. Statement of Problem

Cybercrimes have increased at an unprecedented rate due to the rapid growth of digital technology, which

presents serious difficulties for organizations, individuals, and law enforcement. Hacking, identity theft,

financial fraud, cyberterrorism, and online harassment are just a few of the crimes that cybercriminals

perpetrate by taking advantage of vulnerabilities in digital systems. Digital forensics has consequently

become an essential area for examining and reducing cyberthreats. Nevertheless, despite its significance,

digital forensics confronts a number of difficulties, such as the constant change in cybercrime strategies,

encryption systems, jurisdictional restrictions, and the sheer amount of digital data. Advanced cybercrimes

are frequently beyond the scope of traditional investigative approaches, requiring the use of modern

forensic equipment, procedures, and legal frameworks.

The purpose of this study is to examine the efficacy and challenges of digital forensics in the investigation

of cybercrimes in the digital age. This study aims to support the advancement of more reliable and effective

methods for investigating cybercrimes by looking at current forensic methods, legal issues, and technology

developments

1.3. Research Objective

1. To analyze the nature, scope and significance of digital forensics.

2. To explore investigation procedure along with tools and techniques used in cybercrime detection and
investigations.

3. To evaluate the effectiveness of current legal frameworks in digital forensics investigation.

e

To examine the challenges faced by the forensic investigators in handling digital evidence.

5. To propose enhancements for digital forensic methodologies to strengthen cybercrime investigation
and prevention.

1.4. Research Hypothesis

The effective application of digital forensics significantly enhances the detection, investigation and

prosecution of cybercrimes in the digital age.

1.5. Research Question

1. What function does digital forensics play in present day investigations into cybercrime?

2. Which tools and techniques are essential for digital Forensics investigations?

3. What Challenges are found in digital forensics when investigating cyber evidence?
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4. How effective are current laws in governing digital forensics?

5.

What can be done to improve digital forensics techniques for preventing and detecting cybercrimes?

1.6. Review of Literature

1.

The literature “Decoding Cybercrimes: Cyber Forensic Science Lead the Way in Solving Digital
Mysteries” encompasses the approaches used to investigate cybercrimes, the steps required in digital
forensic investigations, and the many models created to improve the efficacy of these investigations,
among other facets of digital forensics. It draws attention to the difficulties presented by new
technologies like cloud computing and mobile devices, as well as the necessity of a standardized
method for digital forensic investigations. The study outlines a number of current models for digital
forensic inquiry, each with unique advantages and disadvantages. According to the literature, forensic
investigators have several difficulties as a result of the sharp rise in cybercrimes, which is fueled by
the expanding use of digital technology and the internet. Critical topics that necessitate continuous
research and development include issues like data encryption, the intricacy of cloud systems, and the
requirement for trustworthy digital proof.

The study "Investigating Cybercrimes with Digital Forensics"? examines how cybercrime and digital
forensics overlap, with a special emphasis on social media platforms. The study emphasizes how
crucial digital forensics is becoming to the investigation of cybercrimes. It highlights how digital
forensics methods can efficiently examine and display digital evidence, which is essential for law
enforcement. The study highlights a number of difficulties with digital forensics, such as the
employment of anti-forensics methods by criminals to hide their actions. In order to address further
issues and constraints in digital forensics and social media forensics, the paper's conclusion suggests
that the suggested technique be expanded, pointing to a direction for further study.

In the Literature “ The Role of ‘Digital Forensic Photography’- In the Indian Criminal Justice System”®
the primary objective of the research is to analyse how digital forensic photography functions in the
criminal justice system in India. It looks at how crime scene photography makes use of contemporary
technology, especially high-resolution cameras and advanced equipment. With a focus on the
significance of digital forensic photography for evidence gathering and preservation, the study
attempts to provide an overview of current practices and approaches in this field. As the article
demonstrates, the use of digital technology improves the credibility of photographic evidence,
increasing its usefulness in court. It also emphasizes the need for forensic photographers to receive the
right training in order to be able to use these technologies efficiently in their profession.

The literature “Critical Analysis of Digital Forensic in Criminal Justice™ analyses the developing
functions of digital forensics in contemporary law enforcement. The research draws attention to the
increasing use of digital evidence in criminal investigations and discusses forensic techniques,
subdivisions of digital forensics, legal systems, and progress in science and technology. It addresses
the rising problem of cybercrimes and how overwhelming it is for law enforcement to accurately
investigate and prosecute the crimes. The importance of this literature is the discussion on the legal
context of digital evidence and the need to document the minimum operational procedures for forensic

1 Md. Kafil Uddin and et.al., “Decoding Cybercrimes: Cyber Forensic Science Lead the Way in Solving Digital Mysteries”, 1,
pp- 2-8, 2024.

2 Maha Helal, “Investiogating Cybercrimes with Digital Forensics”, 20, Journal of Computer Science, pp. 1446-1454, 2024

3 Rakesh Mia et.al. , “The Role of ‘Digital Forensic Photography’- In the Indian Criminal Justice System”, 8, Journal of
emerging technologies and innovation, 2021.

* Ananta Aggarwal, “Critical Analysis of Digital Forensic in Criminal Justice”, 26, Supremo Amicus, 2021.
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investigations. But there are still gaps regarding definition of such procedures as forensic norms,
protection of privacy, and convergence of digital forensics with artificial intelligence and blockchain
technologies. These problems need more attention so that the application of digital forensics in the
justice system can be more effective.

5. The literature “ Cyber Forensics: Tracing Digital Footprints to Untangle Cyber Crimes™® emphasizes
the importance of tracking digital traces in preventing cybercrimes is emphasized by cyber forensics.
The examination, analysis, and authentication of digital evidence are the main topics of this study,
which examines the relationship between technology and the law. Important discoveries emphasize
the value of cyber forensic specialists and resources like email tracers in locating criminals online.
There is discussion of legal frameworks such as the IT Act of 2000 and changes that address cyber
dangers. The study emphasizes the difficulties brought forth by changing cyberthreats, which call for
ongoing improvements in forensic techniques.

6. The literature “Image Processing For Forensic Investigation™® emphasizes on image processing
techniques for forensic investigation in order to find digital evidence that has been altered or falsified.
The study emphasizes how digital picture forensics can be used to identify manipulations in
surveillance systems, online transactions, and legal investigations. The study highlights issues such
the high computing complexity, the difficulty of identifying small areas that have been tampered with,
and the limitations of statistical measurement analysis of picture integrity. Improved forgery detection
speed and reliable algorithms that work with a variety of image formats are two significant gaps that
have been found. To improve forensic investigations, future research should concentrate on increasing
detection efficiency, decreasing computational complexity, and automating extensive picture forensic
testing.

7. The literature “Digital Forensics in Cybercrime Investigation”
forensic techniques, such as Al-driven forensic analysis, cloud forensics, and mobile device forensics.
The study emphasizes how digital forensics helps in the collection, analysis, and preservation of digital

’ examines new developments in

evidence. Important conclusions highlight the increasing complexity of assaults (such as phishing and
ransomware) and how Al and machine learning may speed up forensic investigation. The study
highlights difficulties such data volume, jurisdictional considerations, privacy issues, and the
admissibility of digital evidence in court. Standardized forensic procedures, better cross-border legal
collaboration, and improved forensic tools for cloud and blockchain investigations are some of the
significant gaps that have been found.

8. The literature “Role of Cyber Forensics in Investigation of Cyber Crimes”
a branch of digital forensic science that focuses on finding, saving, and evaluating digital evidence for
use in court. The results highlight the necessity of forensic techniques, data security protocols, and
regulatory frameworks to guarantee the admission of digital evidence in court. Jurisdictional disputes,
privacy issues, a dearth of standardized forensic techniques, and the quick development of cyberthreats

8examines cyber forensics,

5 Vartika Prasad and Aditi Sharan, “Cyber Forensics: Tracing Digital Footprints to Untangle Cyber Crimes” , 15, Supremo
Amicus, 2020.

6 Monika, “Image Processing For Forensic Investigation”, Manav Rachna International Institute of Research and Studies,
2020.

" Tobi Sonubi, “Digital Forensics in Cybercrime Invrstigation”, 13, International Journal of Computer Applications
Technology and Research, 2024.

8 Prashant Saurabh and Amrit Jay Kumar Roy, “Role of Cyebr Forensics in Investigation of Cyber Crimes”, 4(3),
International Journal of Law Management and Humanities, 2021.
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are among the difficulties. There is still a big gap in establishing a cyber forensics regulatory body in

India, implementing stronger cybercrime regulations, and using Al-driven forensic analysis.
1.7. Research Methodology
The researcher will follow critical paradigm as to discover causes and effects of the digital forensics in
investigating cyber cimes. The research design will be qualitative approach dealing with the scope of
digital forensics and analysing existing legal frameworks in investigating cybercrimes. The researcher will
follow cross sectional study. The researcher had used both doctrinal and empirical method. The empirical
research is for the objective 3 of the paper.
1.8. Significance
The study emphasizes how important digital forensics is to the detection, examination, and prosecution of
cybercrimes. Digital forensics is a crucial instrument for modern investigations because cybercriminals'
techniques evolved along with technology. In order to clarify how digital forensics aids in discovering and
keeping track of digital evidence, this paper examines the field's scope, tools, and methods.
The project also looks at the difficulties forensic investigators have, like encryption of data and
jurisdictional challenges, and assesses how successful the current legal frameworks are. Additionally, it
suggests improvements to forensic techniques with the goal of strengthening cybercrime investigation,
detection, and overall digital security.
1.9. Scope and Limitation
The research focuses on the field of digital forensics in the context of cybercrime in India, covering
analysis of forensic tools and techniques, investigation and detection processes, effectiveness of Indian
legal frameworks and challeneges in handling the digital evidence. The study focuses on exploring ways
to enhance the detection and investigation techniques to prevent the cybercrimes.
The project is limited to the secondary resources relying on the existing legal frameworks and does not
accesses to the real digital evidence.

2. Introduction to Digital Forensics

2.1.Introducing the New Branch in Forensics

The use of scientific techniques to criminal investigations is known as forensic science. It has expanded
over time to encompass fields like ballistics, DNA testing, and fingerprint analysis. However, new forms
of crime, such as computer hacking, online frauds, and cyberbullying, have emerged as technology
becomes more integrated into our daily lives. Digital Forensics is a completely distinct branch of forensic
science that was created to address these issues. The investigation of a crime as an item or as evidence
using a computer system is known as digital forensics

The process of locating, storing, and analyzing data from digital devices including computers,
smartphones, and internet networks is known as digital forensics. In court, this data—known as digital
evidence can be utilized to shed light on what transpired during a crime. It can display information such
as the date and time of a file deletion, the websites visited, and the sender of an email or message.’
These days, this discipline is crucial to the investigation of modern crimes. Digital forensics is used by
security and law enforcement professionals to investigate cybercrimes, find offenders, and safeguard
private information. The demand for professionals with expertise in digital technology is increasing along
with it.

% E. Casey, “Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet”, 3, Academic Press, 2011.
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2.2.0rigin and Evolution of Digital Forensics

The phrase "computer forensics™ was replaced with the term "digital forensics." It has expanded to include
tracking down any gadgets that have the ability to store digital information. Although the first computer
crime was discovered in 1978 and the Florida Computer Act was enacted the following year, the term
"computer crime" did not gain widespread recognition until the 1990s. The early 21st century saw the
evolution of international regulations pertaining to digital forensics.*

Machine forensics was another name for what is now called digital forensics until the late 1990s. To begin
with, computer forensic techs were law enforcement officials who also happened to be computer
enthusiasts. Work on the FBI Computer Analysis and Response Team began in the United States in 1984,
(CART). One year later, John Austen established a cybercrime squad within the UK's Metropolitan Police,
which was formerly known as the Fraud Squad. A big change happened at the beginning of the 1990s.
Digital forensics necessitated conventional methodologies, protocols, and processes, as investigators and
technical support personnel from UK law enforcement agencies and outside specialists recognized. These
formalisms were desperately needed and did not exist outside of informal recommendations. During a
series of conferences held at the Police Staff College in Bramshill in 1994 and 1995, the Inland Revenue
and the Serious Fraud Office established the modern British digital 1 forensic technique. Digital forensics
is currently governed by the UK's Forensic Science Regulator after these best practices and guidelines
progressively evolved into standards as the field's science advanced.!?

2.3.Cybercrimes

Cybercrime is any unlawful conduct involving a computer, network, or networked system. The phrase
"Cyber Crime" was originally used in 1995 by Sussman and Heuston. Cybercrime is best understood as a
collection of actions or behaviours rather than a single definition. Although most cybercrimes are
performed with the intention of profiting the perpetrators, others aim to directly damage or disable systems
or devices, while others exploit computers or networks to disseminate malware, illegal data, images, or
other items. A computer virus that infects computers and spreads to other computers and, occasionally,
entire networks is the result of some cybercrimes. The financial impact of cybercrime is substantial, and
it can include a variety of criminal actions motivated by profit, including ransomware attacks, identity
theft, email and internet fraud, and efforts to steal credit card numbers, bank accounts, or other payment
card information.*® Cybercrimes differ from most terrestrial crimes in four ways, firstly it is easy to learn
how to commit, secondly they hardly require any resources, thirdly they can be committed in a jurisdiction
without being physically present in it.

As technology has advanced, cybercrime has increased exponentially. The growing integration of digital
platforms into everyday life has led to a change in cybercrime, with criminals using more advanced
techniques. Even though laws frequently lag behind technology, new laws are always being developed to
combat and stop cybercrimes. Under Chapter X1 of the Information Technology (IT) Act, 2000, and its
2008 amendment, a list of cybercrimes is provided, along with the corresponding punishments. The
primary types of cybercrimes and their legal repercussions are covered in this chapter.

10 Muditha Gunawadhana, “Role of Digital Forensics in Solving Cyber Crimes”, Cardiff Metropolitan University, 2021.

11 Prashant Saurabh and Amrit Jay Kumar Roy, “Role of Cyebr Forensics in Investigation of Cyber Crimes”, 4(3),
International Journal of Law Management and Humanities, 2021.

12 Steffen Wendzel et.al., “ The Future of Digital Forensics: Challenges and the Road Ahead”, 15, IEEE Security and Privacy
Magazine, 2017.

13 Supra 9.Denia;
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2.3.1. Types of Cybercrimes and its Legal Implication

1. Denial of Access

Attacks such as Denial of Service (DoS) and Distributed Denial of Service (DDoS) aim to overburden

internet systems, making them unavailable to legitimate users. Usually, these attacks overload networks

with traffic, interfering with necessary services. Targets often include sectors including banking, e-

commerce, media, government services, and trade associations.

Legal Implication : There are several clauses in the IT Act of 2000 that address denial of access attack.

Unauthorized access and interruption of computer systems are prohibited by Sections 43(e), 43(f), and

43(g), when read along with Section 66. Computer source document tampering is punishable under

Section 65. Any illegal behavior that interferes with a computer, computer system, or network, or

facilitates such interference, can lead to maximum sentence of three years in jail,

a maximum fine of five lakh rupees, or both a fine and punishment.

2. Hacking

Unauthorized access to or invasion into a computer or network is referred to as hacking. Hackers that are

skilled in system exploitation frequently change system operations, compromise security, or obtain private

data. Serious crimes like identity theft, privacy invasion, financial fraud, and data breaches can result from

hacking.

Legal Implication: At first, the term "hacking" was used in the terms of the IT Act of 2000. But following

the 2008 amendment, the Act clarified its position to differentiate between malicious hacking, which is

done with criminal intent and ethical hacking, which is done in good faith. Malicious and unauthorized

hacking is illegal under Sections 43 and 66. Hacking that is done dishonestly or fraudulently is particularly

prohibited by Section 66, which carries the penalties: imprisonment up to three years , a fine up to five

lakh rupees, or both.

3. Identity Theft

Identity theft is the act of someone pretending to be someone else in order to obtain private information,

such as login credentials, bank account information, or credit card information. Many crimes are

frequently committed using this stolen identity, including:

e Financial fraud, such as fraudulent purchases made with credit cards and unapproved bank
transactions,

e (Cybercrimes, such as phishing and fake accounts on social media, and

e Serious offenses such as smuggling, money laundering, and drug trafficking.

Legal Implication: Identity theft is made illegal under the few sections of the Indian Penal Code (IPC),

1860, along with the IT Act, 2000. The fraudulent use of another individual's password, electronic

signature, or other distinctive identifying characteristics is punishable under Section 66C of the IT Act of

2000. Penalties include a fine of up to one lakh rupees and a maximum sentence of three years .

Furthermore, identity theft is covered by the following provisions of the Indian Penal Code (IPC), 1860.

Section 378 of Theft is defined and punished in Section 379. Section 405 of the criminal breach of trust is

covered in Section 406. Section 420 deals with dishonestly obtaining property delivery and cheating.

These legal clauses guarantee that identity thieves would suffer severe punishment under both

conventional criminal laws and cyber laws.

4. Phishing

Phishing is a type of cybercrime in which victims are deceived into revealing private information,

including passwords, credit card numbers, and banking information. This is usually accomplished by using
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fraudulent emails, texts, or websites to pose as a trustworthy organization. Phishing attacks are now one
of the most frequent and dangerous cyberthreats due to their rising sophistication.

Legal Implication: Although phishing is not explicitly defined in the IT Act, 2000, it is covered under
certain provisions. Sending abusive or misleading messages online may result in up to three years in prison
and a fine wunder Section 66A(c) of the IT Act, 2000 (before it was repealed).
Phishing cases are still subject to Section 420 of the Indian Penal Code (IPC), 1860, which punishes
deception and dishonestly obtaining property. The penalty consists of a fine and a maximum sentence of
seven years in prison.

5. Ransomware

A kind of malicious software referred to as ransomware is made to deny access to a victim's data or to
threaten to reveal confidential data until a ransom is paid. In order to fool users into downloading or
launching the malicious software, cybercriminals frequently inject a Trojan disguised as a legal file. The
WannaCry assault, a well-known ransomware example, infected Windows-based devices by encrypting
the data of its victims and spread throughout the world. In contrast to conventional ransomware, WannaCry
didn't require user engagement to spread because it had worm-like capabilities. In order to unlock the files,
the attackers requested $300-600 in Bitcoin payments within three days.

Legal Implications: In India, ransomware attacks are punishable by a number of laws. Section 66A of the
Information Technology (IT) Act, 2000, which, prior to its repeal, addressed offenses relating to the
transmission of offensive or deceptive messages through electronic means, provided a maximum sentence
of three years in prison and a fine. Other essential provisions of the IT Act, 2000, including Sections 43
and 66, penalize unauthorized access and damage to computer systems. Section 383 read with Section 384
of the Indian Penal Code (IPC), 1860, covers extortion, which applies to ransomware cases where demands
are made in exchange for money.

6. Cyber Stalking

Stalking is generally defined as repeated acts of harassment directed at the victim, such as following the
victim, making harassing phone calls, damaging the victim's property, leaving written messages or objects,
etc. Cyberstalking is defined as repeated acts of harassment or threatening behavior by a cybercriminal
towards the victim via internet services. Stalkers gather all personal information about the victim,
including name, family history, phone numbers, etc., and they may be the victim's acquaintance or a
complete stranger.

Legal Impliocation: Section 66A of the IT Act of 2000 made sending abusive or threatening messages
online illegal until it was repealed. Nevertheless, Section 67, which punishes the electronic publication or
transmission of pornographic material and has a maximum sentence of three years in prison as well as a
fine, now includes cyberstalking.

Additionally, stalking, including online stalking, is expressly illegal under Section 354D of the IPC. It
states that a man who follows a woman, keeps tabs on her online activities, or tries to get in touch with
her despite his obvious lack of interest faces up to three years in prison for the first offense and up to five
years for repeat offenses, in addition to a fine.

7. Distribution of Sexually Explicit Content

The commercial dissemination of sexually explicit information has been greatly aided by the Internet,
which offers erotic and pornographic material dealers several benefits. Among the main causes of its
extensive availability are:
Effective Media Exchange: Sharing videos, pictures, and live content is made possible by digital
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distribution, = which  eliminates the need for expensive  physical transportation.

Global Reach: Compared to traditional retail stores, online platforms offer retailers access to a far wider

audience due to their worldwide accessibility.

Anonymity: A lot of customers favor online access because they believe it to be anonymous, which shields

them from social criticism.

Legal Implication: The Information Technology (IT) Act, 2000, the Indian Penal Code (IPC), 1860, and

the Protection of Children from Sexual Offenses (POCSO) Act, 2012, are the main segments of legislation

in India that regulate sexually explicit content.

e Section 67 of the IT Act makes it illegal to publish or transmit pornographic content online. First-time
offenders face a fine of X5 lakh and a maximum sentence of three years in prison.

e Sexually explicit content has more severe penalties under Section 67A, which can result in up to five
years in prison.

e Child pornography is expressly forbidden by Section 67B, which makes it a serious misdemeanor
punishable by up to five years in prison and a fine of 10 lakh.

e Obscenity is likewise covered by the IPC; Section 292 makes it illegal to sell or distribute pornographic
material, and Section 293 toughens the penalty for selling pornographic material to children.

e Furthermore, indecent acts in public are punishable by Section 294, and illegal recording or sharing of
private acts is prohibited by Section 354C (voyeurism), which carries a maximum sentence of seven
years in jail for repeat offenders.

e ThePOCSO Act of 2012, which imposes harsh penalties, including life in prison in cases of aggravated
child pornography, significantly fortifies the legal protection against it. Although it is not specifically
illegal to consume pornography privately, it is prohibited to create, distribute, transmit, and sell
pornographic material. To prevent exploitation and safeguard children, the government continues to
prohibit access to pornographic websites, and the Supreme Court has reaffirmed tough enforcement.

3.1.Application of Digital Forensics

The digital forensics is becoming more and more important in India due to the increase in cybercrimes,

digital payments, social media usage and online data sharing. Hence digital forensics techniques is widely

used in the country in following scenarios.

1. Crime Investigation — Police forces and cybercrime cells use digital forensics to solve cybercrimes,
including cases such as online frauds and scams, cyberstalking, child pornography, hate speech on
online platforms, etc. The digital forensic experts recover deleted messages, trace IP addresses to find
out the culprit.

2. Judiciary in India accepts evidences in forms of digital evidence by verifying the authenticity and
generated as an admissible evidence before the court of law

3. The banking and financial sector uses digital forensics in investigating and identifying the threats, as
the digital banking has grown all around India it also brings fraudulent activities. Recently Reserve
Bank of India has urged financial institutions to invest in cybersecurity and digital forensics to protect
customer data.

4. National Security and Intelligence — Agencies like Central Bureau of Investigation(CBI), National
Investigation Agency (NIA) and Indian Cyber Crime Coordination Centre uses digital forensics to
fight terrorism, cyber warfares and organised crimes.
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3. Investigating Process for Cybercrimes Through the Digital Forensics

3.1. Introduction

The field of digital forensic investigation (DFI) is very new. There are multiple stages to it. These consist

of locating, safeguarding, assessing, and presenting digital evidence. Everything has to be in line with the

law. To create digital evidence, models for digital forensic investigations go through multiple steps. The
digital forensic procedure can make use of a wide range of data. There are numerous steps in digital
forensics. These include locating, storing, gathering, verifying, and evaluating digital evidence.

3.2. Procedure for Investigating Cybercrimes

1. Identifying and Reporting the Cybercrime : Victims can report cybercrimes directly at cyber police
stations or via the National Cyber Crime Reporting Portal. According to the offense's nature, FIRs are
filed under the appropriate acts such as IT Act, IPC, and CrPC . CrPC Section 154 FIR gives the
registration process, IT Act of 2000, as mentioned in Section 66 talks about Identity theft and hacking,
offenses like Fraud and cheating are given under Sections 419 and 420 of the IPC.

2. Securing the Digital Crime Scene : Computer systems, cell phones, emails, and network logs are
examples of digital evidence that needs to be safeguarded immediately. To maintain the integrity of
the evidence, investigators abide to the Chain of Custody principle. The admissibility of electronic
evidence is covered by Section 65B of the Indian Evidence Act of 1872, while the IT Act of 2000's
Section 67C requires that digital evidence be kept on file. The Cybercrime Investigation Manual
provides standard procedures for handling digital evidence (NCRB Guidelines).

3. Collection and Acquisition of Digital Evidence : Using forensic tools such as EnCase, FTK, Autopsy,
and Oxygen Forensics, cyber forensic specialists gather data. Legal authorization is must before
investigators can perform search and seizure activities. Government authority to monitor and intercept
digital communications is granted by Section 69 of the IT Act of 2000. Section 91 of the CrPC requests
for the production of documents or electronic records and Search and seizure procedures under Section
100 of the CrPC

4. Analysis and Examination of the Digital Evidence : Cybercriminal activity is detected by extracting
and analyzing data from confiscated devices. Methods including network forensics, data recovery, IP
tracking, and metadata analysis are employed. Unauthorized access and tampering with computer
systems are defined under Section 43 of the IT Act of 2000. Compliance with the CERT-In Guidelines
is required for cybersecurity investigations.

5. Preparation of Investigation Report and Legal Documentation : A forensic report is written outlining
the procedures used, the conclusions reached, and the supporting documentation. For digital forensic
results to be used in court, they must adhere to the Indian Evidence Act of 1872. Section 65B of the
Indian Evidence Act of 1872 gives conditions for the admissibility of electronic evidence, submission
of the charge sheet to the court is covered by Section 173, CrPC.

6. Court Proceedings and Expert Testimony : Digital evidence may need to be presented in court by
investigators and forensic experts. Before convicting the accused, courts determine if the evidence
satisfies legal requirements.

A landmark decision on electronic evidence was rendered in the 2014 case of Anvar P.V. v. P.K. Basheer.

Section 85B of the Indian Evidence Act which states about the presumption regarding digital signatures.'*

14[2014] 10 SCC 473.
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3.3.Tools and Techniques

Many commercial and open-source tools have been developed in the field of digital forensics to help

investigators find, examine, and interpret digital evidence. These tools support the methodical analysis of

digital information to find evidence of illegal conduct or regulation infractions. Reviewing a storage

device's contents, looking through the Windows registry for questionable items, recovering and decrypting

passwords, and conducting keyword searches related to the crime being investigated are all possible steps

in a standard forensic investigation. Furthermore, in order to reconstruct a chronology of events or validate

a suspect's involvement, forensic specialists frequently retrieve emails, pictures, and other digital

artifacts.®®

The technical and investigative nature of forensic analysis necessitates not just the appropriate equipment

but also a systematic methodology to guarantee the integrity of the evidence and its admissibility in court.

The type and complexity of the research determine which tool category is chosen. While some tools

specialize in examining system logs, internet activity, or encrypted content, others concentrate on data

recovery and disk imaging. The development of these technologies has greatly improved investigators'

ability to find, record, and present digital evidence in a way that complies with the law.®

Basic features for data processing, handling evidence, and case management are provided by general

forensic tools.

e Disk tools and data capture utilities are useful for producing precise pictures, or bit-by-bit copies, of
storage media without affecting the original data.

e Registry analysis tools enable a thorough examination of Windows registry entries that could disclose
virus traces, software usage, or human activity.

e File viewers allow you to view a variety of file formats without changing the original files.

e Tools for file and data analysis: help with file type identification, file recovery, and file manipulation
detection.

e Tools for Internet analysis: Monitor download activity, browsing history, and records of online
correspondence, including emails and chats.

e Tools for decrypting or analyzing encrypted files and volumes that can contain hidden illicit
information are known as encryption decoding tools.

3.4.Evidentiary Value and Admissibility

Current judicial proceedings depend heavily on the acceptance and significance of digital evidence in

cybercrime investigations. Digital evidence needs to be authentic, precise, and managed correctly in order

to be admitted in court. Issues like the distribution of digital evidence across systems and the regulations

governing its collection may impact its admissibility in court.!” The key points are that any information

that can be used to prove or disprove a crime and is saved or transmitted via digital technology is

considered digital evidence. This kind of evidence must be handled carefully to preserve its integrity

because it is often hidden or easily tampered. Digital evidence must be collected in accordance with the

correct legal procedures in order to be used in court. To prevent alterations and maintain its credibility

throughout judicial proceedings, digital evidence needs to be properly kept and safeguarded.

15 B.R. Sharma, “Forensic Science in Criminal Investigation and Trials”, 6™ ed.

16 Ibid

18 R. Parkavi et.al., “Digital Crime Evidence”, IGI Global, pp. 116143, 2020. https://doi.org/10.4018/978-1-7998-1558-
7.CHO008
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The digital evidence is defined under the IT act, sec 79A which includes evidence such as computer data,
digital audio, digital video etc and its scope is widening with the growth of digital space. Thus, Indian law
gives recognition to the digital evidence as follows,

e The new criminal law which is the Bhartiya Sakshya Adhiniyam includes electronic form of evidence
in both the oral and documentary evidence. The oral evidence involves the statements given
electronically and documentary evidence includes the evidence that are in electronic format.

e Under sec 15 of Bhartiya Sakshya Adhiniyam, which defines admission it includes admission in
electronic form. The example of it can be admission in emails, on social media, in voicemail or audio
messages or through digital signatures.

e The admissibility of electronic evidence in court is covered by Section 65B of the Indian Evidence
Act. The Supreme Court ruled in the 2014 case of Anver P.V. v. P.K. Basheer that an electronic record
cannot be admitted without a certificate under section 65B(4). Here, the certificate guarantees the
electronic record's legitimacy.

e The newly proposed Bill recognizes digital or electronic records as primary evidence under Section
57, significantly enhancing their evidentiary status. Under Section 65B of the Indian Evidence Act,
1872, digital evidence was typically regarded as secondary evidence that required further certification
for acceptance. This represents a change from the previous position. The Bill makes clear that, as long
as it is genuine and unaltered, an electronic record made or preserved, either all at once or in portions,
shall be regarded as primary evidence.

e Additionally, according to Explanation 5, such records will also be regarded as primary provided they
are obtained from appropriate custody and are uncontested. This concept is broadened by explanations
6 and 7, which include digital content that can be used as admissible primary evidence in court, such
as video recordings that are sent or stored in several forms and locations, including temporary files
within a computer resource.

4. Effectiveness of Current Legal Framework in Digital Forensics

4.1.Analysing Legal Frameworks for Investigating Cybercrimes

In India, both general and specific legislative frameworks serve as guidelines for the investigation and
prosecution of cybercrimes. In this area, the Indian Penal Code (IPC), 1860, the newly enforced Bhartiya
Nyaya Sanhita 2023 and the Information Technology (IT) Act, 2000, are the important statutes. Although
cyber offenses are covered by a number of additional laws, the IPC or BNS and the IT Act are the main
legal tools for handling crimes committed online.

The main piece of criminal law legislation in India is the Penal Code. It lists every criminal offense along
with the associated punishments. Originally designed to regulate crimes in the physical world, the IPC has
since been amended by legislation and interpreted by courts to include crimes committed online. The
Information Technology Act of 2000 was passed with the express purpose of regulating offenses related
to the improper use of communication and information technology. In order to expand the original Act's
reach, the Information Technology (Amendment) Act, 2008 was established in recognition of the growing
complexity and frequency of such violations. Newer types of cybercrime, such as those involving
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nvasions of privacy, pornographic material, and safeguarding children online, were covered by this

amendment.*®

The provisions dealing with the cybercrimes in India under IT act and IPC or BNS are as follows,

IPC and BNS:

e Section 354A of the Indian Penal Code addresses sexual harassment, which includes displaying
pornography against consent.

e However, voyeurism and the unapproved distribution of private photos are covered by Section 354C,
Section 77 in BNS.

e Particularly addressing cyberstalking, Section 354D acknowledges the distinct methods in which
women are tracked and observed on the internet.

e In addition, criminal defamation is covered by Section 499, which can be used when a woman's
reputation is harmed online by libel or slander.

e Online threats and abuse can fall under Sections 507 and 509, which address anonymous criminal
intimidation and acts meant to offend a woman's modesty, respectively.

e Section 294 — Publication and Transmission of Obscene Material
This section criminalizes the electronic publication or transmission of obscene content. Repeat
offenders face harsher penalties, including imprisonment and fines

e Section 78 — Stalking, Encompasses both physical and cyberstalking, penalizing individuals who
monitor or harass women through electronic means despite clear indications of disinterest.
Punishments involve imprisonment and fines.

e Section 303 - Cyber Theft
Specifically addresses theft related to mobile phones, data, or computer hardware/software. Provides
a legal framework to prosecute individuals engaged in cyber theft activities.

e Section 317 - Possession of Stolen Digital Property
Applies to individuals who receive stolen mobile phones, computers, or data, penalizing even third-
party possession of such property.

e Section 318 — Cyber Fraud
Covers offenses like password theft, creation of bogus websites, and other forms of cyber fraud.
Imposes varying imprisonment terms and fines based on the severity of the offense.

e Section 336 — Online Forgery and Email Spoofing
Deals with offenses such as email spoofing and online forgery, especially when intended to harm an
individual's reputation. Punishments include imprisonment, fines, or both.

e Section 356 — Defamation via Electronic Means
Penalizes the act of sending defamatory content through email or other electronic platforms, with
provisions for imprisonment and fines.

IT Act :

e The IT Act's Section 66E addresses the unlawful taking and electronic transmission of private photos,
which frequently occurs when intimate content is shared without consent.

18 Apoorva Bhangla and Jahanvi Tuli, “The Study of Cyber Crime and its Legal Framework in India”, 4(2), Indian Journal of
Law Management and Humanities, pp. 493-504, 2021.
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e Section 66A, which penalized offensive messages through communication services was struck down
by the Supreme Court in Shreya Singhal v. Union of India®® for violating the right to freedom of speech
under Article 19(1)(a) of the Constitution.

e Publication or transmission of pornographic or sexually explicit content, including child pornography,
via digital platforms is prohibited by Sections 67, 67A, and 67B.

e Section 72A — Data theft is regulated under IT act. Unlawful acts related to the disclosure of
information in violation lawful contracts.

e Section 72- Breach of confidentiality and privacy are penalised.

e Section 43- Individuals who, without proper authorization, download, copy, or extract data, computer
databases, or information from a computer system or network, including data stored in removable
storage media, are liable to compensate the affected party for damages.

e The IT Act also aligns with global standards, such as those in the USA, by granting legal recognition
to electronic records and digital signatures, thus making electronic evidence admissible in judicial
proceedings at par with traditional evidence.

e Section 79 of the IT Act, provides safe harbor protection to intermediaries (like ISPs and social media
platforms), provided they comply with government guidelines for blocking unlawful content and
preserving data. This becomes particularly important for digital evidence collection, as law
enforcement agencies often rely on intermediaries for accessing or securing relevant data during
investigations.?

4.1.1. Role of Forensic Expert

The Information Technology Act when was amended in 2008 added a provision in sec 79A stating that it

is necessary for the central government to appoint an examiner of electronic evidence. The examiner

considered to be expert in giving suggestions on electronic evidence in court or other authorities.

4.2 Effectiveness of Old and New Criminal Laws in the Digital Forensics

The Effectiveness of the criminal laws in controlling cyber crimes is analysed through the empirical
method of research. The statistics if put light on, in the year 2019 to 2020, cyber crime rate was seen rose
upto 84%. The data shows that the legal framework are falling short in regulating cybercrimes in aspects
of penalties, investigation, detection, and procedural aspect.

To understand the effectiveness of the current legal framework, the personal interaction was done with the
practitioners indulged in the investigation of the cyber crimes. The Deputy Commisioner of Police of
Nagpur Distrirct and other staff members of the cyber police station of the city were being interviewed.
According to them the increase in crime rate has various ingredients involved. Currently many financial
frauds are encountered by the users of the internet on the various platforms, the reason is increase in
technical knowledge of the internet. It is believed and stated by the DCP that the privacy and security on
the internet is a myth. There are several hacking tools such as RAT tool, they even hacks the bank portals.
The legal frameworks according to the practitioners which are previously discussed are sufficient for
penalising the offences , as new penalties are also framed after the introduction of the new criminal laws.
The criminal laws of India works on the reformative theory of punishment, and hence the punishment in
the criminal laws are to reform the offender and it does not talks on why not to commit offence. Hence

¥ [2015]15SCC 1.
2 Deepali and Radhika Dev Verma, “Role of Digital Forensics and Criminal Investigation in India”, 5(11), pp. 87-94, 2024.
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punishments are sufficient and effective to criminalise the offences. The important that deals with the
cyber-crimes is left to be amend that is the Information Technology Act. It cannot defines many new
cybercrimes which has different actus reus.

The only challenge is with the investigation and detection of cybercrimes. The DCP , IAS Shri Rohit
Matani, conveyed the problem in detection and investigation technique, stated that due to advanced
technology there are different ways people discover to scam and defraud, which is sometimes out of the
knowledge of practitioners including police officers who has main role in the trial of cases. The new
procedure should be conveyed for the investigation of new crimes. He also informed that many a times
delay is caused due to lack of standardised procedures and protocols to reach the culprit as well as in
seizing of the digital evidence. The presumption of genuinity of digital evidence even without the
certificate was given in the recent judgement but there are challenges faced in collection and seizure of
the digital evidence.

A landmark ruling that significantly altered the landscape of digital evidence in India is Anvar P.V. v. PK.
Basheer® (2014). The Supreme Court held that electronic records are admissible only if accompanied by
a certificate under Section 65B of the Indian Evidence Act (now mirrored in Section 63 of BSA, 2023).
This ruling overruled the earlier decision in State (NCT of Delhi) v. Navjot Sandhu®?, which allowed such
evidence without the certificate. Later in 2018 the Supreme Court gave that electronic evidence without
the certificate under Section 65B(4) is inadmissibile given in Shafhi Mohammad v State of Himachal
Pradesh®.

The Anvar judgment has since been reaffirmed in multiple cases, emphasizing the importance of
complying with statutory requirements for digital evidence. However, practical difficulties in obtaining
such certificates, especially when the original device is lost or inaccessible, have prompted legal scholars
and practitioners to advocate for more flexible provisions.?*

This issue was revisited in Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal® (2020), where the
Supreme Court clarified that while the certificate under Section 65B is mandatory, it can be submitted at
a later stage if it was not possible to produce it initially. This interpretation strives to strike a balance
between legal rigor and practical feasibility, ensuring that procedural technicalities do not obstruct
justice.?®

The Indian judiciary has significantly contributed to the evolution of digital forensic law by interpreting
statutory provisions and establishing procedures for handling electronic evidence. In K.L. Nagadev v. State
of Karnataka®', the Court emphasized the importance of maintaining the chain of custody, especially when
procedural lapses occur during the seizure of digital devices. Courts have also clarified Section 79A of the
IT Act, which mandates appointing certified forensic experts to ensure the authenticity of digital evidence
and protect against wrongful implications. These interpretations highlight the need for the legal system to
keep pace with advancing technology in cybercrime cases.

21 [2014] 10 SCC 473.

22 [2005] 11 SCC 1.

23 [2018] 2 SCC 801.

24 Supra 19.

2120201 7 SCC 1.

% Supra 19

2712019] SCC Online Kar 669.
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4.3.Best Practices In Digital Forensics

e In forensic investigations, digital evidence integrity is crucial because it guarantees the validity and
admissibility of the evidence that is presented in court. To preserve this integrity, established
procedures for gathering and preserving evidence are essential. The chain of custody is a basic protocol
that entails recording the time and date of each transfer as well as the identity of each individual
handling the evidence. This thorough documentation guards against any accusations of manipulation
and helps prove the legitimacy of the evidence.?®

e The employment of write-blockers during data gathering is another crucial technique. Write-blockers
preserve the integrity of the original evidence by preventing changes to the data when it is copied to a
different storage device. Another important factor is the usage of hash methods like MD5 or SHAL.
Investigators can confirm that the data doesn't change over time by creating a distinct hash value for
it; any changes to the data will produce a different hash value.?®

e Forensic specialists must constantly update their knowledge of new tools, methodologies, and
regulatory requirements because cybercriminals' strategies change along with technology.*

5. Challenges and Ethical Dilemmas

5.1.Privacy

A major obstacle in cybercrime investigations is striking a balance between gathering evidence efficiently
and protecting people’s privacy. Digital forensics often requires access to vast amounts of personal data,
which may be far more extensive than the particular crime under investigation.

This problem has become worse as big data has grown. Investigators may conduct powerful analyses by
combining large volumes of structured and unstructured data (such as medical history, internet habits, and
communication information), but doing so comes with a danger of personal intrusion. As it is said

“Big data... allows for associations and analytics that can provide quite a complete view of private
lives.

This is particularly concerning when looking at mobile phones, which keep private information about
users' contacts, daily activities, and lifestyles. Information that is irrelevant to the inquiry is frequently
revealed by the forensic procedure, which may violate the privacy of both suspects and unaffiliated third
parties. There is a chance of overreach in the absence of precise legal guidelines for data minimization and
judicial control. Therefore, even while digital forensics is crucial to the fight against cybercrime, it needs
to be strictly regulated to preserve privacy and avoid abuse.

5.2.Investigation and Detection Procedure

Cybercrime police units frequently struggle because of a lack of technical knowledge of digital forensics
and inadequate training, only due to advanced technology and ways through which the scammers do
fraudulent activites. It could become difficult for investigators to maintain the chain of custody of
evidence, find reliable sources of evidence, or appropriately extract and preserve digital data. As a result,
it is common for courts to contest the validity and integrity of digital evidence.

28 Baggili et.al., “The Evolution of Dgigital Forensics”, Journal of Digital Forensics, Security and Law”, 14(1), pp.35-44,
2019.

2 M. O’Leary, “Essentials of Digital Forensics”, Journal of Cybersecurity Research, 15(2), pp. 85-101, 2023.

30V, Chandola et.al., “Anomaly Detection: A Survey”, ACM Computing Surveys(CSUR), 41(3), pp. 1-58, 2009.

31 E. Casey, “Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet”, Academic Press, 2011.
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Complicating the situation is the lack of standard procedures for gathering, storing, and presenting digital
evidence. Without explicit procedures and documentation standards, courts frequently lack the certainty
that the evidence is reliable, which results in its complete dismissal regardless of its possible relevance to
the case.

5.3.Anonymity on the Digital Platforms

In the context of cybercrime, anonymity refers to an individual's ability to conceal their identity while
committing crimes online. The distinctive feature of cybercrime is its ability to operate across national
borders. The efforts of law enforcement get complicated by the fact that criminals can operate from
anywhere in the world. For law enforcement organizations, the anonymity offered by the internet presents
serious difficulties. Cybercriminals are difficult to find, identify, and capture. The complexity of
cybercrime brought forth by anonymity is frequently beyond the scope of current legislation.®? Victims
may feel helpless because of the criminals' anonymity. Particularly when the name of the offender is
concealed, they might not know how to report crimes or pursue justice.

On confirming up with the challenge the statement of the member of the Cyber Cell of Nagpur when had
personally interacted with the Assistant Sub Inspector, he agreed that the major factor in increase of the
cybercrime is the anonymous identity on the online platforms, leading to difficulty in capturing the
perpetrators and reporting the crimes. This also incites the criminal behaviour supporting fearless attitude
towards performing the crime.

5.4.Limitations in the IT Act

India's Information Technology (IT) Act, 2000 is the main piece of legislation that addresses offenses
relating to cyberspace. Despite providing a significant step in identifying and punishing cybercrimes, this
Act is becoming more and more out of date in light of the rapidly evolving nature of digital threats. The
Act does not fully address more recent and advanced types of cybercrime, such as ransomware attacks,
cyber surveillance, deepfake manipulation, dark web activities, and widespread data privacy violations.
Instead, it primarily addresses issues like data breaches, hacking, identity theft, and cyber fraud.®

The existing legislation's lack of preciseness and scope is one of its main drawbacks. Crimes such as child
pornography, digital financial fraud, online harassment, and cyberstalking, for example, are either not
adequately defined or are not sufficiently addressed. Cybercriminals take advantage of these legal gaps,
which frequently leave victims with little legal options or postponed justice.

6. Conclusion and Suggestions

6.1.Conclusion

Digital forensics has become an essential instrument in the identification, investigation, and prosecution
of cybercrimes in the digital age, where their scope and complexity have increased significantly.
Particularly in India, where cybercrimes like hacking, phishing, identity theft, and cyberstalking are
becoming more common, this study demonstrated the expanding importance of digital forensics in
contemporary criminal justice systems. It examined the organized processes, instruments, and legal
frameworks that direct investigations into cybercrimes and found that, despite advancements in digital
forensics, there are still large gaps in the uniformity of investigative procedures and legislation

32 Senthilkumar Nakkeeran and Dharamveer Singh, “Challenges in Cybercrime prevention and Legal Frameworks in India:
An Analytical Study”, 21, Journal of Advances and Scholarly Research, pp. 232-238, 2024.

3 Yaman Kasturi, “Cybercrime in the Digital Age: Challenges and Legal Gaps in India’s Cybersecurity Landscape”, African
Journal of Biomedical Research, pp. 212-224.
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amendments. Law enforcement's empirical observations further highlighted the necessity of standardizing
processes and enhancing capacity in order to handle sophisticated cyberthreats. The study also highlighted
the moral difficulties in digital investigations, especially when it comes to striking a balance between
privacy rights and efficient evidence gathering. To handle new crimes like deepfakes and Al-generated
fraud, the existing legal frameworks—such as the IT Act and new criminal laws—need to be updated
quickly, even though they offer a solid base. Therefore, to enhance the function of digital forensics in
preserving digital justice, ongoing reassessment, technological development, and policy improvement are
crucial.

6.2.Suggestions

e It is recommended that investigators adhere to established protocols, such as the ACPO Good Practice
Guide for Digital Evidence, which defines optimal methods for gathering, managing, and conserving
digital evidence. As part of this, evidence must be kept in controlled settings to guard against
environmental influences and physical harm. By using these tried-and-true techniques, forensic experts
can support digital evidence's admissibility in court and increase its dependability.*

e The investigation and detection should be standardised by the legislature by framing sub rules in the
BNSS and propose a Standard Operating Procedure to avoid delay in the investigation.
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