~ Y International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

Comparative Architecture Study of Google
Cloud Platform and Amazon Web Services for
Cloud Sovereignty in Financial Services

Lavkesh Dwivedi!, Rajeew Vishvakarma?, Umesh Kumar Pandey?,
Sooraj Jacob*

1Senior Software Engineer, Microsoft(Contract)
2Project Manager, Infosys
3Senior Technical Architect, HCL TECH
“Software Engineer, IntraEdge

Abstract

This study addresses the increasing adoption of public cloud platforms by financial institutions to enhance
critical functions, such as payments, fraud monitoring, customer intelligence, risk reporting, digital
banking, regulatory compliance, and cross-border analytics. Given the stringent sovereignty requirements
inherent in regulated banking workloads, including data residency, access governance, encryption,
auditability, operational resilience, third-party risk, and cross-border data transfer, there is a pressing need
for a structured evaluation of cloud providers' sovereignty controls from a financial infrastructure
perspective. This study presents a comparative analysis of the Google Cloud Platform (GCP) and Amazon
Web Services (AWS) architectures within the framework of sovereignty-aware financial cloud systems.
The evaluation was conducted across six dimensions: compliance alignment, privacy preservation, audit
completeness, analytical utility, operational resilience, and transfer safety. The study systematically maps
banking sovereignty requirements to GCP services, including Assured Workloads, BigQuery regional
locations, VPC Service Controls, Cloud KMS, Sensitive Data Protection, Cloud Audit Logs, and
Confidential VM, as well as AWS services such as AWS Control Tower, Service Control Policies, AWS
KMS, AWS CloudTrail, AWS Config, Amazon Macie, Nitro Enclaves, VPC endpoints, and AWS
Resilience Hub. A reusable framework and scenario-based evaluation model are proposed to assist
financial institutions in assessing single-cloud, dual-cloud, and hybrid-cloud strategies under sovereignty
constraints. The findings emphasize that sovereignty readiness is not inherent to any platform but is an
architectural outcome shaped by workload sensitivity, jurisdictional obligations, configuration rigor,
evidence generation, and operational governance maturity. This study offers a practical approach for
financial entities to navigate the complexities of cloud sovereignty effectively.

Keywords: cloud sovereignty, financial services, Google Cloud, AWS, banking infrastructure, data
residency, operational resilience, auditability, public cloud governance, fintech infrastructure.

1. Introduction
Financial services have become heavily reliant on cloud-based infrastructure. Banks utilize cloud platfor-
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ms to process payments, monitor fraud, operate digital banking channels, run risk models, generate
regulatory reports and support global operations. Public cloud platforms offer elasticity, managed security
tools, advanced analytics, resilient infrastructure patterns, and global deployment capabilities. These
strengths are valuable for cross-border financial institutions that must operate in multiple jurisdictions,
business lines, and regulatory environments.

The global reach that makes cloud platforms attractive also raises concerns regarding sovereignty and
governance. Cross-border banking workloads may process customer identifiers, transaction histories,
device attributes, merchant details, payment metadata, audit records and risk scores. These data elements
can be subject to privacy laws, banking secrecy expectations, data localization constraints, supervisory
guidance, contractual obligations and internal risk policies. Therefore, banks cannot evaluate cloud
platforms solely based on performance, cost, or service breadth. It must also assess whether the
architecture supports jurisdictional control, restricted access, encryption assurance, audit evidence, policy
enforcement and recoverability.

Cloud sovereignty in financial services should be conceptualized as an architectural capability that extends
beyond mere data storage locations. It encompasses the locations of data processing, access permissions
for regulated workloads, key governance, data export boundaries, export logging, failure recovery
mechanisms, and a bank’s ability to demonstrate control to auditors and regulators. Both GCP and AWS
provide advanced security and governance features for cloud services. GCP focuses on Assured
Workloads, regional data boundaries, VPC Service Controls, BigQuery regional locations, Cloud KMS,
sensitive data protection, Cloud Audit Logs, and confidential VM. Conversely, AWS highlights the AWS
Control Tower, Service Control Policies, region restrictions, AWS KMS, AWS CloudTrail, AWS Config,
Amazon Macie, Nitro Enclaves, VPC endpoints, and resilience-oriented services. However, the mere
availability of these features is insufficient for sovereignty readiness. A critical factor is the integration of
these controls into the banking architecture.

1.1 Research Problem

Financial institutions operating across borders face stringent regulatory requirements that mandate strict
data sovereignty and compliance. Although cloud service providers, such as Google Cloud Platform
(GCP) and Amazon Web Services (AWS), offer extensive capabilities, pricing models, and security
features, these broad comparisons fall short of addressing the nuanced needs of sovereignty-aware
architectures specific to regulated banking workloads. Complexity arises from the need to ensure that data
residency, access controls, and audit mechanisms align precisely with jurisdictional regulations, which
vary significantly across countries and regions.

Consequently, banks require a detailed, architecture-level framework that systematically evaluates how
GCP and AWS implement sovereignty controls tailored to regulated financial systems. Such a framework
would enable financial institutions to assess each platform’s mechanisms for enforcing data localization,
managing cross-border data flows, and supporting compliance. This approach moves beyond generic
cloud assessments to focus on critical sovereignty features, helping banks make informed decisions about
cloud adoption that meet both operational efficiency and regulatory mandates in cross-border contexts.
1.2 Research Question

How can GCP and AWS be compared from the perspective of a sovereignty-aware architecture for cross-
border banking systems?

e Which cloud controls are most relevant to data sovereignty in the financial services sector?
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How do GCP and AWS differ in terms of residency, access, encryption, auditability, service
boundaries, and operational resilience?

How can sovereignty readiness be evaluated without reducing the analysis to vendor ranking?

What guidance can banks derive from single-cloud, multi-cloud, and hybrid-cloud operating models?

1.3 Contributions

A cloud sovereignty comparison framework for regulated financial services.

A GCP-to-AWS control mapping for data residency, access governance, auditability, privacy,
resilience, and transfer safety.

A Sovereignty Compliance Index-style scoring model for architecture comparison.

Scenario-based analysis for regional fraud analytics, cross-border payment monitoring, global risk
reporting, sensitive data discovery and resilience testing.

Practical recommendations for banks designing single-cloud and multicloud sovereign architectures.

2. Background

2.1 Cloud Sovereignty in Financial Services

Cloud sovereignty refers to an organization’s ability to maintain control over data, processing, access,
encryption, operational evidence, and governance obligations when using cloud infrastructure. For
financial institutions, sovereignty includes data residency and extends to processing locality, access
restrictions, privileged support controls, audit evidence, key management, transfer restrictions, and
recovery governance.

Table 1: Sovereignty Dimensions and Banking Meaning

Sovereignty Dimension Banking Meaning

Data residency

Where regulated customer and transaction data are
stored.

Processing location

Analytics, scoring, reporting, and transformation
jobs are executed.

Access control

Who can access regulated  workloads,
administrative controls and customer data.

Encryption and key control

How keys are managed, rotated, justified, and
separated from workload administration.

Data movement control

Whether data, outputs, logs, or backups can leave
the approved boundaries.

Auditability

Whether actions, access, exports, and policy
decisions can be reconstructed is unclear.

Operational resilience

Workloads can withstand, respond to, and recover
from disruptions.

Third-party governance

How cloud provider and supplier dependency are
managed and evidenced.

2.2 Cross-Border Banking Requirements
Cross-border banking creates persistent tension between global intelligence and local control. Global fraud
operations require cross-region patterns; compliance teams require consolidated evidence; risk teams
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require group-level dashboards; and operations teams require resilience visibility across geographies.
Simultaneously, sensitive data may need to remain within approved regions or legal boundaries.

Table 2: Cross-Border Banking Workloads and Preferred Sovereignty Patterns
Banking Workload Sovereignty Concern Preferred Pattern
Transaction-level data may
Fraud analytics expose the behavior and identity
of the user.

Payment metadata may be
Payments monitoring regulated and  jurisdiction
sensitive.

Risk indicators require global
Risk reporting consolidation but not necessarily
raw data.

The investigation data may be | Federated case indicators and
highly restricted. local evidence.

Customer segmentation may use | Privacy-transformed cohorts
identifiable characteristics. were created.

Outage signals must be shared
Operational resilience without exposing the sensitive | Federated resilience indicators.
payloads.

Regional ~ processing  with
aggregate global indicators.

Local analytics with policy-
gated reporting.

Regional metrics were
aggregated globally.

AML intelligence

Customer analytics

2.3 Regulatory and Operational Context

Cloud sovereignty has become increasingly important as financial regulators intensify their focus on
operational resilience and management of risks associated with third-party technology providers. This
shift indicates that financial institutions must not only implement robust controls but also demonstrate
ongoing oversight and accountability in managing cyber risks and technology dependencies. Regulatory
frameworks now require banks to maintain transparent, evidence-based governance practices to ensure
that controls are not merely established but actively monitored, tested, and validated. This comprehensive
approach aims to mitigate systemic vulnerabilities arising from reliance on external ICT services and
enhance the sector’s ability to respond effectively to incidents.

The EU Digital Operational Resilience Act (DORA) exemplifies this regulatory evolution by establishing
stringent requirements for ICT risk management, resilience testing, incident reporting, and oversight of
third party ICT providers. While DORA specifically targets the financial sector within the EU, its
principles resonate globally, setting a benchmark for operational resilience that transcends jurisdiction.
Financial institutions, regardless of direct applicability, are thus encouraged to align with DORA standards
to meet the broader expectations of transparency, continuous governance, and demonstrable control
effectiveness. This alignment ensures that operational risks related to technology are managed proactively,
thereby supporting the stability and integrity of the financial ecosystem in an increasingly interconnected
digital environment.
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3. Related Work and Research Gap

3.1 Cloud Banking and Governance

Cloud banking research has emphasized modernization, elasticity, cost efficiency, data platforms, and
security management. However, much of the literature discusses cloud adoption at a high level of
abstraction. It often lacks a detailed comparison of how public cloud controls support a sovereignty-aware
financial architecture.

3.2 Data Sovereignty and Localization

Data sovereignty research explains why jurisdictional control matters, but it is often legal or policy
focused. Banks need to translate sovereignty principles into deployable architectural patterns.

3.3 Privacy-Preserving and Confidential Computing

Privacy-preserving analytics, sensitive data discovery, encryption, tokenization, secure enclaves, and
confidential computing reduce exposure. However, they do not automatically resolve sovereignty issues.
They must be integrated with regional control, access governance, transfer restrictions, and audit evidence.
3.4 Research Gap

Existing studies do not provide a structured comparative architecture framework for evaluating GCP and
AWS under cross-border banking sovereignty requirements. Most comparisons are too generic, service-
list-oriented, or not connected to measurable governance dimensions.

This study addresses this gap by proposing a banking-focused framework that compares GCP and AWS
in terms of compliance alignment, privacy preservation, audit completeness, analytical utility, operational
resilience, and transfer safety.

4. Comparative Evaluation Framework

The framework compares GCP and AWS not as generic infrastructure providers but as platforms for
regulated financial cloud architecture. It evaluates how each platform can support data residency,
processing locality, identity control, encryption, sensitive data discovery, service boundaries, audit
evidence, operational resilience, and cross-border transfer safety issues.

4.1 Sovereignty Compliance Index Style Model

This study uses a transformed SCI-style formula:

SCI = alpha*C + beta*P + gamma*A + delta*U + theta*O + lambda*(1 - R)

Table 3: SCI-Style Formula Components and Evaluation Lenses

Component Meaning Evaluation Lens
Support for policies, regions,
C Compliance alignment control packages, and

governance rules.

Sensitive data discovery,
P Privacy preservation masking, tokenization,
encryption, and enclaves.
Administrative logs, data access
A Audit completeness logs, key usage logs, and denied
events.
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Analytical utility

Ability to preserve fraud,
payment, risk and reporting
value.

Operational resilience

Monitoring, recovery, failover,
backup, and continuity evidence.

Transfer risk

Exposure  from  sensitivity,
identifiability, volume,
frequency, and destination.

Cross-Border Transfer Risk Reduction Through Sovereignty Governance

Federated governance

Sovereignty-aware govemance

Policy govemance

4.2 Evaluation Dimensions
Table 4: Evaluation Dimensions and Platform Lenses

No governance

Basic governance

Dimension

GCP Evaluation Lens

AWS Evaluation Lens

Data residency

Assured Workloads, BigQuery
regional locations, and
organization policies.

Control Tower data residency
controls, AWS Regions, and
SCP-based restrictions.

Access governance

IAM, Access Approval, and
personnel access controls.

IAM, AWS Organizations,
SCPs, and account separation.

VPC Service Controls, egress

SCPs, VPC endpoints, S3 Block

Transfer safety - . Public Access, and endpoint
restrictions, and logging. -
policies.
Privac Sensitive data protection, Cloud | Amazon Macie, AWS KMS,
y KMS, and confidential VM. CloudHSM, and Nitro Enclaves.
[JFMR260381011 Volume 8, Issue 3, May-June 2026 6
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CloudTrail, AWS  Config,

Cloud  Audit Logs, Access | - = wratch Logs, and KMS

Audit evidence
Transparency, and KMS logs.

logs.
. BigQuery, Dataflow, Dataproc, | Redshift, Glue, Athena, EMR,
Analytics and Pub/Sub. Kinesis.
o L CloudWatch, AWS Backup,
Resilience Cloud Monitoring, multi-region multi-AZ/multi-region, and

design, backup patterns.

Resilience Hub.

Figure 1. Cross-Border Sovereign Banking Architecture Across GCP and AWS
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Source: Author(s) own creation.

5. Google Cloud Sovereignty Architecture

The GCP provides multiple services that can support sovereignty-aware banking design. Assured
Workloads enables organizations to configure sovereign data and access boundaries with residency,
access, and personnel controls for sensitive cloud workload. Google Cloud documentation states that
Assured Workloads can apply predefined control packages to folders and that regional data boundary
packages support data residency by restricting geographic storage locations. VPC Service Controls can
create service perimeters around supported services to help reduce unauthorized data movement.
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BigQuery regional locations support architecture choices where regulated analytical data are retained in
approved regions.

5.1 GCP Reference Pattern

e Regional banking projects for the EU, India, the US, Singapore, and other approved jurisdictions.

e BigQuery regional datasets for local transaction analytics and risk reporting.

e Dataflow or Dataproc for local processing pipelines.

e V/PC Service Controls to reduce exfiltration and enforce service perimeter boundaries.

e Cloud KMS or Cloud EKM for encryption and separation of key control.

e Sensitive Data Protection for discovery, classification, masking, and tokenization.

e Confidential VM for encryption-in-use requirements, where sensitive computations must be isolated.
e Cloud Audit Logs and Access Transparency for Governance.

5.2 GCP Strengths

Table 5: GCP Strengths and Banking Relevance
Strength Banking Relevance
VPC Service Controls provide a strong perimeter
pattern for regulated datasets and services.
BigQuery locations support a regional data
architecture for banking analytics.
Assured Workloads helps apply predefined
controls to sensitive workloads.
Supports evidence and customer control over
certain provider-access workflows.
Sensitive Data Protection can classify and
transform the regulated data elements.

Service-boundary governance

Regional analytics containment

Sovereign workload packaging

Access transparency and approval patterns

Integrated data protection

5.3 GCP Limitations and Design Risks

e Controls are only effective when configured correctly and consistently across folders, projects and
Services.

e V/PC Service Controls do not replace identity design, data classification, encryption, or legal review.

e Assured Workloads control-package support varies across products and regions of the world.

e Highly complex organizations require disciplined project hierarchies and policy lifecycle
management.

6. AWS Sovereignty Architecture

AWS offers controls that support sovereignty through an advanced, multi-account governance framework.
The AWS Control Tower facilitates the establishment of governed landing zones and controls. AWS
Organizations Service Control Policies (SCPs) delineate the maximum permissions available across all
accounts. According to the AWS documentation, SCPs do not independently grant permissions but instead
establish permission guardrails for accounts within an organization. AWS data residency controls assist
in restricting the creation, sharing, and copying of resources outside the designated regions. CloudTrail
documents user, role, and service actions for auditing and compliance. Amazon Macie aids in the
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discovery of sensitive data, whereas Nitro Enclaves provide isolated execution environments for sensitive
workloads.
6.1 AWS Reference Pattern
e Regional banking accounts for the regulated EU, India, the US, APAC, and other jurisdictions.
e AWS Control Tower landing zones for governed account creation and baseline control.
e Service Control Policies to restrict regions, risky services, or unauthorized actions.
e AWS KMS or CloudHSM for encryption and key isolation, respectively.
e CloudTrail and AWS Config for activity logs and configuration evidence, respectively.
e Amazon Macie for sensitive data discovery in storage environments.
e Nitro Enclaves for the isolated processing of high-sensitivity workloads.
e VVPC endpoints, endpoint policies, and S3 Block Public Access to reduce exposure and egress risks.
e AWS Resilience Hub, CloudWatch, AWS Backup, and multi-AZ design patterns for resilience.
6.2 AWS Strengths
Table 6: AWS Strengths and Banking Relevance

Strength Banking Relevance
Strong separation of regional, business, and
sensitivity domains.
Policy guardrails SCPs provide centralized guardrails for accounts.
CloudTrail and AWS Config provide strong
operational and configurational evidence.
Multi-AZ patterns, AWS Backup, CloudWatch,
and Resilience Hub support recovery engineering.
Macie and Nitro Enclaves support privacy-
preserving, financial workloads.

Multi-account governance

Audit maturity
Resilience tooling

Sensitive-data discovery and enclaves

6.3 AWS Limitations and Design Risks

e Multi-account environments can become complex without a strong account hierarchy and policy
lifecycle governance.

e Regional restrictions and SCPs require careful exception management to avoid operational friction.

e Service-specific controls must be harmonized across storage, analytics, networking, identity, and
logging services.

e Data residency evidence depends on disciplined tagging, monitoring, logging, and configuration
reviews.

7. GCP vs AWS Comparative Analysis
7.1 Sovereignty Philosophy
Table 7: Sovereignty Philosophy by Platform
Area GCP Emphasis AWS Emphasis
Service perimeter and | Multi-account and SCP guardrail
organizational policy approach. | approach.

Governance model
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Residency architecture

Assured Workloads
BigQuery regional location.

and

Regional accounts, Control
Tower controls, and regional
restrictions.

VPC Service Controls for

SCPs, VPC endpoints, endpoint

Resilience

Transfer safety service boundary control. policies, and public-access
blocks.
. CloudTrail, AWS  Config,
L I A L A
Audit evidence Cloud udit Logs, ocess CloudWatch Logs, and KMS
Transparency, and KMS logs. logs
Confidential computing Confidential VM. Nitro Enclaves.
Multi-AZ, multi-region,

Cloud Monitoring, regional
design, backup architecture.

CloudWatch, AWS Backup, and
Resilience Hub.

7.2 SCI-Style Comparative Scores
The following scores are illustrative of the architectural scores for a well-governed sovereignty-aware
design. These are not vendor certifications. A poorly configured deployment on either platform can score
lower than a well-configured deployment on the other.

Table 8: lllustrative SCI-Style Comparative Scores

Platform/
Pattern

Complian
ce

Privacy

Audit Utility

Resilience

Transfer

Safety SCl

GCP
sovereignt
y-aware
design

0.91

0.89

0.94 0.86

0.84

0.85 0.89

AWS
sovereignt
y-aware
design

0.90

0.88

0.95 0.85

0.88

0.84 0.89

Generic
cloud
design

0.62

0.58

0.70 0.92

0.75

0.45 0.67
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Sovereignty Compliance Index Comparison for Financial Cloud Architectures

= GCP == AWS

Transfer Safety

Generic

Compliance

1.00

/ 0.00

Resilience

\\\——‘ -~

Privacy

/

Dimension
Utility
The results suggest that both platforms can support a strong sovereignty-aware banking architecture. The
more important distinction is not a universal provider ranking but the governance model. GCP appears
especially strong where service perimeters and regional analytics containment are central to the offering.
AWS appears especially strong where multi-account governance, organizational policy guardrails, audit
maturity, and operational resilience are central to the strategy.

7.3 Scenario-Based Comparison
Table 9: Scenario-Based Comparison and Recommended Banking Patterns

/ Auditability

_ Recommended
Scenario GCP Advantage AWS Advantage Banking Pattern
BigQuery regional | Redshift, EMR, Glue, | Local-first processing
Regional fraud | datasets and Dataflow | and Kinesis support | with approved
analytics enable strong regional | scalable governed | aggregate-fraud
analytic containment. processing methods. indicators.

Cross-border
monitoring

payment

VPC Service Controls
support service
boundary governance.

SCPs
endpoints
account-level
movement restrictions.

VPC
support

and

Policy-gated transfer of
corridor-level metrics.

Global risk reporting

Strong  consolidation
through regional
analytics output.

Strong  multi-account
reporting and audit
evidence with

CloudTrail/Config.

Global dashboards
based on approved
regional metrics.
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Sensitive Data Macie SUDDOIS
Protection supports sensitive ppdata Automated discovery is
Sensitive data discovery | inspection, data | . ) followed by privacy
. discovery,  especially .
masking, and transformation.

classification.

for S3-based data lakes.

Cloud Monitoring and

The AWS Resilience

Evidence of resilience

. - regional  architecture | Hub, CloudWatch, | . . .
Operational resilience e ) is integrated  with
support resilience | Backup, and multi-AZ .
. governance reporting.
evidence. patterns are strong.

8. Banking Deployment Scenarios

8.1 Scenario A: EU Payment Analytics

A bank processes EU payment data and must maintain strong control over storage, processing, and access
to support. A GCP design may use Assured Workloads with EU data boundaries, BigQuery EU locations,
VPC Service Controls, Cloud KMS, and Access Transparency. An AWS design may use EU regional
accounts, Control Tower guardrails, SCPs, AWS KMS, CloudTrail, AWS Config, and private endpoints.
In both designs, raw payment data remain regional, and only approved aggregate indicators are exported.
8.2 Scenario B: Cross-Border Fraud Intelligence

Fraud teams require global visibility without unrestricted raw data. The recommended pattern is governed
by aggregation. Regional systems compute fraud indicators locally, apply masking and suppression, and
send only aggregated risk signals to the global intelligence layer.

8.3 Scenario C: Multi-Region Resilience Reporting

Operational teams require cross-region resilience visibility. The architecture should share node health,
recovery readiness, incident counts, and failover status without centralizing the regulated transaction
payloads. AWS has strong resilience tooling, and GCP provides strong regional monitoring and
governance patterns. Both can support scenarios with good design.

8.4 Scenario D: Sensitive Data Discovery and Classification

Banks must identify regulated data before designing their controls. GCP Sensitive Data Protection and
AWS Macie can support discovery workflow. Sensitive data discovery should be used for classification,
masking, encryption, policy gates, and audit evidence.
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Figure 2. GCP vs AWS Sovereignty Control Plane Comparison
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Source: Author(s) own creation.

9. Practical Recommendations

Table 10: Practical Recommendations for Sovereign Financial Cloud Architecture

Recommendation

Rationale

Workloads should be evaluated, not providers
alone.

The same platform may be strong or weak,
depending on the configuration and workload
sensitivity.

Governed aggregation is used for cross-border
analytics.

Keep raw data regional and move only approved
aggregate intelligence.

Standardize the evidence requirements.

Audit logs, policy decisions, key usage, access
events, and transfer approvals must be preserved
consistently.

Multi-cloud should be treated as a governance
challenge.

Multi-cloud can improve resilience but increases
identity, audit, policy, and transfer complexities.

Provider-native controls should be used but a
bank-owned governance model should be
maintained.

Sovereignty must remain an institutional
responsibility, not just a cloud provider feature.

Continuously review service support and control
coverage issues.

Provider capabilities and supported products
evolve with time.

Define the transfer safety rules explicitly.

Export controls, regional restrictions, endpoint
policies, and service boundaries should be
designed before production deployment.

10. Discussion

Cloud sovereignty should be viewed as a comprehensive architectural outcome, rather than a discrete
feature or claim by any single cloud service provider. It arises from the integrated functioning of multiple
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components, including regional boundaries, identity governance, encryption, service perimeters, policy
guardrails, audit logs, recovery controls, and data transformation practices, which collectively enforce
compliance with jurisdictional and regulatory requirements. This holistic approach ensures that data
residency, access control, and operational resilience are maintained in alignment with the sovereignty
expectations of the organization, particularly in highly regulated sectors such as banking.

Governance Assurance vs Analytical Utility in Sovereign Financial Cloud Systems

== Utility == Assurance

1.00
Nga = —
0.79
0.72
0.75 0.63
0.50
0.3
0.25
0.00

Minimal Moderate Controlled Sovereignty-aware Highly restricted

Governance Level

Comparing cloud platforms, GCP and AWS both support sovereignty-aware banking, but their governance
emphasizes different aspects. GCP focuses on service boundaries and regional analytics for precise control
within the geographic limits. AWS emphasizes a multi-account strategy, Service Control Policies (SCPs),
audit capabilities, and operational resilience. Financial institutions must align their platform choices with
their operating models, skills, regulatory geographies, workload sensitivities, and audit requirements.
Ultimately, governance engineering—not provider choice—determines effective cloud sovereignty
because generic deployment patterns cannot meet these demands.

11. Limitations

e The scoring model is illustrative and should be calibrated with production telemetry, policy records,
logs, architectural diagrams, and workload-specific risk assessments.

e This study does not provide a legal opinion or regulatory certification.

e Cloud services evolve quickly; therefore, provider-specific details should be reviewed before formal
submission.

e This study does not benchmark raw performance, service limits, or commercial pricing.

e This study focuses on GCP and AWS; Azure and sovereign cloud offerings are left for future work.
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12. Future Work

e The comparison was extended to Microsoft Azure and sovereign cloud providers.

e Compute SCI scores from real cloud telemetry and audit log data.

e Develop a cloud sovereignty dashboard for banking architecture-review boards.

e The cost, operational complexity, skill maturity, and vendor concentration risk dimensions are added.

e Evaluating multi-cloud governance fragmentation risks in regulated banking.

e The framework is mapped to DORA, ISO/IEC 27001, ISO/IEC 27017, SOC 2, and internal banking
controls.

13. Conclusion

This study conducts a comparative architectural analysis of the Google Cloud Platform (GCP) and
Amazon Web Services (AWS) within the context of sovereignty-aware financial cloud systems. The
findings indicate that both cloud providers offer robust controls capable of supporting stringent
requirements for regulated banking workloads. GCP exhibits notable advantages in service boundary
governance, regional analytics containment, Assured Workloads, BigQuery regional locations, VPC
Service Controls, and privacy-centric processing. Conversely, AWS excels in multi-account governance,
Service Control Policies, CloudTrail, AWS Config, Macie, Nitro Enclaves, and established operational
resilience frameworks.

The principal conclusion emphasizes that achieving cloud sovereignty in financial services transcends the
mere choice of a provider. Instead, it fundamentally depends on how financial institutions architect,
configure, monitor and govern their cloud environments. For cross-border banking operations, the
recommended approach is governed aggregation, which involves maintaining raw data within regional
boundaries, conducting local processing, transforming outputs, restricting data movement, preserving
comprehensive audit trails, and aggregating only authorized intelligence on a global scale.

Broader implications suggest that sovereign financial cloud architectures must evolve to become
measurable, auditable, and subject to continuous governance. Financial institutions are encouraged to
move beyond generic platform comparisons and assess cloud solutions based on architecture-level
governance evidence to ensure that compliance and sovereignty objectives are met effectively.

References:

1. Google Cloud. Overview of Assured Workloads. Google Cloud Documentation, last updated 2026-
05-20. https://cloud.google.com/assured-workloads/docs/overview

2. Google Cloud. VPC Service Controls Overview. Google Cloud Documentation.
https://cloud.google.com/vpc-service-controls/docs/overview

3. Google Cloud. BigQuery Locations. Google Cloud Documentation.
https://cloud.google.com/bigquery/docs/locations

4. Google  Cloud. Confidential VM Overview. Google  Cloud Documentation.
https://cloud.google.com/confidential-computing/confidential-vm/docs/about-cvm

5. Amazon Web Services. Controls that enhance data residency protection. AWS Control Tower
Documentation.  https://docs.aws.amazon.com/controltower/latest/controlreference/data-residency-
controls.html

6. Amazon Web Services. Service Control Policies. AWS Organizations Documentation.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

IJFMR260381011 Volume 8, Issue 3, May-June 2026 15



http://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

7. Amazon Web Services. What is Amazon Macie? Amazon Macie Documentation.
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.htmi

8. Amazon Web Services. What is AWS CloudTrail? AWS CloudTrail Documentation.
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

9. Amazon Web Services. What is AWS Nitro Enclaves? AWS Nitro Enclaves Documentation.
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html

10. Amazon Web Services. AWS Key Management Servicee. AWS KMS Documentation.
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

11. Amazon Web Services. What is AWS Resilience Hub? AWS Resilience Hub Documentation.
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html

12. European Union. Regulation (EU) 2022/2554 on digital operational resilience for the financial sector
(DORA). Official Journal of the European Union, 2022. https://eur-
lex.europa.eu/eli/reg/2022/2554/0j/eng

13. Hummel, P., Braun, M., Tretter, M., and Dabrock, P. Data sovereignty: A review. Big Data and
Society, 2021.https://doi.org/10.1177/20539517209820

14. Bogdanov, D., Talviste, R., Willemson, J. (2012). Deploying Secure Multi-Party Computation for
Financial Data Analysis. In: Keromytis, A.D. (eds) Financial Cryptography and Data Security. FC
2012. Lecture Notes in Computer Science, vol 7397. Springer, Berlin, Heidelberg.
https://doi.org/10.1007/978-3-642-32946-3_5

15. NIST. Artificial Intelligence Risk Management Framework (Al RMF 1.0). National Institute of
Standards and Technology, 2023. https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

IJFMR260381011 Volume 8, Issue 3, May-June 2026 16



http://www.ijfmr.com/

