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Abstract

This review is a synthesis of the studies on the subject Intrusion Detection Systems: Learning-Based
Approaches to tackle the issues of making detection more accurate, adaptive, and robust to the changing
cyber threat. The objective of the review was to taxonomize learning-based IDS in algorithm and
domain, compare the effect of reinforcement and deep learning, measure the performance of models,
some challenges in adverseral robustness and resource constraints, and methodological comparisons of
anomaly and zero-day detection of attacks in loT and clouds. Peer-reviewed research that utilizes
machine learning, deep learning, and reinforcement learning was systematically analyzed with emphasis
on the current developments in the context of loT, cloud, and edge computing. Results indicate that
reinforcement and hybrid deep learning models can obtain high detection and adaptability at dynamic
networks, whereas federated and distributed learning models are more adept at increasing scalability and
privacy protection. Nonetheless, there are still adversarial vulnerabilities, and a large number of models
are vulnerable to evasion and poisoning attacks, and their computational complexity prevents real-world
use in resource-limited devices. All of this leads to the conclusion that learning-based IDS has a
promising future of transformation as well as the identification of essential gaps in robustness,
efficiency, and standardized assessment.

Keywords: Intrusion Detection Systems, machine learning, deep learning, reinforcement learning,
cybersecurity, Internet of Things, Cloud computing.

INTRODUCTION

The study of Intrusion Detection system (IDS) has become one of the most important questions of
inquiry because of the growing complexity and the number of cyber threats to various types of network
systems, such as the Internet of Things (l1oT), cloud computing, and industrial systems [1], [6], [41]. In
the last 20 years, the focus of IDS has not only shifted to the use of machine learning (ML) and deep
learning (DL) technology but also made the use of these techniques more adaptable and accurate at
detection [19], [22].

The 10T devices have increased the attack surface due to the current expansions of billions of such
devices around the world and the need to have a scalable and smart IDS that can effectively and
dynamically detect threats [44], [45]. The practical value can be highlighted by the reports that more
than 40 percent of the Industrial 10T devices contain high-risk vulnerabilities, and the cyberattacks result
in massive financial and operational losses [48], [49].
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Although it has made improvements, IPS have been having difficulties when it comes to identifying new
and sophisticated attacks including zero-day exploits and evasions. Certainly, some methods, because of
constraints in static rule-based systems and standard ML models [2], [47]. There is a critical knowledge
gap in the creation of IDS, which trade accuracy of detection, low false positives, resource usage and
robustness against adversarial attacks [48], [49]. There are still controversies on the best learning
paradigms which can be supervised or unsupervised learning or reinforcement learning and how best
they can be used in heterogeneous and resource-constrained environments [50].

The consequences of not eliminating such gaps include suboptimal protection of critical infrastructure
and loT ecosystems, which could then result in disastrous security breaches [35]. The theoretical
framework of the construct under this review incorporates the major IDS, machine learning, and
reinforcement learning concepts [29], [40], [41]. IDS can be described as systems that analyze network
or host traffic in order to identify malicious actions and use the ML algorithms to classify traffic as
either benign or malicious [47], [50]. It is known that reinforcement learning (RL), especially deep RL,
has the ability to adaptively optimize detection policies over dynamic environments [1], [23].

The framework will inform the strategic analysis of learning based IDS solutions with a focus on
adaptability, scalability, and strength. This systematic review is aimed at critical analy-sis of learning-
based IDS methods, specifically reinforcement learning methods, to fill the current gaps in the aspects of
adaptability, accuracy and resource efficiency [42], [44]. The

TABLE |
TAXONOMY OF RESEARCH THEMES IN LEARNING-BASED IDS
Theme Prevalence [Theme Description
Machine Learning &[162/294 Supervised and unsupervised application, deep learning methods
Deep Learning Papers such as CNNs, RNNs, LSTMs, auto, encoders,etc, to enhance

accuracy of detection and automatic feature extraction in vast]
environments.

Reinforcement 78/294 Papers|Utilized autonomous agents to pursue optimal defense strategies in

Learning (RL & DRL) dynamic and evolving networks, particularly in the 10T, cloud, and
edge contexts so that it can be address real-time decision-making.

Adversarial 45/294 Papers|Addresses vulnerabilities from ML/DL based IDS to adversarial

Robustness & evasion and then poisoning attacks through the adversarial

Defenses training, RL-guided defenses, and then GANSs.

Federated &40/294 Papers|it emerges as a key strategy for the balancing of privacy

Distributed Learning preservation and collaborative IDS across decentralized networks
like 10T and cloud via techniques such as adaptive federated
averaging.

Hybrid & Ensemble38/294 PapersFrameworks that is combining multiple ML techniques to

Learning Models accomodate strengths, improve accuracy of detection, and

reducing false positive rates.

Feature Selection &35/294 PapersiApplying preprocessing steps such as PCA, SMOTE,
Data Balancing dimensionality reduction so that it can be address skewed class
distributions and then reduce computational costs.

IDS in 10T, Cloud,55/294 PapersiTo point up the lightweight, scalable, and real-time capable
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and Edge frameworks that is tailored for hardware-constrained and

heterogeneous distributed of network topologies.

Explainable Al (XAI)[15/294 Papers|it focuses on techniques like SHAP and LIME to make complex,
in IDS opaque deep learning and RL models transparent,and fostering
trust for the security practitioners.

purpose of the review is to summarize the latest developments, assess performance indicators, and define
issues and future prospects, and thus, help to create more efficient and resilient IDS to respond to the
changing cyber threat environments [23], [24].

SCOPE AND PURPOSE

A. Report of Purpose

This report aims at exploring available literature on the topic of Intrusion Detection Systems: Learning-

Based Approaches in a bid to give a holistic understanding of how learning algorithms can be used to

improve the effectiveness, flexibility and resilience of intrusion detection systems. The current review is

significant as the ever-changing situation of cyber threats includes intelligence, scalable, and real-time

defense against the ever-changing complexity and sophistication of cyber threats that are not in line

with rule-based systems. By conducting this analysis, it is hoped to inform the future research direction

and its actual application in the future that yields and enhances the resilience of cybersecurity in various

settings, including 10T, cloud, and edge computing.

B. Aims of the Study

e To categorize learning based intrusion detection systems based on algorithmic methodologies and
application do-mains.

e To assess existing information regarding the usefulness of reinforcement learning and deep learning
in adaptive threat detection.

e Comparison of current learning-based IDS models in terms of performance parameters like accuracy,
latency, and scalability.

e Categorization and formulation of issues associated with adversarial robustness and resource
limitations and real-time applicability.

e To make a comparison between methodologies that have been used to address anomaly detection,
zero-day attacks, and distributed learning in the 10T and cloud environ-ments.

METHODOLOGY OF LITERATURE SELECTION
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A. Query Refinement

We use your preliminary research question Intrusion Detec-tion Systems: Learning-Based Approaches

and further extend it to several, more narrow search statements. The following were the transformed

queries which we had obtained out of the query:

e Learning based intrusion detection systems, with a focus on the use of anomalies based techniques,
reinforcement learning based IDS, and deep learning based 10T and clouds.

e Adversarially resilient deep learning and reinforcement-based intrusion detection of the IoT and
cloud-edge.

B. Screening of Papers and Chaining of Citation

We used your changed queries with the Inclusion and Exclusion Criteria that were applied to extract a

narrow set of candidate papers. In the process 628 papers were located.

e Backward Citation Chaining: To each of your main papers you consider the reference list to
identify previous research that the paper relies on.

e Forward Citation Chaining: We also determine newer articles which have referred to each core
article.

In the process, 64 other papers were identified.

C. Connectivity of scoring and sorting

Our pool of 692 candidate papers is then ranked in rel-evance. There were 294 highly relevant papers

out of 691 papers.

SUMMARY OF THE LITERATURE

The section is a mapping of the research space of the literature on Intrusion Detection Systems with the
widest range of literature studies that utilize machine learning, deep learning, and reinforcement
learning methods in IDS.

TABLE Il

REPRESENTATIVE LEARNING-BASED IDS FRAMEWORKS
Study Key Approach Primary Domain
Arabelli et al. [39] Deep Q-Learning Dynamic Networks
Baby et al. [43] DRL / Real-Time IoT Environments
Bakhshad et al. [45] Edge-Optimized DRL Edge Gateways
Benaddi et al. [49] Federated Soft Actor-Critic Distributed IDS
Abedzadeh et al. [8] RL Hybrid System Fog-to-Cloud
Bebortta et al. [48] Q-RL Framework loT-Fog Systems
Benchama et al. [50] Federated Learning Metaverse / Cloud

A. Achievements of Detection Accuracy

More than 80 papers show detection accuracy to be ex-tremely high (usually above 95) and some even
near-perfect with deep learning and reinforcement learning models [1], [3], [10]. Sometimes, ensemble
and hybrid models are more accurate and demonstrate higher precision and recall than single classifiers.
B. Adaptability and Scalability in the Modern Networks

Federated learning and multi-agent systems provide a sig-nificant increase in scalability, which allows
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distributed de-tection to work in resources-constrained edge environments [3], [20]. Nevertheless, the
research has explicitly pointed at the difficulties with the training overhead and computational
requirements.

C. Computational Efficiency and Real-Time Viability

Approximately, there are about 30 studies addressing the problem of computational efficiency, as it is
conducted on the basis of minimizing latency and resource usage to enable the detection to be conducted
in real time.

D. Robustness and Privacy Preservation

More than 20 papers explore the problem of adversarial ro-bustness where it has been shown that
reinforcement learning or a mixture of reinforcement learning and adversarial training can dramatically
increase the resilience of an IDS.

COMPLEX ANALYSIS AND SYNTHESIS

The literature analysis shows that there are major develop-ments to maximize detection accuracy,
flexibility, and scala-bility by utilizing the machine learning (ML), deep learning (DL) and
reinforcement learning (RL) methods.

A. Methodological Robustness vs. Simulation Reliance

Even though some works have approached methodological sophistication, some work has used simulated
or synthetic data entirely, which does not necessarily reflect the variability of network traffic in the real
world, and this seriously restricts external validity.

B. Data Quality and Diversity Challenges

The various benchmark data sets of NSL-KDD, UNSW-NB15, and CICIDS2017 provide an array of
attack types. However, several of such publicly available datasets have enormous imbalance in classes,
old attack patterns and in-sufficiently represent current emergent risks.

C. Scalability Trade-offs

IDS that rely on reinforcement learning have high adapt-breakable scores when it comes to dynamic
network settings and a changing threat landscape. However, large scalability is-sues of high training
overheads, high communication expenses, and energy wastage, particularly of resource-heavyweight loT
and edge devices, are faced.

D. Adversarial Vulnerabilities

Other defensive strategies are being developed as progres-sive studies using adversarial training and
defense enforced by reinforcement learning. However, the general trend of deep learning and other RL-
crafted IDS can also be a victim of adversarial examples.

THEMATIC REVIEW OF LITERATURE

The body of works about learning-based IDS indicates that there exist various convergent themes that
are focused on the adoption of particular sub-disciplines of Al to improve cybersecurity protections.

A. Traditional Machine Learning and Deep Learning

Much of the reviewed literature is devoted to the uses of supervised, unsupervised, and deep learning.
The development of the traditional ML to the DL presents a paradigm shift to more powerful IDS
designs.

B. Reinforcement Learning for Adaptive IDS

DRL helps autonomous agents to acquire best defense mechanisms in dynamic networks, especially in
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the 10T, cloud and edge settings, to more effectively scale and react to evolving threats.

C. Federated and Distributed Learning

Federated learning and distributed architectures have emerged as key strategies for balancing privacy
preservation with collaborative intrusion detection across decentralized networks.

D. Hybrid and Ensemble Learning Models

Hybrid models combine the advantage of each of the algorithms into enhancing the detection rate and
significantly lowering rates of false positives.

CHRONOLOGICAL EVOLUTION OF RESEARCH

ViI. CHRONOLOGICAL EVOLUTION OF RES{ARCN
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Fig. 2. Chronological Evolution of Research

A. 1997-2007: Foundational Machine Learning

First research used neural networks and traditional machine learning models in intrusion detection.

B. 2008-2014: Expansion of Techniques and Ensembles

Studies extended to cover more sophisticated machine learning techniques such as decision trees,
random forests, ensemble methods and hybrid classifiers.

C. 2015-2020: The Deep Learning Shift

The attention move has also been centered on the depth learning configurations such as CNNs, RNNs,
and LSTMs.

D. 2021-Present: Edge, 10T, and Autonomous Defense

Recent research is focused on edge-based intrusion detec-tion: 10T, cloud-native systems and industrial
control systems based on deep reinforcement learning, federated learning, and multi-agent systems.

AGREEMENT AND DIVERGENCE ACROSS FEW STUDIES

A. Consensus on Detection Accuracy and Adaptability

It is a well-established fact that DRA and hybrid models have a high detectability, with almost all being
more accurate than classical ML and conventional rule-based IDS.

B. Divergence on Computational Efficiency and Scalability

There is a considerable difference in terms of scalability in the resource-constrained devices, with
debates concerning latency and energy consumption.

C. Debates over Privacy and Adversarial Resilience

It is widely acknowledged that federated learning has the-oretical advantages in preserving privacy, but
there is doubt about the practical application issues especially the communi-cation overheads.

IJFMR260480402 Volume 8, Issue 4, July-August 2026 6



http://www.ijfmr.com/

i

~ Y International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

THEORETICAL AND PRACTICAL IMPLICATIONS

A. Theoretical Implications

The addition of deep reinforcement learning (DRL) to IDS is an important theoretical innovation that has
made it possible to detect threats in real-time and adjust to changes in the threat defection process.

B. Practical Implications

The IDS frameworks supported by federated learning provide feasible solutions to privacy-preserving
intrusion-detection, which is directly concerned with the current reg-ulatory and compliance
requirements.

LIMITATIONS OF THE CURRENT LITERATURE
Although the present-day research demonstrates enormous strides, limitations remain:

Dataset Limitations: Many studies rely entirely on outdated or artificial data that do not fully reflect
the complexity of real-world network traffic.

Computational Resource Constraints: DL and RL models have high computational and memory
require-ments.

Adversarial Vulnerability: Extreme susceptibility to ad-versarial attack that can severely impair
detection perfor-mance.

Interpretability Challenges: The black box complexity of models leads to poor interpretability.
Imbalanced Data: Lopsided datasets results in low mi-nority class detection.

GAPs AND FUTURE RESEARCH DIRECTIONS
The determination of these restrictions opens the way to the most significant future research priorities.
Table 111 provides a detailed breakdown of these priorities.

TABLE IlI
GAPS AND FUTURE RESEARCH DIRECTIONS IN LEARNING-BASED IDS

Gap Area Future Research Directions Priority
Adversarial Robustness in | Developing adversarial training tailored for RL, High
RL designing standardized benchmarks, exploring

lightweight defense mechanisms.
Edge/loT Resource Researching lightweight architectures such as High
Efficiency binary NNs, pruning, optimizing feature selection;

investigating transfer/federated learning.
Standardized Benchmarking| Establishing standardized evaluation frameworks High

with a diverse datasets, and then defining
comprehensive metrics like latency, false positives.

Dynamic Adaptability Developing continual and High
meta-learning frameworks, integrating multi-agent
learning, designing flexible RL reward functions.

Privacy in Innovated techniques are combining federated High
Distributed Learning learning with the blockchainor differential privacy,
optimized communication overhead.
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Interpretability Researching the XAl methods that are tailored for Medium

IDS, developin interpretable RL policies and
transparent features for attribution techniques.

Imbalanced Scarce Data Exploring the data augmentation (GANS), Medium
synthetic oversampling, developing of few-shot
and

meta-learning approaches for the rare attacks.

CONCLUSION

As indicated by the body of literature on the learning-based intrusion detection system, the current
environment is rapidly changing whereby machine learning, deep learning and rein-forcement learning
methods are all driving the development of threat detection accuracy, flexibility, and scalability. In a
wide range of network settings, such as 10T, cloud, edge computing and learning of industrial systems, it
is found that orchestrating system learning based IDS shows high-quality performance. Flexibility turns
out to be one of the most important assets of RL-based IDS that demonstrate the ability to react properly
to the constantly changing threat environment.

Nevertheless, the overhead training, communication and model interpretability remain a problem,
especially on limited loT and edge settings. The issue of adversarial robustness is also still a major
problem, and several actions in DL and RL are susceptible to evasion and poisoning attacks. The
next round of research ought to focus on robust and scalable as well as privacy conscious IDS
architectures integrating adaptive learning paradigms with explainability and efficient deployment
models to build greater resilience in cybersecurity in the increasingly diverse and heterogeneous
network space.
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