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Abstract

The strategic center of gravity of contemporary conflict is increasingly shifting from the physical
destruction of infrastructure toward the manipulation of perception, attention, emotion, identity, trust, and
collective decision-making. States can now be targeted not only through conventional military force or
cyberattacks against information systems, but through information environments in which citizens
themselves become transmission nodes for hostile narratives. This paper argues that cyberpsychology—
the systematic study of human cognition, emotion, identity, behavior, and social interaction in digitally
mediated environments—should become an important component of national information-defense
architecture. Drawing on psychological science, communication research, computational social science,
strategic communication, and contemporary research on misinformation and cognitive warfare, the paper
develops a Cognitive Resilience Defense Architecture (CRDA). The framework conceptualizes national
resilience as a layered system consisting of psychological threat intelligence, population-level
susceptibility assessment, prebunking and inoculation, trusted strategic communication, accuracy-oriented
interventions, platform friction, rapid corrective communication, synthetic-media resilience, institutional
trust preservation, and continuous behavioral evaluation. The central argument is that information warfare
cannot be defeated merely by identifying false content. The deeper objective must be to prevent
adversaries from converting information into belief, belief into emotion, emotion into social behavior, and
social behavior into political or strategic effects. Cyberpsychology can therefore provide states with a
scientific basis for defending cognitive autonomy while preserving democratic legitimacy.

Keywords: cyberpsychology, information warfare, cognitive warfare, strategic communication,
misinformation, disinformation, psychological resilience, cognitive security, psychological inoculation,
national security, social media, artificial intelligence

1. Introduction

The traditional security architecture of the state was designed primarily around the protection of territory,
military forces, critical infrastructure, communications systems, and economic assets. Cybersecurity
expanded this conception by recognizing that computers, networks, databases, and digital infrastructure
could themselves become targets of hostile action. Yet the emergence of large-scale social media,
recommender algorithms, generative artificial intelligence, synthetic media, and computational
propaganda has produced another transformation: the object being contested is increasingly human
cognition.
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Contemporary information warfare does not necessarily require an adversary to convince an entire
population that a particular falsehood is true. An operation may succeed if it makes citizens uncertain
about what is true, distrustful of institutions, hostile toward one another, emotionally exhausted, politically
paralyzed, or unable to distinguish authentic information from fabricated information. NATO has
described cognitive warfare in terms that place the human mind at the center of strategic competition. The
implication is not that every online disagreement constitutes warfare, but that information environments
can be deliberately shaped to influence how populations perceive threats, institutions, identities, and
possible courses of action.

Information warfare therefore operates through technological systems, but its effects are frequently
psychological and social. A conventional cyberattack might attempt to disable a power grid. An
information operation can attempt to convince citizens that the grid failed because their government is
incompetent, that a particular group is responsible, that authorities are concealing the truth, or that no
official source can be trusted. The first attack damages infrastructure; the second attempts to damage the
social interpretation of reality.

This paper advances the proposition that the most important defensive question in information warfare is
not simply whether a state can detect hostile information, but whether its population possesses sufficient
psychological resilience to prevent hostile information from producing strategic effects. This reframes
national information security from a problem of content control into a problem of cognitive resilience.

2. Methodology

2.1 Research Design and Philosophical Grounding

To address the interdisciplinary intersection of cognitive science, digital media architecture, and national

security, this study employs an integrative literature review and conceptual framework-building

methodology (Torraco, 2005; Whittemore & Knafl, 2005). Given that cognitive warfare and

cyberpsychological operations span disparate fields—including social and cognitive psychology,

communication science, computational social science, cybersecurity, and strategic studies—a traditional

meta-analysis or narrow systematic review is insufficient. An integrative design allows for the

simultaneous synthesis of empirical quantitative data, qualitative behavioral models, and theoretical

frameworks to generate novel, actionable paradigms (e.g., the proposed Cognitive Resilience Defense

Architecture).

Epistemologically, this inquiry is grounded in critical realism, which posits that while objective

information environments and technological infrastructures exist independently, human interpretation,

emotional resonance, and identity constructs are socially mediated and psychologically contextualized.

The unit of analysis is defined at two levels:

1. Micro-Level: Individual cognitive-emotional processing mechanisms (e.g., attentional capture,
motivated reasoning, inoculation mechanics).

2. Macro-Level: Population-level diffusion dynamics, social network reinforcement, and systemic
institutional trust dynamics.

2.2 Research Questions

This study is guided by one overarching research question (RQ) and four sub-questions (SQs):

« RQ: How can empirical findings and theoretical paradigms from cyberpsychology be operationalized
into a holistic national information-defense framework that mitigates hostile cognitive operations whi-
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le preserving democratic legitimacy and individual cognitive autonomy?
o SQI1: What specific cognitive biases, emotional triggers, and heuristic shortcuts constitute the primary
"psychological attack surface” exploited in digital information warfare?
o SQ2: How do algorithmic curation mechanisms and network structures interact with human social
identity to amplify susceptibility to manipulation?
o SQ3: What is the comparative empirical efficacy of proactive interventions (e.g., prebunking,
psychological inoculation, accuracy nudges) versus reactive interventions (e.g., post-hoc debunking,
fact-checking)?
o SQ4: What structural and ethical parameters must govern state-level cognitive security architectures
to prevent domestic propaganda and institutional overreach?
2.3 Evidence Retrieval and Search Strategy
A comprehensive, multi-phase search protocol was executed across major interdisciplinary databases:
Scopus, Web of Science, PsycINFO, IEEE Xplore, ACM Digital Library, PubMed, ScienceDirect, and
Google Scholar. To account for policy-relevant frameworks and threat intelligence models, grey literature
from authoritative international defense and security organizations (e.g., NATO Centre of Excellence for
Strategic Communications, EU StratCom Task Force, OECD) was systematically integrated.

Boolean Search Matrix
Search queries were constructed using combinations of four thematic keyword clusters linked by logical
operators (AND / OR):

Cluster Focus Area | Search Query Syntax

Cluster 1 Domain ("cyberpsychology"” OR "digital behavior" OR "online cognition™)

Cluster 2 Threats ("information warfare™ OR "disinformation” OR "cognitive warfare” OR
"influence operations")

Cluster 3 Mechanisms | ("motivated reasoning” OR "social identity” OR "emotional arousal” OR
"affective polarization")

Cluster 4 Defenses ("psychological inoculation" OR "prebunking™ OR "cognitive security"
OR "strategic communication")

Inclusion and Exclusion Criteria

authoritative institutional policy reports.

Category Inclusion Criteria Exclusion Criteria
Publication Peer-reviewed journal articles, seminal books, | Non-peer-reviewed blog posts,
Type conference proceedings (IEEE/ACM), | opinion pieces, non-transparent

think-tank briefs.

Methodology

Empirical studies (experimental, observational,
computational), meta-analyses, systematic
reviews, validated theoretical models.

unverified
lacking

Anecdotal accounts,
threat reports, studies
methodological disclosure.

Temporal Primary focus on 2015-present (capturing | Outdated studies on pre-digital

Scope modern algorithmic and generative Al | mass communication media with
dynamics); classic psychological literature | no modern socio-technical
included for foundational theories. relevance.
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Language English-language full-text publications. Non-English publications lacking
standardized peer-reviewed
translations.

2.4 Data Extraction, Synthesis, and Framework Development

Literature synthesis followed a systematic, multi-tier qualitative and conceptual coding procedure adapted

from Miles, Huberman, and Saldafia (2014):

[ Tier 1: Descriptive Coding ]

I— Classification of literature by discipline, methodology, and threat vectors.

L Extraction of quantitative effect sizes and empirical outcomes.

|

v

[ Tier 2: Mechanism Mapping ]

|— Mapping causal pathways from digital exposure to cognitive-behavioral effects.

L— Identifying interactions between algorithmic features and human cognitive vulnerabilities.

|

v

[ Tier 3: Theoretical Integration ]

|— Synthesizing psychological defense interventions (inoculation, accuracy nudges, friction).

L Constructing the Cognitive Resilience Defense Architecture (CRDA).

1. Descriptive & Methodological Categorization: Sources were categorized by core discipline,
methodological design, sample demographics, and specific threat vectors analyzed.

2. Mechanism-Level Extraction: Findings were mapped along a multi-stage cognitive processing
continuum:

Digital Exposure — Attentional Capture — Affective Processing — Identity Evaluation —

Behavioral Output

3. Intervention Efficacy Triangulation: Defensive measures (e.g., psychological inoculation vs.
reactive fact-checking) were evaluated across four standardized performance dimensions:

o Efficacy: Standardized effect sizes ($d$ or $r$) on belief update and sharing intent.

o Scalability: Computational and socio-technical feasibility of population-wide deployment.

o Durability: Decay rates of protective effects over extended time horizons.

o Democratic Compatibility: Alignment with free expression, privacy, and non-partisanship.

2.5 Methodological Rigor, Validity, and Limitations

To ensure theoretical construct validity and scientific rigor, the methodology addresses several inherent

constraints:

« Triangulation: Methodological triangulation was achieved by cross-validating laboratory
experimental findings (e.g., controlled inoculation trials) with computational social science
observational data (e.g., large-scale social media diffusion analyses).

o Mitigating Western/WEIRD Bias: The synthesis explicitly accounts for demographic sampling
limitations in the extant literature (predominantly Western, Educated, Industrialized, Rich, and
Democratic populations) by analyzing cross-cultural replication studies where available.

« Ecological Validity: Laboratory studies measuring "sharing intention" are critically evaluated against
real-world digital behaviors, distinguishing between stated intent and actual network diffusion.
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« Model Validation Boundary: The Cognitive Resilience Defense Architecture (CRDA) formulated in
Section 11 represents an integrative conceptual framework designed to serve as a blueprint for
empirical testing and policy implementation, requiring subsequent empirical validation via structural
equation modeling (SEM) and field trials.

3. From Information Warfare to Cognitive Warfare

Information does not move linearly from sender to receiver. A hostile actor may produce a narrative, but
algorithms influence visibility; influencers reinterpret it; users react emotionally; communities modify it;
journalists amplify or contest it; political actors respond; and institutional communication may
inadvertently increase its visibility. Citizens can consequently become distributed cognitive transmission
nodes.

Vosoughi, Roy, and Aral's analysis of approximately 126,000 verified news stories shared by roughly
three million Twitter users found that false news diffused farther, faster, deeper, and more broadly than
true news, particularly for political falsehoods. The study also found that false stories tended to contain
greater novelty and evoke emotions including fear, disgust, and surprise. These findings do not mean that
all misinformation produces major strategic effects, but they demonstrate why information environments
can amplify psychological characteristics of content.

4. Cyberpsychology as a National-Security Discipline

Traditional cybersecurity asks whether systems are vulnerable, whether attackers can gain access, and
whether malicious code can be detected. Cyberpsychology asks why people trust information, why they
share it, which emotional states increase susceptibility, how identities affect persuasion, how repetition
changes perceived truth, and how social networks and algorithms modify judgment.

Cybersecurity protects digital systems from hostile actors; cyberpsychology can complement it by
addressing human decision-making within hostile digital environments. The two should therefore be
treated as complementary layers of national defense rather than competing disciplines.

5. The Psychological Attack Surface

The psychological attack surface includes attentional limitations, cognitive shortcuts, emotional reactivity,
social identity, confirmation tendencies, distrust, uncertainty, group polarization, conformity, novelty
seeking, reputational incentives, algorithmic exposure, social proof, source heuristics, and memory
limitations.

Humans cannot independently verify every claim they encounter. Users therefore rely on heuristics such
as who posted something, whether it feels familiar, whether trusted peers endorse it, whether it fits existing
beliefs, and whether it generates strong emotion. Pennycook and colleagues demonstrated that accuracy
judgments and sharing decisions can diverge, and that directing attention toward accuracy can improve
the quality of information subsequently shared. This suggests that misinformation resilience is not simply
a matter of making people more skeptical; it is also a matter of improving the decision process immediately
preceding sharing.

6. Emotion as an Information-Warfare Accelerator
Information warfare frequently exploits emotional arousal. Fear can intensify threat perception; anger can
increase mobilization; humiliation can increase retaliatory attitudes; disgust can facilitate exclusion; anxi-
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ety can increase demand for explanatory certainty; and surprise can increase attention.

False information can therefore be strategically effective not because it is cognitively superior but because
it is emotionally optimized for transmission. A truthful response may require nuance, uncertainty, and
evidence, whereas a hostile narrative can offer a simple emotionally satisfying explanation. Defensive
strategic communication must therefore combine factual accuracy with speed, emotional intelligence, and
narrative coherence.

7. Social Identity and the Weaponization of Group Boundaries

Information operations can convert factual disputes into identity conflicts. A message that merely says a
policy is wrong is different from a message implying that 'people like you' are under attack by 'people like
them." Once information becomes linked to identity, individuals may defend propositions because
rejecting them feels like betraying their group.

Research by Allcott and Gentzkow on misinformation around the 2016 U.S. election showed ideological
patterns in the acceptance and circulation of false stories. The broader lesson is that information defense
must examine not only what false claims circulate but also which identities, grievances, and group
boundaries those claims activate.

8. Algorithms and the Architecture of Attention

Digital platforms do not simply transmit information; they organize attention. Recommendation systems,
ranking mechanisms, user choices, and social networks influence what people encounter and what
becomes visible. Bakshy, Messing, and Adamic demonstrated that both individual social networks and
algorithmic ranking influenced exposure to ideologically diverse content on Facebook.

Information operations can exploit existing network structures rather than manufacturing entire audiences.
The strategic sequence can therefore become: existing grievance — identity-based community —
emotionally resonant content — algorithmic engagement — social reinforcement — perceived consensus
— behavioral mobilization. The digital information environment should consequently be understood as a
psychological ecosystem.

9. The Persistence Problem: Why Debunking Is Not Enough

Correcting misinformation is psychologically difficult. Lewandowsky and colleagues documented the
continued influence effect, in which misinformation can continue to affect reasoning after correction. This
creates a structural asymmetry: creating a false claim is cheap and rapid, while correcting it may require
verification, institutional coordination, legal review, expert consultation, and public communication.
Reactive fact-checking is therefore insufficient as the sole national defense. States should complement
debunking with prebunking, inoculation, accuracy-oriented interventions, and long-term trust building.

10. Psychological Inoculation and Cognitive Immunity

Psychological inoculation derives from McGuire's theory that exposure to weakened forms of persuasive
attacks can increase resistance to later influence. Contemporary research has adapted this principle to
misinformation. Roozenbeek and van der Linden's Bad News game exposed participants to manipulation
techniques including polarization, emotional manipulation, conspiracy narratives, scapegoating, and
impersonation, demonstrating improved recognition of manipulation strategies.
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Subsequent research has found that inoculation can reduce engagement with misinformation in realistic
social-media simulations. Emerging cross-national work has also examined short-form video inoculation
against election misinformation across European countries. The strategic significance is that citizens can
be trained to recognize techniques rather than merely memorizing lists of false claims.

The distinction is fundamental: content-specific defense asks whether a particular claim is false;
technique-specific defense asks whether a communicator is using scapegoating, false dichotomies,
emotional manipulation, decontextualization, impersonation, or manufactured consensus.

11. The Cognitive Resilience Defense Architecture

This paper proposes the Cognitive Resilience Defense Architecture (CRDA) as a layered national
information-defense model. It contains nine mutually reinforcing components.

11.1 Psychological Threat Intelligence

National information-defense organizations should monitor not only content but psychological
characteristics: emotional triggers, identity narratives, trust targets, grievance structures, manipulation
techniques, social fragmentation, and emerging conspiracy frameworks. This creates a distinct category
of psychological threat intelligence.

11.2 Population Cognitive Vulnerability Assessment

States should understand which population-level conditions are associated with vulnerability to particular
information techniques, including low institutional trust, high polarization, information deprivation, low
digital literacy, high uncertainty, social isolation, and exposure to fragmented information ecosystems.
The objective should be risk assessment rather than ideological labeling or individual political
surveillance.

11.3 Prebunking and Inoculation

Citizens can be taught to recognize manipulation techniques before adversaries deploy them at scale.
Technique-focused prebunking is more transferable than correcting isolated rumors and can prepare
individuals for future campaigns whose specific content is unknown.

11.4 Accuracy-Oriented Interventions

Platforms and communicators can direct attention toward accuracy at the moment of sharing. Such
interventions are attractive because they are scalable, relatively low-cost, and compatible with freedom of
expression. They do not require citizens to become experts; they encourage a brief reconsideration of
information quality.

11.5 Trusted Strategic Communication

Truth alone does not guarantee persuasion. A government with low public trust may publish accurate
information that citizens reject. National resilience therefore requires trust before crisis, supported by
transparency, consistency, acknowledgment of uncertainty, correction of official mistakes, trusted
community intermediaries, independent experts, local-language communication, and culturally
appropriate framing.

11.6 Rapid Corrective Communication and Narrative Substitution

Corrections should not merely state that a claim is false. They should provide a coherent alternative
explanation supported by evidence. A useful structure is false claim — verification — explanation —
evidence — alternative narrative — behavioral guidance. The aim is to prevent falsehoods from remaining
the only available explanatory model.
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11.7 Platform and Interface Friction

Defensive friction can include accuracy prompts, source context, provenance indicators, warnings,
verification prompts, limits on rapid mass forwarding, and reduced algorithmic amplification of
demonstrably manipulative content. The objective is not blanket censorship but strategically placed
decision points that give users time to reconsider high-risk sharing behavior.

11.8 Synthetic-Media Resilience

Generative Al creates a dual challenge: false authenticity, in which fabricated content is believed, and
authenticity collapse, in which real content is dismissed as potentially fabricated. Research on political
deepfakes suggests that synthetic media can increase uncertainty and affect trust in news. A resilient
population therefore needs both provenance tools and psychological preparation for uncertainty.

11.9 Resilience Measurement

A state cannot defend what it cannot measure. A Cyberpsychological National Resilience Index could
assess misinformation recognition, source verification, emotional regulation, resistance to identity-based
manipulation, willingness to revise beliefs, confidence in credible information, institutional trust, ability
to distinguish uncertainty from deception, synthetic-media susceptibility, and willingness to share before
verification.

12. A Cyberpsychological OODA Loop for Information Defense

Traditional OODA thinking emphasizes Observe, Orient, Decide, and Act. In information warfare,
however, adversaries may attempt to manipulate orientation itself. A cyberpsychological loop can
therefore be framed as: Observe — Interpret — Diagnose — Communicate — Reinforce — Evaluate —
Adapt.

Observe involves monitoring narratives, emotional signals, identity activation, and diffusion. Interpret
determines the psychological mechanism. Diagnose identifies the vulnerability being exploited.
Communicate deploys evidence-based strategic communication. Reinforce provides prebunking, trusted
messengers, social norms, and corrective information. Evaluate measures beliefs, emotions, sharing, and
trust. Adapt modifies the defense according to observed psychological response.

13. Why Information Warfare Is Not Simply a Fake News Problem

Contemporary scholarship cautions against assuming that online misinformation automatically produces
mass manipulation. Budak and colleagues emphasize that the societal harms of misinformation are more
complicated than popular narratives suggest. Exposure, belief, sharing, and behavior must therefore be
analytically distinguished.

A more realistic causal sequence is exposure — attention — interpretation — emotional response —
credibility assessment — social reinforcement — memory — behavioral intention — behavior.
Cyberpsychology is valuable because it can identify the points in this chain at which resistance occurs.

14. Information Warfare as a Contest for Trust

The deepest strategic resource in information warfare may be trust. Adversaries can target trust in
government, elections, journalism, science, the military, social groups, and digital evidence itself.

A sophisticated operation may therefore achieve success without establishing a replacement belief. It may
simply destroy confidence in every available source. This produces epistemic fragmentation: different
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communities operate with different authorities, narratives, evidence, and social norms. National cognitive
resilience consequently requires maintaining shared social infrastructure for evaluating credible evidence.

15. The Strategic Communication Implication

Cyberpsychology changes the fundamental question of strategic communication from 'What message
should we send?' to 'What psychological state will this message enter?" Audience analysis must therefore
incorporate cognitive state, emotional state, identity, trust, platform context, competing narratives, and
desired behavior.

The resulting process is audience analysis — psychological diagnosis — narrative design — messenger
selection — platform adaptation — delivery — behavioral measurement — iteration. This is more
sophisticated than producing greater quantities of content.

16. AI and the Emerging Cyberpsychological Arms Race

Artificial intelligence can automate content generation, translation, synthetic imagery, voice cloning,
video manipulation, narrative variation, audience segmentation, and engagement optimization. The
emerging problem is therefore not simply Al-generated misinformation but Al-optimized persuasion.

A future information operation could dynamically generate narrative variants and learn which
psychological frames produce the strongest response. Defensive Al should consequently detect not only
false information but behavioral patterns associated with coordinated psychological manipulation.

At the same time, Al simulations should not automatically substitute for human subjects in
cyberpsychological research. Emerging work suggests that language-model simulations can distort
relationships among attitudes, sharing behavior, and social networks. Al can assist cyberpsychology, but
it should not be presumed to reproduce human psychology faithfully.

17. The Emerging Concept of Cognitive Security

Cognitive security can be conceptualized as the capacity of individuals, institutions, and societies to
preserve autonomous, evidence-sensitive, psychologically resilient decision-making under conditions of
deliberate informational manipulation.

Cognitive security differs fundamentally from censorship. Its objective is not to make citizens believe a
government-preferred narrative but to enable citizens to evaluate information without covert manipulation.
This distinction is essential for democratic legitimacy and strategic resilience.

18. Ethical Boundaries

The application of cyberpsychology to national security creates a serious dual-use problem. The same
psychological knowledge that can protect citizens can also make manipulation more effective. A national
cyberpsychological defense program should therefore protect cognitive autonomy, maintain transparency,
remain nonpartisan, apply proportionality, minimize privacy intrusion, and preserve scientific
independence.

A state that combats foreign propaganda by becoming a domestic propaganda machine may achieve short-
term narrative control while destroying the institutional trust that cognitive resilience depends upon.
Ethical governance is consequently part of the security architecture itself.
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19. A New Research Agenda: Cyberpsychological National Security

Future research should develop psychological threat intelligence; population-level cognitive vulnerability
models; dynamic inoculation; synthetic-media psychology; epistemic resilience measures; strategic
communication under cognitive stress; and research on Al-personalized information warfare.
Experimental studies should examine how emotional intensity, identity salience, source credibility,
repetition, and inoculation interact. Longitudinal studies should test the durability of interventions. Cross-
cultural studies are especially necessary because much existing evidence is concentrated in Western
populations.

20. Proposed Empirical Research Model

Future empirical research can model information characteristics, psychological vulnerability, and network
environment as predictors of cognitive and emotional processing, which in turn influence belief, distrust,
uncertainty, sharing, and collective effects. Protective variables such as inoculation, accuracy attention,
trusted communication, and digital literacy can be modeled as moderators.

Potential dependent variables include perceived credibility, belief, willingness to share, actual sharing,
verification behavior, emotional response, institutional trust, polarization, and behavioral intention.
Experimental mediation, structural equation modeling, multilevel modeling, longitudinal designs, and
network analysis could be used to test the proposed relationships.

21. Central Strategic Proposition

The literature suggests that states should stop conceptualizing information warfare exclusively as a battle
over information. It is better understood as a battle over the conditions under which information becomes
psychologically consequential.

The adversary may seek to make citizens angry, afraid, distrustful, polarized, impulsive, uncertain about
authenticity, or convinced that everyone else has already chosen a side. The strategic objective of national
defense should therefore not be a population that believes everything the state says. That would be
propaganda. The objective should be a population that is difficult for any hostile actor to manipulate. That
is resilience.

22. Conclusion

Information warfare has evolved from the distribution of propaganda toward the systematic exploitation
of digital psychology. The critical battlefield is increasingly located between information and human
cognition.

The empirical literature demonstrates that false information can diffuse rapidly, particularly when it
possesses novelty and emotional salience; that sharing can be influenced by factors distinct from belief;
that misinformation can continue to affect reasoning after correction; that identity and network structures
shape information processing; and that psychological inoculation offers a promising means of building
resistance before manipulation occurs.

These findings indicate that a purely technological approach to information security is inadequate.
Firewalls cannot protect a population from emotional manipulation; encryption cannot prevent
polarization; bot detection cannot eliminate human susceptibility; content moderation cannot create
institutional trust; and fact-checking alone cannot repair epistemic fragmentation.
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A comprehensive defense requires integration of psychology, strategic communication, cybersecurity,
computational social science, behavioral science, artificial intelligence, and national-security studies. The
contribution of cyberpsychology is not to teach governments how to control minds, but to help societies
retain cognitive autonomy under attack.

The strongest information-defense system is therefore not the state that can produce the most persuasive
propaganda. It is the state whose citizens can encounter emotionally compelling falsehoods, politically
convenient misinformation, synthetic media, coordinated manipulation, and adversarial narratives—and
still possess the psychological capacity to pause, evaluate, verify, and decide independently.
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