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Abstract

The artificial Intelligence (Al) and large-scale data centres have been rapidly expanding, the electricity
requirements and costs of operations, along with the strain on the grid are increasing at a high pace. Using
centralized demand response methods where operational data is transmitted to centralized servers — poses
issues related to privacy, communications, security and scalability. For this purpose, this research proposes
an “Adaptive Privacy-Aware Reinforcement Federated Learning” framework (APRFL) to solve “Real-
Time Demand Response Management” (DDRM) problem in distributed data centres. The Federated
Learning (FL) technology, in collaboration with Reinforcement Learning (RL), adaptive aggregation, and
secure communication are used to build the combined framework that allows learning together by doing
without centralized data collection. Local agents optimally schedule workloads and allocate power,
consolidate servers and utilize use renewable resources based on workload, energy, pricing, battery, and
environmental data while maintaining Quality of Service. Model parameters are then adaptively
aggregated using encryption to represent continuous learning, energy efficient working, cost, privacy and
to show indication of scaling and sustainable grid working.

Keywords: Adaptive Federated Learning, Reinforcement Learning, Data Centre Energy Management,
Demand Response, Privacy Preservation, Renewable Energy, Intelligent Workload Scheduling.

1. Introduction

Data centres have emerged as fundamental parts of the digital infrastructure because of the fast-growing
sectors of cloud computing, Al, high-performance computing, and digital services. This has therefore led
to a rise in their electric energy use which in turn has propelled an increase in operational cost. Workload
allocation, therefore, to be energy-aware has become an important research focus particularly in the
context of geographical placement of geographically distributed data centres, and the differences in energy
price, carbon efficiency, energy availability and workload characteristics. Energy cost and carbon
emissions are considered important parameters for managing distributed facilities which need to share
workload to keep the data-centre sustainable and intelligent adaptivity towards energy load are shown to
be achievable using game-theoretic deep reinforcement learning [1]. Thermal management also plays an
important role in the energy consumption, which allows intelligent prediction and control strategies, both
workload and cooling considered.
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Furthermore, demand response needs a transformation of the way data centres are operated based on
electric grid parameters and also maintaining high levels of service quality. With reinforcement learning,
digital-twin can be used for the dynamic sizing of a data centre, to demonstrate the value of predictive
resource management in the case of variable resource demand [2]. Similarly, flexible workload timing,
reacting to evolving electricity prices, can greatly enhance interactions between workloads and electricity
conditions. In addition, Reinforcement learning for energy-aware service-function-chain consolidation has
also shown the capability of coordinating both the placement and consolidation decisions, which leads to
a reduction of unnecessary powers used. These advances show that reinforcement learning can be a
potential practical tool for energy optimization at runtime, and typically rely on learning processes in the
local area or on a centralized model.

Multi-agent learning, low-carbon scheduling, cooling optimization and intelligent resource management
are all recent studies that are being explored. But most of the current methods only handle an individual
subsystem of already implemented data-centres, like workload placement, cooling, server activation or
energy scheduling. This specialization, however, limits their ability to function cohesively, considering
the needs of electricity load, renewable energy availability, battery availability, electricity costs, as well
as the needs for data confidentiality and compliance. Moreover, in a centralized learning architecture,
operational data needs to be transferred to an optimization server thereby revealing the communication
and giving rise to privacy concerns. Despite the reduction in the amount of raw data exchanged among
clients as compared to conventional FL, the data collected from the diverse clients, as well as the
conditions under which they operate, may affect the convergence of the FL system and model quality in
addition to adaptability to the response [3].

To overcome these restrictions, the proposal is to tackle the problems by combining decentralized
federated training along with reinforcement learning-based demand response (RRDR) optimization to
build the Adaptive Privacy-Aware Reinforcement Federated Learning (APRFL) framework. Workload
and energy, renewable generation, batteries and resource utilisation data is local to the participating data
centre [4]. The update model to the federated aggregation server is only protected, while the energy-
management actions are determined by the reinforcement-learning agent alone. In order to accommodate
distributed heterogeneous environments, an adaptive aggregation procedure that considers the
communication features, data features and learning quality of each client is proposed to assess its
contribution. The result is the framework with its integrated architecture that encompasses energy
optimization, privacy preservation, adaptive collaboration and real-time decision making.

This work aims to develop and then evaluate the APRFL with regard to the intelligent demand response
management for distributed data centre. The study looks into the possibility of achieving a benefit on all
the listed aspects (demand-response decision accuracy, energy efficiency, operational cost, renewable-
energy utilization, communication efficiency and privacy protection) by decentralized collaborative
learning [5]. This frame is designed for dynamic task scheduling of workloads, power distribution, server
consolidation and utilization of renewable-energy without compromising the Quality of Service. Its benefit
will be the development of a scalable approach to truly achieving Sustainable Data-centre Management,
where Operational Intelligence can be jointly enhanced and with no need to centralise sensitive
Infrastructure information.

2. Literature Survey
The increasing demand for computing resources needed for a cloud-based service, researchers have inves-
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tigated the management of energy-aware data-centre using reinforcement-learning techniques. The
previous works demonstrated that intelligent agents can learn workload placement and resource-allocation
decisions for different system conditions with reduced reliance on the set of fixed optimization rules used
in the system. To tackle the geographically distributed Al inference workloads, game-theoretic
reinforcement learning was introduced that takes energy cost, data-transfer cost and carbon emissions into
consideration [6]. Another example of dynamic sizing is with digital twins and reinforcement learning,
where resources usage requests prediction is used to inform decisions to enable or disable active data-
centre nodes to reduce resource usage [7]. Thanks to these studies, it is clear that adaptive learning is an
important mechanism in order to coordinate computational resources with changes of the operating
conditions.

Due to demand-side management and workload consolidation, the subject of energy-aware scheduling is
gaining attention. The mutual dependence of the tasks/electric power has been identified as an important
factor for their joint optimisation [8]. Furthermore, service-function-chain consolidation have been
investigated, with the aim of using deep reinforcement learning for energy-aware management of
virtualized services in the networks [9]. For the modular data centres (MDC), coordinated
prediction/action based on deep reinforcement learning is evaluated for fulfilling dynamically changing
energy and quality-of-service requirements [10]. However, the concept of multi-agent reinforcement
learning can be adapted to the coordination of multiple intelligent agents resource-management decisions
in a service environment which is also evolving over time [11]. Most of these methods are aimed towards
centralized and/or application specific environments; it is suggested that these can be used to improve
adaptability with respect of learning based control.

Another key research field is how to operate with low carbon. Carbon emission and quality of service
(QoS) directing multi-objective data-centre (D.C.) scheduling has been tackled with the help of ensemble
reinforcement learning [12]. Reinforcement learning has also been investigated for determining the
optimal liquid cooling process that could provide considerable energy savings as a result of the cooling
task, if an adaptive control strategy to be utilized by the reinforcement learning could be designed [13].
Hierarchical reinforcement learning algorithms have been taken a step further to take into account 4
aspects iterative, namely water, heat recovery, cooling and workload scheduling [14]. The great thing
about these developments is that sustainability isn't just about electricity consumption; there are many
resources... But how these resources can be combined with the protection of privacy in distributed
learning is still largely overlooked.

An alternative architecture Federated Learning (FL), enables each involved organization to train
collaborative models without raw data sharing. Using deep reinforcement learning (DRL) [15] to
dynamically manage both the available clients as well as data distribution has been proposed for dynamic
deployment. Applications in other parts of the country using reinforcement-learning-based energy
management include renewable-energy systems, peak shaving, load shifting, and storage coordination
[16]. Previous research on privacy-preserving federated deep reinforcement learning has demonstrated
that it is possible for the distributed agents to cooperate to optimize the resource-management policies
without resource exchange between agents [17]. The outcomes of these results can be used as a foundation
to synergise federated learning and reinforcement learning for distributed energy-management
applications.

Research into sustainability in Data centres, renewables integration, energy storage and network resource
optimisation have been explored as well. When the data centre is looking to reduce unnecessary
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consumption, Al-powered data-centre power management has explored the hibernation of data centre
servers and cooling them according to workloads [18]. Study of integration of renewable energies in a
data centre with aim at its operation on a large scale includes considerable involvement of storage capacity
in the data centre, demand response and coordinated control [19]. In fact, emissions-aware deep
reinforcement learning has been investigated in applications of energy-storage decision making for a
electricity/carbon price scheme [20]. These studies highlight the importance of certain areas of energy
management but have failed to pay attention to the need of a holistic framework, encompassing local data
privacy, adaptive federated aggregation, reinforcement learning in the enforcement of demand control,
renewable energy utilization, and communication efficiency. APRFL aims to be filling this gap with all
these features in a distributed architecture.

3. Methodology

The proposed methodology considers each data centre as a federated client of APRFL which serves as
distributed learning and decision making framework. The entire flow consists of the following: acquisition
of local data; local preprocessing; state preparation using reinforcement learning; local policy learning;
model protection with privacy preservation; adaptive federated model aggregation; shipping back to base;
and real-time model execution for demand response. The constant experimental usage as all researchers
share one data set during the training, validation, testing and analysis of the performance. The
methodology is split into six stages: prep of datasets, local APRFL learning, privacy protection, adaptive
aggregation, demand-response and performance evaluation, which as shown in Figure 1.

Figure 1: System Architecture
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In the architecture, figure 1, plans to make data collected from local operational information from multiple
distributed data centres independently and training APRFL. Protected model changes are sent to
aggregation server from local clients which will constitute the global policy and then broadcasted by the
server to the participating local clients in the federation.

3.1 Dataset Collection and Preprocessing

In the study the following research-specific operational energy-response data set APRFL-DCER
(Adaptive Privacy-Aware Federated Learning Data Centre Energy Response) is used. These observations
consist of a set of observations (following time series) of: server workload, CPU utilization, memory
utilization, server power, electricity price, availability of renewable-energy source, battery state, grid-
demand level, resource utilization. The data set is stored on Github in a machine-readable CSV/Parquet
repository, as the project research data set, https://github.com/aprfl-dcer/aprfl-dcer-dataset. These records
are then ranked for smear and shown for missing, duplicate or inconsistent observations. Everything
except categorical operating states are numerically scaled locally within each federated client, and
operating states are encoded prior to training a model. The ready data set is divided into “client local”
records which are not physically transferred between the different data centres.

3.2 Local Reinforcement Federated Learning

Each data-centre client receives the equivalent part of the APRFL-DCER Dataset and creates their own
reinforcement-learning environment, consisting of the workload and energy/price/renewable/battery/g-rid
states. The RL agent perceives the current running situation and makes choices on workload migration,
server consolidation, power allocation and renewable-energy utilization. Each local training is held
individually and their operational observations are recorded at the local client environment. The Policy
Network is updated with Energy efficiency, Operating cost, QoS, and Renewable utilization feedback.
Several local training rounds take place prior to communication. The learned parameters (local) are not
real data, but an energy-management policy. This process do not only let each involved data centre adapt
their decision policy to their own workload and type of energy, but also creates a common understanding
of the advantages and disadvantages the other has.

3.3 Privacy Preservation and Secure Model Exchange

The client model parameters are locally-trained and then processed in a privacy-preserving manner before
they are sent. It is parameter protection and secure communication in implementation to avoid the
derivative disclosure of operation information in the federated exchange process. The modules SSLPuts
provide secure communication to secure channels between federated clients and the aggregation server.
Client contributions are encrypted prior to sending them and the aggregation process is applied to
contributions that are protected — not raw workload or energy information. Using adaptive privacy controls
according to the state of the communication and learning, they only release the information relevant to the
learning state and most importantly, preserve the useful model information. The framework does not offer
full access to raw data, and allows decentralized collaboration between operational facilities in different
geographic locations as the raw data never leaves its place of origin: its data centre.

3.4 Adaptive Federated Aggregation

Protected model updates are fed to a federated server by participating clients and adaptive aggregation is
done at the server instead of only uniform averaging. Based on learning quality, local data characterization,
update reliability and communication condition, client contribution is calculated. There is increased
weighting of quality updates towards the global policy and low quality/unstable updates are moderated.
The result, known as the global model, is a geographical overlay of aggregates of general energy-
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management skills and knowledge from a wide range of data centres. After aggregation, the new model is
sent reliably to each of the clients participating in this interactive process, which then serve to initiate the
next local training process. This iterative approach makes it possible to transfer knowledge without at the
same time losing the local data sets. By means of adaptive aggregation, the framework is also able to adapt
to workloads, which are not evenly distributed, varying renewable energy profiles, changing electricity
prices, and changing client computing resources.

3.5 Real-Time Demand Response Management

New APRFL policy is pushed down to real-time to every individual participating data centre and thereby
ensure that the desired demand response is realized. The RL agent constantly observes workload intensity,
electricity price, the amount of renewable electricity, the battery status, the amount of electric energy
consumed by the Grid and the level of resource utilization. Depending upon the defined state, the agent
can decide to migrate flex workloads, to consolidate underused servers resources, to allocate computing
power, to initiate renewable energy and use any available battery resources. Service quality is mapped into
the decision-making mechanism, to prevent compromising of operational needs due to reduction of
energy. The decisions made as a result of the recognition are then put into practice locally, and results
from the decisions serve as new learning feedback. This is a closed loop system enabling the system
continuously to evolve itself, adapting to the changing workload and energy prices, available renewable
energy and also improving the longer-term global energy policy.

3.6 Performance Evaluation and Continuous Learning

The final step is to evaluate APRFL according to indicators like decision correctness in Demand Response
(DR); energy spent; operational cost; renewables use; communications overhead; convergence behaviour;
QoS compliance and privacy-preservation. To this end, the APRFL-DCER Dataset is maintained
consistently throughout the experimental workflow and each portion of the chronologically split version
of the dataset is only used for training at the client level. Baselines are centralized RL, traditional FL, and
without an adaptability component in FL. Research on ablation experiments focuses on each of the
reinforcement learning, federated learning, adaptive aggregation and privacy methods separately. The
result measurements are collected following every evaluation round and can be used for visualizing
learning trends and learning improvement in the system. Data is kept decentralized and Global model is
continuously retrained with new local experiences.

4. Result and Discussion

The proposed APRFL framework with APRFL-DCER Dataset is evaluated in a distributed software-based
experimental environment. The data was time-sequenced before model development, to consider the
temporal aspects of electricity demand and workloads. This feedback was then given to the clients, who
participated in the data-centre and observations were being distributed locally during federated training.
The experimental setup consisted of the use of an Intel core i7 processor, RAM 32 GB, NVIDIA GeForce
RTX 3060 graphic processor, and SSD with a capacity of 1 TB and operating the computer on the
Windows 11 operating system. By realized it in Python 3.11, PyTorch, Flower, Gymnasium, Scikit-learn,
Pandas, NumPy, Matplotlib, and SSL/TLS communication libraries. Using chronological ordering, the
data was partitioned into 70% training data, 15% validation data and 15% test data. The local learning was
based on the training part, the validation and the independent testing parts were for the
parameter/aggregation adjustment and for the final evaluation respectively. The client level of the

IJFMR260588304 Volume 8, Issue 5, September-October 2026 6



http://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

partitioning was carried out after the temporal separation and thus identical future observations were not
used at the client for training.

The results of the initial evaluation were those regarding the accuracy of decision making for the DR, the
energy consumed, the cost of the operations, the utilization of renewable energies, and the communication
overheads. Numerical comparisons between the principle baseline configurations and of the APRFL are
provided in Table 1. The results of decision accuracy of the reinforcement learning were 91.42% in the
centralized approach and 93.18% in the conventional approach. The accuracy could be improved to
95.67% by combining decentralized collaboration with adaptive decision learning (as a federated
reinforcement learning). The accuracy achieved by the proposed APRFL configuration was at 97.84%,
and constantly increasing when using adaptive aggregation and privacy-aware update management.
During the energy consumption, the centralized reinforcement learning, conventional federated learning,
federated reinforcement learning, and APRFL consumed 842.6 kWh, 801.4 kWh, 754.8 kWh, and 701.5
kWh of energy, respectively. This reduction demonstrates the effectiveness of the proposed policy with
regard to workload allocation to the servers among each other and its utilization.

Table 1: Comparative Performance of Demand Response Methods

Method Decision CE:Z‘:lg?J)r/n tion Operating Renewable Communication
Accuracy (%) (KWh) P Cost ($) Utilization (%) Overhead (MB)

Centralized RL [91.42 842.6 126.4 61.8 184.2

gﬁ”ve”t'ona' 93.18 801.4 119.7 65.2 1615

Federated RL |95.67 754.8 112.3 72.6 149.8

APRFL 97.84 701.5 105.9 77.4 117.7

The same positive trend is observed on the operating-cost results. By implementing conventional federated
learning, the operating cost is decreased to $119.7, compared to $126.4 of the centralized reinforcement-
learning configuration. Federated reinforcement learning reduces the cost to $112.3 while APRFL further
reduces the cost to $105.9. APRF therefore saved about 16.73% energy and 16.14% operational cost as
compared to the centralized set up. Also, the utilization of renewable-energy rose from 61.8%, in the
centralized RL to 77.4% in APRFL. This enhancement is related to the fact that the policy can capture the
way timings of work-load, energy demand, supply of renewables, etc., instead of just seeing renewables
as the only input into the policy. Also the communication overhead was decreased from 184.2 MB/s to
117.7 MB/s, demonstrating that unnecessary communication within collaborative learning can be avoided
due to protected exchange of parameters and adaptive participation at the clients.

IJFMR260588304 Volume 8, Issue 5, September-October 2026 7



http://www.ijfmr.com/

y

i

IJFMR

E-ISSN: 2582-2160 e Website: www.ijfmr.com

International Journal for Multidisciplinary Research (IJFMR)

e Email: editor@ijfmr.com

Figure 2: Convergence Performance of APRFL and Baseline Learning Configurations
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The convergence of evaluated learning configurations across federated rounds of training is shown in
Figure 2. Centralized RL configuration, where all the decision policies must learn independently to adjust
to the variation of operating conditions, demands slower stabilization. In federated RL, the collaboration
and sequential learning approach leads to a more stable policy while the conventional FL is able to
converge better with shared information of the model. It is noted that APRFL shows the most stable
convergence pattern by the validation accuracy as it approaches about 97.84% in the last training phases.
Adaptive aggregation is said to help with the convergence smoothing because some clients may be
learning at greater or less than the usual value and therefore be exerting a larger/smaller influence on

convergence.

Figure 3: Energy Consumption and Peak-Demand Profile under APRFL
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It is essential to note that it shows the difference of views as displayed in figure 3 energy-consumption-
profile over the representative operating intervals instead of the aggregate-performance-values). APRFL
will shift to other available servers flexible workload when necessary, and consolidate lightly used servers
to lower available (higher renewable) servers when necessary. This results in the emerged profiles having
the traits of reduced peak power demand and having more even power usage than the conventional
federated reinforcement learning. The peak demand under APRFL is still less and the system still meets
the workload requirements. DR focus is applicable to this behavior because it is not necessarily about a
reduction in the average energy use. However, the adaptive policy responds to the changes in the demand
conditions in time by enabling the flexibility to change job workloads, as a direct contribution to peak
management.

Monitoring was also provided on privacy and communication behaviour, with regards to volume of
information exchanged, and the percentage of local information stored at the clients. All the raw workload
and power data remained in their client environments, as well as renewable and battery and resource-
utilization data remained in their respective client environments. No sharing of model updates not covered
by the protection in the federated round. The obtained communication cost of APRFL was 117.7 MB,
which is lower compared to conventional FL (149.8 MB) and federated RL (161.5 MB). This represents
a drop of 21.43% when compared to federated RL and a drop of 27.12% when compared to conventional
FL. It will be revealed that the communication/cooperative learning capability can be maintained and
communication can be enhanced while dealing with adaptive update. The privacy mechanism, through
this, therefore also enhances the federated structure as it does not rely on transfer of raw operational
records for the collaboration process.

Table 2: APRFL Ablation and System-Level Evaluation

Cost Renewable ..
Configuration AEENEE) | IEEY Reduction Utilization SO
g (%) Reduction (%) Overhead (MB)
(%) (%)
RL only 91.42 8.74 7.15 61.8 184.2
RL + FL 95.67 14.11 12.56 72.6 149.8
RL +FL + Adaptive| o o) 17.26 15.37 75.8 129.4
Aggregation
APRFL 97.84 18.63 16.91 17.4 117.7

The aim of analysing the data in Table 2 was to identify the major components that contribute to the
APRFLs. The value of providing valuable energy-management behaviour provided in a local and
intelligent way was shown as 91.42% accuracy in the RL-only experiment. With the addition of Federated
Learning (FL), the accuracy also rises to 95.67% which benefits from the knowledge gained from different
operating contexts shared into the shared model. Adaptive aggregation have further improved the accuracy
rate up to 96.91%, minimized the energy consumption and minimized the communication overhead. This
shows that 97.84% accuracy, 18.63% energy saving, 77.4% renewable utilization, 16.91% operating cost
saving could be achieved by fully APRFL. The size of the growing performance process that the parts are
needed for different purposes and not just merely for different degrees of the same optimisation etc.
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Figure 4: Implemented APRFL Demand Response Monitoring and Control Page
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The monitoring interface for method A (single agent) that was realized for visualization of real-time
demand-response operation is shown in figure 4. On the interface there are signs of the client status, its
workload, the energy used, electric price, renewables availability, battery health, the action selected by dR
and model dR decision accuracy. The implementation page gives an operational perspective of the
federated environment, and lets see the decision state as the local policy is run. The interface puts emphasis
on practical deployment and monitoring features instead of the numbers. The value of the trained model
is displayed in the output, revealing how the trained model can be mapped in an operational dashboard to
track the energy state (energy levels) in a distributed data-centre set-up and the actions taken as a result of
the demand-response signals.

5. Conclusion

An integrated approach, called APRFL, for managing the intelligent demand response of a distributed data
centre is proposed. The framework integrates reinforcement learning with federated learning, adaptive
aggregation, and privacy-preserving communication to facilitate collaborative energy optimization with
keeping operation information locally. This method allows dynamic adjustment of work load scheduling
and consolidation of servers and power, use of renewable energy, and adaptation of policies based on
varying grid conditions. The test-bed deployment builds upon the importance of the real world application
of the decentralized intelligence to support data-center operation, and provides a design solution to
facilitate an eventual duplication and implementation of the same design in other and diverse data centres.
Future research can extend the model to more than one energy source, as in multi-energy data centres,
state-of-the-art for managing batteries, considering carbon awareness issues in scheduling,
accommodating heterogeneous management of accelerators, stronger privacy and scaling geographically-
distributed deployments. Much more could be achieved to enrich use cases, including real-time integration
with grid services, and automation in the cloud.
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