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Abstract 

Data compression is essential for reducing the storage and transmission requirements of the rapidly 

growing volume of digital data. This study examines the evolution of data compression techniques from 

classical entropy coding methods to modern approaches that incorporate security and machine learning. It 

reviews lossless and lossy compression and analyzes classical methods including Huffman and arithmetic 

coding, along with adaptive compression techniques. The study further explores chaos-based compression 

methods that integrate data reduction with security through chaotic sequences, dynamic S-Boxes, and 

secure adaptive coding. Neural compression is also examined, focusing on neural networks for context 

modeling, deep model compression, end-to-end learned image compression, and implicit neural 

representations. Through secondary analysis of existing literature, the study compares these approaches 

based on compression efficiency, processing time, computational complexity, security, adaptability, and 

practical applicability. The findings indicate that different methods involve trade-offs, suggesting that 

hybrid approaches combining classical compression, security mechanisms, and machine learning may 

offer useful directions for future research. 
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Chapter 1: Introduction 

1.1 Background of the Study 

Over the past few years, the internet has grown larger and larger in digital size, from an initial size of just 

a few kilobytes(10^3 bytes ) in 1971, when FTP(File Transfer Protocol) was first introduced to a now 

astronomically large size of 175 zettabytes(175 * 10^21 bytes ). This has led to the need of more data 

storage and therefore better data compression. 

Even though the first ever home computer came out in 1971, data compression has existed long before 

then. The first (conceptual) instance of data compression was the invention of the morse code back in 

1838. Digitally speaking, the very first instance of data compression was in 1949 with the introduction of 

Shannon-Fano coding developed by Claude Shannon and Robert Fano. This was later improved by David 

Huffman, a student at MIT by the invention of Huffman coding which is still used to this day as the final 

steps of ZIP and JPEG files.“Data compression reduces the amount of data required for storage and 

communication while making better use of available resources.” (Jayasankar, Thirumal & Ponnurangam, 

2021) 
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The evolution of compression can be divided into 2 different eras, starting with the Early Lossless Era(Late 

1940s-1980s) which was the foundation of modern compression and focused entirely on reducing data 

size while not losing a single bit of information. Then came along the Lossy Era(1900s-Early2000s) which 

focused on discarding many unimportant bits of information such as sounds recorded at high frequencies 

which cannot be heard by humans or data that the human eye cannot easily see, JPEG and MP3 were 

introduced during this era. 

1.2 Purpose of the Study 

The purpose of this study is to study previous data compression methods and to analyze their workings as 

well as to find out different types of data compression methods which embed machine learning and how 

they can be useful in the future. 

The study will touch on many different methods of data compression such as huffman coding and 

arithmetic coding in classical compression aswell as chaos based methods which combine compression 

with data security. 

Another important topic is data compression using Neural Networks and the advantages/disadvantages of 

it. This study will also compare different methods of data compression and which one achieves better 

results in different tests. It will also show different data compression methods Calgary Corpus Tests. 

1.3 Significance of the Study 

The study will explain the importance of data compression in modern systems and the evolution of it based 

on the need for it. The paper will help understand many modern data compression techniques in simpler 

terms which can be useful for many students studying data compression/cybersecurity or computer science 

in general. 

The study will help in comparing different data compression methods across different eras and which one 

can be proved useful for specific scenarios. It will also add value to secondary research papers. 

1.4 Research Question 

The central research question guiding this study is: How have data compression techniques evolved from 

classical entropy coding methods such as Huffman and arithmetic coding to chaos-based secure 

compression and neural network-based approaches, and what trade-offs do these methods present in 

terms of efficiency, complexity, security, and modern applicability? 

 

Chapter 2: Foundations of Data Compression 

2.1 Meaning of Data Compression 

Data compression can be defined as encoding data such that the encoded part occupies less bits than its 

original counterpart. The main goal of data compression is to store and transmit information more 

efficiently while also trying to preserve as much useful information as is possible. 

Compression is used almost everywhere in modern computing systems because the amount of digital data 

being generated continues to increase exponentially every year 

By reducing the generated data ( by reducing file sizes) compression helps save storage space on devices 

and servers as well as reduces the time taken in transmitting said files. 

Data compression is used everywhere and has proved useful since the 1960s 

2.2 Lossless and Lossy Compression 

Data compression is generally divided into two categories, lossless compression and lossy compression. 

Lossless compression is a method in which the compressed data has a smaller file than the original data 

while retaining all of the information in the original data. 
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Therefore no information is lost in lossless compression and data integrity is completely maintained. 

Lossy compression takes an alternate approach in which many compression algorithms remove data that 

cannot be visually or audibly interpreted by humans. Such as mp3 format removing alot of sounds that the 

human ear can not hear to reduce file size or JPEG format removing data from images which is not 

perceptible by the human eye. As a result only the useful information is retained which results in a much 

smaller file size as compared to Lossless compression. This type of compression is widely used in many 

day to day formats such as MPEG, MP3, JPEG etc. 

Both of these approaches have advantages and disadvantages depending on the application . Lossless 

compression provides perfect reconstruction but generally achieves a bigger file size as compared to lossy 

compression which can reduce file sizes significantly but introduce some loss of quality. 

2.3 Information Theory and Redundancy 

One of the most important concepts in data compression is redundancy. Redundancy can be defined as the 

repetition of patterns,letters,words or data overall. An example in programming of removing redundancy 

is the use of functions. Functions in programming languages allow the user to define a sequence of 

operations in one block and use that sequence anywhere by writing the name of the sequence instead of 

by rewriting the entire sequence. Therefore, removing redundancy is also a very good way to further 

compress data. A way of removing redundancy can be interpreted as such: Take a string of letters 

“AAABBD” one can see that A is used thrice, B is used twice and D is used only once. Therefore to 

remove the redundancy of one letter being used many times, one can simply write: 3A,2B,1D which 

removes redundancy and saves data. 

Another important concept in data compression is entropy, which was introduced through information 

theory. Entropy measures the amount of uncertainty or information contained within a message. Data with 

low entropy tends to be more predictable and therefore easier to compress whereas data with high entropy 

contains less redundancy and is generally more difficult to compress. 

To sum up, it can be said that higher redundancy allows better compression because more patterns can be 

identified and encoded efficiently. Information theory provides the mathematical foundation for many 

compression algorithms and has played a major role in the development of techniques such as Huffman 

and arithmetic coding. 

2.4 Prefix-Free Coding 

Prefix-free coding is a coding system in which no codeword is the prefix of another codeword. It means 

that the beginning of one code cannot be identical to an entire shorter code. This properly allows encoded 

data to be decoded unambiguously. An example of this is if a code for one symbol is “0” then a code for 

another symbol cannot be “01” because the first code would be the prefix of the second. Such situations 

can create confusion during decoding and make the process longer and more redundant. Prefix free codes 

eliminate this problem by ensuring that each codeword can be identified immediately once it is read. 

One of the most well known examples of prefix-free coding is Huffman coding. Hufman trees are 

specifically constructed to generate prefix-free codes, allowing accurate compression and decompression 

of data. As a result prefix-free coding is a fundamental building block of many modern lossless 

compression methods. 

2.5 Evaluation Criteria for Compression Methods 

Different compression methods can be evaluated using several different criteria depending on their 

application. A very important measure of this is through using the term compression ratio which indicates 
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how much the file size has been reduced compared to its original size. A higher compression ratio 

generally means that storage space and transmission bandwidth are used more efficiently. 

Processing time is another factor of this  it measures how quickly data can be compressed and 

decompressed in real-time applications such as streaming and online communication, faster processing 

speeds are often essential. 

 

3. Computational complexity +is another factor to consider in the evaluation criteria for data 

compression. 

3.1 Introduction to Classical Entropy Coding 

Entropy coding is one form of lossless data compression that works through the assignment of codes to 

symbols according to the probability or frequency of their occurrence in the data. Entropy coding operates 

on the principle that more frequent symbols should be assigned shorter codes than the less frequent ones. 

As a result, the total number of bits used to represent a message decreases due to the lower consumption 

of bits to represent common patterns. Consequently, entropy coding relies on the assumption that not all 

symbols in a set of data have equal amounts of information and may be represented more effectively with 

the use of variable-length codes. 

The classical methods of entropy coding formed the basis of early attempts at decreasing storage needs 

and improving the efficiency of data transfer. They contributed greatly to the development of 

contemporary compression systems with the use of mathematical tools for pattern detection and 

elimination of redundant information. 

One of the most important examples of classical entropy coding is Huffman coding, which was developed 

by David Huffman in 1952. Huffman coding became widely used due to its simplicity, efficiency, and 

ability to generate optimal prefix-free codes for a given set of symbol frequencies. {citation about: 

(development of entropy coding and its role as the foundation of modern lossless compression systems)} 

Another important entropy coding technique is arithmetic coding, which follows a different approach by 

representing an entire sequence of symbols as a single fractional value. Both Huffman coding and 

arithmetic coding have played a significant role in the development of compression methods used in 

various digital systems. {citation about: (Huffman coding and arithmetic coding as important classical 

entropy coding techniques)} 

3.2 Huffman Coding 

Huffman encoding is a data compression algorithm in which variable-length binary codes are assigned to 

symbols. The basic concept of Huffman coding lies in the fact that symbols with high frequencies get short 

codes while symbols with low frequencies get long codes. 

With regard to fixed-length encoding, all symbols receive the same number of bits irrespective of their 

frequency. Such a method may prove inefficient as common symbols do not get the shortest codes 

possible, which leads to extra memory usage. 

The advantage of Huffman coding is that it considers the frequency of occurrence of each symbol in the 

input string and creates an appropriate code on the basis of the obtained data. The higher the frequency of 

the symbol, the fewer bits it will have; on the contrary, the lower its frequency, the more bits it will have. 

For example, in a text file where the letter "E" appears much more frequently compared to the letter "Z", 

Huffman coding would assign a shorter code to "E" and a longer code to "Z". This allows the overall size 

of the encoded file to decrease while still allowing the original data to be recovered. 
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Huffman coding is considered a minimum-redundancy coding method because it produces an efficient 

prefix-free code for a given probability distribution of symbols. Due to its efficiency and simplicity, it has  

been used as a component in many compression systems including formats such as ZIP and JPEG. 

3.3 Huffman Tree Construction 

Huffman coding utilizes a binary tree structure called Huffman tree for producing binary codes for various 

symbols in the data input. This creation of the binary tree is done based on the frequency of the occurrence 

of various symbols. 

All symbols are first arranged in the order of their frequency values. Symbols having the least frequency 

are grouped together to produce new nodes having their sum frequency value. This is continued until all 

the symbols are formed into a tree structure. 

Each branch in the binary tree is then assigned either a zero or one as the binary value. The path from the 

root of the tree to each individual symbol represents the binary code of the symbol. Those symbols which 

are closer to the root have lesser codes while those farther from the root have greater codes. 

Since this research is focused on secondary analysis, the purpose of this section is to explain the concept 

of Huffman tree construction rather than implementing the complete algorithm. Understanding the 

structure of the tree is important because it explains how Huffman coding achieves compression through 

variable-length encoding.“Huffman coding constructs minimum-redundancy codes by minimizing the 

average number of coding digits required.” (Huffman, 1952) 

3.4 Strengths of Huffman Coding 

One of the major advantages of Huffman coding is its simplicity. Compared to many modern compression 

techniques, Huffman coding is relatively easy to understand and implement because it relies on basic 

concepts such as frequency analysis and binary trees. 

Another advantage of Huffman coding is its speed. The algorithm requires comparatively low 

computational resources, making it suitable for systems where processing efficiency is important. This 

allows it to be used in applications where fast compression and decompression are required. 

Huffman coding is also a lossless compression method, meaning that the original data can be completely 

recovered after decompression. This makes it useful for applications where data accuracy is essential, such 

as text compression, file storage, and certain multimedia systems. 

The method has been widely applied in different areas of digital compression. For example, Huffman 

coding is used as one of the final compression stages in formats such as JPEG images and ZIP archives. 

Its ability to reduce redundancy efficiently has allowed it to remain relevant even after the development 

of more advanced compression methods. 

Due to its balance between simplicity, efficiency, and reliability, Huffman coding continues to be an 

important concept in the study of data compression. 

3.5 Limitations of Huffman Coding 

However, there are certain disadvantages that make Huffman coding less efficient in comparison to other 

compression methods. First, Huffman coding cannot guarantee the maximum ratio of compression. 

The process of Huffman coding is dependent on precise frequencies of symbols in the input file. If this 

distribution is wrong or there is lack of patterns in the data, it results in lower efficiency of the coding 

algorithm. 

The third disadvantage of the method under discussion is related to the fact that Huffman coding requires 

significant differences in the probabilities of symbols. The smaller is the difference, the shorter is the code 

length difference, which reduces the benefit from the variable-length code. 
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Finally, another drawback of Huffman coding is that the compressed file is not protected. The encoded 

message can be easily analyzed without any additional protection measures being used. Thus, Huffman  

coding provides only data reduction. 

That is why the new compression algorithms including arithmetic coding, transform-based coding, chaos-

based coding, and neural network based coding have been invented. 

Overall, Huffman coding remains an important foundation of data compression, but modern applications 

often require additional features such as higher compression efficiency, security, and adaptability that 

classical methods alone may not provide. 

 

Chapter 4: Arithmetic Coding and Adaptive Compression 

4.1 Meaning of Arithmetic Coding 

Arithmetic coding is a probability-based data compression technique that represents an entire message as 

a single numerical value within an interval, rather than assigning separate binary codes to symbols. It 

works by finding and using the probability occurrence of each symbol to divide the interval into smaller 

ranges, with the final range representing the complete message. 

Unlike Huffman coding, which assigns fixed length or variable length codes to individual symbols, 

arithmetic coding can achieve better compression by considering the message as a whole. This makes it 

extremely effective when the symbol’s probabilities are uneven or when the data does not fit well into 

fixed binary code structures. 

Therefore, arithmetic coding is an important advancement in entropy coding because it approaches the 

theoretical limit of data compression more closely. It is used alot in modern compression systems, 

including image,video and file compression formats due to its ability to efficiently represent data with 

minimal redundancy. 

The classical lossless compression techniques involve mainly three techniques: reduction of statistical 

redundancies via entropy coding, dictionary based coding, and predictive coding, and transform based 

technique. (Benyamina, O. & Slama, Z. 2026). 

4.3 Adaptive Compression 

Adaptive compression is a method of data compression that changes its approach while processing the 

data. Unlike traditional compression methods that require information about symbol frequencies 

beforehand, adaptive methods can learn and adjust automatically as new data is received. 

In adaptive compression, the algorithm updates its understanding of the data patterns during the 

compression process. For example, Adaptive Huffman coding modifies its coding structure as symbols 

appear, allowing it to create more efficient codes over time. Similarly, Adaptive arithmetic coding 

continuously updates the probability estimates of symbols as the data changes. 

This approach makes compression more flexible because it does not rely on fixed rules or previously 

calculated statistics. Instead, it adapts to the characteristic daing processed. Adaptive compression 

represents an important development in data compression by moving from fixed techniques towards 

smarter, data-driven methods that can respond to changing patterns. 

4.4 Huffman Coding vs. Arithmetic Coding 

Huffman coding and arithmetic coding are two important techniques used in data compression, but they 

work in different ways. Huffman coding assigns shorter binary codes to frequently occurring symbols and 

longer codes to less common symbols. It is simple, fast, and relatively easy to implement, making it widely 

used in many applications. 
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Arithmetic coding, on the other hand, represents an entire message as a single numerical value based on 

the probability of symbols. It can often achieve better compression efficiency because it uses the 

probabilities of symbols more precisely. However, it is more complex and requires greater processing 

power compared to Huffman coding. 

While Huffman coding focuses on simplicity and speed, arithmetic coding focuses on achieving higher 

compression performance. Both techniques have played an important role in the development of data 

compression and continue to be used depending on the requirements of a system, such as speed, efficiency, 

and available resources. 

4.5 Importance of Adaptive Methods 

Adaptive methods are important in data compression because they can adjust to data patterns without 

needing prior knowledge about the information being compressed. This makes them especially useful 

when the structure of the data is unknown, constantly changing, or difficult to predict. 

Unlike fixed compression techniques, adaptive methods learn from the data while processing it, allowing 

them to improve efficiency when patterns change over time. This ability makes them more flexible and 

effective for handling complex types of information. 

Adaptive coding represents a significant link between traditional compression methods and modern 

approaches. It shows how compression has evolved from using fixed rules to becoming more dynamic 

and data-driven. These ideas have also influenced newer technologies, including secure compression and 

neural compression systems, where algorithms learn and adapt to improve performance. 

 

5.1 Need for Multimedia Compression 

Multimedia files such as images, audio and video can be very large because they contain a huge amount 

of digital data. As the quality and resolution of multimedia increases, the amount of storage space required 

also increases. Compression is therefore used to reduce the size of these files and make them easier to 

store and transmit. 

Multimedia compression is especially important for streaming, websites, mobile applications and cloud 

platforms. For example, a high-quality video without compression would require a large amount of 

bandwidth and could take a long time to download or stream. Compression reduces the amount of data 

required, making transmission faster and reducing storage requirements. 

Compression also helps websites and applications load faster because smaller files require less data to be 

transferred. This is especially useful on mobile devices where storage space and internet bandwidth may 

be limited. 

Without compression, storing and transmitting large amounts of multimedia data would require 

significantly more storage space, bandwidth and processing resources. Therefore, multimedia compression 

is an important part of modern digital systems and allows images, audio and video to be stored and shared 

more efficiently.“The large amount of data required to represent digital images makes compression 

necessary for practical multimedia systems.” (Chitprasert, 1993) 

5.2 Huffman and Arithmetic Coding in Multimedia 

Huffman coding and arithmetic coding are two important techniques used in multimedia compression. 

Huffman coding assigns shorter binary codes to frequently occurring symbols and longer codes to less 

common symbols, making it useful as a final entropy coding stage in many image and multimedia systems. 

Arithmetic coding works by representing an entire message as a numerical value based on the probability 

of different symbols. It can provide better compression efficiency in some situations because it can repre- 
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sent probabilities more precisely, although it is generally more complex than Huffman coding. 

Both methods help reduce the final size of encoded multimedia data. Their use also shows that classical 

compression techniques are still relevant in modern multimedia systems, where methods are often 

compared based on factors such as compression ratio, processing time and computational complexity. 

5.3 Transform-Based Compression 

Transform-based compression is a method where data is changed into another form so that it can be 

compressed more easily. Instead of directly compressing the original data, the data is first transformed to 

find patterns and important parts within it. 

Some common techniques used for this are Discrete Wavelet Transform and Principal Component 

Analysis. These techniques help separate important information from less important information. This 

allows the less important parts to be stored using fewer bits while keeping the important information. 

Transform-based compression is often combined with other methods such as quantization and entropy 

coding. This shows that compression usually works better when multiple techniques are used together 

instead of depending on only one method. 

5.4 Hybrid Compression Frameworks 

Modern compression systems usually use more than one compression method. They can combine 

techniques such as transformation, prediction, quantization and entropy coding to reduce the size of data 

more effectively. 

For example, a system can first process the data to find patterns and then remove some unnecessary 

information through quantization. After this, an entropy coding method such as Huffman coding can be 

used to further reduce the final file size. Canonical Huffman coding can also be used after preprocessing 

the data. 

Hybrid compression methods try to achieve a good balance between file size, processing time and quality. 

The use of different techniques together shows how compression methods have developed to handle the 

large amount of multimedia data used today. 

5.5 Compression Ratio and Quality Preservation 

Compression is not only about reducing the size of a file. The quality of the data after compression is also 

very important, especially for images and videos where changes in quality can easily be noticed. 

In lossy compression, increasing the amount of compression can make the file much smaller, but it can 

also reduce the quality of the image or video. Therefore, a balance needs to be maintained between 

reducing the file size and keeping the important information from the original data. 

Researchers often compare compression methods using compression ratio as well as the quality of the 

final output. This creates a trade-off between file size and quality, where greater compression can result 

in smaller files but may also cause more loss of information. 

 

6.1 Need for Secure Data Storage and Transmission 

Data is often compressed before it is stored or transmitted because compression reduces the amount of 

space and bandwidth required. However, compression by itself does not protect the data from unauthorized 

access. If compressed data is intercepted or accessed by an unauthorized person, the information may still 

be exposed. 

Data security is important in many areas such as communication, cloud storage, banking, healthcare and 

the storage of personal information. These systems often deal with sensitive data which needs to be 

protected from unauthorized users. 
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Traditional compression methods are mainly designed to reduce file size and do not automatically provide 

security. Therefore, there is a need for methods that can combine compression with encryption so that data 

can be made smaller while also being protected during storage and transmission. 

6.2 Limitations of Conventional Compression and Encryption 

Compression and encryption are usually performed as two separate processes. This can increase the 

amount of processing required because the data has to go through both compression and encryption 

separately. 

If data is encrypted before compression, the encrypted data may become more difficult to compress 

because encryption makes the data appear more random. On the other hand, compressing the data first and 

then encrypting it can still require a separate encryption step to provide security. 

Conventional encryption methods can provide strong protection, but some of them may require a 

significant amount of processing power. Because of this, researchers have explored secure compression 

methods that try to provide both size reduction and data protection while reducing unnecessary processing 

requirements. 

6.3 Role of Chaos Theory in Cryptography 

Chaos theory is the study of systems that are highly sensitive to their initial conditions. This means that 

even a very small change in the starting value can produce a very different result. 

This unpredictable behaviour makes chaotic systems useful in cryptography. A small change in the initial 

conditions can result in a completely different sequence, making it difficult to predict the output without 

knowing the correct starting values. 

Chaotic systems can be used to generate pseudorandom sequences which can then be used for encryption 

and secure data encoding. Because of this, chaos theory has been studied as a possible way of improving 

the security of different data protection methods. 

6.4 Chaotic Logistic Map 

The Chaotic Logistic Map is a mathematical method that can be used to generate chaotic sequences. It 

produces different values based on an initial value and a control parameter, and small changes in these 

values can lead to very different sequences. 

These sequences can be used to generate a pseudorandom keystream for encryption. The initial conditions 

and control parameters can also act as secret values or keys, meaning that the correct values are required 

to reproduce the same sequence. 

The Chaotic Logistic Map has been discussed in existing research as a method for generating chaotic 

sequences for cryptographic applications. In this study, it is considered as a technique found in existing 

literature rather than an algorithm developed by the student. 

6.5 Dynamic Chaotic S-Box 

An S-Box, or substitution box, is a table used in cryptography to replace one set of values with another. 

This process changes the original data into a different form and makes it harder to understand without the 

correct method of decryption. 

A dynamic chaotic S-Box uses values generated from a chaotic system to create or change the substitution 

table. Since the chaotic values can change depending on the initial conditions, the resulting S-Box can be 

less predictable than a fixed substitution table. 

This method has been studied in existing research as a way of improving unpredictability and security. It 

also supports the idea of combining data compression techniques with cryptographic methods to provide 

both smaller data sizes and better protection. 
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6.6 Secure Adaptive Huffman Coding 

Adaptive Huffman coding is a compression method where the coding tree can change as new data is 

processed. This allows the coding system to adapt to the data instead of using a fixed Huffman tree. 

In some existing research, adaptive Huffman coding has been modified by using key-based control. This 

allows compression and security to be combined into the same process, making it more difficult for an 

unauthorized person to correctly decode the compressed data. 

Studies of such systems may use factors such as keyspace, sensitivity and randomness tests to examine 

their security. Since this project is a secondary study, these results should be discussed as findings reported 

in existing literature rather than as tests or experiments performed by the student. 

 

7.1 Introduction to Neural Compression 

Neural compression is a method of compressing data using machine learning models. These models learn 

patterns and relationships in the data during training and then use this knowledge to represent the data 

more efficiently. 

Unlike many classical compression methods which use fixed algorithms, neural compression methods can 

learn from the data they are trained on. This makes them useful for different types of data such as images, 

videos and even AI model storage. 

Neural compression represents a shift from manually designed compression algorithms towards systems 

that learn how to compress data. It has become an important area of research because of the increasing 

amount of digital and multimedia data being produced. 

This section focuses on neural compression as discussed in existing research and does not involve building 

or training a neural compression model as part of this study. 

7.2 Neural Networks for Context Modeling 

Context modeling is a method where data is predicted based on the surrounding or previously seen data. 

If a system can predict the next piece of data accurately, it can represent that data using fewer bits. 

Neural networks can improve context modeling because they can learn complex relationships between 

different parts of the data. This can help the system make better predictions compared to simpler methods. 

Better prediction can also improve entropy coding because the probability of different symbols can be 

estimated more accurately. Neural-assisted arithmetic coding is one example where neural networks are 

combined with classical compression techniques. 

This shows that modern compression methods do not completely replace older techniques but can instead 

combine them with newer machine learning methods to improve their performance.“Neural networks can 

learn compact representations of images instead of relying entirely on manually designed compression 

transforms.” (Ballé, Laparra & Simoncelli, 2017) 

7.3 Deep Model Compression 

Neural networks themselves can also be compressed because trained models can require a large amount 

of storage space. This is especially important for large AI models which may contain millions or even 

billions of parameters. 

Several techniques can be used for this purpose, including pruning, quantization, weight sharing and 

Huffman coding. Pruning removes connections or parameters that are considered less important, reducing 

the size of the model. 

Quantization reduces the precision used to store values, allowing them to take up less space. Weight 

sharing allows similar values to use the same stored value instead of storing every value separately. Huff 
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man coding can then be used to further reduce the storage required for the remaining data. 

These techniques allow large neural networks to be stored and used more efficiently while trying to 

maintain as much of their original performance as possible. 

7.4 End-to-End Learned Image Compression 

End-to-end learned image compression uses neural networks for both the encoding and decoding of 

images. Instead of manually designing every step of the compression process, the neural network learns 

how to create a useful compressed representation from training data. 

Many of these systems use autoencoders, where an encoder converts an image into a smaller representation 

and a decoder uses this representation to reconstruct the original image. The compressed information is 

often stored in a latent space, which contains the important features needed to reconstruct the image. 

Learned entropy models can also be used to estimate the probability of the compressed information more 

accurately. This can help reduce the number of bits required to store the data. 

These methods are an important area of modern image compression research because they show how 

neural networks can be used to learn the compression process instead of relying completely on traditional 

hand-designed methods. 

7.5 Implicit Neural Representations 

Implicit neural representations are a newer approach where data is represented using the parameters of a 

neural network instead of directly storing every part of the original data. For example, instead of storing 

every pixel of an image separately, a neural network can learn a continuous representation of the image. 

The trained network can then be used to generate or reconstruct the original data when required. This 

approach can be useful for images, signals and other types of complex data where a continuous 

representation can describe the information efficiently. 

Implicit neural representations show another direction in modern compression research and demonstrate 

how neural networks can be used as a form of data representation. 

However, these methods can require significant computational power during encoding and decoding. 

Because of this, they may not always be practical for applications where speed and low processing 

requirements are important. 

7.6 Limitations of Neural Compression 

Although neural compression has several advantages, it also has some limitations. Neural compression 

methods usually require large training datasets so that the models can learn the patterns in the data 

correctly. Training these models can also require significant computational power and time. 

Another limitation is that neural compression systems can be more difficult to understand compared to 

classical compression algorithms. Classical methods such as Huffman coding have clear and well-defined 

steps, while the behaviour of a trained neural network can be more difficult to explain. 

Some neural compression methods are also still developing and are not as widely standardized as 

traditional compression formats. Because of these limitations, comparing neural compression with 

classical methods is important for understanding where each type of method is more suitable. 

 

8.1 Evolution From Classical to Modern Compression 

Data compression has developed over time as the amount of digital data has increased. Early compression 

methods mainly focused on finding repeated patterns, symbol frequency and redundancy in data. These 

methods provided simple ways to reduce the size of files. 
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Huffman coding introduced variable-length codes where common symbols could be represented using 

shorter codes. Arithmetic coding later provided another approach by using the probability of symbols to 

achieve efficient compression. 

Later research also explored chaos-based methods which combined compression with security. More 

recently, neural compression methods have introduced machine learning into compression, allowing 

systems to learn patterns from data and create more adaptive compression methods. 

8.2 Efficiency Comparison 

Different compression methods provide different levels of efficiency depending on the type of data and 

the way the method is designed. Huffman coding can be efficient for many simple and structured types of 

data, especially when some symbols occur more frequently than others. 

Arithmetic coding can achieve better compression in some situations because it uses the probabilities of 

symbols more precisely. Chaos-based methods may have slightly lower compression efficiency because 

additional security steps can increase the amount of processing required. 

Neural compression can provide strong results for images and other complex types of data because the 

models can learn patterns from large amounts of training data. Overall, the efficiency of a compression 

method depends on the data type, the method being used and the available computational resources. 

8.3 Complexity Comparison 

Huffman coding has relatively low complexity and is easy to understand and implement. It uses a tree-

based method to assign codes to different symbols, making the overall process fairly simple. 

Arithmetic coding is more complex because it works with probability ranges or intervals while encoding 

the data. Adaptive coding adds further complexity because the coding model needs to be updated as new 

data is processed. 

Chaos-based compression systems require additional design for encryption and security, which increases 

their complexity. Neural compression methods are generally more computationally demanding because 

they involve neural network models, training and large amounts of data. 

8.4 Security Comparison 

Classical compression methods such as Huffman coding and arithmetic coding are mainly designed to 

reduce file size and are not designed to provide security. They can compress data efficiently, but they do 

not prevent unauthorized users from accessing the information. 

Chaos-based compression methods add security by using properties such as pseudorandomness and 

sensitivity to initial conditions. Dynamic S-Boxes and chaotic keystreams can make the encoded data more 

difficult to predict without the correct key or parameters. 

Neural compression mainly focuses on reducing data size and improving efficiency rather than providing 

security. However, neural compression can be combined with encryption when both compression and data 

protection are required. 

8.5 Practical Applicability 

Different compression methods are suitable for different applications. Huffman coding is useful for simple 

lossless compression and is also useful for understanding the basic principles of data compression. 

Arithmetic coding can be used in systems where higher entropy coding efficiency is required. Adaptive 

coding is useful when the patterns in the data can change over time, such as in some types of data streams. 

Chaos-based secure compression can be useful in situations where both data compression and security are 

required, such as secure data transmission. Neural compression is mainly useful for advanced multimedia 
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applications, AI systems and learned image compression where large amounts of complex data need to be 

represented efficiently. 

 

9.1 Compression Ratio vs. Processing Time 

Different compression methods can reduce file size by different amounts, but methods that provide better 

compression may sometimes take longer to process. Therefore, there is often a trade-off between the 

amount of compression achieved and the time required to perform it. 

Huffman coding is generally simple and fast, but it may not always achieve the same compression 

efficiency as arithmetic coding. Neural compression methods can provide strong results for certain types 

of data, but they can require more processing power and time. 

This is especially important in real-time systems such as streaming and communication, where the data 

needs to be processed quickly. Therefore, a suitable balance between compression ratio and processing 

speed is important when choosing a compression method. 

9.2 Efficiency vs. Security 

Classical compression methods are mainly designed to reduce the size of data and improve storage 

efficiency. However, they do not normally provide protection against unauthorized access. When security 

is added to the compression process, additional processing may be required. 

Security mechanisms can increase computational cost and may also affect the overall speed of the system. 

Chaos-based compression methods try to combine compression with security by using chaotic sequences 

and key-based processes. 

The importance of efficiency and security depends on the application. Some systems may focus more on 

speed and smaller file sizes, while others may require stronger protection even if it increases processing 

requirements. 

9.3 Simplicity vs. Adaptability 

Simple compression methods are usually easier to understand, implement and maintain. Classical methods 

such as Huffman coding have clear steps and do not require large amounts of training data or complex 

models. 

Adaptive methods can perform better when the patterns in the data change because they can adjust their 

behaviour according to the data being processed. However, this adaptability also increases the complexity 

of the system. 

Neural compression methods are highly adaptable because they can learn patterns from data, but their 

internal behaviour can be more difficult to understand. This shows how compression research has 

gradually moved from simple fixed methods towards more adaptive systems.“Compression methods must 

balance data reduction with computational and practical requirements.” (Jayasankar, Thirumal & 

Ponnurangam, 2021) 

9.4 Traditional Methods vs. AI-Based Methods 

Traditional compression methods are based on mathematical principles and clearly defined algorithms. 

Methods such as Huffman and arithmetic coding are well studied and their working can be understood 

step by step. 

AI-based compression methods use neural networks to learn complex patterns from data. This can allow 

them to perform well on difficult types of data such as images and other multimedia, but they usually 

require training and greater computational resources. 

Traditional methods are also easier to standardize and implement across different systems. Neural methods  
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may provide advantages in advanced applications, but they require more resources and are still developing. 

Therefore, both traditional and AI-based methods can continue to be useful for different applications. 

9.5 Real-World Selection of Compression Methods 

The choice of a compression method depends mainly on the purpose for which it is being used. Different 

types of data and applications have different requirements for file size, quality, speed and security. 

Text files can benefit from lossless classical methods because the original information needs to be 

recovered exactly. Images and videos can use lossy, hybrid or neural compression methods depending on 

the required quality and file size. 

Secure communication may require chaos-based methods or compression systems combined with 

encryption. AI systems can also use model compression techniques such as pruning and quantization to 

reduce the size of neural networks. 

Therefore, there is no single compression method that is suitable for every situation. The most suitable 

approach depends on the type of data, available resources and requirements of the system. 

 

10.1 Discussion of Key Findings From Literature 

Existing literature shows that data compression has developed from simple methods based on frequency 

and repeated patterns to more advanced and intelligent systems. Early methods focused mainly on 

reducing file size, while newer methods also consider security, adaptability and the type of data being 

compressed. 

Huffman coding remains an important compression method because it is simple, fast and has played an 

important role in the development of lossless compression. Arithmetic coding provides another approach 

by using probability information to improve compression efficiency. 

Chaos-based methods show how compression can be combined with security, while neural compression 

introduces machine learning into the compression process. These developments show how compression 

research has changed to meet the requirements of modern data-heavy applications. 

10.2 Scope for Future Research 

Future research can experimentally compare different compression methods such as Huffman coding, 

arithmetic coding, chaos-based compression and neural compression. Such studies could use the same 

datasets to compare factors such as compression ratio, processing speed, memory usage and security. 

More research can also focus on secure compression for areas such as cloud computing and IoT systems, 

where large amounts of data need to be stored and transmitted securely. Neural compression can be studied 

further for applications involving medical images, satellite images and AI models. 

Another possible area of research is the development of hybrid methods that combine classical 

compression, encryption and machine learning. Such systems could potentially make use of the advantages 

of different techniques instead of depending on only one method. 

10.3 Conclusion 

Data compression has developed from simple mathematical coding methods into more complex systems 

that can provide better adaptability, security and efficiency. The main purpose of compression has 

remained the same, which is to reduce the amount of data needed to store or transmit information. 

Huffman and arithmetic coding form an important foundation of compression research and are still 

relevant in many systems. Chaos-based methods show how compression can be combined with security, 

while neural compression represents a more recent shift towards learned and intelligent compression 

methods. 
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The future of compression is likely to involve different methods being combined together. Hybrid systems 

can combine classical coding, security techniques and machine learning to balance file size, processing 

requirements, security and practical usability. 
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