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Abstract:   

Phase truncated Fourier transform (PTFT), introduced in 2010, is a well-known optical asymmetric key 

cryptosystem. PTFT has been proven susceptible to some specific attacks utilizing phase retrieval 

algorithms. In this paper, a new approach based on elliptic curves is introduced to secure PTFT-based 

asymmetric scheme. In the proposed scheme, pixel scrambling is accomplished using an elliptic curve 

having three highly sensitive parameters. Validation of the scheme has been performed through 

simulations on MATLAB 2023b software for grayscale image. The scheme’s robustness against 

statistical attacks is evaluated using histogram plots, mesh plot analysis, entropy and correlation 

coefficient distribution plots. Performance metrics such as peak signal-to-noise ratio, mean squared error 

and correlation coefficient are evaluated to assess quality of encryption as well as decryption. The 

scheme exhibits a high degree of resistance against the occlusion attack and noise attacks. The results 

show that the new approach offers strong security against specific attacks also. 

 

Keywords:   Phase truncated Fourier transform, image encryption, elliptic curve, specific attack, key 

sensitivity. 

 

1. Introduction 

The increased use of digital technology in recent years has sparked a growing focus on information 

security research. These efforts focus on enhancing existing techniques and developing innovative 

methods that are both effective and safe. Over the last decade, numerous techniques for ensuring secure 

communication and data transmission have been introduced [1]. Broadly, these approaches can be 

categorized into purely optical  [3], [4], [5], [6], [7], [8], [9], [10], [11], purely digital [12], [13], [14], 

[15], [16] and hybrid  [14], [15], [16], [17], [18], [19] techniques, each offering distinct advantages. The 

double random phase encoding (DRPE), the first optical cryptosystem, was developed by Refregier and 

Javidi [23] in 1995. However, DRPE is susceptible to fundamental cryptographic attacks, such as 

chosen-ciphertext attack [24], known-plaintext attack [25], and ciphertext-only attack [26]. These 

vulnerabilities arise because DRPE is a symmetric cryptosystem using the same keys for encryption and 

decryption. To address the issue of key distribution, several optical asymmetric cryptosystems have been 

developed. The first such asymmetric cryptosystem was introduced by Qin and Peng in 2010 [27]. This 

cryptosystem, named as phase-truncated Fourier transform, employs two distinct keys: a public key for 

encryption and a private key for decryption. While this scheme enhances security and is resilient against 

many cryptographic attacks, it remains vulnerable to certain specific attacks [28]. 

This paper presents a new encryption strategy that uses two random phase masks as encryption keys 

whereas the PTFT technique is used for obtaining the decryption keys. The proposed asymmetric 
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encryption system leverages elliptic curves to scramble the pixels of the image in frequency domain, 

adding few extra parameters to bolster security. This additional layer of complexity enhances the overall 

security level compared to previous asymmetric cryptosystems. For grayscale images, the effectiveness 

of the proposed algorithm has been proven. Notably, this algorithm has not been previously reported in 

the literature. 

Section 2 provides an overview of the foundational principles of the phase-truncated Fourier transform, 

elliptic curve, and a specific attack method utilizing a modified amplitude-phase retrieval algorithm. The 

proposed image encryption scheme is detailed in Section 3. Simulation results and an analysis of the 

scheme's resistance to attacks are presented in Section 4, validating the robustness of the scheme. The 

paper concludes with a summary of findings and insights in the final section. 

 

2. Preliminaries 

2.1   Basic Concept of phase-truncated Fourier transform 

In the basic traditional PTFT scheme given by Qin and Peng in 2010 [27]. The encryption of an input 

image 𝐼 can be expressed as 

 

𝐸(𝑥1, 𝑥2) = 𝑎𝑏𝑠[𝐹𝑇[𝑎𝑏𝑠{𝐹𝑇(𝐼(𝑥1, 𝑥2) × 𝑅𝑃𝑀1)}] × 𝑅𝑃𝑀2 

 

Here 𝑅𝑃𝑀1{= exp(2𝜋𝑖 ×

𝑚(𝑥1, 𝑥2)) , where 𝑚(𝑥1, 𝑥2) be a random matrix with values between 0 and 1} denotes the random 

phase mask in spatial domain and 𝑅𝑃𝑀2{= exp (2𝜋𝑖 × 𝑛(𝑢1, 𝑢2))}  denotes the random phase mask in 

frequency domain, ×  represents the pixelwise multiplication, and 𝐸(𝑥1, 𝑥2) represents the encrypted 

image.  (𝑥1, 𝑥2)  and (𝑢1, 𝑢2)  denote the coordinates in the spatial and frequency domains, respectively. 

 𝐹𝑇 denotes the Fourier transform and the Fourier transform [29] of a function 𝑔(𝑥1, 𝑥2) is calculated as 

𝐺(𝑢1, 𝑢2) = ∫ ∫ 𝑔(𝑥1, 𝑥2)
∞

−∞

∞

−∞

𝑒−2𝜋𝑖(𝑢1𝑥1+𝑢2𝑥2)𝑑𝑥1𝑑𝑥2 

The decryption procedure is formulated as 

𝐼(𝑥1, 𝑥2) = 𝑎𝑏𝑠[𝐼𝐹𝑇[𝑎𝑏𝑠{𝐼𝐹𝑇(𝐸(𝑥1, 𝑥2) × 𝑃1)}] × 𝑃2 

where  𝐼𝐹𝑇 represents inverse Fourier transform, and 𝑃1 and 𝑃2 are the private keys and mathematically 

expressed as 

𝑃1 = 𝑃𝑅{𝐹𝑇(𝐼(𝑥1, 𝑥2) × 𝑅𝑃𝑀1)}, 

𝑃2 = 𝑃𝑅[𝐹𝑇[𝑎𝑏𝑠{𝐹𝑇(𝐼(𝑥1, 𝑥2) × 𝑅𝑃𝑀1)} × 𝑅𝑃𝑀2]] 

 

where 𝑃𝑅 represents  the phase reserved component. 

The PTFT algorithm has been further developed and extended by numerous researchers across a variety 

of fields [30], [31], [32], [33], [34], [35], [36]. 

2.2   Elliptic Curves 

Elliptic curves [37] satisfy a cubic equation of the form 

 

𝑥2
2 = 𝑥1

3 + 𝛼𝑥1 + 𝛽 (𝑚𝑜𝑑 𝑝) 
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where 𝛼 and  𝛽 are constants, 𝑥1 and 𝑥2 are the variables representing the coordinates of points on the 

elliptic curve E, and  𝑝 denotes the prime number. The constants 𝛼 ,  𝛽  and 𝑝  satisfy the following 

condition: 

4𝛼3 + 27𝛽2 (𝑚𝑜𝑑 𝑝) ≠ 0 

There are some basic operations on elliptic curves [38] 

1. Point addition:   Addition of two different points 𝐸 = (𝑒1, 𝑒2) and 𝐹 = (𝑚1, 𝑚2)  on elliptic curve E 

is given by 

𝐸(𝑒1, 𝑒2)  + 𝑀(𝑚1, 𝑚2)   = 𝐺(𝑛1, 𝑛2) 

𝑠1=

𝑚2 − 𝑒2

𝑚1 − 𝑒1

(𝑚𝑜𝑑 𝑝) 

𝑛1 = 𝑠1
2 − 𝑒1−𝑚1(𝑚𝑜𝑑 𝑝) 

𝑛2 = 𝑠1(𝑒1 − 𝑛1)−𝑒2(𝑚𝑜𝑑 𝑝) 

2. Point doubling:   Adding a point 𝑋 = (𝑎1, 𝑎2) into itself on elliptic curve E is given by 

𝑋(𝑎1, 𝑎2)  + 𝑋(𝑎1, 𝑎2)   = 𝑌(𝑏1, 𝑏2) 

 

𝑠2 =
3𝑎1

2 + 𝛼

2𝑎2

(𝑚𝑜𝑑 𝑝) 

𝑏1 = 𝑠2
2 − 2𝑎1(𝑚𝑜𝑑 𝑝) 

𝑏2 = 𝑠2(𝑎1 − 𝑏1)−𝑎2(𝑚𝑜𝑑 𝑝) 

2.3   Specific Attack on PTFT 

The specific attack [28] process relies on the principles underlying phase retrieval algorithms [39]. The 

conventional  optical phase truncated Fourier transform technique is vulnerable to specific attack based 

on modified amplitude-phase retrieval algorithm. 

 
Figure 1. Schematic diagram of specific attack algorithm based on modified amplitude-phase 

retrieval algorithm. 

Figure 1 shows the flowchart for the specific attack based on modified amplitude-phase retrieval 

algorithm. The attack procedure is described as 

Step 1: A random input matrix (𝐼0) is first multiplied by the first random phase mask (𝑅𝑃𝑀₁) and then 

transformed using the Fourier transform. 
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Step 2: The phase-retained component of the transformed output is extracted and stored as the key (𝑃𝑘). 

Subsequently, the phase-truncated component is multiplied by the second random phase mask (𝑅𝑃𝑀₂) 

and an inverse Fourier transform is applied on it. 

Step 3: The phase-retained component obtained in Step 2 is combined with the ciphertext (the original 

image ciphertext to be retrieved) and transformed again using the Fourier transform. 

Step 4: The amplitude component of the output bonded in Step 3 is combined with 𝑃𝑘, after which the 

inverse Fourier transform is applied. 

Step 5: The amplitude component of the resulting output is considered as the input image 𝐼₀. The above 

procedure is iteratively repeated for  𝑛 iterations. 

 

 
Figure 2. (a) Input (b) encrypted (c) decrypted image by PTFT scheme (d) decrypted image by 

specific attack process. 

 

 
Figure 3. Plot of mean squared error versus number of iterations. 

 

Figure 3 presents the variation of the mean squared error with respect to the number of iterations. It can 

be observed that the MSE decreases progressively as the iterations increase, eventually approaching 

zero. This reduction in MSE leads to a significant improvement in the quality of the reconstructed 

(attacked) image. The recovered image shown in Figure 2(d) demonstrates that the PTFT-based 

cryptosystem is vulnerable to specific attack process based on modified amplitude–phase retrieval 

alogrithm. To secure the optical PTFT scheme, a novel encryption scheme based on elliptic curve is 

proposed, which is discussed in the next section. 

 

3. Proposed Scheme 

Steps for encryption process of proposed scheme 
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Step 1:  Initially,  combine an input image 𝑓 with first random phase mask (𝑅𝑃𝑀₁) in spatial domain. 

Step 2:  Apply the Fourier transform to the resulting image. The phase retention part will be treated as 

the first private key (𝑃1), while the truncated phase part will be used in the further encryption process. 

Step 3:  Segment the resulting image into smaller blocks of dimensions m1 × n1, and convert each block 

into  a column vector by sequentially concatenating its columns, producing a vector with a length of 

m1n1. 

Step 4: Generate a sequence of  m1n1 points using the elliptic curve properties. 

 

 
Figure 4.  Schematic diagram of (a) encryption and (b) decryption process of proposed scheme. 

 

Step 5:  Establish a one-to-one correspondence between the sequence produced in Step 3 and the column 

vector acquired in Step 4. Finally, arrange the m1n1 elements into n1 columns sequentially, resulting in an 

m1 × n1 matrix. 

Step 6:  Repeat Step 4 and 5 for each block. After processing all blocks of the image, combine them to 

reconstruct the resulting image. 

Step 7:  The image obtained by Step 6 is combined with second random phase mask (𝑅𝑃𝑀₂) . 

Step 8:  The resulting image is transformed through Fourier transform. The phase retention part will be 

treated as the second private key (𝑃2), while the phase truncated part treated as encrypted image. 

The decryption procedure follows the same steps as the encryption procedure but in the reverse order as 

shown in Figure 4(b). 

 

4. Results and Discussion 

The algorithm has been verified through simulations performed on MATLAB 2023b software using 

grayscale images. To validate the presented cryptosystem, we utilized the Cameraman image with size 

256 ×  256 and set the elliptic curve parameters as 𝛼 = 5376, 𝛽 = 2438, and 𝑝 = 123457. 
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Figure 5. The validation results include (a) input, (b) encrypted, and (c) the decrypted image 

obtained using the presented algorithm. 

 

Figure 5 represents the validation results of the presented algorithm. Figure 5(b) depicts the encrypted 

image of the Cameraman, which appears entirely different from the input image and resembles random 

white noise. Figure 5(c) presents the reconstructed image of the Cameraman, which closely resembles 

the original input image. 

Different statistical metrics such as mean squared error (𝑀𝑆𝐸), correlation coefficient (𝐶𝐶), and peak 

signal-to-noise ratio (𝑃𝑆𝑁𝑅), are calculated for grayscale Cameraman image. 

The mathematical formula for 𝐶𝐶 is 

𝐶𝐶 = 𝑐𝑜𝑣(𝐼, 𝐷)/𝜎(𝐼)𝜎(𝐷) 

where 𝑐𝑜𝑣 and 𝜎  represent respectively the covariance and the standard deviation between input image 

(𝐼) and decrypted image (𝐷). 

Mathematically, 𝑀𝑆𝐸 is given by 

𝑀𝑆𝐸 =
1

256 × 256
∑ ∑ [𝐼(𝑥1, 𝑦1) − 𝐷(𝑥1, 𝑦1)]2

256

𝑦1=0

256

𝑥1=0

 

𝐼(𝑥1, 𝑦1)  and 𝐷(𝑥1, 𝑦1)  represent the pixel values of original input image and reconstructed image 

respectively. 

The mathematical formula for 𝑃𝑆𝑁𝑅 is 

𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔10(2552/𝑀𝑆𝐸) 

The computed values turn out to be    𝐶𝐶 = 1, 𝑀𝑆𝐸 =  3.8596 × 10−27, 𝑃𝑆𝑁𝑅 =  312.26  between 

input image and decrypted image. These values indicate that the proposed scheme successfully recovers 

the original image with high accuracy. The subsequent subsections will examine statistical attacks on the 

proposed scheme, focusing on histogram and 3D plot analysis, information entropy, and correlation 

distribution analysis. 

4.1 Statistical Attack Analysis 

A histogram in image encryption shows the distribution of pixel intensity values in an image. For 

grayscale images, it shows how many pixels have a particular intensity (0–255). A 3-D plot visualizes 

relationships between pixel intensities in the original image and encrypted image. The goodness of an 
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encryption scheme can be assessed using histogram and 3-D plot analysis.  Figure 6(b) shows the 

 
Figure 6. Histograms of (a) an input image, (b) the encrypted image, and (c) the image that was 

decrypted from the proposed technique. 

 
Figure 7. Mesh plots of the presented algorithm (a) input (b) encrypted (c) decrypted image. 

histogram of encrypted image which is entirely different from the histogram plot of input image Figure 

6(a). Histogram plot of encrypted image is uniform that hides the statistical properties. It demonstrates a 

high level of randomness with no visible patterns, ensuring resistance to statistical attacks. As shown in 

Figure 7 the mesh plot of encrypted image is entirely different from that of the original image. As shown 

in Figure 7(b), the 3-D plot of the encrypted image displays evenly distributed pixels. This distribution 

ensures that no patterns can be discerned. This analysis highlights the effectiveness of the encryption 

algorithm. 

4.2   Entropy 

It measures the uncertainty, unpredictability, or randomness in a set of data. It is often used to quantify 

the amount of information contained in data or in system. Entropy values lie between 0 and 8 for 

grayscale (8-bit) image. Higher entropy is desirable as it implies greater unpredictability. Mathematical 

expression for entropy is given by 

𝐻(𝑌) = − ∑ 𝑃(𝑦)𝑙𝑜𝑔2(𝑦)

𝑦∈𝑌

 

where  𝑃(𝑦) denotes the probability of outcome 𝑦 and 𝑌 represents the random variable. 

The calculated entropy value of input Cameraman image is 7.0097. The entropy of the encrypted 

Cameraman image is 7.9959, which is nearly 8, signalling a strong level of randomness in the encrypted 

image. 
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4.3   Correlation Distribution Analysis 

 
Figure 8. Correlation Distribution plots of (a) input (b) encrypted image of presented algorithm. 

 

Correlation Distribution Analysis is a method used to study the relationship between variables by 

examining the distribution of their correlation coefficients. The effectiveness of an encryption algorithm 

can be demonstrated by correlation distribution analysis of nearby pixels in input and encrypted images. 

In this analysis 10,000 diagonal pixels from the input image are selected randomly. Figure 8(a) and 8(b) 

represent the correlation distribution plots of input and decrypted Cameraman image. The pixels in the 

input image exhibit a strong correlation with one another. The pixels in the encrypted image are 

scattered, random, and exhibit no correlation with one another. This demonstrates the efficacy of the 

encryption method. 

4.4 Occlusion Attack Analysis 

In real-world scenarios, encrypted images may be exposed to occlusion attacks during transmission. 

Certain parts of the encrypted data are lost or deliberately removed. Occlusion attack analysis is essential 

to evaluate the robustness of image encryption algorithms under such conditions. 

 

 
Figure 9.  Diagram showing (a)-(d) occluded encrypted images with 10%, 30%, 50%, and 80% 

data occlusion, while (e)-(f) corresponding decrypted images using the proposed scheme. 

Figure 9 illustrates the results of the occlusion attack. Figure 9(a-d) presents the encrypted images with 

10%, 30%, 50%, and 80% data occlusion, while Figure 9(e-h) shows the corresponding decrypted 
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images. The original image remains visible even with up to 80% occlusion in the encrypted image.  

Figure 10 presents a plot of the correlation coefficient (CC) values for different percentages of occluded 

areas. 

 
Figure 10. Plot of CC versus occluded area percentage. 

4.5 Noise Attack Analysis 

When data is transmitted over the public network, it is often subject to disturbances such as signal loss, 

degradation, or unwanted interference. Salt-and-pepper noise is a type of impulsive noise and a most 

common form of interference. Salt represents white pixels, while pepper represents the black pixels. 

This type of noise can severely affect data corruption, especially when it is added to encrypted data. 

 

 
Figure 11. Decrypted image of the Cameraman with salt and pepper noise at different densities (a) 

0.02, (b) 0.2, (c) 0.5, and (d) 0.75, using the proposed scheme. 

 

Figure 11 presents the outcomes when varying densities of salt and pepper noise are added to the 

encrypted image.  As shown in Figure 12, when the noise density increases, the quality of the decrypted 

image decreases. The decrypted image remains visible even at a salt and pepper noise density of 0.75.                                                                                                                        

 
Figure 12.     Plot of CC versus salt and pepper noise density. 
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4.6 Key Sensitivity Analysis 

To assess the robustness of the secret key in the proposed method, the sensitivity of the elliptic curve 

parameters is analysed. Figure 13 shows the results of the key sensitivity analysis. Figure 13(b) depicts a 

decrypted image with the wrong parameter value of 𝛼 = 5375 rather than the correct  𝛼 = 5376. Figure 

13(c) depicts the decrypted picture with the wrong parameter value of 𝛽 = 2437 rather than the correct 

𝛽 = 2438. Figure 13(d) shows the decrypted image with an incorrect parameter value of 𝑝 = 123458 

instead of the correct  𝑝 = 123457.  It ensures that even slight modifications to the elliptic curve 

parameters produce entirely different or invalid outputs, demonstrating the system's strength against 

brute-force attempts or the use of incorrect keys. 

 
Figure 13.  (a) Input image (b) decryption with incorrect value of parameter 𝜶 (c) decryption with 

incorrect value of parameter 𝜷 (d) decryption with incorrect value of parameter 𝒑. 

4.7 Specific Attack 

As discussed in Section 2, the PTFT method is susceptible to a specific attack utilizing modified 

amplitude-phase retrieval algorithm. To address this vulnerability, we propose a new scheme. In this 

section, we demonstrate that the presented algorithm is resilient against this specific attack. 

Figure 14. (a) Input image (b) recovered image by applying specific attack on proposed scheme. 

As shown in Figure 14, the attacker is unable to retrieve any knowledge about the input image using the 

specific attack on the presented scheme. Figure 15(a) illustrates the plots of the CC values between the 

input image and the decrypted image when the proposed scheme is subjected to specific attack. In the 

figure, the CC values range between -0.01 and -0.002, indicating a poor correlation. This demonstrates 

that there is no meaningful correlation between the input Cameraman image and the recovered 

Cameraman image obtained through the attack process. Figure 15(b) illustrates the MSE value plots 

between the input image and the decrypted image when the proposed scheme is subjected to specific 

attack. 
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Figure 15. Plots of (a) CC and (b) MSE values between the input image and the decrypted image 

under specific attack on the proposed scheme. 

 

The graph line representing the MSE values gradually increases as the number of iterations increase. 

This indicates that the MSE between the input and recovered images is significantly high. This analysis 

confirms that the presented method is resilient to the specific attack. 

 

5. Conclusion 

In conclusion, a novel asymmetric approach is presented in which we used optical asymmetric PTFT 

scheme along with elliptic curves. Elliptic curves are utilized for pixel scrambling in Fourier domain.  

The presented algorithm is validated using a grayscale Cameraman image. Its efficacy and performance 

are further demonstrated using statistical attacks, including histogram analysis and 3-D plots. In the 

simulation results, we successfully reconstructed the input image with 𝑃𝑆𝑁𝑅 =  312.26, 𝑀𝑆𝐸 =

3.8596 × 10−27 and 𝐶𝐶 =  1.  We have demonstrated that the algorithm is strongly sensitive to the 

parameters of elliptic curve (𝛼, 𝛽 and 𝑝). Even a slight change in these parameter values leads to the 

failure to reconstruct the original image. The scheme is resilient against salt-and-pepper noise and 

occlusion attacks. Furthermore, the proposed method demonstrates robustness against specific attack, 

ensuring enhanced security. The findings show that the suggested method ensures enhanced security and 

greater resilience 
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