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Abstract 

Agentic AI is emerging as the next step beyond scripted automation and conversational chatbots. Instead 

of waiting for a prompt at every step, these systems pursue larger goals on their own by planning, using 

external tools, retaining memory and adjusting course when something goes wrong. This paper reviews 

the concept of agentic AI, traces its evolution from rule-based automation and large language model 

assistants, explains how such systems work and how they are built, and compares them with earlier 

approaches on autonomy, adaptability, tool use, memory, predictability and cost. It also outlines 

application areas, challenges such as error accumulation, security, cost and evaluation, and likely future 

directions. The review concludes that agentic AI is promising for tasks that once needed constant human 

attention, but it still requires strong human oversight and is not ready to replace every older method. 
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1. Introduction 

For a long time, software did what it was told and nothing more. Today a new kind of system is appearing 

that can be given a goal instead of an instruction. This is what people mean by agentic AI: a system that 

plans the work, picks the tools it needs, keeps track of what has already happened and changes direction 

when a step fails. It is the natural next step after scripted programs and ordinary chatbots, which either 

follow fixed rules or wait for the user to type the next prompt. 

Interest in the idea has grown quickly because large language models (LLMs) finally gave software a 

flexible way to reason in everyday language [1], [2]. Once a model can also call a search engine, query a 

database or run code, it can carry out tasks that used to need a person to sit and supervise every step [3], 

[4]. Research prototypes and commercial frameworks now exist for software engineering, customer 

support, data analysis and IT operations [5], [6]. 

The same power creates new risks. A chatbot that gives a wrong answer wastes a few minutes. An agent 

that acts on a wrong plan can send the wrong payment, change the wrong file or follow instructions that 

an attacker hid inside a web page [7]. Questions about reliability, cost, security and accountability are 

therefore part of the subject itself and cannot be left for later. 

1.1 Objectives and Contributions 

The aim of this paper is to give a clear, balanced overview of agentic AI and to judge honestly where it is 

useful and where it is not. The paper makes four contributions: 

 It explains how agentic systems work and describes their architecture in a layered form. 

 It compares agentic AI with rule-based automation and generative AI assistants using the same set of 

criteria. 
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 It summarises the main application areas and the main challenges, together with practical ways to 

reduce them. 

 It points out the research and engineering directions likely to matter next. 

1.2 Scope and Method 

This is a narrative literature review. We read research papers, survey articles, framework documentation 

and risk-management guidance, grouped the material by theme, and compared the three approaches on 

autonomy, adaptability, tool use, memory, predictability, cost and governance. We did not run experiments 

or benchmarks, and we did not use formal inclusion criteria, so this is not a systematic review. The field 

also changes quickly, which means some details of specific tools and protocols may be out of date soon. 

The remainder of the paper follows the order of the sections: background, working process, architecture, 

comparison, applications, challenges, and future directions with the conclusion. 

 

2. Background and Evolution 

Traditional automation works well while everything stays the same. It falls apart once conditions shift or 

the input gets messy, because every case has to be anticipated by the person who wrote the rules. Machine 

learning helped by finding patterns in data and making predictions [8], but a trained model usually stays 

stuck on one narrow job, and the workflow around it still has to be built by hand. 

Large language models changed what people could expect from software. Trained on very large amounts 

of text with the Transformer architecture [1], [2], and later tuned to follow instructions [9], they let people 

ask for summaries, code or answers in normal sentences. Even so, most of these assistants stay reactive. 

They answer once and wait, and the human is left to handle all the steps and checks in between. 

The idea of an agent itself is much older than LLMs. Classical AI describes an agent as something that 

senses its environment and acts on it to reach its goals [10], and early multi-agent research already talked 

about autonomy, reactivity and pro-activeness [11]. What is new is that language models now provide a 

general reasoning ability, so one agent design can be reused across many domains instead of being rebuilt 

each time. Fig. 1 shows this progression. 

 
Fig. 1: Evolution of Automation towards Agentic and Autonomous Systems 
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3. How Agentic AI Works 

What changes in an agentic setup is that the goal itself drives the process. The system breaks the goal into 

smaller pieces, picks the tools it needs, such as search, databases or even company software, watches what 

happens after each move, and keeps going until it finishes or asks a person for help. Fig. 2 shows this 

cycle. 

 
Fig. 2: The Agentic Control Loop from Goal to Completion 

A well-known version of this loop is ReAct, in which the model alternates between reasoning about the 

situation and taking an action, then reads the result before deciding the next move [3]. Tool use can be 

learned by the model itself [4], and retrieval lets it bring in outside knowledge instead of relying only on 

what it memorised during training [12]. Reflexion adds a further step in which the agent writes down why 

an attempt failed and uses that note in the next try [13]. 

Memory is what makes longer tasks possible. It helps the agent remember earlier steps in the current job 

and, in some designs, lessons from past jobs [14]. Sometimes several agents split the work, with one 

handling research, another writing code and a third checking the results [15], [16]. This part gets harder 

to manage as more agents are added, because coordination can add delays, and agents can produce 

conflicting conclusions that someone or something has to resolve [17]. 

 

4. Architecture of Agentic Systems 

Most agentic systems share the same basic layout, shown in Fig. 3. A main reasoning model sits at the 

centre with planning layers around it. Short-term memory holds the current task, while longer-term storage 

keeps facts and past lessons, usually in a searchable database. Tools and application interfaces connect the 

agent to the outside world, and a set of guardrails and logs sits on top to limit damage if something goes 

wrong. 

http://www.ijfmr.com/
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Fig. 3: High-Level Architecture of an Agentic AI System 

 

Designs differ mainly in how many agents they use. Some rely on one capable agent with many tools, 

while others spread tasks across several smaller agents that talk through messages or shared notes. Industry 

guidance advises starting with the simplest design that works, and moving to more autonomous or multi-

agent setups only when the task really needs it [18]. Open standards such as the Model Context Protocol 

[19] and the Agent2Agent protocol [20] have also appeared to make tools and agents easier to connect. 

Table 1 summarises the main components. 

 

Table 1: Main Components of an Agentic AI System 

Component Role 

Reasoning model (LLM) Interprets the goal and chooses the next action 

Planner Breaks the goal into steps and revises the plan 

Short-term memory Holds the current task, plan and intermediate results 

Long-term memory Stores facts and past lessons for later retrieval 

Tools and APIs Let the agent search, compute, run code and use applications 

Orchestrator (multi-agent) Assigns work to specialised agents and combines results 

Guardrails and logs Limit permissions, require approvals and record behaviour 

 

5. Comparison with Traditional and Generative Systems 

Old rule-based tools are predictable but stiff. Simple generative assistants are flexible but stop after one 

reply. Agentic versions sit beyond both: they can handle longer, open-ended jobs, adapt when results do 
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not match expectations, and use feedback to improve later attempts. Table 2 compares the three 

approaches. 

 

Table 2: Comparison of Rule-Based Automation, Generative AI Assistants and Agentic AI 

Criterion Rule-Based 

Automation 

Generative AI 

Assistant 

Agentic AI 

Operating mode Follows fixed rules Answers one prompt at 

a time 

Pursues a goal over 

many steps 

Autonomy Low Low to moderate Moderate to high 

Adaptability Only anticipated cases Flexible with language Revises plans using 

feedback 

Tool use Fixed connectors Limited or optional Chooses tools 

dynamically 

Memory Stored data only Current conversation Short-term and long-

term 

Predictability High Moderate Lower, needs safeguards 

Cost per task Low Moderate Higher, many model 

calls 

Main risk Inflexibility Wrong answers Wrong or unsafe actions 

 

The same flexibility that makes agents useful also brings risks. Errors can build up over many steps, 

because a small mistake early on affects everything after it. Security is another concern: an agent that 

reads a web page or an email may also read bad instructions hidden inside it [7]. The practical conclusion 

is that rule-based tools remain the better choice for stable, high-volume work, and agents make sense 

where the task varies and flexibility is worth the extra safeguards. 

 

6. Applications 

Applications show up in software work, where agents fix bugs and run tests [21], in customer support that 

pulls data from different systems, in finance checks for fraud, and even in factory scheduling. Table 3 lists 

some of these areas. Companies like the idea of cutting down repetitive effort, but they still keep humans 

in the loop for anything important. Cost tends to rise as well, because each extra step might call the model 

again and again. 

 

Table 3: Application Areas of Agentic AI 

Area Typical Agent Task Human Role 

Software engineering Locate a bug, edit code, run tests, retry 

on failure 

Reviews and approves 

changes 

Customer support Gather data from several systems and 

resolve a case 

Handles escalations and 

refunds 

http://www.ijfmr.com/
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Area Typical Agent Task Human Role 

Finance Monitor transactions and flag suspicious 

activity 

Makes the final decision 

Manufacturing and 

logistics 

Plan and adjust schedules as conditions 

change 

Sets goals and constraints 

IT operations Diagnose an incident and propose a fix Approves changes to live 

systems 

Research and analysis Search sources and summarise findings Verifies facts and 

conclusions 

 

7. Challenges and Limitations 

The first challenge is making sure the output stays reliable when plans stretch out over many steps. 

Benchmarks such as AgentBench and WebArena show that even strong models still fail on a large share 

of realistic multi-step tasks [22], [23]. The second is keeping permissions tight so that nothing leaks or 

breaks, which matters most when an agent can be manipulated through the content it reads [7]. 

Evaluation is the third difficulty. Open-ended tasks have no single right answer, and a system that behaves 

differently each time is hard to test with ordinary methods. There are also wider concerns. Some people 

worry about jobs changing, and others about who takes the blame when an agent makes a bad call. Risk 

frameworks such as the NIST AI Risk Management Framework [24] and regulation such as the EU AI 

Act [25] already push organisations towards documented oversight, though they were not written 

specifically for agents. Table 4 lists the main challenges with practical ways to reduce them. 

 

Table 4: Main Challenges and Possible Mitigations 

Challenge Why It Matters Possible Mitigation 

Reliability over long 

plans 

Small errors compound across 

steps 

Checkpoints, verification steps, 

shorter task scopes 

Security and prompt 

injection 

Hidden instructions can hijack 

an agent 

Least-privilege access, input 

filtering, sandboxing 

Evaluation Behaviour varies and has no 

single right answer 

Scenario testing, logging and 

continuous monitoring 

Cost and delay Each step may call the model 

again 

Smaller models for simple steps, 

caching, clear limits 

Accountability Unclear who is responsible for 

a bad action 

Audit trails, named owners, human 

approval for key actions 

Workforce impact Roles and skills change Reskilling and human-agent 

collaboration design 
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8. Future Directions and Conclusion 

Looking ahead, more work is likely to go into letting agents cooperate across different tools and vendors, 

and into ways to check their safety before they run on their own. Table 5 outlines the directions that seem 

most important. 

 

Table 5: Likely Future Directions 

Direction Why It Matters 

Interoperability standards Let agents and tools from different vendors work together 

Better evaluation methods Measure open-ended, multi-step behaviour reliably 

Safety checks before 

deployment 

Test agents against misuse and injection before release 

Smaller, cheaper models Cut cost and delay for routine steps 

Embodied and physical agents Extend agents to robots and other real-world systems 

 

In conclusion, agentic AI looks promising for tasks that used to need constant human attention, such as 

multi-step software, support and analysis work. Its strength comes from combining a reasoning model 

with planning, memory and tools, and its weaknesses come from exactly the same place: errors that build 

up, new security exposure, higher cost and behaviour that is hard to test. For now it still needs strong 

oversight rather than being left to run without checks, and it is not ready to replace every older method. 

Future studies that include experiments and field data would strengthen the conclusions of this review. 
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